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Nothing’s Perfect!
Traditional Signature Imperfections

▪ Authentication

▪ Attachment to document

▪ Intent of the signor

▪ Document integrity
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▪ Forgery

▪ Electronic copying can disassociate
signature from document

▪ Signature pages can be replaced

▪ Word-processed pages can be
replaced and altered without
detection
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E-Commerce

▪ Twenty years ago, in 2000, the landmark Electronic Signatures in
Global and National Commerce (E-SIGN) Act was passed to address
the growing need for a consistent standard for electronic signatures.

▪ The E-SIGN Act established electronic signatures as having the
same legal status as traditional wet ink signatures in the U.S. at a
federal level.
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Important Reminder!

• Requires E-SIGN
compliance to send
most official
consumer
disclosures

Bank

• No E-SIGN
compliance
required for
customer to send to
Bank

Customer
• No E-SIGN

compliance
required to accept
information sent by
Customer

Bank
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The Uniform Electronic Transactions Act

▪ UETA is an electronic record and signature statute that was adopted in 
some form by most states.  

▪ UETA leaves existing law in place while providing that electronic records, 
signatures and contracts shall not be denied validity based solely on the 
medium.  UETA applies to contracts and state disclosures.

▪ Three pillars of UETA body of law:
▪ Record or signature may not be denied legal effect or enforceability solely because it 

is in electronic form.
▪ If a law requires a writing, an electronic record satisfies.
▪ If a law requires a signature, an electronic signature satisfies the law.

▪ E-SIGN does not apply to state law transactions if state adopted UETA 5

Transactions Excluded from UETA

▪ Uniform Commercial Code which contain their own Esign
provisions:
▪ Article 3 – Negotiable Instruments
▪ Article 4 – Bank Deposits & Collections
▪ Article 4A – Funds Transfer
▪ Article 5 – Letters of Credit
▪ Article 9 – Secured Transactions

▪ Wills and Testamentary Trusts

▪ Other laws identified by legislative action
6
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The E-SIGN Act

▪ Most states had enacted a version of UETA – Congress used the UETA as a 
guide to actually draft E-SIGN so the two are very similar

▪ Electronic Signatures in Global and National Commerce Act (E-SIGN Act) 
passed June 30, 2000

▪ Applies to consumers who agree to accept electronic disclosures on or after 
October 1, 2000.

▪ Notification and consent under the E-SIGN rules apply after that time.

▪ The Federal Reserve passed regulations in 1998 allowing periodic 
statements under Reg DD and Reg E to be provided electronically.  Despite 
grandfather provisions, it was best practice to obtain new E-SIGN 
affirmation if any question.

7

Key Principles of E-SIGN Act

▪ Any law with a signature requirement can be satisfied by an electronic 
signature.

▪ Electronically executed agreements can be presented as evidence in court.

▪ Denial of validity or enforceability of an electronically signed document 
can't happen solely because it is in an electronic form.

8
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E-SIGN Principles

▪ E-SIGN promotes the use of electronic contracts, disclosures, signatures, and 
recordkeeping in private commerce by establishing legal equivalence between: 
▪ Written contracts, disclosures, signatures on paper and those in electronic form; and 
▪ Pen-and-ink (aka “wet”) signatures and electronic signatures. 

▪ E-SIGN applies broadly to commercial and consumer transactions affecting e-commerce, 
and to transactions regulated by both Federal and state government. If there is no 
requirement that something be in writing by another law, E-SIGN does not apply. 

Watch out for other state laws requiring a record specifically in another manner.

▪ Federal law that permits the delivery of federal disclosures exclusively through electronic 
means.  Consumer must be able to retain and store or print and reproduce or it may be 
denied legal effect.

▪ Permits companies to satisfy statutory record retention and retrieval requirements (even if 
required to be admissible into evidence in a court of law) through electronic means.  
Applies across the board to all industries, not just to financial institutions

9

What E-SIGN Does and Does NOT Do

▪ E-SIGN legalizes E-writings, E-SIGNatures and E-record retention unless 
specifically superseded by another law for that particular record.

▪ E-SIGN governs the process by which consumers can consent.

▪ E-SIGN does NOT require any bank to offer E-delivery or any consumer to 
accept E-delivery.

▪ E-SIGN does NOT require any particular technology nor does it specify how 
documents must be delivered electronically.

▪ The E-SIGN Act does NOT appoint any Federal banking agency to interpret 
the law nor does it require stand-alone regulations to implement the Act.

10
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E-SIGN Consumer Notifications
▪ Required consumer written disclosures may be provided 

electronically if:
▪ Notify consumer of system requirements to access the records

▪ Hardware and software requirements 
▪ Consent electronically demonstrating ability to access the electronic records
▪ Notify consumer of any changes to hardware and software requirements and obtain 

consumer’s consent to the subsequent changes
▪ Consumer must affirmatively consent to electronic records after being made 

aware that consent may be refused or subsequently withdrawn (and how to 
withdraw that consent)

▪ Consumer must reasonably demonstrate ability to receive, review and retain
▪ Inform consumer which transaction, record or categories of records are covered
▪ Provide for procedures for the consumer to obtain a paper copy of the record 

and any fee that will be charged to obtain it.
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“Consumer Consent”

▪ Basic rules when laws or regulations require a written 
document
▪ Consumer must affirmatively consent.
▪ Other party must provide disclosures prior to consent in 

clear and conspicuous statement.
▪ Consent must demonstrate ability to receive documents.

12

Q3 2021 - Page 158



Financial Solutions * July 2021

E-SIGN Compliance Program

“Reasonable Demonstration”

▪ For demonstrable consent to be effective, the consumer must 
consent electronically in a manner that reasonably demonstrates 
that they can access information in the electronic form that will be 
used to provide the information that is the subject of the consent. 

▪ Legislative history sets the standard that the test is not intended to 
“burden commerce” and that email confirmation of receipt can be a 
sufficient means.

▪ Failure to include in consent process the “reasonable demonstration” 
may not be used to invalidate contract.
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Change in Hardware or Software Requirements

▪ Consumer must be notified of the new requirements.

▪ Statement of right to withdraw consent without fees and without any 
previously undisclosed penalty.

▪ Must include new “reasonable demonstration” of ability to access records.

▪ Consumer consent provisions may be modified or eliminated by Federal 
regulator to relieve burden on electronic commerce.

14
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Electronic Delivery Methods: PUSH

▪ “Push” method:  Bank transmits an “alert message” via ordinary 
email with a subject line such as
▪ “Here are your disclosures”

▪ Disclosures can be included in the body of the message or as an 
attached file.

▪ Customer must open the attached file.

▪ Customer can read and save the disclosure, including print the 
disclosure if desired.

15

Testing Customers via the PUSH Method

▪ Send a sample email notification to the customer and attach a file 
containing a sample document.
▪ Sample document should be in a format similar to that of what you will send them in 

the future (e.g., Adobe statement for checking, loan payment summary)

▪ The customer should demonstrate they can open the attachment and read 
the sample. 

▪ The sample document contains PIN or unique data that the customer must 
report to successfully “pass” the confirmation capability test.

16
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Electronic Delivery Methods: PULL

▪ “Pull” method:  Bank transmits an “alert message” via ordinary email with 
a subject line such as
▪ “Your disclosures are posted on our web site”

▪ Disclosures are available for download via a URL or reference to the 
location of disclosures.

▪ Customer must log into the bank web site to access disclosures.

▪ Customer can download the disclosure and can then read and save the 
disclosure, including print the disclosure if desired.

17

Testing Consumers via the PULL Method

▪ Send sample email notification to the customer containing link to 
sample disclosure on the website.

▪ Customer must click through the links and open the sample 
document.

▪ Sample contains a personal identification number (PIN) or unique 
data and the customer successfully uses the PIN or unique data to 
retrieve the disclosure.

▪ Customer is then considered to have “passed” the test.

18
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Electronic Redelivery

▪ Must attempt a redelivery when an alert message bounces.

▪ “Reasonable steps” are required when the bounced message is received by 
the bank.  

▪ You must email another address or use “snail mail” to notify the customer 
that the bank’s email was returned as undelivered.

19

Disclosures NOT Subject to All E-SIGN Provisions

▪ Any consumer disclosure that is NOT REQUIRED to be in WRITING

▪ Applications and other pre-account disclosures with specific notation in
applicable regulations can be displayed on the screen and make available 
to the consumer (via the PUSH method of electronic communication)

▪ CHARM booklet and loan program disclosure
▪ Home equity booklet (When Your Home is on the Line)
▪ Regulation Z’s boxed table of disclosures required for solicitations for consumer 

credit cards
▪ Regulation B government monitoring information disclosure and data request

20
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Electronic Regulations

▪ Amendments to Federal Regulations B, E, M, Z, and DD
▪ Reg B – Sec. 1002.16
▪ Reg E – Sec 1005.17
▪ Reg M – Sec 1013.6
▪ Reg Z – Sec 1026.36
▪ Reg DD – Sec 1030.10

▪ All five of the regulations for electronic disclosures are very similar

▪ Electronic communication is defined and permission granted to use electronic methods 
for required written disclosures.
▪ a message that is transmitted electronically from the bank to the consumer and uses “visual text” 

displayable on “equipment” and the message is retainable.

▪ Electronic signatures are permissible with consent.
21

E-SIGN Special Considerations

▪ Online Consummation
▪ Consumer must be required to access the new account disclosures BEFORE the account is 

officially opened

▪ Right of Rescission
▪ Each individual with a right to rescind must be notified separately by individual email address
▪ Send a single copy of the right of rescission notice to each owner plus TRID Closing Disclosure

▪ Disclosures Requiring a Signature
▪ For disclosures that a signature or written acknowledgement of receipt is required (like 

RESPA’s servicing transfer disclosure or the Notice of Special Flood Hazards), there must be a 
way to provide the signature or acknowledgment electronically.

▪ There is no industry-wide standard yet for digital signature and verification technology.  
Unless you are sure and consumer can comply, you may still require the consumer to print, 
sign and mail in the disclosure.

22
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E-Delivery Record Retention
▪ E-SIGN allows transaction records, contracts, and disclosures to be retained 

electronically. The law does not change the period of retention. 

▪ The E-SIGN act does not include specific record retention requirements for 
the notification and consent procedures.  But, be sure to maintain records 
proving that you followed the required process for bank’s protection.

▪ Retention times remain whatever they are under the applicable law(s) of your 
transaction, contract or disclosure.. These are considered to be retained in 
the original form if the electronic records: 
▪ Accurately reflects the information in the transaction, contract or disclosure; and 
▪ It remains accessible to all persons entitled to access, in a form that can be accurately 

reproduced, for the required period. 
23

What Does E-SIGN NOT Do?

▪ E-SIGN does not require records, disclosures or contracts to be in electronic 
format. All parties must agree to e-media. E-SIGN simply permits them to be 
created and shared in this manner. 

▪ It does not replace any requirements such as a disclosure which is to be made in 
a certain font size, or to be clear and conspicuous. It does not replace any fraud 
statutes or unfair or deceptive acts or practices. All those rules and requirements 
apply. 

▪ E-SIGN is not technology specific. It does not require any specific format, 
encryption methodology, browser, mobile or desktop device, etc. This means 
you must do what is safe and secure respective to the transaction being 
completed. You may allow one level of security to agree to view deposit account 
balances, as an example, but a higher level to transfer funds from those 
accounts. 

24
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Additional E-SIGN Considerations

▪ No specific penalties in E-SIGN, but you are still subject to the penalties in each of the 
other applicable regulations.

▪ On October 26,2020, the U.S. District Court for the District of Colorado denied, in 
relevant part, an individual's motion for summary judgement, holding that no private 
right of action exists under the E-SIGN Act. The plaintiff had asserted a violation of E-
SIGN by an auto-dealership, who allegedly failed to advise the plaintiff of: 
▪ The right to receive paper copies (rather than electronic copies) of certain records: and
▪ The right to withdraw previously provided consent to receiving records in electronic form. 

▪ Risks of E-SIGN
▪ Failure to deliver required consumer disclosures
▪ Corrective action may be required
▪ Possible penalties under the applicable consumer regulation
▪ Risk of reputation damage

25

Senate Bill 4159 – Modernization of E-SIGN

▪ On July 2, 2020, three Senators - John Thune (R-S.D.), Jerry Moran (R-Kan.), and 
Todd Young (R-lnd.) - introduced a bill to update the 20+ year old E-SIGN law 
regarding the use of electronic documents in commerce. 
▪ The E-Sign Modernization Act, S. 4159

▪ To put that into context, smart phones as we know them did not exist—the most 
popular mobile phone in 2000 was a flip phone and the first iPhone would not 
debut for another 7 years. The most popular website was AOL and Google was a 
fledgling company with its search engine just starting out among. Google’s G-
mail would not be released for another four years. At the time the E-Sign act was 
passed, the concept of receipt of notices in electronic form was a novel concept.

▪ The Banking industry supports the bill that was approved by the Senate 
Committee in December 2020.  It has yet to be presented further. Many
consumer advocacy groups oppose it saying it “guts E-SIGN” consumer 
affirmation.

26
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Why Modernize E-SIGN?

▪ Unlike today, in 2000 it was possible that a consumer could agree to receive 
electronic notices and then have no readily available way to view them. The E-
Sign act addressed this problem in two ways.

▪ The E-Sign Act explicitly requires that in obtaining consent to receive electronic 
notices that a consumer must be provided with a statement of the hardware and 
software requirements for access to and retention of the electronic records.  The 
consumer must then reasonably demonstrate electronic capability.

▪ While the burden here is relatively low, this is the fundamental requirement that 
has outlived its usefulness.  Unlike in 2000, there is more certainty that a 
consumer’s device will be able to view and store notices regardless of the form 
used to deliver them. 

27

E-SIGN’s  “Reasonably Demonstrate”

▪ The more burdensome requirement is that the E-Sign Act requires consent to be 
given “in a manner that reasonably demonstrates that the consumer can 
access information in the electronic form that will be used to provide the 
information that is the subject of the consent. . . .” 15 U.S.C. §7001(c)(1)(C)(ii). 

▪ The specifics of this “reasonable demonstration” were not set out explicitly but 
most interpreted it to require some affirmative action by the consumer to prove 
they had the capability to receive the information. 

▪ An example of a common demonstration was to send the consumer a code using 
the same format that would be used to send notices and then have the consumer 
send back the code to confirm their ability to view it. While a demonstration like 
this adequately establishes the ability of the consumer to view the notices, it is a 
separate set of compliance actions that introduce complexity into a process 
while reducing efficiency.

28
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Evolved to Self-Demonstrating Consent

▪ The reduction in the use of separate confirming actions is simply not needed in 
our current environment of  increased “self-demonstrating consent.” 

▪ Consent is regularly accomplished when the same technology used to provide 
notices is necessarily used in the process of obtaining consent for electronic 
notice. 
▪ For example, if the E-Sign Act consent is obtained through an online sign-up for a product or 

service and the format used to present the application will also be used to provide the 
notices electronically, then the ability to provide the consent equates with a demonstration 
of being able to receive and view the notices to be sent subsequently.

▪ It is now standard practice for financial institutions to direct consumers to 
authenticate to a site to review notices and disclosures due to information 
security and privacy concerns, making it more feasible to use this self-
demonstrating form of consent of presenting notices in the same form as the 
original consent.
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Decreased Regulatory Focus and Enforcement

▪ The current widespread use of electronics has reduced the focus on the 
reasonable demonstration element and greatly lessened the risk of enforcement 
around this specific element. 

▪ The OCC rescinded Advisory Letter 2004-11 “Electronic Consumer Disclosures 
and Notices,” which discussed the reasonable demonstration element and 
explicitly noted that the banks subject to the guidance should design an 
appropriate method to obtain consent in a manner that reasonably 
demonstrates the ability of the customer to receive the electronic notice and 
disclosures. 

▪ The old guidance was rescinded as “Outdated” by OCC Bulletin 2020-11, issued 
March 5, 2020.

30
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CFPB Supports Elimination of Demonstration

▪ Even the CFPB performed a comprehensive review of financial consumer law
requirements, publishing its results in a report in early 2021:
▪ The substance of the reasonable-demonstration requirement also may be antiquated, better suited 

to a time when software programs had widely different capabilities and when there was a genuine
question as to whether a given consumer could open a particular type of electronic file. Today, 
formats such as PDF are widely available, free to download, and compatible with most operating 
systems, reducing concerns that consumers will consent to receiving notices that they cannot open.

▪ Taskforce on Federal Consumer Financial Law Report, Vol. I, pg. 474 (January 2021)

▪ In the second volume of the same report, the CFPB explicitly recommends removing
these “antiquated” requirements;
▪ Congress should eliminate the E-Sign Act’s antiquated requirements, including the required 

disclosures regarding necessary hardware and software and the requirement a consumer’s consent 
be in a manner that reasonably demonstrates that the consumer can access information in the 
electronic records. More generally, Congress should consider revising the consent process, allowing 
consent by either a simple statement of agreement or consent to conduct the transaction
electronically or an inference from the circumstances of the transaction.

▪ Taskforce on Federal Consumer Financial Law Report, Vol. II, ¶ 48 (January 2021).
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