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National Defense Authorization Act (NDAA) 2021

The Anti-Money Laundering Act of 2020 (AML Act) as included in the NDAA established many 
significant expansions and reforms to the BSA/AML landscape:

1. Companies doing business in US must submit beneficial ownership information to FinCEN
2. To incentivize reporting of BSA/AML violations, the Act creates a new whistleblower program with

awards to whistleblowers whose tips lead to monetary penalties in excess of $1 million
3. The Act significantly increases penalties for BSA/AML violations for both companies and individuals
4. The Treasury, the Justice Department, and other agencies must evaluate consider the usefulness of,

and opportunities to streamline, BSA reporting requirements (CTRs, SARs, etc.)
5. The Act reinforces the importance of working with foreign law enforcement authorities to safeguard

the financial system as part of FinCEN’s mission
6. A pilot program must be created allowing banks to share SAR information with foreign branches,

subsidiaries, and affiliates
7. The Act also makes a number of other changes significantly modifying the U.S. BSA/AML regime
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MLCA of the NDAA
The Money Laundering Control Act of 2020 (“MLCA”) takes up an entire title of 
the NDAA and substantially strengthens the US government’s anti-money 
laundering/combating the financing of terrorism (“AML/CFT”) enforcement 
through enhanced analytical capabilities, a regular process of establishing 
national AML priorities, and clearer authority to regulate providers of virtual 
currency services. Specifically, the MLCA seeks to:

Improve coordination and information sharing between FinCEN, the federal functional 
regulatory agencies, federal law enforcement agencies, national security agencies, the 
intelligence community, and financial institutions;21
Modernize AML/CFT laws to adapt both government and private sector abilities to 
respond to new and emerging threats;
Encourage technological innovation and the adoption of new technology by financial 
institutions to more effectively counter money laundering and terrorist financing;
Reinforce the risk-based approach to AML/CFT compliance; and,
Establish uniform beneficial ownership information reporting requirements, particularly 
with respect to shell companies.
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Watch Out for New BSA AML Regulations!
Within 180 days of enactment, the Treasury Secretary, in consultation with 
the Attorney General and federal and state regulators, must establish and 
publicly announce national AML/CFT priorities.
Within 180 days following the establishment of these priorities that must 
be consistent with national strategy, FinCEN and the federal and state 
regulators must adopt regulations to ensure compliance. 
The Attorney General is required to prepare a report, in consultation with 
federal and state regulators and law enforcement agencies, on the 
usefulness of information reported by financial institutions under the BSA. 
The report is to be prepared annually for the first five years following 
enactment and to be used by FinCEN to revise reporting provisions under 
the BSA.
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AML and CFT National Priorities  June 30, 2021

The Priorities are, in no particular order: 
1. Corruption; 
2. Cybercrime, including relevant cybersecurity and virtual currency considerations; 
3. Foreign and domestic terrorist financing; 
4. Fraud; 
5. Transnational criminal organization activity; 
6. Drug trafficking organization activity; 
7. Human trafficking and human smuggling; and 
8. Proliferation financing.
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FinCEN’s Beneficial Ownership Database
FinCEN will maintain the registry of “reporting companies.”  Newly formed companies must report 
required information at incorporation and subsequently within 1 year of a change in beneficial 
ownership. 
The Act defines a “beneficial owner” is defined as any person who 
i. Owns a 25% equity stake or 
ii. Exercises substantial control over the entity. 
The Act does not define what constitutes “substantial control,” and it is unclear whether it will align 
with the “control” prong of FinCEN’s current Beneficial Ownership Rule, which provides that a 
beneficial owner includes “a single individual with significant responsibility to control, manage, or 
direct a legal entity customer.” 
The Act exempts a range of companies from the reporting requirements, publicly traded companies 
and federally-regulated companies plus other qualifying entities. Existing corporations will have two 
years to comply, effective 60 days after it is signed into law. 
FinCEN’s registry beneficial ownership information will not be publicly available, although the Act 
authorizes FinCEN to share it with federal law enforcement, and with state, local, and tribal law 
enforcement agencies with court approval.  FinCEN is also authorized to share it with banks for 
customer due diligence purposes with the reporting company’s consent. 
Because the definitions and exemptions in the AML Act do not overlap completely with those in 
the CDD Rule, FIs will continue to have obligations to collect information not included in the 
FinCEN database.
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New Beneficial Ownership 
Exemptions & Reporting Entities
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New BSA AML Responsible Parties

MLCA expands BSA definitions of “currency exchange” and “monetary 
instruments” to include value that substitutes for currency or funds, 
clarifying FinCEN’s ability to regulate virtual currency and businesses 
engaged in the exchange of such instruments. 
The Act also subjects dealers in art and antiquities to AML compliance 
under the BSA.  The antiquities sector will be subject to BSA 
regulations that are to be drafted within 1 year of the enactment of 
the Act, and will generally be required to have AML/CFT programs, to 
identify their customers, and to report suspicious transactions to 
FinCEN. Final direction on art dealers is still outstanding.

9

Enhanced Resources for US AML Regime
The Act established special hiring authority for FinCEN and the Office of 
Terrorism and Financial Intelligence and created a number of unique roles, 
including FinCEN domestic liaisons to oversee different regions of the U.S., 
as well as Treasury attachés and FinCEN foreign intelligence unit liaisons to 
be stationed at U.S. embassies or foreign government facilities
The Act additionally creates a Subcommittee on Innovation and Technology 
to advise the Secretary of the Treasury on innovation with respect to AML 
and calls for BSA “Innovation Officers” and “Information Security Officers” 
at FinCEN and other federal financial regulators.  
The government’s increased focus and sophistication in addressing money 
laundering may result in additional inquiries from law enforcement, 
regulations, and guidance.

10

Q3 2021 - Page 111



2021 BSA AML Update Part 1

Financial Solutions * August 2021

Enhanced Information Sharing
MLCA establishes a “FinCEN Exchange,” which would promote enhanced 
information sharing among law enforcement, national security agencies, 
FinCEN, and banks. 
The FinCEN Exchange would also promote innovation and the use of 
enhanced technology in required reporting. Any information shared with 
bank Exchange participants could only be used for identifying and 
reporting on activities that may involve the financing of terrorism, money 
laundering, proliferation financing, or other financial crimes.

Proliferation is defined by the Financial Action Task Force (FATF) as the illegal 
manufacture, acquisition development, export, trans-shipment, brokering, 
transport, transfer, stockpiling or use of nuclear, chemical, or biological weapons 
and their means of delivery and related materials.
Proliferation financing is defined by the FATF as the provision of funds or financial 
services used for those activities.

11

Enhanced BSA Reporting and Sharing
As part of improving BSA reporting, the Act instructs Treasury to permit 
streamlined reporting and automated reporting for noncomplex categories of 
reports and also to consider whether reporting thresholds should be adjusted. 
FinCEN is required to solicit feedback from law enforcement on the usefulness of 
information reported in SARs and, in turn, provide periodic summary reports to 
banks on information provided in SARs found to be most useful for law 
enforcement. 
The Act requires FinCEN to semi-annually report on threat patterns and trend 
data, focusing on typologies, including data that may be adapted into algorithms 
and alerts concerning emerging money laundering threat patterns and trends. 
The Act also requires the Treasury Secretary to convene a team of relevant 
federal agencies as well as private sector experts on banking, national security, 
and law enforcement to meet periodically with the goal of countering illicit 
finance, including proliferation finance and sanctions evasion.
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Harnessing BSA Technological Innovation
The Act includes several initiatives designed to spur the use of technology, including artificial 
intelligence in BSA compliance. The Act requires that the Bank Secrecy Act Advisory Group 
(“BSAAG”)—a statutorily mandated body comprised of federal regulators, law enforcement 
officials, and state government, trade group, and financial institution representatives that 
advise Treasury on BSA compliance issues—to form a Subcommittee on Technology and 
Innovation to encourage technology and innovation in AML and CTF undertakings. 
The subcommittee is directed to reduce obstacles to innovation in current guidance and in 
examination practices. The Act also provides that FinCEN and financial institutions’ 
regulators appoint BSA Innovation Officers, whose mission will be to provide outreach to 
state supervisors, financial institutions, trade associations and technology companies and 
vendors on innovative technologies that may further BSA compliance goals. 
The Act requires the Treasury to issue a rule specifying the standards banks are to use in 
testing technology and innovative processes related to BSA compliance. Such processes can 
include the use of artificial intelligence or machine learning and other enhanced analytics. 
The standards should include criteria for when and how new technologies should be risk-
tested against existing approaches.
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COVID-Related ML & TF
FATF analysis demonstrates that criminals 
are continuing to exploit the opportunities 
created by the pandemic across the globe, 
with mounting cases of the counterfeiting 
of medical goods, investment fraud, 
adapted cyber-crime scams, and 
exploitation of economic stimulus measures 
put in place by governments. 
There have also been examples of online 
child exploitation due to an increase in the 
time spent online, increases in property 
crime due to properties being left 
uninhabited, and corruption in relation to 
contracts for medical supplies.
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COVID-19 Related Fraud
For many jurisdictions, the increases in crime appear to relate to 
certain types of COVID-related fraud, such as counterfeiting of 
medical goods and abuses of economic stimulus measures or 
corruption relating to public contracts. 
The examples provided in the FATF publication document the 
increases in particular types of offences as a result of the pandemic, 
and the measures that authorities have taken to investigate and 
disrupt the criminal activity.
We can learn from the examples to expedite identification of 
potential crimes.
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https://www.consumer.ftc
.gov/blog/2020/12/covid-
19-vaccines-are-pipeline-
scammers-wont-be-far-
behind
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www.consumerresources.org
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Two New NACHA Rules:  Reversals & Enforcement

The overarching purpose of these two Rules is to deter and prevent, 
to the extent possible, the improper use of ACH reversals and the 
harm it can cause.
The two Rules will explicitly address improper uses of reversals, and 
improve enforcement capabilities for egregious violations of the 
Rules.
The Reversals rule will become effective June 30, 2021 and the 
Enforcement rule will be effective January 1, 2021.
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NACHA Reversals
This Rule will explicitly address improper uses of reversals, expanding the permissible 
reasons for a reversal to include a “wrong date” error – 1) reversal of a debit Entry that was 
for a date earlier than intended by Originator, or 2) a credit Entry that was for a date later 
than intended by the Originator
The Rule will establish formatting requirements for reversals, beyond the current 
standardized use of the Company Entry Description field (“REVERSAL”)

The Company ID, SEC Code, and Amount fields of the reversal must be identical to the original 
entry
The contents of other fields may be modified only to the extent necessary to facilitate proper 
processing of the reversal
This is the same approach as the formatting requirements for Reinitiated Entries

In addition, the rules will explicitly permit an RDFI to return an improper Reversal
R11 for consumer accounts, 60-day return timeframe upon receiving a consumer claim
R17 for non-consumer accounts, 2-day return timeframe
An RDFI will be permitted to use R17 to return an improper Reversal that it identifies on its own 
(i.e., not based on a customer contact), 2-day return timeframe
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NACHA Reversals Rule Enforcement
This Rule will define an Egregious Violation as:

A willful or reckless action, and
Involves at least 500 Entries, or involves multiple Entries in the aggregate 
amount of at least $500K

Allow the ACH Rules Enforcement Panel to determine whether a 
violation is egregious, and to classify an Egregious Violation as a Class 
2 or 3 Rules Violation

The sanction for a Class 3 violation can be up to $500,000 per occurrence 
and a directive to the ODFI to suspend the Originator or Third-Party Sender

Expressly authorize NACHA to report Class 3 Rules violations to the 
ACH Operators and industry regulators
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Benefits of Section 314(b) Information Sharing
While information sharing pursuant to Section 314(b) is voluntary, it can help financial institutions enhance 
compliance with their AML/CFT requirements, most notably with respect to: 

Gathering additional information on customers or transactions potentially related to money laundering 
or terrorist financing, including previously unknown accounts, activities, and/or associated entities or 
individuals. 
Shedding more light upon overall financial trails, especially if they are complex and appear to be layered 
amongst numerous financial institutions, entities, and jurisdictions. 
Building a more comprehensive and accurate picture of a customer’s activities that may involve money 
laundering or terrorist financing is suspected, allowing for more precise decision-making in due 
diligence and transaction monitoring. 
Alerting other participating financial institutions to customers of whose suspicious activities they may 
not have been previously aware. 
Facilitating the filing of more comprehensive SARs than would otherwise be filed in the absence of 
314(b) information sharing. 
Identifying and aiding in detection of money laundering and terrorist financing methods and schemes. 
Facilitating efficient SAR reporting decisions - for example, when a financial institution obtains a more 
complete picture of activity through the voluntary information sharing process and determines that no 
SAR is required for transactions that may have initially appeared suspicious.
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Dodd Frank Act’s Fair Access Rule for OCC Banks
The rule implements language in Title Ill of the Dodd-Frank Act of 2010, which charged the 
OCC with "assuring the safety and soundness of, and compliance with laws and regulations, 
fair access to financial services, and fair treatment of customers by, the institutions and other 
persons subject to its jurisdiction." The statute expanded the OCC's mission to include fair 
access separately from fair treatment following the last financial crisis during which the 
government had provided substantial public resources to support the banking system. 
The rule applies to the largest banks with more than $100 billion in assets that may exert 
significant pricing power or influence over sectors of the national economy. 
Banks may still determine their product lines and geographic markets and are free to make 
legitimate business decisions about what and whom to serve. Covered banks must make the 
products and services they do offer available to all customers in the communities they serve, 
based on consideration of quantitative, impartial, risk-based standards established by the 
bank. 
Under the rule, a covered bank's decision to deny services based on such objective 
assessment would not violate the bank's obligation to provide fair access.
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OCC Delays Fair Access Rule

On January 28, the OCC announced it has paused publication of a 
final rule that would ensure covered national banks, federal savings 
associations, and federal branches and agencies of foreign bank 
organizations provide all customers fair access to financial 
services. Delaying publication in the Federal Register “will allow the 
next confirmed Comptroller of the Currency to review the final rule 
and the public comments the OCC received, as part of an orderly 
transition,” the agency explained. 

31

32

Q3 2021 - Page 122



2021 BSA AML Update Part 1

Financial Solutions * August 2021

33

34

Q3 2021 - Page 123



2021 BSA AML Update Part 1

Financial Solutions * August 2021

35

36

Q3 2021 - Page 124



2021 BSA AML Update Part 1

Financial Solutions * August 2021

37

38

Q3 2021 - Page 125



2021 BSA AML Update Part 1

Financial Solutions * August 2021

FIN-2021-001  COVID Health Insurance Fraud
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FIN-2021-002 Financial Crimes w/EIP
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