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OVERVIEW
Brief #1 is the first of three research briefs in our series on the remote authentication 
fraud landscape. It describes types of authentication fraud and authentication  
methods used to prevent fraud. Brief #2 describes how stakeholders apply  
authentication in several remote payment use cases during the enrollment and  
the transaction process, and brief #3 discusses approaches and tools used in  
the payments industry to mitigate remote authentication fraud, key findings and  
recommendations on next steps to build awareness and engage industry  
stakeholders. Together, the three briefs cover the remote authentication  
landscape in the United States, including challenges and opportunities to reduce 
authentication fraud. 

Methodology

A combination of publicly available industry research and interviews with several  
payments and fraud experts were utilized to gather information on key challenges 
and mitigation efforts related to third-party (versus first-party) remote authentication 
fraud in the United States. The information was then used to develop this series of 
briefs. The objective is to describe the risks, challenges and mitigation to build  
awareness and educate industry stakeholders dealing with increasing payments 
fraud, particularly when fraud occurs during authentication.

Description of Remote Authentication Fraud

This brief defines remote authentication fraud as  
fraud that occurs when someone who is not the  
legitimate owner of an identity or financial account 
either creates a new account or takes over an existing 
digital account for the sole purpose of committing  
an illegal activity using stolen payment credentials  
or unauthorized payment information. It can occur 
when the legitimate owner conducts a digital financial 
activity, i.e., via a mobile phone app, mobile browser 
or personal computer (PC) internet browser to:  
(1) open a bank account or credit card through mobile 
or online banking, (2) enroll a bank account or credit 
card with a third-party payment provider/digital wallet, 
(3) pay for a purchase or (4) transfer funds. In all cases, 
the customer is not present physically at the financial 
institution (FI) or merchant point of sale.  

Open a bank 
account or credit 
card through mobile 
or online banking

Enroll a bank account 
or credit card with a 
third-party payment 
provider/digital wallet

Pay for a purchase

Transfer funds
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FIs struggle to control the mass availability of their customers’ stolen personally  
identifiable information (PII), manage the rate of their new remote account openings, 
and keep abreast of new, sophisticated identity fraud schemes that enable remote 
authentication fraud. This problem has been exacerbated by increased accessibility 
to digital channels, which has led to growth in digital financial activity (e.g., account 
openings, transactions and non-monetary offerings).  

The payments industry uses a myriad of authentication tools to prevent remote fraud 
attacks, but many financial institutions, payment service providers (PSPs)1, processors 
and merchants rely on outdated authentication and verification methods to prevent 
payments fraud. Identity verification and authentication are not the same, but they are 
complementary. Verification confirms the identity of the customer by making sure the 
information provided about the person is accurate (e.g., official identity documents, 
date of birth, address, other PII). Verification usually is performed only when an  
account is created.

Authentication should occur during enrollment and  
each time a user attempts to access an account.

Authentication should occur during enrollment and each time a user attempts to  
access an account. Authentication confirms the activity is initiated by the verified  
user of the account through various factors, e.g., username and password, biometrics, 
to ensure the user is who he or she claims to be and is authorized to perform a  
transaction. 

FIs that offer digital account opening employ a variety of safeguards, including some 
form of identity verification. It can be complicated to digitally verify the identity of a 
remote applicant and protect the account opening and transaction process against 
fraud. Effectiveness may vary depending on the authentication methods used. Not all 
digital payment service providers or merchants use advanced verification techniques 
to enroll new customers in their online payment services. This makes it easier for 
fraudsters with stolen PII or credentials2 to use the customer’s account for purchases 
or to transfer funds. Because fraudsters may have payment credentials previously 
gained from social engineering, strong authentication systems are needed to detect 
attempts to use the credentials to bypass fraud mitigation strategies and access  
customer accounts.  

Remote Authentication Fraud Landscape Series: Brief #1: Remote Authentication Landscape and Authentication Methods  

1  Payment service providers (PSPs) offer merchants the support they need to access electronic payments, including credit cards, digital wallets and bank accounts.  
PayPal and Stripe are examples of payment service providers. What is a Payment Service Provider or PSP?

2  Online banking or payment credentials are unique identifiers used by consumers when they are accessing systems that transmit financial data. These credentials may 
include username, password, a smart card with a built-in microprocessor, token or a biometric.
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Heightening the need for greater attention to authentication fraud, COVID-19 is  
driving more consumers to enroll in online or mobile (digital) accounts to make  
remote payments. Industry survey data report that the average consumer  
e-commerce spending has increased significantly since the pandemic began in  
Europe. In the U.S., the average online consumer spend was 36% in December 2020, 
up from 26% in March 2020.3

Payments stakeholders4 need to do more to stay ahead of fraudsters, who continue  
to look for new ways to execute fraud schemes by taking advantage of remote  
payments channel vulnerabilities to ascertain the identity of a consumer during  
onboarding, enrollment, login and transaction processes. In June 2020, the Office of 
the Comptroller of the Currency (OCC) published its Semi-annual Risk Perspective 
report that highlighted financial institutions’ compliance risks during the coronavirus 
pandemic. The authors indicated an increase in the risk of fraud and potential for 
exposure of customers’ sensitive information, as well as the expectation that malicious 
actors would continue to target the financial industry with disruptive attacks through 
phishing, destructive malware, ransomware and other cyberthreats.5 

Fraud in Context

The seesaw analogy (see Figure 1) depicts the relationship between fraud activity  
and fraud prevention to illustrate how fraud fluctuates up and down over time.  
At some points in time, fraud attacks are more successful than efforts to stop them.  
In response, FIs and other payments stakeholders may implement or expand  
their fraud controls and mitigation efforts to limit the impact of fraud attempts.  
One example was the U.S. migration to EMV chip cards several years ago, which  
reduced counterfeit card fraud. However, many fraudsters then shifted to remote 
card-not-present (CNP) fraud. This led EMVCo to enhance its 3D-Secure (3DS)6  
protocol to incorporate risk-based authentication to address increased CNP fraud.  
As a result, fraudsters shifted to compromising the identity of an account holder at 
every step of the transaction lifecycle to conduct payments fraud. 

While it is key to have strong authentication at every step in the process, it is  
especially important to implement authentication controls as far upstream as  
possible (i.e., at account opening and login). If organizations can stop the fraud  
before the transaction occurs, their loss risk will be dramatically lower.

3 Deutsche Bank Research/The Future of Payments: Series 2. Part 1. Post Covid-19: What Executives are Thinking and Doing. January 2021.

4  Payments stakeholders include financial institutions, core payment processors, payment service providers (PSPs), payment networks, merchants and other solution 
providers that sell goods and services online or remotely.

5  The OCC noted that banks’ risk management programs should maintain effective controls for third-party due diligence and monitoring and other oversight processes, 
operational errors, heightened cybersecurity risks and potential fraud related to stimulus programs. Semiannual Risk Perspective, Spring 2020

6  EMV 3-D Secure (EMV 3DS) is a messaging protocol that provides global interoperability and a consistent consumer experience. It supports app-based authentication 
and integration with digital wallets, as well as traditional browser-based e-commerce transactions. The protocol permits the issuer to use risk-based authentication (RBA) 
in the background to prompt step-up authentication (e.g., OTP, biometrics and out-of-band) for higher-risk transactions, significantly reducing consumer friction and 
replacing static data (e.g., passwords, pre-established question responses, card expiration dates). EMV 3-D Secure protocol and core functions specification. Available at 
https://www.emvco.com/emv-technologies/3d-secure/
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Establishing the right balance between fraud controls and a convenient customer 
experience can be challenging. FIs must secure customer payments, while ensuring 
authentication measures do not inconvenience consumers to the extent that they 
abandon the onboarding process or transaction before completion. Authenticating 
users at key steps in the payment process as the transaction moves from merchant to 
payment network to bank/issuer can help to prevent fraud and deliver an accurate 
assessment of risk. 

Figure 1: Dynamic relationship between fraud activity and fraud prevention

Fraud Prevention
•  Chip cards, 3DS and RBA
• MFA and other methods

Fraud Attack
•  Fake or stolen  

credit card
•  CNP fraud
•  Identity fraud

The digital nature of the payment system has significantly changed the way  
customers can conduct banking and payment functions remotely via mobile and 
digital channels. They can quickly and conveniently open new bank Demand Deposit 
(DDA) and credit card accounts, create third-party and merchant accounts, pay for 
e-commerce purchases and transfer funds in real- or near real-time, from any location. 
However, these added conveniences increase opportunities for new account fraud, 
synthetic identity fraud and account takeover. 

• New account fraud (NAF), generally defined as fraud that occurs on an account 
within the first 90 days, where the account holder opened the account for the sole 
purpose of committing fraud. The process of establishing a new bank or credit  
card account may be done in person at a branch, or by accessing the financial  
institution’s website via browser or mobile app.7

• Synthetic identity fraud (SIF) is the use of a combination of PII to fabricate a person 
or entity in order to commit a dishonest act for personal or financial gain.8

• Account takeover (ATO) fraud is defined as obtaining a legitimate user’s details to 
take over his or her online accounts, possibly enabling monetary or credit card theft. 
ATO can happen with an automated script that enters credentials all at once or with 
a human typing them and accessing the account. The goal of ATO is to make a profit 
using the value of the account.9

7  New account fraud verification procedures vary among financial institutions but have become more standardized since the USA PATRIOT Act passed in the  
wake of the terrorist attacks of September 11. A primary provision of the act mandates FIs to establish policies and procedures to reasonably verify the identity  
of all parties seeking to open an account. Financial Institution Fraud

8  In 2018, the Federal Reserve launched an initiative to raise awareness and encourage action on the growing problem of synthetic identity payments fraud  
in the U.S. through primary and secondary research and industry dialogue. Outputs include three white papers and an industry-recommended definition.  
The Real Problem of a Fake Identity

9  What is an Account Takeover attack? Account Takeover Fraud Detection
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AUTHENTICATION METHODS 
Overview

This section describes several methods and types of data collected to verify and 
authenticate an individual during remote enrollment and transaction processes. 
Verifying identity and providing strong authentication are key steps to preventing 
the occurrence of fraud at the very beginning of the customer account relationship. 
Stakeholders need to have a good understanding of the different approaches and 
tools available to be able to apply the appropriate methods depending on the  
payment method, customer information, transaction type and risk level. 

Identity proofing verifies an individual’s connection to 
his or her real-world identity to assure the individual is 
who he or she claims to be.

Identity (ID) proofing occurs when an individual opens a bank or credit card account, 
signs up for a new banking service or adds a biometric method to the account for 
future authentication. This process verifies the individual’s connection to his or her 
real-world identity to assure the individual is who he or she claims to be. Once a  
customer has a proven identity, the veracity of information provided to confirm the 
user ID is accepted.10 The National Institute of Standards and Technology’s (NIST)  
Special Publication 800-63-3,11 Digital Identity Guidelines  calls for collecting and  
assessing multiple pieces of user-asserted evidence to make an identity-proofing  
decision and address ongoing PII compromises.  

Authentication covers multiple steps, including enrollment with PSPs and online  
merchants, funds transfers and account recovery. Authentication can be explicit  
(e.g., requiring the individual to enter a passcode or perform a biometric check)  
or implicit (analyzing context, transaction, and device information to detect unusual 
behavior that could indicate fraud).

More specifically, authentication:

• Corroborates a claimed identity 
• Validates that an entity is a real person, not a machine or bot12 
• Affirms that an individual is not likely a fraudster 
• Authorizes a specific financial request

10  Identity data may be verified against government sources. After vetting, the FI goes through authentication protocols, such as multi-factor authentication (MFA),  
to obtain consumer data and check it against proprietary data assets and outside credit bureau databases, e.g., Equifax.

11  www.nist.gov

12  A bot (short for robot) is automated software that runs per instructions without human intervention. Bots usually operate over a network. They often imitate or replace a 
human user’s behavior and can perform repetitive tasks much faster than humans. “Bad” bots are programmed to break into user accounts, scan the web for contact in-
formation for sending spam, or perform other malicious activities. A botnet is a large network of bots, or collection of internet-connected devices infected by malware.
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Description of current authentication methods

While there are many authentication methods to prevent remote fraud, these  
methods provide different levels of protection and may function independently  
of each other. Because of the changing nature of fraud, the effectiveness of some 
methods is declining.  These methods are being replaced with stronger, but not  
widely adopted, alternatives across the payments industry. The sophisticated attacks 
to the payment system expose flaws in current authentication practices and create 
a need to develop more complex defense strategies. Multi-layered and multi-factor 
authentication (MFA)13 are considered best practices for stronger authentication in 
the industry. If applied appropriately as a first step, these methods can help prevent 
authentication fraud from occurring later in the payment process.

Multi-layered authentication

Multi-layered approaches combine several authentication methods to confirm the 
identity of the account holder during onboarding, enrollment and when conducting 
a payment transaction. Layers can include passive14 authentication data (e.g., mobile 
device intelligence, device binding, one-time passcodes or OTPs, license scanning), 
as well as username and password, knowledge-based authentication (KBA),  
biometrics, machine learning and behavioral analytics. While not prescriptive on 
which options to use, layering implies implementing at least two authentication  
methods, known as the waterfall process for identity proofing.15 Layering enables  
the provider to use the appropriate authentication methods based on transaction 
value, type of mobile device and type of payment (new or recurring). 

Multi-factor authentication requires use  
of one authentication method from each of  
three distinct factors: something you know, 
something you have and something you are.

13  Multi-factor authentication (MFA) helps to determine that users are who they say they are. The more factors used to determine a person’s identity,  
the greater the reliability of the authentication. MFA combines the following factors:

• Something you know: password or personal identification number (PIN) 
• Something you have: token or smart card (two-factor authentication) 
• Something you are: biometrics, e.g., fingerprints (three-factor authentication)

14 Passive authentication does not require user action to obtain data.

15  Waterfall process involves multiple steps that must be passed to open an account, although the user can skip out of any step. The process generates  
a risk score at the end.
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Multi-factor (MFA) authentication

Applying MFA to confirm the customer’s identity when he or she logs into a remote 
banking or payment app makes it more difficult for an unauthorized person to locate 
the device, network or database and access the remote app. MFA takes layering a 
step further by requiring use of one authentication method from each of three  
distinct factors: something you know, something you have and something you are. 
Individually, any one method or factor may not provide enough protection from 
fraudsters. However, if one factor is compromised by a fraudster, having a second 
factor adds more protection to prevent fraudsters from obtaining enough information 
to authenticate and access an account. For example, if a fraudster enters a legitimate 
password, he also will need the registered device and biometric to make a fraudulent 
remote transaction. See Figure 2.

Figure 2: Description of Current Authentication Methods

SOMETHING YOU KNOW

Authentication Method Authentication Description

Username and Password A username uniquely identifies the user. The password 
is a secret string of characters to authenticate the user 
as part of the login process on a device, within an app 
or online via a banking or payments site. Each provider 
establishes its own standards and requirements for  
how to create the username and password. FI passwords  
typically vary from eight to 12 characters and include 
one or more upper- and lower-case letters, digits  
and special characters. The password is static, but  
depending on a provider’s rules, users may be  
required to periodically change their passwords or  
reset a forgotten password.

Personal Identification 
Number (PIN)

A PIN is a static numerical code. Use of PINs has  
traditionally been associated with face-to-face point-of-
sale (POS) and ATM transactions. Use of PIN is very  
limited for remote or CNP debit transactions, although 
some mobile network operators (MNOs) require PINs. 
PINs for credit card transactions, whether POS or  
remote, are virtually non-existent in the U.S.
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Figure 2: Description of Current Authentication Methods (continued)

SOMETHING YOU KNOW

Authentication Method Authentication Description

Knowledge-based  
authentication (KBA)

KBA is a type of challenge-response authentication.  
It requires the user to answer secret questions that  
are pre-established with users (static) or randomly  
generated by the provider (dynamic). These can vary 
from very basic (e.g., mother’s maiden name or  
birthplace) to more challenging facts that are easily  
recalled by the user but cannot easily be found in a 
physical wallet or online (e.g., current mortgage amount, 
high school mascot, first car).  

Two-factor  
authentication (2FA)

2FA is considered out-of-band (OOB) authentication 
because it must be different from, and therefore is less 
likely to be subject to, the same attacks as the primary 
communication channel employed by the parties that 
initiate the given transaction.16 A customer receives a  
call on his or her phone to confirm the transaction or  
receives a text message (SMS) with a code to proceed 
with the transaction.

One-time Passcode 
(OTP) software token

OTP is a method used to meet the 2FA requirement for 
a separate communication channel. An OTP software 
token is a dynamic passcode or PIN generated by  
software. This random number or code has a finite  
expiration time and is typically transmitted via email or 
over SMS to the mobile phone for customer verification. 
The OTP is only valid for a single use and intended for 
the person with full control and access to the device 
receiving the OTP.

Push Notification Push notifications send a message directly to a secure 
application on the user’s device, alerting him or her 
about an in-band or out-of-band authentication attempt. 
Users view authentication details to accept or decline 
transactions or login requests, typically via the press  
of a button. Push notifications authenticate the user  
by confirming the mobile device registered with the  
authentication system is in the user’s possession. 

16  Out-of-band Authentication (OOBA) is an authentication process that utilizes a communications channel that is separate from the primary communication channel of 
the entity trying to establish an authenticated connection with the end-user. It must be different from, and not subject to, the same attacks as the primary communica-
tions channel employed by the parties to initiate the given transaction. By using two different channels, authentication systems can guard against fraudulent users that 
may only have access to one of these channels. What is Out-of-Band Authentication (OOBA)?
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Figure 2: Description of Current Authentication Methods (continued)

SOMETHING YOU HAVE

Authentication Method Authentication Description

Device fingerprint A mobile device ID “fingerprint” is an additional  
(passive) authentication factor based on the device  
configuration and proprietary vendor algorithms.  
It confirms the mobile device is the same as the device 
used to enroll or make a previous legitimate transaction. 
Most commonly analyzed mobile device characteristics 
are installed plug-ins, software and time zone,  
but also may include carrier ID (SIM authentication), 
phone “no risk” score, device type (web, mobile, IOT), 
secure elements, “jailbroken” status and geolocation.17 
These mobile tools are transparent to the user, reliable 
risk indicators and useful for detection.

QR (Quick Response) 
Code

QR code authentication uses a mobile device camera  
to scan a QR code in lieu of a password or PIN for login 
to consumer-initiated payment mobile apps with PSPs  
or merchants that accept QR codes. The QR code is a 
randomly generated number that maps to the real  
Payment Account Number (PAN). The PAN is stored in  
a proprietary cloud (PSP or merchant) and not on the 
mobile device. Apps using QR codes to authenticate 
may also use biometrics to open the app before  
displaying or scanning the QR code.

17  Geolocation uses location technologies such as GPS or IP addresses to identify and track the whereabouts of connected electronic devices.  It is used extensively in the 
financial services industry to help prevent fraud and give customers information about nearby services. Geolocation January 2021
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Figure 2: Description of Current Authentication Methods (continued)

SOMETHING YOU HAVE/KNOW

Authentication Method Authentication Description

OTP hardware token/ 
security key 

A hard token is a physical device that generates dynamic 
security codes the customer uses to authenticate during 
a logon process. The hardware security token is typically 
a pocket-sized device with a small screen (such as a  
USB token, display card or key fob) that generates and 
displays a single-use, unique multi-digit numeric code 
with a finite expiration time.

SOMETHING YOU ARE

Authentication Method Authentication Description

Physical Biometrics Physical biometrics measure and analyze unique  
physical attributes of an individual for identification. 
Examples include fingerprint, facial or voice recognition, 
iris scans. Fingerprints are currently the most common 
method for mobile-initiated payments and banking,  
but customer acceptance of facial recognition has  
begun to increase as well. Facial recognition requires the 
user to take a selfie with their mobile device to validate 
their identity during a transaction or login process.  
The function compares the selfie to data collected when 
the user first registered their device.18 The application 
must be able to detect impersonation by a fraudster.

Federal Financial Institutions Examination Council (FFIEC)19 guidance requires  
that FIs implement layered security, consistent with the risk for covered consumer 
transactions, and recommends offering MFA to business customers. However,  
it does not mandate or endorse specific security techniques, leaving the door  
open for selective or minimal deployment of MFA. FFIEC has encouraged non-bank 
payment stakeholders to see the value of multi-layers and MFA in reducing payment 
authentication fraud.  

18  65% of consumers are happy to provide biometrics to their bank; while 60% are open to using fingerprint scans to secure their accounts. FICO Survey Reveals U.S. 
Consumers Need to Better Protect Themselves When Banking Online

19  Federal Financial Institutions Examination Council (FFIEC) “Supplement to Authentication in an Internet Banking Environment.” FFIEC Releases New Authentication 
Guidance for Online Banking. The guidance suggested bank security for online transactions was inadequate and that multi-factor, or equivalent, authentication  
techniques were necessary. 
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MFA Benefits

• Provides a higher level of security than single-factor or two-factor authentication.

• Provides some consistency with authentication approaches.

MFA Challenges 

• MFA can increase customer friction when indiscriminately applied to all use  
cases and circumstances. If there are too many authenticators or they are too  
complicated, customers will abandon their online shopping carts. As a result,  
customers may choose easier, albeit riskier, MFA options (such as PIN or password) 
over stronger options, such as biometrics. 

• Consumers are accustomed to using passwords, which are likely to remain  
the default first MFA factor for the near future. Forrester reports that 70% of  
organizations still rely on password-centric authentication.20

•  While more providers are implementing MFA, anecdotal evidence suggests its  
use is inconsistent:

• Lack of standardization and minimal data to measure the effectiveness  
of MFA complicate how to determine which vendor solution is most effective 
for a particular use case. As a result, many organizations are taking a  
“wait-and-see” approach or have implemented MFA only for their highest-risk 
portfolios.

•  The rate of change at which fraudsters are able to invent new fraud attacks 
has made some organizations wary of making incremental improvements. 
They may defer upgrades until the “next best system” has been identified.

• FFIEC guidance on multi-layered authentication focuses on FIs, although it  
encourages non-banks to consider MFA’s value. However, it remains a gap that may 
put the broader payment system and consumers at risk, since payment instructions 
flow between, and therefore impact, FIs, processors, networks and merchants if all 
parties in the process do not apply effective authentication controls.

20 Passwords Belong in Time Capsules, Not IT Ecosystems, March 5, 2020.

Remote Authentication Fraud Landscape Series: Brief #1: Remote Authentication Landscape and Authentication Methods  Page 12

Q3 2021 Update - Page 180



Data collected to support authentication

The authentication methods described in Figure 2 work by collecting and analyzing 
multiple data points, which is why the ability to collect useful and verifiable data is key. 

Data collection refers to the process of gathering data about the individual enrolling 
in a payment service or initiating a financial (banking or payment) transaction, the  
device used to conduct the transaction, and the type of transaction. Data collected  
for verification or authentication purposes comprise the attributes (identity, device,  
or knowledge) that describe an individual. Examples include name, email, fingerprint, 
swipe angle, apps loaded and internet protocol (IP) address. Some data is mandatory, 
while collecting other data may depend on the need or type of transaction, or as a 
best practice. 

Organizations collect data elements from a variety of sources, initially when  
account ownership is established. The data strengthen over time through the 
above-mentioned techniques to provide a high degree of trust at account login  
and during a transaction. 

Mandatory data

Financial institutions are required under Know Your Customer (KYC) and Customer 
Identification Program (CIP) regulations to collect, verify, and record a minimum  
set of data elements that provide evidence of a customer’s identity at account  
opening or onboarding. Required data elements include name, date of birth, address, 
identification number (e.g., Social Security number) and documented evidence of 
identity and address.

Typically required data

FIs also collect digital and mobile identifiers, such as email address, phone number, 
preferred or registered device. 

User-generated authentication data

Once the FI approves an application, the user is required to establish a username 
and password to access the account and then, to set up multiple security questions 
and answers, which account holders later use to re-verify account ownership or reset 
passwords.
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Optional data

Advanced account opening processes that extend beyond standard KYC may ask  
for additional information to further identify and subsequently, authenticate the  
customer. Examples of optional data include PINs and biometrics (facial, fingerprint 
and voice recognition, selfies and video). For remote account openings, organizations 
may request biometrics to establish a link between the ID document holder and  
the ID document, or to establish that the applicant is a live person and not a bot –  
automated software that runs per instructions without human intervention.21  
Common techniques include CAPTCHA (distorted letters and numbers), and  
reCAPTCHA (i.e., a grid containing multiple photos where the customer selects  
grid boxes displaying a particular object).  

Invisible authentication data

Organizations also can collect data about the behavior of the legitimate owner  
and his or her device through behavioral biometrics, behavioral analytics, advanced 
algorithms and device identification.  

These techniques:

• Predict which transactions are normal or anomalous (e.g., type, size,  
frequency, location)

•  Analyze biometric behavior typical to the account holder (e.g., typing speed, 
swipe direction, angle of handheld device) to detect automated bot or  
imposter attacks 

• Examine all aspects of a device (operating system, IP address, geolocation, 
browser history and jailbreak status) to establish genuine ownership. 

Machine-generated authentication data

When organizations detect an elevated level of risk or one that exceeds a certain 
threshold during login or when initiating a transaction, they communicate with the 
account holder to verify his or her identity. This is typically done by sending a code via 
SMS or email to the account holder’s device, which the customer then keys into a field 
on the mobile or website.

21  When enrolling in a mobile banking app, mobile wallet, or mobile person-to-person (P2P) app, customers may have the option to activate their device- 
enrolled biometrics.
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CONCLUSION  
This brief provides an overview of how authentication occurs in the remote  
space, defines the primary types of authentication fraud, and explains different  
authentication methods and how they support multi-factor authentication.  
Brief #2 will provide more detail about account takeovers, new account fraud  
and other vulnerabilities. We also will describe how authentication methods  
are used to prevent fraud for several remote payment use cases during the  
enrollment and transaction processes.
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For more information, visit FedPaymentsImprovement.org and submit  
or update your FedPayments Improvement Community profile and select 
“Remote Payments Fraud” as a topic of interest.
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1. Introduction 
The consumer financial marketplace saw significant impacts from the COVID-19 pandemic 
beginning around March 2020. The Consumer Financial Protection Bureau (CFPB or Bureau) 
adapted its work by, among other things, focusing approximately half of its supervisory activities
on prioritized assessments (PAs) starting in May 2020. PAs were designed to obtain real-time 
information from a broad group of supervised entities that operate in markets posing elevated 
risk of consumer harm due to pandemic-related issues.  The Bureau analyzed pandemic-related 
market developments to determine which markets were most likely to pose risk to consumers.  
Observations from the Bureau’s PA work were detailed in a special edition of Supervisory 
Highlights, Issue 23.1

This issue of Supervisory Highlights covers findings from the other supervisory work the 
Bureau has engaged in since its last regular edition, Issue 22.2 The findings included in this 
report cover examinations in the areas of auto servicing, consumer reporting, debt collection,
deposits, fair lending, mortgage origination, mortgage servicing, private education loan 
origination, payday lending, and student loan servicing that were completed fromJanuary 1, 
2020 to December 31, 2020.  To maintain the anonymity of the supervised institutions 
discussed in this edition of Supervisory Highlights, references to institutions generally are in 
the plural and the related findings pertain to one or more institutions unless otherwise noted.

The information contained in Supervisory Highlights is disseminated to help institutions and 
the general public better understand how the Bureau examines institutions for compliance with
Federal consumer financial law. Supervisory Highlights summarizes existing requirements 
under the law and summarizes findings made in the course of exercising the Bureau’s 
supervisory and enforcement authority.3

We invite readers with questions or comments about the findings and legal analysis reported in 
Supervisory Highlights to contact us at CFPB_Supervision@cfpb.gov.

1 A copy of Issue 23, Jan. 2021, is available at https://files.consumerfinance.gov/f/documents/cfpb_supervisory-
highlights_issue-23_2021-01.pdf. 

2 A copy of Issue 22, Sept. 2020, is available at https://files.consumerfinance.gov/f/documents/cfpb_supervisory-
highlights_issue-22_2020-09.pdf. 

3 If a supervisory matter is referred to the Office of Enforcement, Enforcement may cite additional violations based on                                  
these facts or uncover additional information that could impact the conclusion as to what violations may exist.

Q3 2021 Update - Page 186



2. Supervisory Observations

2.1  Auto Servicing 
The Bureau continues to examine auto loan servicing activities, primarily to assess whether 
entities have engaged in any unfair, deceptive or abusive acts or practices prohibited by the 
Consumer Financial Protection Act (CFPA). Examiners identified two unfair acts or practices 
related to lender-placed collateral protection insurance.  Examiners also found unfair or 
deceptive acts or practices related to payment application.  And examiners identified an unfair 
act or practice related to payoff amounts where consumers had ancillary product rebates due. 

2.1.1 Collateral protection insurance
Auto finance contracts generally require consumers to maintain comprehensive and collision 
insurance that covers physical damage to the vehicle in order to protect the value of the 
collateral. If the consumer fails to maintain appropriate coverage, some contracts provide that 
servicers can purchase insurance for the vehicle, often called collateral protection insurance 
(CPI). CPI policies only cover damage to the vehicle. Charges for CPI policies are added to 
consumers’ accounts and paid on a monthly basis. Servicers generally use electronic databases 
to monitor whether consumers are maintaining adequate insurance coverage. If the database 
suggests that a consumer is not maintaining adequate coverage, the servicer will send a notice 
requesting proof of insurance and stating that if the borrower does not provide proof of 
insurance, then a CPI policy will be purchased at the consumer’s expense. When the CPI policy 
is purchased, the servicer sends the consumer another notice with information about the policy.
If the consumer later proves that they had adequate insurance during any portion of the CPI 
policy period, the servicer will generally remove any CPI charges for that period. Examiners 
identified unfair and deceptive acts or practices related to placement and removal of CPI policies 
and charges.

2.1.2 Charging for unnecessary CPI
Under the prohibition on unfair acts or practices in Sections 1031 and 1036 of the CFPA, an act 
or practice is unfair when: (1) it causes or is likely to cause substantial injury; (2) the injury is 
not reasonably avoidable by consumers; and (3) the substantial injury is not outweighed by 
countervailing benefits to consumers or to competition. 
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Examiners found that servicers engaged in an unfair act or practice by charging consumers for 
unnecessary CPI.

Servicers caused consumers substantial injury by adding and maintaining charges for CPI 
premiums as a result of deficient processes when consumers had adequate insurance in place 
under their contracts. If a consumer has an adequate insurance policy that covers the vehicle, 
the CPI policy provides no benefit to the servicer or consumer. Placing or maintaining charges 
for CPI when consumers have adequate insurance causes consumers injury because consumers 
must either pay for the duplicative insurance or incur late fees or other consequences of 
delinquency. Additionally, some servicers caused additional injury because they applied any 
refunds of paid CPI charges to principal instead of returning those amounts directly to the 
consumer. Consumers could not reasonably avoid the injury for at least three reasons. First, in 
many instances, servicers sent notices regarding CPI charges to inaccurate addresses, so 
consumers had no notice that servicers planned to place CPI. Second, servicers did not have 
adequate procedures for processing insurance cards submitted by consumers as proof of 
insurance. Third, in many instances, servicers failed to process insurance documentation from 
consumers. The substantial injury to consumers was not outweighed by any countervailing 
benefits to consumers or competition, such as the cost of improving notices and improving 
document processing. Servicers have ceased issuing CPI policies. 

2.1.3 Charging for CPI after repossession
Examiners found that servicers engaged in unfair acts or practices by collecting or attempting to 
collect CPI premiums after repossession even though no actual insurance protection was 
provided for those periods.  

CPI automatically terminates on the date of repossession, per the terms of the contract, and 
consumers should not be charged after this date. Despite this, servicers charged consumers for 
CPI after repossession in four different circumstances. First, servicers failed to communicate 
the date of repossession to the CPI service provider due to system errors. Second, servicers used 
an incorrect formula to calculate the CPI charges that needed to be removed due to the 
repossession. Third, servicers’ employees entered the wrong repossession date into their system 
of record, resulting in improper termination dates. Fourth, servicers charged consumers—who 
had a vehicle repossessed and subsequently reinstated the loan—for the days the vehicle was in 
the servicer’s possession, despite the automatic termination of the policy on the date of 
repossession. 

These errors caused consumers substantial injury because they paid amounts they did not owe 
or were subject to collection attempts for amounts they did not owe. This injury was not 
reasonably avoidable because consumers did not control the servicers’ cancellation processes
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and did not have a reasonable way to determine that the charges were inaccurate. The 
substantial injury to consumers was not outweighed by any countervailing benefits to 
consumers or competition. Servicers have ceased issuing CPI policies. 

2.1.4 Inaccurate payment posting
Examiners found that servicers engaged in unfair acts or practices by posting payments to the 
wrong account or by posting certain payments as principal-only payments instead of periodic 
installment payments, resulting in late fees and additional interest charges. Servicers engaged 
in two types of errors.4 First, some payments were applied to the wrong loan account, despite 
the consumer providing their account information. Second, for some payment types, servicer 
employees applied the payment as a principal-only payment instead of a periodic payment. In 
both instances, consumers’ accounts were marked as delinquent for the month they made the 
payment, resulting in late fees and additional interest. Servicers did not have a reliable method 
to detect the errors, and primarily relied on consumer complaints to identify misapplied 
payments. In some instances, even when consumers complained, the servicers did not provide 
refunds. 

This conduct caused or was likely to cause substantial injury to consumers because the servicers 
misapplied payments, resulting in late fees and additional interest. Consumers could not 
reasonably avoid the injury because they had no control over the servicers’ misapplication of 
their payments. Even if consumers contacted the servicers regarding the errors, late fees and 
interest had accrued. The injury was not outweighed by countervailing benefits to consumers or 
competition. For example, servicers could improve their procedures to reduce the error rate. In 
response to examiner findings, servicers remediated affected consumers and implemented new 
automated systems.

2.1.5 Failure to follow disclosed payment application order
Under the prohibition against deceptive acts or practices in Sections 1031 and 1036 of the CFPA,  
an act or practice is deceptive when: (1) it misleads or is likely to mislead the consumer; (2) the 
consumer’s interpretation is reasonable under the circumstances; and (3) the misleading act or 
practice is material.

Examiners found that servicers engaged in deceptive acts or practices by representing on their 
websites a specific payment application order, and subsequently applying payments in a 
different order.  Specifically, servicers represented on their websites that payments would be 

4 12 U.S.C. §§ 5531, 5536.
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applied to interest, then principal, then past due payments, before being applied to other 
charges, such as late fees. Instead, the servicers applied partial payments to late fees first, in 
contravention of the methodology disclosed on the website. As the result of applying payments 
to late fees first, servicers repossessed some consumers’ vehicles. 

The representation that payments would be applied to interest, then principal, then past due 
payments, and then other charges was likely to mislead consumers because the servicers actually 
applied payments to late fees first. It was reasonable for consumers under the circumstances to 
believe that the servicers’ websites provided accurate information about payment allocation 
order. In some instances, the underlying contract provides the servicer the right to apply 
payments in any order. But consumers reasonably relied on the representations on servicers’ 
websites regarding payment application. And the representation was material because it was 
likely to affect consumers’ decisions about how much to pay. Servicers remediated impacted 
consumers and now use the disclosed payment application hierarchy. 

2.1.6 Inaccurate payoff amounts
Examiners found that servicers engaged in unfair acts or practices by accepting loan payoff
amounts that included overcharges for optional products after incorrectly telling consumers that 
they owed this larger amount.5  

Consumers financed the purchase of the optional product by adding it to the loan amount of a 
vehicle purchase. The contracts provided that consumers or servicers could cancel the product 
at any time and receive a “pro-rata” refund less a cancellation fee. Servicers prepared payoff 
statements in response to consumers’ requests that included a line listing credits for refunds 
from optional products and a total “payoff amount.” Servicers calculated this refund based on 
the actuarial value of the policies, instead of using the pro-rata calculation specified in the 
contract. In some instances, this resulted in payoff statements that listed a total amount due 
that was larger than the amount the consumer owed.  

The conduct caused or was likely to cause substantial injury to consumers because servicers 
accepted money from consumers that the consumers did not actually owe. Consumers could not 
reasonably avoid the injury because they paid the servicers the amount they told them they 
owed.  Consumers are not required to independently verify that servicers correctly calculated 
optional product refund amounts and therefore the injury could not be reasonably avoided. The 
injury is not outweighed by countervailing benefits to consumers or competition. Servicers can 
update their systems to perform appropriate calculations without significant cost. Servicers 

5 Id. 
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have refunded overpayments to consumers and updated their systems to perform calculations 
that are consistent with the contract terms. 

2.2  Consumer Reporting
Entities that obtain or use consumer reports from consumer reporting companies (CRCs),6 or 
that furnish information relating to consumers for inclusion in consumer reports, play a vital 
role in the consumer reporting process. They are subject to several requirements under the Fair 
Credit Reporting Act (FCRA)7 and its implementing regulation, Regulation V.8 These include
the requirement to furnish data subject to the relevant accuracy and dispute handling
requirements.  In recent reviews, examiners found deficiencies in, among other things, CRCs’ 
compliance with FCRA: (i) accuracy requirements, (ii) security freeze requirements applicable 
only for nationwide CRCs as defined in FCRA Section 603(p)9, and (iii) requirements regarding 
ID theft block requests.  Examiners also found deficiencies in furnisher compliance with FCRA 
and Regulation V accuracy and dispute investigation requirements.

2.2.1 CRC duty to follow reasonable procedures to assure 
maximum possible accuracy

The FCRA requires that, whenever a CRC “prepares a consumer report it shall follow reasonable 
procedures to assure maximum possible accuracy of the information concerning the individual 
about whom the report relates.”10  In  reviews of CRCs, examiners found that CRCs’ accuracy 
procedures failed to comply with this obligation because the CRC continued to include 
information in consumer reports that was provided by unreliable furnishers.  Specifically, the 
furnishers had responded to disputes in ways that suggested that the furnishers were no longer 
sources of reliable, verifiable information about consumers. For example, CRCs received 
furnisher dispute responses indicating that, for several months, furnishers failed to respond to 
all or nearly all disputes, deleted all or nearly all tradelines disputed by consumers, or verified as 
accurate all or nearly all tradelines disputed by consumers. Despite observing this dispute 
response behavior by these furnishers, CRCs continued to include information from these 
furnishers. After identification of these issues, CRCs were directed to revise their accuracy 

6 The term “consumer reporting company” means the same as “consumer reporting agency,” as defined in the Fair
Credit Reporting Act, 15 U.S.C. § 1681a(f), including nationwide consumer reporting agencies as defined in 15 U.S.C
§ 1681a(p) and nationwide specialty consumer reporting agencies as defined in 15 U.S.C § 1681a(x).

7 15 U.S.C. § 1681 et seq.
8 12 C.F.R. Part 1022.
9 15 U.S.C. § 1681a(p).
10 15 U.S.C. § 1681e(b). 
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procedures to identify and take corrective action regarding data from furnishers whose dispute 
response behavior indicates the furnisher is not a source of reliable, verifiable information about 
consumers.

2.2.2 CRC duty to timely place security freezes on consumer 
reports upon consumer request 

The FCRA requires that nationwide CRCs must, free of charge, place a security freeze on a 
consumer’s report “upon receiving a direct request from a consumer” and upon “receiving 
proper identification from the consumer….”11 The security freeze must be placed not later than 
“(ii) in the case of a request that is by mail, 3 business days after receiving the request directly 
from the consumer.”12 In reviews of nationwide CRCs, examiners found that CRCs failed to 
place security freezes within three business days after receiving the request by mail. One root 
cause was determined to be inadequate training, and to address that root cause, targeted 
training to appropriate staff regarding the requirements and timing of placing security freezes
was provided. 

2.2.3 CRC duty to block reporting of information identified as 
resulting from identity theft 

The FCRA requires that CRCs must “block the reporting of any information in the file of a 
consumer that the consumer identifies as information that resulted from an alleged identity 
theft…”13 The block must be made “not later than 4 business days after the date of receipt” of a 
qualifying block request.14 In reviews of CRCs, examiners found that CRCs failed to place ID 
theft blocks within four business days of receipt of qualifying block requests. The block requests 
were delayed due to a backlog that the CRCs subsequently resolved. In response to these issues, 
the CRCs updated policies and procedures to ensure the timely processing and blocking of 
information identified in ID theft block requests.

2.2.4 Furnisher duty to update and correct information
The FCRA requires that persons who regularly and in the ordinary course of business furnish
information to CRCs about that person’s transactions or experiences with consumers must, 
upon determining that information furnished to CRCs is not complete or accurate, “promptly 

11 15 U.S.C. § 1681c-1(i)(2)(A).
12 15 U.S.C. § 1681c-1(i)(2)(A)(ii).
13 15 U.S.C. § 1681c-2(a). 
14 Id. 
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notify the consumer reporting agency of that determination.” The furnisher must then provide 
to the agency any corrections to that information, or any additional information, that is 
necessary to make the information provided by the person to the agency complete and accurate, 
and shall not thereafter furnish to the agency any of the information that remains not complete 
or accurate.”15  

In a review of auto loan furnishers, examiners found that furnishers failed to send updating or 
correcting information to CRCs after making a determination that information furnishers had 
reported was no longer accurate. For example, examiners found that after consumers had 
applied for an auto loan but later communicated they no longer wanted to proceed with the loan, 
and the furnisher had removed the loan from its system of record, the furnisher continued to 
furnish information to CRCs as though the loans had been issued rather than cancelled.  
Furnishers attributed the errors to failures by a service provider to follow furnisher’s 
procedures.  Following identification of these issues furnishers implemented a new process that 
reconciles loan cancellations and removals of loans from the system of record with responsive 
corrections to CRCs.

2.2.5 Furnisher duty to conduct reasonable investigation of 
direct disputes

Regulation V requires that, after receiving a direct dispute notice from a consumer, a furnisher 
must “[c]onduct a reasonable investigation with respect to the disputed information…16

Further, Regulation V provides that a “furnisher is not required to investigate a direct dispute if 
the furnisher has reasonably determined that the dispute is frivolous or irrelevant.”17 However, 
if a furnisher determines that a dispute is frivolous or irrelevant, the furnisher must “notify the 
consumer of the determination not later than five business days after making the determination, 
by mail or, if authorized by the consumer for that purpose, by any other means available to the 
furnisher.”18  The notice must “include the reasons for such determination and identify any 
information required to investigate the disputed information, which notice may consist of a 
standardized form describing the general nature of such information.”19

In reviews of mortgage furnishers, examiners found that furnishers failed to conduct reasonable 
investigations of direct disputes. Furnishers’ dispute procedures instructed their direct dispute 
investigating agents to verify that consumers’ signatures matched the signature on file and, if 

15 15 U.S.C. § 1681s-2(a)(2)(B).
16 12 C.F.R. § 1022.43(e)(1).
17 12 C.F.R. § 1022.43(f)(1).
18 12 C.F.R. § 1022.43(f)(2).
19 12 C.F.R. § 1022.43(f)(3).
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they did not match, send a letter to the borrower stating that the information provided in the 
dispute did not match the furnishers’ records. Examiners found that furnishers’ agents had sent 
such letters to consumers whose dispute letters included only a typed name or electronic image 
of a signature. Furnishers’ agents did so without:conducting an investigation of such disputes, 
otherwise reasonably determining that such disputes were frivolous or irrelevant, or providing 
any qualifying frivolous or irrelevant notices to consumers. After identification of these issues, 
furnishers updated their policies and procedures to define circumstances when disputes should 
reasonably be deemed frivolous because they appear to have originated from credit repair 
organizations; furnishers also created templates to send to consumers whose disputes they
deemed frivolous. Further, furnishers provided training to agents on the new policies and 
procedures and the new letter templates.

2.3  Debt Collection
The Bureau has the supervisory authority to examine certain entities that engage in consumer 
debt collection activities, including nonbanks that are larger participants in the consumer debt 
collection market and nonbanks that are service providers to certain covered persons. Recent 
examinations of larger participant debt collectors identified violations of the Fair Debt 
Collection Practices Act (FDCPA).

2.3.1 Prohibited calls to consumer’s workplace
Section 805(a)(3) of the FDCPA prohibits a debt collector from communicating with a consumer 
in connection with the collection of a debt at the consumer’s workplace if the debt collector 
knows or has reason to know that the consumer’s employer prohibits such communications.20

Examiners determined that debt collectors communicated with consumers at their workplaces 
after they knew or should have known that the consumers’ employers prohibit such 
communications, in violation of Section 805(a)(3). In response to these findings, the collectors 
are improving their training and monitoring.

In addition, Section 805(a) of the FDCPA restricts the circumstances under which a debt 
collector may contact a consumer.21 Specifically, Section 805(a)(1) prohibits a debt collector 
from communicating with a consumer in connection with the collection of any debt at a time or 
place that the collector knows or should know is inconvenient to the consumer.22 Examiners 

20 15 U.S.C. § 1692c(a)(3).
21 15 U.S.C. § 1692c(a).
22 15 U.S.C. § 1692c(a)(1).
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found that debt collectors communicated with consumers at their places of employment during 
work hours when the debt collectors knew or should have known that calls during work hours 
were inconvenient to the consumers, in violation of Section 805(a)(1). For example, one debt 
collector called a consumer during work hours at a time the consumer had previously specified 
as inconvenient. Another debt collector called a consumer on a workplace phone number after 
being informed by the consumer that calls to the workplace number were inconvenient.  In 
response to these findings, the collectors are improving their training and monitoring.

2.3.2 Communication with third parties
Section 805(b) of the FDCPA prohibits a debt collector from communicating in connection with 
the collection of a debt with any person other than the consumer and certain other parties. 23

Exceptions to this prohibition are set out in Sections 804 and 805(b).24

Examiners found that debt collectors communicated with third parties in violation of Section 
805(b). The communications were not within an exception listed in Sections 804 or 805(b).
This violation of the FDCPA resulted from inadequate compliance controls to verify right-party 
contact during efforts to locate the consumer.  In several instances, the third party had a name 
similar to the consumer’s name.  In response to this finding, the collectors are improving various 
aspects of their compliance management systems (CMS). 

In addition, Section 804(1) of the FDCPA states that, when communicating with third parties for 
the purpose of acquiring location information for the consumer, a debt collector may only 
disclose the name of their employer if expressly requested.25 Examiners observed that debt 
collectors identified their employers when communicating with third parties who had not 
expressly requested it, in violation of Section 804(1). In response to these findings, the 
collectors are improving their training and monitoring.

2.3.3 Failure to cease communication upon written request or 
refusal to pay

Section 805(c) of the FDCPA provides that if a consumer notifies a debt collector in writing that 
the consumer wishes the collector to cease further communication or that the consumer refuses 
to pay the debt, the collector must cease further communication with the consumer, with certain 

23 15 U.S.C. § 1692c(b).
24 15 U.S.C. §§ 1692b, c(b).
25 15 U.S.C. § 1692b(1).
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exceptions.26  Examiners found that a consumer used a model form to mail a written statement 
to a debt collector stating that the debt was the result of identity theft, requesting that the 
collector cease further communication, and requesting that the collector provide confirmation 
along with information concerning the disputed account. After receiving this form, the collector 
continued attempts to collect the debt from the consumer in violation of FDCPA Section 805(c).
These attempts were not efforts to respond to the consumer’s request for information about the 
identity theft claim.  In response to these findings, the collector is improving board and 
management oversight and monitoring.

2.3.4 Harassment regarding inability to pay
Section 806 of the FDCPA prohibits a debt collector from engaging in any conduct the natural 
consequence of which is to harass, oppress, or abuse any person in connection with the 
collection of a debt.27 Examiners found when consumers stated they were unable to make or 
complete payment arrangements, debt collectors emphasized two or more times to each of the 
consumers that the collector would place a note in the account system stating that the consumer 
was refusing to make a payment.  The natural consequence of these inaccurate statements was 
to harass or oppress the consumers, in violation of Section 806. In response to these finding, 
the collectors are improving their training and monitoring.

2.3.5 Communicating, and threatening to communicate, false 
credit information

Section 807 of the FDCPA prohibits a debt collector from using any false, deceptive, or 
misleading representation or means in connection with the collection of any debt.28 Section 
807(8) specifically prohibits communicating or threatening to communicate credit information 
which is known or which should be known to be false, including the failure to communicate that 
a disputed debt is disputed.29 Examiners found that debt collectors knew or should have known 
that debts were disputed, resulted from identity theft, and were not owed by the relevant 
consumers. Nonetheless, in these circumstances, the collectors threatened to report to CRCs
that the consumer owed the debt if it was not paid.  The collectors then reported the debt to 
CRCs and failed to report that the consumer disputed the debt. This course of action violated 

26 15 U.S.C. § 1692c(c).
27 15 U.S.C. § 1692d.
28 15 U.S.C. § 1692e.
29 15 U.S.C. § 1692e(8).
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Section 807(8) of the FDCPA. In response to these finding, the collectors are improving their 
training.

2.3.6 False representations or deceptive means of collection
Section 807(10) of the FDCPA prohibits a debt collector from using any false, deceptive, or 
misleading representation or means in connection with the collection of any debt or obtain 
information concerning a consumer.30              

Examiners found that several debt collectors falsely represented to consumers the impact that 
paying off their debts would have on their credit profiles, in violation of Section 807(10).31 For 
example, one debt collector told a consumer the debt would no longer “impact” her credit profile 
once paid, which was false.  Another debt collector told a consumer that making a payment 
would help to “fix” the consumer’s credit.  In response to this finding, the collectors are 
improving various aspects of their CMS. 

2.3.7 Incorrect systemic implementation of state interest rate 
cap

Section 808 of the FDCPA states that a debt collector may not use unfair or unconscionable 
means to collect or attempt to collect any debt.32 Section 808(1) specifically designates “the 
collection of any amount . . . unless such amount is expressly authorized by the agreement 
creating the debt or permitted by law” as an unfair practice.33 Examiners found that debt 
collectors entered inaccurate information regarding state interest rate caps into an automated 
system, resulting in some consumers being overcharged, in violation of Section 808(1). In 
response to these findings, the collectors remediated impacted consumers and are improving 
their training and monitoring.

30 15 U.S.C. § 1692e.
31 See CFPB Bulletin 2013-08, “Representations Regarding Effect of Debt Payments on Credit Reports and Scores” 

(July 10, 2013).
32 15 U.S.C. § 1692f.
33 15 U.S.C. § 1692f(1).
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2.3.8 Unlawful initiation of administrative wage garnishment 
during consolidation process

Section 808 of the FDCPA states that a debt collector may not use unfair or unconscionable 
means to collect or attempt to collect any debt.34 Examiners found that debt collectors sent 
administrative wage garnishment orders to consumers’ employers by mistake despite having 
received  completed applications from the consumers to consolidate the debt, which should have 
stopped the wage garnishment process based on standard procedures, in violation of Section 
808. In response to these findings, the collectors are improving their training and monitoring.

2.3.9 Failure to send complete validation notices
Section 809(a) of the FDCPA requires a debt collector to send a notice containing certain 
information (commonly called a “validation notice”) to the consumer within five days after the 
initial communication with the consumer, with certain exceptions.35 Examiners found that debt 
collectors violated Section 809(a) by sending validation notices that lacked some of the required 
information.  Examiners found that the issue resulted from template changes that had not been 
reviewed by compliance personnel.  In response to these findings, the collectors are improving 
their board and management oversight of new letter templates.

2.4  Deposits
The CFPB continues its examinations of financial institutions for compliance with Regulation 
E,36 which implements the Electronic Fund Transfer Act (EFTA).37 The CFPB also examines for 
compliance with other relevant statutes and regulations, including Regulation DD,38 which 
implements the Truth in Savings Act,39 and the Dodd-Frank Act’s prohibition on unfair, 
deceptive, or abusive acts or practices (UDAAPs).40   

34 15 U.S.C. § 1692f.
35 15 U.S.C. § 1692g(a).
36 12 C.F.R. Part 1005 et seq.
37 15 U.S.C. § 1693 et seq.
38 12 C.F.R. Part 1030 et seq.
39 12 U.S.C. § 4301 et seq.
40 12 U.S.C. §§ 5531, 5536.
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