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THIRD PARTY RISK MANAGEMENT
YOU CAN OUTSOURCE THE FUNCTION, BUT YOU CAN’T OUTSOURCE THE RESPONSIBILITY!
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November 2021

REGULATOR CONCERNS

 Overreliance on third parties – Concern that too many institutions either over rely or totally rely 
on outside organizations to perform many vital functions for the bank

 Lack of understanding – Apprehension that no individual(s) within the bank really understand 
what the service provider does enough to be able to effectively oversee the vendor’s services

 Ineffective monitoring – Uneasy that the monitoring process is not thorough or regular enough 
to effectively evaluate the vendor’s services 

 Incentive programs – Worried that vendor or bank incentive programs set the vendor and its 
employees up for abuse of the system and the customer
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REGULAR CFPB EXAMINATIONS!

 At an April 7, 2017 program entitled “The State of Consumer Protection Initiatives” at the 
American Bar Association Business Law Section Consumer Financial Services Committee 2017 
Spring Meeting, Peggy Twohig, the CFPB’s Assistant Director for Supervision Policy, announced 
that the CFPB has begun to examine service providers on a regular, systematic basis, 
particularly those supporting the mortgage industry.

 The CFPB has had the authority since inception to supervise service providers. Historically, the 
CFPB has only examined some service providers on an ad hoc basis. The change represents a 
significant expansion of the CFPB’s use of its supervisory authority and will substantially increase 
the number and types of entities facing CFPB examinations.

3

REGULAR CFPB EXAMINATIONS CONTINUE

 A “service provider” is generally defined in Section 1002(26)(A) of Dodd-Frank as “any person 
that provides a material service to a covered person in connection with the offering or provision 
by such covered person of a consumer financial product or service, including a person that:

i. Participates in designing, operating, or maintaining the consumer financial product or service; or

ii. Processes transactions relating to the consumer financial product or service….”

 Dodd Frank Act §§1024(e) and 1025(d) of Dodd-Frank authorize the CFPB to supervise a 
service provider to a bank or non-bank already supervised by the CFPB – namely, depository 
institutions with more than $10 billion in assets and the some categories of non-banks.

4

27



2021  Vendor Management

Financial Solutions * November 2021

OCC RISK MANAGEMENT GUIDANCE
OCTOBER 13, 2013 – OCC BULLETIN 2013-29

 Banks continue to increase the number and complexity of relationships with both foreign and 
domestic third parties, such as:

 Outsourcing entire bank functions to third parties (such as tax, legal, audit, or IT operations), as 
well as entire lines of business or products

 Relying heavily on a single third party to perform multiple activities

 Working with third parties that engage directly with customers

 Contracting with third parties that subcontract activities to other providers with or without the 
bank’s knowledge

 Working with a third party to address deficiencies in bank operations or compliance with laws or 
regulations
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VENDOR MANAGEMENT PROGRAM
CFPB SERVICE PROVIDERS SUPERVISORY GUIDANCE

 April 13, 2012 Bulletin 2012-03

 Supervised banks should take steps to ensure that arrangements do not present unwarranted 
risks, including:

 Conduct thorough due diligence

 Review service providers policies, procedures, internal controls and training materials

 Clear expectations in the contract with compliance-related responsibilities

 Establish internal controls and on-going monitoring

 Prompt action to address any problems identified, including termination where appropriate
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VENDOR MANAGEMENT PROGRAM
FEDERAL RESERVE GUIDANCE ON MANAGING OUTSOURCING RISK

 December 5, 2013 Guidance

 Guidance supplements existing guidance on technology service provider (TSP) risk and usually includes 
the following core elements:

 Risk Assessments

 Due Diligence and Selection of Service Providers

 Contract Provisions and Considerations

 Incentive Compensation Review

 Oversight and Monitoring of Service Providers

 Business Continuity and Contingency Plans

7

VENDOR MANAGEMENT PROGRAM
OCC RISK MANAGEMENT GUIDANCE BULLETIN 2013-09

 Broadly defined:

 A third-party relationship is any business arrangement between the bank and another entity, by contract or otherwise

 Generally this does not include customer relationships

 An effective third-party risk management process follows a continuous life cycle for all relationships and 
incorporates the following phases:

 Planning

 Due Diligence and Third-Party Selection

 Contract Negotiation

 Ongoing Monitoring

 Termination

 Oversight and Accountability

 Documentation and Reporting

 Independent Reviews 8
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COMPLIANCE MANAGEMENT SYSTEM
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Based on the March 2017 
Consumer Compliance Rating 
Definitions

VENDOR MANAGEMENT REGULATORY EXPECTATIONS

Risk 
Assessment Due Diligence Contract 

Management
Oversight and 

Monitoring
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Board Management & Oversight
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VENDOR MANAGEMENT PROGRAM PLANNING

Planning should be:

 Conducted before entering into a third-party relationship, senior management should develop a 
plan to manage the relationship

 Commensurate with the level of risk and complexity of the third-party relationship

 Presented to and approved by the bank’s board of directors when critical activities are involved

11

BOARD AND MANAGEMENT OVERSIGHT

 Leverage the collective knowledge and expertise 
of the bank and trusted partners

 Understand the bank’s risk appetite

 Oversight and commitment

 Change management expertise

 Comprehension, identification and management or risk

 Corrective action and self-identification
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VENDOR MANAGEMENT RISK ASSESSMENT

13
FDIC Director Series:  Vendor Management – Outsourcing Technology Services

BOARD VENDOR MANAGEMENT RESPONSIBILITIES

 Develop and approve policies that establish an effective vendor management program framework 

 Select a service provider that best meets the needs of the bank 

 Negotiate a contract that protects the interests of the bank including acceptable Service Level 
Agreements (SLA)

 Oversee management’s implementation of the program through regular board reporting 

 Tailor ongoing monitoring using a risk-based approach considering: 

 Criticality of the services 

 Sensitivity of data 

 Degree of perceived risk 
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SERVICE LEVEL AGREEMENT (SLA) RECOMMENDATIONS

• GLBA compliance, notifications, responsivenessConfidentiality of Data

• Error rates, up time, processing timelinessIntegrity and Availability

• Programming changes, system updatesSystem Changes

• Compliance and independent testingSecurity Standards
• Backup, retention, protection, restoration, recoveryBusiness Continuity

• Responsiveness, availability, qualificationsHelp Desk Support
15FDIC Director Series:  Vendor Management – Outsourcing Technology Services

BANK MANAGEMENT VENDOR MANAGEMENT RESPONSIBILITIES

 Evaluate prospective providers based on the type of services outsourced and how critical the 
function is to the bank 

 Ensure each outsourced relationship supports business requirements and strategic plans, and is 
appropriate for the size and complexity of the bank 

 Confirm the bank has sufficient expertise to oversee and manage the relationship 

 Implement ongoing monitoring programs that prioritize activities based on the degree of risk and 
criticality of the services 
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BANK MANAGEMENT VENDOR MANAGEMENT RESPONSIBILITIES

 Inform senior management and the board of the risks associated with outsourcing 

 Ensure that outsourcing arrangements are prudent and consistent with business objectives 

 Implement effective controls to address identified risks 

 Perform ongoing risk monitoring to identify and evaluate changes in risk from the initial 
assessment 

 Document procedures, roles, responsibilities, and reporting mechanisms 

17

DUE DILIGENCE AND THIRD-PARTY SELECTION

 Institution must conduct due diligence on all potential third parties before selecting and entering 
into contracts or relationships

 Should not rely solely on experience with or prior knowledge of the third party as a proxy for an 
objective

 More extensive due diligence is necessary when a third-party relationship involves critical 
activities, especially those vendors with direct or indirect customer contact

 If the vendor will be providing any marketing and customer enrollment activities, carefully evaluate any incentive 
programs to prevent potential UDAAP violations!

18

34



2021  Vendor Management

Financial Solutions * November 2021

VENDOR MANAGEMENT PROGRAM
FDIC THIRD-PARTY RISK SUPERVISORY GUIDANCE

 FDIC’s due diligence guidance should consider:

 Audited financial statements, annual reports, SEC filings, and other available financial indicators

 Significance of the proposed contract on the third party's financial condition

 Experience and ability in implementing and monitoring the proposed activity

 Business reputation

 Qualifications and experience of the company's principals

 Strategies and goals, including service philosophies, quality initiatives, efficiency improvements, and employment 
policies

 Existence of any significant complaints or litigation, or regulatory actions against the company
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REVIEW SERVICE PROVIDER EXAM REPORTS

20
FDIC Director Series:  Vendor Management – Outsourcing Technology Services
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VENDOR MANAGEMENT PROGRAM
FDIC THIRD-PARTY RISK SUPERVISORY GUIDANCE

 FDIC’s due diligence guidance should consider:

 Ability to perform the proposed functions using current systems or the need to make additional investment

 Use of other parties or subcontractors by the third party

 Scope of internal controls, systems and data security, privacy protections, and audit coverage

 Business resumption strategy and contingency plans

 Knowledge of relevant consumer protection and civil rights laws and regulations

 Adequacy of management information systems

 Insurance coverage

21

CONTRACT NEGOTIATION

 Obtain board approval of the contract before its 
execution when a third-party relationship will 
involve critical activities

 Incorporate regulatory requirements, including an 
exit strategy if the vendor is unable to perform 
contractual responsibilities or meet performance 
standards

 Review existing contracts periodically
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Contracts 
Should 

Generally 
Address

Nature and scope of arrangement

Performance measures or benchmarks

Responsibilities for providing, 
receiving & retaining information

The right to audit and require remediation

Responsibility for compliance with 
applicable laws & regulations

Cost and compensation

Ownership and license

Confidentiality and integrity

Business resumption & contingency plans

Indemnification

Insurance

Dispute resolution

Limits on liability

Default and termination

Customer complaints

Subcontracting

Foreign-based third parties

VENDOR MANAGEMENT PROGRAM

23

INDEMNITY AND LIMITS OF LIABILITY

 Indemnity is when one party will take the place of another party from a legal perspective

 Limits of liability are the maximum amount of damages a party can obtain under contract

 Watch out for any indemnification clauses from the financial institution granting vendor indemnity!  
If any, are they reasonable?

 Should the vendor indemnify the financial institution (e.g. breach of contract, intellectual property 
infringement)?

 Are there indemnification clauses in place for subcontractors?

 Try to align the limits of liability with applicable insurance policy limits.
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VENDOR MANAGEMENT PROGRAM
FDIC THIRD-PARTY RISK SUPERVISORY GUIDANCE

 Contracts should set forth the rights and responsibilities of each party, including:
 Timeframe covered by the contract

 Frequency, format, and specifications of the service or product to be provided

 Other services to be provided by the third party

 Requirement that the third party comply with all applicable laws and regulations

 Authorization to have access to third party records to evaluate compliance

 Responsibility for delivering required customer disclosures

 Insurance coverage to be maintained by the third party

 Terms relating to any use of bank premises, equipment, or employees

 Permissibility/prohibition of the third party to subcontract or use another party

 Authorization for institution to monitor and review the third party for compliance

 Indemnification clauses

25

VENDOR MANAGEMENT PROGRAM
FDIC THIRD-PARTY RISK SUPERVISORY GUIDANCE

 Contracts should set forth the rights and responsibilities of each party, including:
 Cost/compensation

 Performance standards

 Reports

 Audit

 Confidentiality and security

 Customer complaints

 Business resumption and contingency plans

 Default and termination

 Dispute resolution

 Ownership and license

 Limits on liability
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POLICIES AND PROCEDURES

 Compliance policies and procedures, 
third-party relationship 
management programs should be 
comprehensive and provide actionable 
standards to effectively manage 
compliance risk in the products, 
services and activities of the financial 
institution managed by third parties

27
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VENDOR MANAGEMENT PROGRAM PERFORMANCE

 Modify bank policy and procedures to accommodate the new services to be provided by the third 
party vendor

 After entering into a contract with a third party, bank management should dedicate sufficient staff 
with the necessary expertise, authority, and accountability to oversee and monitor the third party 
commensurate with the level of risk and complexity of the relationship in compliance with the 
board-approved policies

 Monitoring should result in changes to the frequency and type of required reports from the third 
party to document performance with contractual standards

28

39



2021  Vendor Management

Financial Solutions * November 2021

TRAINING

 Compliance training must be comprehensive, 
timely and specifically tailored to the 
particular responsibilities of the participants. 

 Program must be updated proactively in 
advance of new products or new laws and 
regulations to ensure all staff are aware of 
compliance responsibilities before roll-out 
involving third party service providers, 
especially those with customer contact

29
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BANK AND VENDOR TRAINING

 Ensure that all bank and vender personnel are well-versed on who does what and empowered to 
communicate freely to accomplish the intended objectives

 Training should clearly substantiate accountability and responsibility assigned per the bank’s 
strategic plan and contractual provisions

 Listen carefully to training participants’ comments, complaints and suggestions for great 
enhancements by the personnel that will be executing the compliance plan every day!

 Don’t forget to train the auditors and reviewers to ensure they understand the new or changed 
functions they will be reviewing

 Document all training, from the top to the bottom of the organization

30
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MONITORING AND AUDITING

 Compliance monitoring practices, management 
information systems, reporting, audit and 
internal control systems must be 
comprehensive, timely and successful.

 Third parties must be monitored proactively to 
identify procedural or training weaknesses to 
preclude regulatory violations.

 Expand the program comprehensively to cover 
all services performed by third parties to 
minimize compliance risk.
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VENDOR MANAGEMENT PROGRAM
FDIC THIRD-PARTY RISK SUPERVISORY GUIDANCE

 Performance monitoring should include, as appropriate, the following:

 Consistency of the relationship with the financial institution's strategic goals;

 Review of licensing or registrations;

 Third party's financial condition (at least annually);

 Adequacy of the third party's insurance coverage;

 Ensure that the third party's financial obligations to others are being met;

 Review audit reports or other reports of the third party, and follow up on any needed corrective actions;

 Adequacy of third party's policies relating to internal controls and security;

 Compliance with applicable laws, rules, and regulations;

 Third party's business resumption contingency planning and testing;

32
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VENDOR MANAGEMENT PROGRAM
FDIC THIRD-PARTY RISK SUPERVISORY GUIDANCE

 Performance monitoring should include, as appropriate, the following:

 Changes in key third party personnel involved in the relationship;

 Review reports relating to the third party's performance in the context of contractual requirements and 
performance standards, with appropriate follow‐up as needed;

 Determine the adequacy of any training provided to employees;

 Testing of third parties with direct interaction with bank customers;

 Review of customer complaints relating to the products and services provided by the third party and the resolution 
of the complaints; and

 Meet, as needed, with representatives of the third party to discuss performance and operational issues.

33

VENDOR MANAGEMENT PROGRAM

Termination

 A bank may terminate third-party relationships for various reasons, including:

 Expiration or satisfaction of the contract

 Desire to seek an alternate third party

 Desire to bring the activity in-house or discontinue the activity

 Breach of contract

 Management should ensure that relationships terminate in an efficient manner

34
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OVERSIGHT AND ACCOUNTABILITY

 Board of Directors Should:

 Ensure effective process is in place to manage risks related to third-party relationships

 Approve the bank’s risk-based policies that govern the vendor management process

 Senior Management Should:

 Develop and implement the bank’s third-party risk management process

 Establish the bank’s risk-based policies that govern the vendor management program

 Bank Employees Who Directly Manage Third-Party Relationships Should:

 Conduct due diligence of third parties and report results to senior management

 Perform ongoing monitoring and ensure vendors comply with the bank’s policies

 Ensure bank/vendor addresses any issues identified and escalate significant issues 

35

DOCUMENTATION AND REPORTING

 Proper documentation and reporting typically includes:

 A current inventory of all third-party relationships (identifying critical activities)

 Due diligence results, findings and recommendations

 Executed contracts

 Risk management and performance reports required and received from the third party

 Reports to the board and senior management of third parties involved in critical activities

 Reports to the board and senior management of independent reviews of the bank’s overall risk management 
process

36
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INDEPENDENT REVIEWS

 Senior management should ensure independent reviews are 
conducted on the third-party risk management process, especially 
when a bank involves vendors in critical activities

 Bank’s internal auditor or an independent third party may perform 
the reviews

 Results should be reported to the board

37

OCC BULLETIN 2020-10 FAQS ON THIRD PARTY RELATIONSHIPS

 OCC Bulletin 2020-10 is a Frequently Asked Questions (FAQ) document which supplements the OCC's 
original guidance. The agencies have asked commenters to share feedback on the extent to which this 
FAQ should be incorporated into the guidance, and how it should be included.

 The new bulletin rescinds OCC Bulletin 2017-21 (Third-Party Relationships: Frequently Asked Questions to 
Supplement OCC Bulletin 2013-29), which was issued on June 7, 2017. With the exception of one FAQ 
that was updated to reflect current American Institute of Certified Public Accountants Service Organization 
Control report information, the FAQs from OCC Bulletin 2017-21 have been incorporated without change 
into the new bulletin. The FAQs are intended to clarify existing guidance and reflect evolving industry 
trends.

 The value seems to lie in the FAQ's ability to put existing guidance into specific contexts. While this can be 
helpful, it can also become outdated more quickly. For the agencies and commenters alike, this is a 
significant factor to consider when discussing modifications to guidance which should be designed to stand 
the test of time.
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FAQS:  RELATIONSHIPS WITH DATA AGGREGATORS THAT COLLECT 
CUSTOMER-PERMISSIONED DATA FROM BANKS

 The OCC discusses third-party risk management expectations for such relationships and provides examples of 
different types of interactions that banks might have with data aggregators, including where aggregators engage in 
screen scraping activities. The OCC appears to place risk management responsibilities upon banks for such 
activities conducted by third-party data aggregators.

 A new FAQ states “[w]hile screen-scraping activities typically do not meet the definition of [a] business arrangement, 
banks should engage in appropriate risk management for this activity. Screen-scraping can pose operational and 
reputation risks. Banks should take steps to manage the safety and soundness of the sharing of customer-
permissioned data with third parties.”

 Typically, no direct relationship exists between banks and data aggregators. Banks do not receive services from a 
data aggregator; instead, the relationship is between the data aggregator and the bank customer in which the 
customer gives the aggregator permission to “scrape” information from his or her bank account by using the 
customer’s credentials. By placing risk management responsibilities upon banks for screen-scraping activities, the 
OCC’s guidance appears to contravene the CFPB’s expectations regarding Section 1033 of the Dodd-Frank Act 
concerning the banking industry’s responsibilities for consumer-permissioned data sharing with data aggregators, 
however.

39
https://www.consumerfinancemonitor.com/2020/03/09/occ-issues-updated-faqs-to-supplement-bulletin-on-third-party-relationships/

FAQS:  THIRD PARTY SERVICES AND RISK MANAGEMENT

 Use of third-party assessment services. A new FAQ describes bank use of third-party assessment services 
(which are sometimes referred to as third-party utilities). Such services assist banks with third-party risk 
management, including due diligence and ongoing monitoring. The FAQ discusses the OCC’s expectations for the 
use of reports provided by such services by bank management.

 Handling third party risk management when obtaining alternative data from a third party. For purposes of this 
new FAQ, “alternative data” is defined as “information not typically found in the consumer’s credit files at the 
nationwide consumer reporting agencies or customarily provided by consumers as part of applications for 
credit.” The FAQ discusses the OCC’s expectations for the steps bank management should take when contemplating 
a third-party relationship involving the use of alternative data. Those steps include “analyz[ing] relevant consumer 
protection laws and regulations to understand the opportunities, risks, and compliance requirements before using 
alternative data.”

 Risk management practices for third parties (such as a start-ups and fintechs) with limited ability to provide 
due diligence-related information. A new FAQ discusses the type of due diligence and ongoing monitoring that 
banks should apply to third parties, such as fintechs, start-ups, and small businesses that are limited in their ability to 
provide the same level of due diligence-related information as larger or more established third parties.
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https://www.consumerfinancemonitor.com/2020/03/09/occ-issues-updated-faqs-to-supplement-bulletin-on-third-party-relationships/
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OTHER TOPICS ADDRESSED IN THE FAQS

 Guidance on what is a “business arrangement” for purposes of when a bank has a “third-party relationship”

 Determining when cloud computing providers and data aggregators are in a third-party relationship with a 
bank and risk management expectations for such relationships

 Risk management practices when a bank has limited negotiating power in contractual arrangements

 Determining the risks associated with third-party relationships in critical bank activities

 Bank management’s responsibilities regarding risk assessment of a third party’s subcontractors

 Reliance on, and use of, third party-provided reports, certificates of compliance, and independent audits

 Risk management strategies when using a third-party model or when using a third party to assist with 
model risk management

 Guidance on board of directors’ approval of third-party contracts involving critical activities

41
https://www.consumerfinancemonitor.com/2020/03/09/occ-issues-updated-faqs-to-supplement-bulletin-on-third-party-relationships/

CONSUMER COMPLAINT RESPONSE

 Listen to your customers

 Complaints

 Suggestions

 Requested functionality

 Processes and procedures for addressing consumer 
complaints must be strong.  Complaint investigations and 
responses must be prompt and thorough.

 Third party provider complaints must be carefully 
monitored to identify risks of potential consumer harm, 
program deficiencies, and customer service issues and 
the bank quickly takes appropriate action.

 Watch out for increased risk due to vendor incentive 
plans!
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PROPOSED INTERAGENCY GUIDANCE ON THIRD-PARTY RELATIONSHIPS

 On July 19, 2021, the Federal Deposit Insurance Corporation (FDIC), Federal Reserve (FRB), and Office of the 
Comptroller of the Currency (OCC) published in the Federal Register a Proposed Interagency Guidance on Third-Party 
Relationships: Risk Management.

 Excluding the FFIEC IT Examination Handbook, this guidance is the first concerted effort the financial industry has seen 
towards the development of a unified vendor management guidance. Since 2001, each agency has published their 
own guidance, including the key players: FDIC FIL-44-2008, FRB SR 13-19, and OCC Bulletin 2013-29.

 The proposed guidance is based on OCC Bulletin 2013-29. The core concepts of the proposed guidance remain 
consistent with other vendor management expectations. The guidance focuses on these six pillars of vendor 
management.
 Planning

 Due Diligence and Third-Party Selection

 Contract Negotiation

 Oversight and Accountability

 Ongoing Monitoring

 Termination

43

2021 PROPOSED THIRD-PARTY RELATIONSHIPS GUIDANCE

 The federal banking agencies don’t generally publish proposed guidance with an open comment 
period.  This provides the industry an excellent opportunity to share their thoughts and feedback 
on the guidance before it is made official.

 Specifically, there are 18 questions the regulators are hoping to gather answers for, most of which 
center on the use, relevance, and clarity of the guidance. The agencies also include questions 
on emerging topics, such as "collaborative arrangements" and "subcontractors."

 Finally, the regulators are asking for comment on the OCC's 2020 FAQ.
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KEY TAKEAWAYS

45

 Examiners expect the board of directors’ oversight protocol to include an effective third party service 
provider management process as a key factors in the new compliance management rating system.

 Build a comprehensive process to identify all vendors and ensure that you maintain an updated 
inventory of the services provided by each, especially those with direct customer contact.

 Assign accountability clearly and comprehensively.  Effective accountability is the key to making your 
change management process work like a charm!  People will do what they are empowered to do.

 Vendor management must be an evolving part of maintaining an effective compliance management 
system (CMS).

KEY TAKEAWAYS

 Examiners expect board and senior management oversight that includes periodic, independent 
reviews of the bank’s third-party risk management function

 Examiners will assess the bank’s ability to oversee and manage the risks of its third-party 
relationships

 Findings will be incorporated within the management component of CAMELS and when 
assessing the bank’s overall risk profile incorporated into the examiner’s Risk Assessment

 Regulators may use their authority to examine the third-party service provider.  CFPB recently 
announced their intention to do just that!
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COMPLIANCE RESOURCES

47

48

49



2021  Vendor Management

Financial Solutions * November 2021

49https://www.venminder.com/top-10-content-meeting-cfpb-compliance-standards-third-party-risk-management

WWW.PREVALENT.NET 

50

50



2021  Vendor Management

Financial Solutions * November 2021

VENDOR MANAGEMENT PROGRAM
SSAE 16 STANDARD ONGOING MONITORING

 Replaced old SAS 70 effective June 15, 2011

 Three types of Service Organization Control (SOC) Reports:

 SOC-1 Financial Reporting Controls

 SOC-2 Operational Controls (Management and regulators; shared under nondisclosure 
agreement (NDA)) 

 SOC-3 Operational Controls (Publicly available to anyone)

51

SERVICE ORGANIZATION CONTROLS (SOC) 1 REPORT

 A report on Controls at a Service Organization which are relevant to user entities’ internal control over 
financial reporting. The SOC1 Report is what you would have previously considered to be the standard 
SAS70 (or SSAE 16), complete with a Type I and Type II reports, but falls under the SSAE 18 guidance (as 
of May 1, 2017).

 While the Type I Report doesn’t carry much weight, there are benefits, and that’s why it exists as an option. 
A Type I Report is specifically defined as a “report on a description of a service organization’s system and 
the suitability of the design of controls”, essentially, a determination of if your company’s controls designed 
appropriately. When performing a Type I report, the auditors will test the design effectiveness of your 
company’s defined controls by examining a sample of 1 item per control. This provides a user organization 
with some comfort that your company (the service organization) has at least some controls in place. 

 This can be useful when trying to obtain a contract and to show good faith to the potential user 
organization that your company is moving in the right direction. Most user organizations will require a Type 
II Report before contracting your company as a service organization of theirs.

52
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SERVICE ORGANIZATION CONTROL (SOC) 2 REPORT

 The SOC 2 Report should be performed in 
accordance based upon the Trust Services 
Principles, with the ability to test and report on 
the design (Type I) and operating (Type II) 
effectiveness of a service organization’s controls 
(just like SOC 1 / SSAE 16). 

 The SOC 2 report focuses on a business’s non-
financial reporting controls as opposed to SOC 
1/SSAE 16 which is focused on the financial 
reporting controls.

53

SSAE 16 STANDARD ONGOING MONITORING

Type 1 and Type 2 Options:

 Type 1  (Design of controls)
 Specific point in time

 New system or service

 Initial review of a new service

 Type 2  (Design and operating effectiveness)
 Covers a period in time (test period)

 Most commonly requested since it was intended for a broad range of users needing information and assurance 
about the controls at a service organization

 Includes testing of the organization’s controls

54
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SERVICE ORGANIZATION CONTROLS (SOC) 3 REPORT

 Just like SOC 2, is based upon the Trust Service Principles, the difference being that a SOC 3 
Report can be freely distributed (general use) and only reports on if the entity has achieved the 
Trust Services criteria or not (no description of tests and results or opinion on description of the 
system). 

 The lack of a detailed report requires that a SOC 3 be performed as a Type II, unlike SOC 1 and 
SOC 2 where there is a Type I option. SOC 3 reports can be issued on one or multiple Trust 
Services principles (security, availability, processing integrity, confidentiality and privacy) and 
allow the organization to place a seal on their website upon successful completion.

55

SERVICE ORGANIZATION CONTROLS (SOC) 3 REPORT
WEBTRUST AND SYSTRUST

The most common reports based on the trust principles are the WebTrust and SysTrust. 

 The SysTrust review encompasses a combination of the following principles:
 Security: The system is protected against unauthorized access (both physical and logical).

 Availability: The system is available for operation and use as committed or agreed.

 Processing Integrity: System processing is complete, accurate, timely, and authorized.

 Confidentiality: Information designated as confidential is protected as committed or agreed.

 The WebTrust certification can fall into the following four categories:
 WebTrust. The scope of the engagement includes any combination of the trust principles and criteria .

 WebTrust Online Privacy. The scope of the engagement is based upon the online privacy principle and criteria.

 WebTrust Consumer Protection. The scope of the engagement is based upon the processing integrity and relevant 
online privacy principles and criteria.

 WebTrust for Certification Authorities. The scope of the engagement is based upon specific principles and related 
criteria unique to certification authorities.

56
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SSAE 16 STANDARD ONGOING MONITORING

When to Request an SOC 1 Report

 SOC 1 Report is appropriate to request when:

 Servicer provides financial services or related custodial services:

 Service provider processes transactions on behalf of the User organization that are material to the user’s financial 
statements

 Service provider hosts core banking applications or other important financial applications such as GL, AP, Payroll, 
Fixed Assets or Investments
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VENDOR MANAGEMENT PROGRAM
SSAE 16 STANDARD ONGOING MONITORING

SOC 2 Report vs. SOC 3 Report

 SOC 2 Report examines the details of data center testing and operational effectiveness

 SOC 3 Report is for public use, and provides the highest level of certification and assurance of 
operational excellence that a data center can receive

 SOC 2 may (SOC 3 must) include coverage of key sub-servicer controls
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SSAE 16 STANDARD ONGOING MONITORING
HOW TO REVIEW A SOC REPORT

 Read the report in its entirety

 Note any exceptions and auditor opinions

 If exceptions noted; were sufficient controls in place to provide reasonable assurance that control objectives were 
achieved

 Should be an unqualified opinion

 Review user control considerations and document the controls you have in place to address 
those areas

 Determine that all key controls were included in the report
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SSAE 16 STANDARD ONGOING MONITORING
VENDOR SOC REPORT TIPS

 Best time to specify the type of report that you prefer or require is when 
you are negotiating a new vendor contract or when you are renewing an 
existing relationship while you still have “leverage”

 Many vendors continue to provide a SOC 1 Type 2 Report – is this 
sufficient for your vendor management program?

 Evaluate the controls in place described in the report against your 
contractual and operational requirements
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REVIEW SERVICE PROVIDER BUSINESS CONTINUITY PLANS

 Mission critical service restoration 

 Timeframes and recovery time objectives 

 Staffing, capacity, telecommunications, hardware, software, and facilities availability 

 Wide-scale disruptions 

 Contingency plan testing and testing scenarios 

 Connectivity, functionality, volume, and capacity of alternate facilities 

 Annual or more frequent 

 Interdependencies 

 Internal and external dependencies 

 Test where feasible 
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AIO
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FFIEC IT EXAM HANDBOOK:  BUSINESS CONTINUITY PLANNING
ONGOING MONITORING – APPENDIX J

 Appendix J:  Strengthening the Resilience of Outsourced Technology Services (February 2015)

 Four (4) key elements of BCP to `address:

 Third-party management addresses a financial institution management’s responsibility to control the business 
continuity risks associated with its technology service providers (TSPs) and their subcontractors

 Third-party capacity address the potential impact of a significant disruption on a third-party servicer’s ability to 
restore services to multiple clients

 Testing with third-party TSPs addresses the importance of validating business continuity plans with TSPs and 
considerations for a robust third-party testing program

 Cyber resilience covers aspects of BCP unique to disruptions caused by cyber events
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FFIEC CYBERSECURITY ASSESSMENT TOOL
HTTPS://WWW.FFIEC.GOV/CYBERASSESSMENTTOOL.HTM

 Management will be able to enhance their oversight and management of the institution’s cybersecurity by 
doing the following:  

 Identifying factors contributing to and determining the institution’s overall cyber risk. • Assessing the institution’s 
cybersecurity preparedness. 

 Evaluating whether the institution’s cybersecurity preparedness is aligned with its risks. 

 Determining risk management practices and controls that are needed or need enhancement and actions to be taken to 
achieve the desired state. 

 Informing risk management strategies. 

 FFIEC Cybersecurity Assessment Tool Overview for Chief Executive Officers and Boards of Directors 

 https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_CEO_Board_Overview_June_2015_PDF1.pdf
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INTRODUCTION
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CONDUCTING DUE DILIGENCE ON A FINTECH COMPANY

1. Business Experience and Qualifications

2. Financial Condition

3. Legal and Regulatory Compliance

4. Risk Management and Controls

5. Information Security

6. Operational Resilience
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BUSINESS EXPERIENCE AND QUALIFICATIONS
POTENTIAL SOURCES OF INFORMATION

 Business Experience Source of Information

 Company overview and organization charts

 List of client references using the activities being considered 

 Volume and types of complaints, including those available from the fintech company, regulatory agencies, and 
other public sources 

 Public records of any legal or regulatory actions and to establish corporate standing, if applicable 

 Media reports mentioning the fintech company 

 Summary of any past operational failures of the fintech company
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BUSINESS EXPERIENCE AND QUALIFICATIONS
POTENTIAL SOURCES OF INFORMATION
 Business Strategies and Plans

 Mission statement, service philosophy, and quality initiatives

 Geographic footprint information (such as locations of offices and operations)

 Overview of strategic plans and/or expansion strategies

 Patents and licenses

 Summary of key personnel and subcontractors (if utilized)

 Employment policies, including background check and hiring practices

 Fintech company website and social media sites

 Qualifications and Backgrounds of Directors and Company Principals
 Ownership information

 Biographical and professional information on board of directors’ and executive directors’ backgrounds, often available on company websites 
and in public records

 Resource plans (including succession plans)

69

70

60



2021  Vendor Management

Financial Solutions * November 2021

FINANCIAL CONDITION
POTENTIAL SOURCES OF INFORMATION

 Financial Analysis and Funding

 Financial statements and auditors’ opinions as available

 Annual reports

 U.S. Securities-related filings, often available from the Securities and Exchange Commission

 Internal financial reports and projections

 List of funding sources

 Marketing Information 

 Publicly available market information on competitors 

 Information on client base 
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LEGAL AND REGULATORY COMPLIANCE
POTENTIAL SOURCES OF INFORMATION
 Legal

 Charters, articles of incorporation, certificates of good standing, and licenses, such as those recorded with the relevant state

 Other relevant public information, such as records related to patents and intellectual property 

 Lawsuits, settlements, remediation, enforcement actions, fines, and consumer complaints

 Form 10-K filing

 Form 10-Q filing

 Regulatory Compliance
 Policies, procedures, training, and internal controls pertaining to compliance with legal and regulatory requirements

 Proposed contract terms that specify performance of legal and compliance duties

 Information regarding customer-facing delivery channels or applications (for example, mail, online, and telephone) 

 Proposed marketing materials and regulatory disclosures with product details such as fees, interest rates, or other terms

 Methods used to monitor, remediate, and respond to customer complaints

 Customer complaint records involving the fintech company
72

61



2021  Vendor Management

Financial Solutions * November 2021

RISK MANAGEMENT AND CONTROLS
POTENTIAL SOURCES OF INFORMATION
 Policies, procedures, and other documentation related to the prospective activity 

 Policies and procedures related to the fintech company’s internal control environment and overall risk management processes

 Information on risk and compliance staffing

 Recent results of control reviews and audit reports related to the prospective activity 

 Issue management policies, procedures, and reports 

 Schedule of planned control reviews and audits 

 Self-assessments 

 Training materials and training schedule 

 Inventory of key risk, performance, and control indicators 

 Sample key risk, performance, and control indicator reports

 Project plans associated with any planned changes to systems or reporting capabilities

 Sample reports to the fintech company’s board of directors
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INFORMATION SECURITY PROGRAM
POTENTIAL SOURCES OF INFORMATION
 Information Security Program

 Completed information security controls assessments

 Incident management and response policies 

 Incident reports with associated post-mortem and remediation activities

 Information security policies (for example, access management, data center security, backup management, change management, and 
anti-malware policies)

 Information security and privacy awareness training requirements for staff 

 Policies addressing relevant safeguarding and privacy laws and regulations

 Information Systems 
 Information technology policies (for example, data protection including data classification, retention, and disposal)

 Overview of the fintech company’s technology and processes supporting the prospective activity

 Completed controls or standards assessments
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OPERATIONAL RESILIENCE
POTENTIAL SOURCES OF INFORMATION
 Business Continuity Planning and Incident Response

 Business continuity plans 

 Disaster recovery plans

 Incident response plan

 Documented system backup processes

 Business continuity, disaster recovery, and incident response test results 

 Cybersecurity reports and audits

 Insurance documents

 Service Level Agreements
 Proposed service level agreements

 Evidence of status meeting existing service level agreements

 Reliance on Subcontractors
 The fintech company’s policies on outsourcing and its use of subcontractors

 Independent reports or certifications regarding subcontractors 

 List of third parties used by the fintech company
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