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Part B

Trafficking Victims Protection Act (TVPA)
 The Trafficking Victims Protection Act (TVPA) of 2000 is the first comprehensive federal law

to address trafficking in persons. The law provides a three-pronged approach that includes:
 Prevention,
 Protection, and
 Prosecution.

 Under U.S. federal law, “severe forms of trafficking in persons” includes both sex trafficking
and labor trafficking:
 Sex trafficking is the recruitment, harboring, transportation, provision, obtaining, patronizing, or

soliciting of a person for the purposes of a commercial sex act, in which the commercial sex act is
induced by force, fraud, or coercion, or in which the person induced to perform such an act has
not attained 18 years of age (22 USC § 7102).

 Labor trafficking is the recruitment, harboring, transportation, provision, or obtaining of a person
for labor or services, through the use of force, fraud, or coercion for the purposes of subjection to
involuntary servitude, peonage, debt bondage, or slavery, (22 USC § 7102).

2

IBC 2021 Q1 - Page 123



2021 BSA AML Update Part 2

Financial Solutions * Jan 2021

US State Dept 2020 Trafficking in Persons Report

 Awareness is so important in fighting to prevent 
trafficking in persons!  See the faces!

 “As this 20th anniversary report is released, we 
and our allies and partners find ourselves 
confronting a crisis that has reached previously 
unimagined proportions. While urgency has always 
marked the fight against human trafficking, the 
implications of the COVID-19 pandemic have 
magnified the need for all stakeholders to work 
together in the fight more than ever. We know that 
human traffickers prey upon the most vulnerable 
and look for opportunities to exploit them. 
Instability and lack of access to critical services 
caused by the pandemic mean that theௗnumber of 
people vulnerable to exploitation by traffickers is 
rapidly growing.”
 Message from the Secretary of the State, 2020
 Mike Pompeo
 Former Director of the CIA
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Emerging Trends in Combatting Human Trafficking

 AML RightSource Podcast
 https://www.amlrightsource.com/news/emerging-trends-in-combatting-

human-trafficking

 They look at the increased financial pressure and efforts to have 
PornHub improve its content moderation practices; the increase in 
online sexual exploitation during the pandemic; and financial 
indicators of online child sexual exploitation.

 40% increase in online sexual exploitation post-COVID-19 shutdown

5

Kristof’s “The Children of PornHub”
 The New York Times article by Nicholas Kristof gives us an extremely 

uncomfortable but necessary glimpse into pornography’s exponential 
benefits from the Internet.
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Pornhub and Mindgeek – Add to Your Key Word Searches

 Help Law Enforcement Find the Criminals!  Pornhub is owned by Mindgeek, a 
private pornography conglomerate with more than 100 websites, production 
companies and brands.

 Pornhub prides itself on being the cheery, winking face of naughty, the website 
that buys a billboard in Times Square and provides snow plows to clear Boston 
streets. It donates to organizations fighting for racial equality and offers steamy 
content free to get people through Covid-19 shutdowns.

 That supposedly “wholesome Pornhub” attracts 3.5 billion visits a month, more 
than Netflix, Yahoo or Amazon. Pornhub rakes in money from almost three 
billion ad impressions a day. One ranking lists Pornhub as the 10th-most-visited 
website in the world.

 Pornhub and Mindgeek also stand out because of their influence. One study this 
year by a digital marketing company concluded that Pornhub was the technology 
company with the third greatest-impact on society in the 21st century, after 
Facebook and Google but ahead of Microsoft, Apple and Amazon.

7

OnlyFans – Social Media Subscription Site

 OnlyFans is a subscription site that lets content creators monetize 
their influence. Creators can lock their content behind a paywall, 
allowing fans access for a monthly fee or one-off tip. 

 The site was founded in 2016 by British tech entrepreneur and 
investor Timothy Stokely and now has more than 30 million registered 
users and more than 450,000 content creators.

 Since OnlyFans launched in 2016, the site has paid out more than 
$600 million to creators. 

 Creators can allow their fans to pay for content via a monthly 
subscription between $4.99–$49.99 each month (OnlyFans retains a 
20% fee).

8
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Knowledge Really is Power
9

The Internet Has Shrouded So Many Crimes

 https://www.pbs.org/newshour/show/how-the-fbi-tracks-down-
child-pornography-predators

 One of the more trusted sources that you can use to understand what 
can happen and how to better protect our children.

 Talk to your AML and Fraud surveillance providers and ask them how 
they are helping to identify potential human trafficking and child 
pornography in their algorithms and key words!!!!!!!!

10
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National Center for Missing & Exploited Children
11
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NCMEC’s
Facebook page
dedicated to helping
identify remains
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 https://www.fintrac-
canafe.gc.ca/intel/ope
ration/exploitation-
eng.pdf

 Includes financial 
indicators useful in 
our automated and 
manual surveillance 
processes
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 https://fedpaymentsi
mprovement.org/wp-
content/uploads/frs-
synthetic-identity-
payments-fraud-
white-paper-july-
2019.pdf

19

Fastest Type of Growing Crime in U.S.
20
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First Party Synthetic Fraud

 “First party fraud, also known as  credit muling, typically occurs when an 
individual obtains a loan with no intention of repayment. This can also 
occur by defaulting a depository account without repayment.”
 TransUnion

 “First party fraud is where an individual, or group of people, misrepresent 
their identity or give false information. This is usually done when applying 
for a product or service to receive more favorable rates, or if they have no 
intention of meeting their commitments. Another example could be if an 
individual can make a false claim against an insurer to obtain a payment 
they are not eligible for.”
 Experian

24
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Tactics to Change Identity Attributes
 Credit Washing:  After a legitimate consumer has maxed out credit and potentially missed

payments, they falsely claim to be the victim of identity theft through the credit report
request and undergo the dispute and investigation processes at either a credit reporting
agency or the lender. This often results in legitimately reported tradelines being removed
from the consumer’s credit report, otherwise known as “credit washing.”

 Boosted Tradelines:  There are a number of credit repair companies and lenders offering
products that overstate the credit relationship a consumer may have with them. These
credit products look like legitimate tradelines and can falsely drive down utilization rates.

 Piggybacking: Authorized user tradelines are purchased, “piggybacking,” from sites online
that sell access to others’ tradelines. Legitimate consumers can also purchase tradelines
from these websites. When a legitimate consumer “piggybacks” on a purchased authorized
user tradeline, the consumer should be classified as a first party because the consumer is
fraudulently bolstering their credit score. This tactic is technically not illegal, although most
lender agreements for credit vehicles that have authorized users point this out as breach of
contract.

 Document fraud:  The manufacturing, counterfeiting, alteration, sale, and/or use of identity
documents and other fraudulent documents for criminal activity, including financial fraud.

25

FDIC Office of Inspector General, January 2021
 Former Rocky Mountain Bank Loan Officer Sentenced To Prison, Fined For Fraud,

Money Laundering Crimes
 Billings MT – A former Rocky Mountain Bank loan officer who admitted to

approving loans to a bank customer while at the same time profiting from
private, undisclosed loans to the customer was sentenced to one year and one
day in prison followed by three years of supervised release and fined $50,000.
The loan officer facilitated false representations of financial net worth and
undisclosed loan arrangements.

 Stephen Phillip Casher, 47, pleaded guilty on June 24, 2020 to bank fraud and to
money laundering. Casher was charged in a 14-count superseding indictment
alleging bank fraud and related crimes. A jury trial began on June 22, 2020. The
prosecution and Casher reached a plea agreement during trial.

 https://www.justice.gov/usao-mt/pr/former-rocky-mountain-bank-loan-officer-
sentenced-prison-fined-fraud-money-laundering

26
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Board of Governors of the Federal Reserve System 
Federal Deposit Insurance Corporation 

Financial Crimes Enforcement Network 
Office of the Comptroller of the Currency 

Conference of State Bank Supervisors 
 

Providing Financial Services to Customers Engaged in Hemp-Related Businesses 
 
The Board of Governors of the Federal Reserve System, the Federal Deposit Insurance 
Corporation, the Financial Crimes Enforcement Network (FinCEN), and the Office of the 
Comptroller of the Currency in consultation with the Conference of State Bank Supervisors, are 
issuing this statement to provide clarity regarding the legal status of commercial growth and 
production of hemp and relevant requirements for banks1 under the Bank Secrecy Act (BSA) and 
its implementing regulations.  FinCEN will issue additional guidance after further reviewing and 
evaluating the U.S. Department of Agriculture (USDA) interim final rule. 
 
Background 
 
The Agriculture Improvement Act of 2018 (2018 Farm Bill),2 which removed hemp as a 
Schedule I controlled substance under the Controlled Substances Act3 was signed into law on 
December 20, 2018. The 2018 Farm Bill directs the USDA, in consultation with the U.S. 
Attorney General, to regulate hemp production.4  The 2018 Farm Bill states that hemp 
production shall be subject to a hemp production regulatory plan established by the USDA, the 
states, 5 or tribal governments.   
 
On October 31, 2019, the USDA issued an interim final rule establishing the domestic hemp 
production regulatory program to facilitate the legal production of hemp, as set forth in the 2018 
Farm Bill.6  Under the interim final rule, state departments of agriculture and tribal governments 
may submit plans for monitoring and regulating the domestic production of hemp to the USDA 
for approval.  The interim final rule establishes a federal licensing plan for regulating hemp 
producers in states and tribal territories that do not have their own USDA-approved plans.  In the 

1 For the purposes of this statement, the term “bank” means each agent, agency, branch or office within the United 
States of commercial banks, savings banks, savings and loan associations, thrift institutions, and foreign banks. 
2 Pub. L. 115-334, 132 Stat. 4490. 
3 The term “hemp” is defined in the 2018 Farm Bill as “the plant Cannabis sativa L. and any part of that plant, 
including the seeds thereof and all derivatives, extracts, cannabinoids, isomers, acids, salts, and salts of isomers, 
whether growing or not, with a delta-9 tetrahydrocannabinol [THC] concentration of not more than 0.3 percent on a 
dry weight basis.”  7 U.S.C. 1639o(1).   
4 7 U.S.C. 1639r(a)(1). 
5 The 2018 Farm Bill defines states to include a state, the District of Columbia, the Commonwealth of Puerto Rico, 
and any other territory or possession of the United States.  7 U.S.C. 1639o(4). 
6 See Establishment of a Domestic Hemp Production Program, 84 Fed. Reg. 58522 (Oct. 31, 2019) (to be codified at 
7 CFR 990).       
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absence of a state or tribal regulatory plan, hemp producers will be subject to regulation directly 
by the USDA unless the state or tribal government prohibits hemp production.   
 
The interim final rule includes requirements for maintaining information on the land where hemp 
is produced, testing hemp for tetrahydrocannabinol (THC) levels, disposing of plants with more 
than 0.3 percent THC, and licensing for hemp producers.  The USDA regulations are in effect to 
accommodate the 2020 planting season.     
 
Key Points 

 
• Consistent with the USDA interim final rule, hemp may be grown only with a valid USDA-

issued license or under a USDA-approved state or tribal plan.  Research and development 
initiatives authorized under the Agricultural Act of 2014 (2014 Farm Bill) remain in effect 
until one year after the effective date of the USDA interim final rule. 
 

• A state or tribal government may prohibit the production of hemp, even though it is legal 
under federal law.  The 2018 Farm Bill provisions related to USDA-approved state or tribal 
plans did not preempt state or tribal laws regarding the production of hemp that are more 
stringent than federal law.   

 
• Separately, marijuana7 is still a controlled substance under federal law.  The 2018 Farm Bill 

amended the definition of marijuana only to exclude hemp from the Controlled Substances 
Act.  
  

BSA Considerations 
  
Because hemp is no longer a Schedule I controlled substance under the Controlled Substances 
Act, banks are not required to file a Suspicious Activity Report (SAR) on customers solely 
because they are engaged in the growth or cultivation of hemp in accordance with applicable 
laws and regulations.  For hemp-related customers, banks are expected to follow standard SAR 
procedures, and file a SAR if indicia of suspicious activity warrants. 
 
Bank customers engaged in hemp-related business activities are responsible for complying with 
the requirements set forth in the 2018 Farm Bill8 and applicable regulations.  It is generally a 
bank’s business decision as to the types of permissible services and accounts to offer, and banks 

7 The term “marijuana” is defined in the Controlled Substance Act at 21 U.S.C. 802.16, as amended by section 
12619 of the 2018 Farm Bill.  
8 The interim final rule governs the production of hemp under the 2018 Farm Bill.  The interim final rule does not 
affect hemp that was or is being cultivated under the 2014 Farm Bill programs.  That hemp remains subject to the 
requirements of the 2014 Farm Bill. 
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must have a BSA/AML compliance program9 commensurate with the level of complexity and 
risks involved.  When deciding to serve hemp-related businesses, banks must comply with 
applicable regulatory requirements for customer identification,10 suspicious activity reporting,11 
currency transaction reporting,12 and risk-based customer due diligence,13 including the 
collection of beneficial ownership information for legal entity customers.14 
 
In the context of marijuana-related businesses, banks should continue following FinCEN 
guidance FIN-2014-G001 – BSA Expectations Regarding Marijuana-Related Businesses.15  
 
Additional Information 
 
For questions regarding the 2018 Farm Bill and its implementing regulations, banks may 
consider contacting the USDA, state departments of agriculture, or tribal governments.  
Additionally, the 2018 Farm Bill explicitly preserved the authority of the U.S. Food and Drug 
Administration (FDA) to regulate hemp products under the Federal Food, Drug, and Cosmetic 
Act and section 351 of the Public Health Service Act.  Banks may consider contacting the FDA 
with hemp-related food, drug, and cosmetic questions.  
 
 
 
 

9 See 12 CFR 208.63, 12 CFR 211.5(m), and 12 CFR 211.24(j) (Board of Governors of the Federal Reserve 
System); 12 CFR 326.8 (Federal Deposit Insurance Corporation); 12 CFR 21.21 (Office of the Comptroller of the 
Currency); and 31 CFR 1020.210 (Financial Crimes Enforcement Network). 
10 See 12 CFR 208.63(b), 211.5(m), 211.24(j) (Board of Governors of the Federal Reserve System); 12 CFR 326.8 
(b) (Federal Deposit Insurance Corporation); 12 CFR 21.21 (Office of the Comptroller of the Currency); and 31 
CFR 1020.220 (FinCEN).  
11 See 12 CFR 208.62, 211.5(k), 211.24(f), and 225.4(f) (Board of Governors of the Federal Reserve System); 12 
CFR 353 (Federal Deposit Insurance Corporation);  12 CFR 21.11 and 163.180 (Office of the Comptroller of the 
Currency); and 31 CFR 1020.320 (FinCEN). 
12 See 31 CFR 1010.311. 
13 See 31 CFR 1020.210(b)(5). 
14 See 31 CFR 1010.230. 
15 Available at: https://www.fincen.gov/resources/statutes-regulations/guidance/bsa-expectations-regarding-
marijuana-related-businesses. 
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FIN-2020-G001

Issued: June 29, 2020

Subject: FinCEN Guidance Regarding Due Diligence Requirements under the 
Bank Secrecy Act for Hemp-Related Business Customers

The Financial Crimes Enforcement Network (FinCEN) is issuing this guidance to address 
questions related to Bank Secrecy Act/Anti-Money Laundering (BSA/AML) regulatory 
requirements for hemp-related business customers.  This guidance explains how financial 
institutions1

1. See 31 CFR § 1010.100(t) (defining “financial institutions”).

 can conduct due diligence for hemp-related businesses, and identifies the type 
of information and documentation financial institutions can collect from hemp-related 
businesses to comply with BSA regulatory requirements.  This clarification is intended 
to enhance the availability of financial services for, and the financial transparency of, 
hemp-related businesses in compliance with federal law.  This guidance supplements 
the December 3, 2019 interagency statement on providing financial services to customers 
engaged in hemp-related businesses (December Hemp Statement).2

2. See “Providing Financial Services to Customers Engaged in Hemp-Related Businesses,” Dec. 3, 2019, available 
at https://www.fincen.gov/sites/default/files/2019-12/Hemp%20Guidance%20%28Final%2012-3-19%29%20
FINAL.pdf. 

This guidance provides financial institutions BSA/AML risk considerations only for hemp-
related businesses (i.e., businesses or individuals that grow hemp, and processors and 
manufacturers who purchase hemp directly from such growers).  This guidance does not 
replace or supersede FinCEN’s previous guidance on the BSA expectations regarding 
marijuana-related businesses (2014 Marijuana Guidance).3

3. See FIN-2014-G001, “BSA Expectations Regarding Marijuana-Related Businesses,” Feb. 14, 2014, available 
at https://www.fincen.gov/resources/statutes-regulations/guidance/bsa-expectations-regarding-marijuana-
related-businesses. 

Background
The Agriculture Improvement Act of 2018 (the 2018 Farm Bill)4

4. Pub. L. 115-334, 132 Stat. 4500 (2018).

 removed hemp from 
the definition of marijuana in the Controlled Substances Act (CSA)5

5. The term “marihuana” is defined in the Controlled Substances Act at 21 U.S.C. § 802(16), as amended by 
section 12619 of the 2018 Farm Bill.  Also, “marihuana” refers to the currently used term “marijuana.” 

 and directed the 
establishment of a regulatory framework for the legal production of hemp.  The 2018 Farm 
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Bill defines “hemp” as the plant Cannabis sativa L. and any part of that plant, including the 
seeds thereof and all derivatives, extracts, cannabinoids, isomers, acids, salts, and salts of 
isomers, whether growing or not, with a delta-9 tetrahydrocannabinol (THC) concentration 
of not more than 0.3 percent on a dry weight basis.6

6. Section 10113 of the 2018 Farm Bill defines “hemp” more broadly than the 2014 Farm Bill defined “industrial 
hemp,” thus eliminating any question that both the plants and products derived from the plants are legal, 
so long as the THC concentration does not exceed 0.3 percent on a dry weight basis. 2018 Farm Bill § 10113, 
codified at 7 U.S.C. § 1639o(1). Included within the definition of hemp in the 2018 Farm Bill is cannabidiol 
(CBD), a cannabinoid that is a compound extracted from the cannabis plant with a delta-9-THC concentration 
of not more than 0.3 percent on a dry weight basis. 

On October 31, 2019, the U.S. Department of Agriculture (USDA) issued an interim final 
rule (Interim Final Rule) establishing the domestic hemp production regulatory program 
to facilitate the legal production of hemp, as set forth in the 2018 Farm Bill.7

7. See Establishment of a Domestic Hemp Production Program, 84 Fed. Reg. 58522 (Oct. 31, 2019) (codified at 7 
CFR § 990).

  Under the 
Interim Final Rule, state and tribal governments may submit plans to the USDA for approval 
to monitor and regulate the domestic production of hemp.  The Interim Final Rule: (i) 
establishes a federal licensing plan for regulating hemp producers in states and tribal 
territories that do not have their own USDA-approved plans, and that do not prohibit hemp 
production; and (ii) includes requirements for maintaining information on the land where 
hemp is produced, testing hemp for THC levels, disposing of plants with more than 0.3 
percent THC concentration, and licensing hemp producers.8

8. For additional details on USDA requirements, see “Hemp Production,” https://www.ams.usda.gov/rules-
regulations/hemp (last visited June 25, 2020).

The 2018 Farm Bill explicitly preserved the authority of the U.S. Food and Drug 
Administration (FDA) to regulate products containing cannabis or cannabis-derived 
compounds, including hemp, under the Federal Food, Drug, and Cosmetic Act and section 
351 of the Public Health Service Act.

BSA/AML Program Expectations
Financial institutions must conduct customer due diligence (CDD) for all customers, including 
hemp-related businesses.  Financial institutions should obtain basic identifying information 
about hemp-related businesses through the application of the financial institutions’ customer 
identification programs and risk-based CDD processes, including beneficial ownership 
collection and verification, as they would for all customers.9

9. See 31 CFR § 1010.230 (setting forth beneficial ownership requirements for legal entity customers).

  Financial institutions must also 
establish appropriate risk-based procedures for conducting ongoing CDD.

For customers who are hemp growers, financial institutions may confirm the hemp 
grower’s compliance with state, tribal government, or the USDA licensing requirements, 
as applicable, by either obtaining (1) a written attestation by the hemp grower that they are 
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validly licensed, or (2) a copy of such license.  The extent to which a financial institution will 
seek additional information beyond the steps outlined above will depend on the financial 
institution’s assessment of the level of risk posed by each customer.  Additional information 
might include crop inspection or testing reports, license renewals, updated attestations from 
the business, or correspondence with the state, tribal government, or USDA.  In order to 
identify the risks posed, financial institutions must understand the nature and purpose of 
customer relationships for the purpose of developing a customer risk profile, and conduct 
ongoing monitoring to identify and report suspicious transactions, including, on a risk basis, 
to maintain and update customer information.10

10. See 31 U.S.C. § 5318(h) and 31 CFR § 1010.210 for AML program requirements, and, as applied to specific 
types of financial institutions, 31 CFR §§ 1020.210, 1021.210, 1022.210, 1023.210, 1024.210, 1025.210, 1026.210, 
1027.210, 1028.210, 1029.210, and 1030.210.  Customer information must include information regarding the 
beneficial owners of legal entity customers as defined in 31 CFR § 1010.230.

  As with any customer, FinCEN expects 
financial institutions to tailor their BSA/AML programs to reflect the risks associated with 
the customer’s particular risk profile and file reports required under the BSA.

Suspicious Activity Reporting
As noted in the December Hemp Statement, because hemp is no longer a Schedule 
I controlled substance under the CSA, financial institutions are not required to file a 
Suspicious Activity Report (SAR) on customers solely because they are engaged in the 
growth or cultivation of hemp in accordance with applicable laws and regulations.  For 
hemp-related business customers, financial institutions are expected to follow standard SAR 
procedures and file a SAR if the financial institution becomes aware, in the normal course of 
business, of suspicious activity.  Such suspicious activity could include, among other things, 
the following:

• A customer appears to be engaged in hemp production in a state or jurisdiction in which 
hemp production remains illegal. 

• A customer appears to be using a state-licensed hemp business as a front or pretext to 
launder money derived from other criminal activity or derived from marijuana-related 
activity that may not be permitted under applicable law.

• A customer engaged in hemp production seeks to conceal or disguise involvement in 
marijuana-related business activity.

• The customer is unable or unwilling to certify or provide sufficient information to 
demonstrate that it is duly licensed and operating consistent with applicable law, or 
the financial institution becomes aware that the customer continues to operate (i) after a 
license revocation, or (ii) inconsistently with applicable law.
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FinCEN expects financial institutions to monitor the transactions of hemp-related businesses 
for signs of suspicious or unlawful activity, just as with other customers.  To the extent the 
financial transactions of a hemp-related business are comingled with marijuana-related 
activities, a financial institution should apply FinCEN’s 2014 Marijuana Guidance, which 
provides clarity on how to file SARs on marijuana-related activities.  However, if the 
proceeds of the businesses are kept separate, or the customer and its financial institution 
are able to identify which proceeds are marijuana-related and which are hemp-related, then 
the 2014 Marijuana Guidance, including specific SAR filing, applies only to the marijuana-
related part of the business. 

Currency Transaction Reports and FinCEN Form 8300
Financial institutions must report currency transactions in connection with hemp-related 
businesses in the same manner they would for any other customers (i.e., report all currency 
transactions above $10,000 in aggregate on a single business day).  Similarly, any person or 
entity engaged in a non-financial trade or business would need to report on FinCEN Form 
8300 (Report of Cash Payments Over $10,000 Received in a Trade or Business) transactions in 
which the person receives more than $10,000 in cash and other monetary instruments from a 
hemp-related business for the purchase of goods or services.

Additional Information

For questions regarding the 2018 Farm Bill and its implementing regulations, financial 
institutions should contact the USDA, state departments of agriculture, or tribal 
governments.  For questions related to FDA-regulated products, financial institutions should 
contact the FDA.  For questions about this guidance, financial institutions should contact 
FinCEN’s Resource Center at frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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1 

Board of Governors of the Federal Reserve System 
Federal Deposit Insurance Corporation 

Financial Crimes Enforcement Network 
National Credit Union Administration 

Office of the Comptroller of the Currency

Joint Fact Sheet on Bank Secrecy Act Due Diligence Requirements for 
Charities and Non-Profit Organizations

November 19, 2020

The Board of Governors of the Federal Reserve System (Federal Reserve), the 
Federal Deposit Insurance Corporation (FDIC), the Financial Crimes Enforcement 
Network (FinCEN), the National Credit Union Administration (NCUA), and the 
Office of the Comptroller of the Currency (OCC) (collectively, the Agencies) are 
issuing this joint fact sheet to provide clarity to banks1 on how to apply a risk-
based approach to charities and other non-profit organizations (NPOs), consistent 
with the customer due diligence (CDD) requirements contained in FinCEN’s 
2016 CDD Final Rule.2  Some charities have reported difficulty in obtaining and 
maintaining access to financial services, jeopardizing the important contributions 
charities make to the most vulnerable.  The Agencies remind banks that the U.S. 
government does not view the charitable sector as a whole as presenting a uniform 
or unacceptably high risk of being used or exploited for money laundering, 
terrorist financing (ML/TF), or sanctions violations.3  The Agencies remind banks 
that charities vary in their risk profiles and should be treated according to such 
profiles.  Banks should apply the risk-based approach and evaluate charities 
according to their particular characteristics to determine whether they can 
effectively mitigate the potential risk some charities may pose.  This approach 
helps to minimize illicit finance risks.  This joint fact sheet does not alter existing 
Bank Secrecy Act/Anti-Money Laundering (BSA/AML) legal or regulatory 
requirements, nor does it establish new supervisory expectations. 

Helping those in need is a core American value, particularly in the difficult 
conditions caused by the COVID-19 pandemic.  The United States is committed 
to ensuring that humanitarian assistance continues to reach at-risk populations 
through legitimate and transparent channels, including during the COVID-19 
pandemic.4  The Agencies recognize that it is vital for legitimate charities and other 

1. Under the Bank Secrecy Act, the term “bank” is defined in 31 CFR 1010.100(d) and includes 
each agent, agency, branch, or office within the United States of banks, savings associations, 
credit unions, and foreign banks.

2. Customer Due Diligence Requirements for Financial Institutions, 81 FR 29398 (May 2016); see also 
31 CFR Parts 1010, 1020, 1023, 1024, and 1026.

3. National Terrorist Financing Risk Assessment (2018), p. 23.
4. See U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) Fact Sheet: 

Provision of Humanitarian Assistance and Trade to Combat COVID-19 (April 16, 2020).  See 
also OFAC Encourages Persons to Communicate OFAC Compliance Concerns Related to the 
Coronavirus Disease 2019 (COVID-19) (April 20, 2020) and U.S. Department of the Treasury’s 
Press Release: Treasury Underscores Commitment to Global Flow of Humanitarian Aid in 
Face of Covid-19 Pandemic (April 9, 2020).
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NPOs to have access to financial services, including the ability to transmit funds.  
Charities and other NPOs rely on banks to facilitate the flow of funds transfers in 
a timely fashion.  Although some charities and other NPOs have been misused 
to facilitate ML/TF5 or evade sanctions, the Agencies recognize that the vast 
majority of charities and other NPOs comply with the law and properly support 
charitable and humanitarian causes.  

CDD Requirements 

Like all bank accounts, those held by charity and NPO customers are subject 
to BSA/AML regulatory requirements.  These include requirements related to 
suspicious activity reporting,6 customer identification,7 CDD, and beneficial 
ownership,8 as applicable.  

Banks must apply a risk-based approach to CDD in developing the risk profiles 
of their customers, including charities and NPOs, and are required to establish 
and maintain written procedures reasonably designed to identify and verify 
beneficial owners of legal entity customers, as applicable.9  More specifically, 
banks must adopt appropriate risk-based procedures for conducting CDD that, 
among other things, enable banks to:  (i) understand the nature and purpose of 
customer relationships for the purpose of developing a customer risk profile, and 
(ii) conduct ongoing monitoring to identify and report suspicious transactions 
and, on a risk basis, to maintain and update customer information.10  Consistent 
with a risk-based approach, the level and type of CDD should be appropriate 
for the risks presented by each customer.  There is no regulatory requirement in 
the CDD rule, nor is there a supervisory expectation, for banks to have unique, 
additional due diligence steps for charities or other NPO customers.   

Considerations for a Risk-Based Approach

As previously stated, charities and other NPOs do not present a uniform or 
unacceptably high ML/TF risk; rather, the risk to banks depends on facts and 
circumstances specific to the customer relationship.  The ML/TF risk for charitable 
organizations can vary dramatically depending on the operations, activities, 
leadership, and affiliations of the organization.  U.S. charities that operate and 
provide funds solely to domestic recipients generally present low TF risk.  
However, U.S. charities that operate abroad, provide funding to, or have affiliated 
organizations in conflict regions, can present potentially higher TF risks.11

5. See FinCEN Advisory to Financial Institutions Regarding Disaster-Related Fraud 
(October 31, 2017).

6. 12 CFR 208.62, 211.5(k), 211.24(f), and 225.4(f) (Federal Reserve); 12 CFR 353 (FDIC); 12 CFR 
748.1(c) (NCUA); 12 CFR 21.11 and 12 CFR 163.180 (OCC); and 31 CFR 1020.320 (FinCEN). 

7. 12 CFR 208.63(b)(2), 211.5(m)(2), and 211.24(j)(2) (Federal Reserve); 12 CFR 326.8(b)(2) (FDIC); 
12 CFR 748.2(b)(2) (NCUA); 12 CFR 21.21(c)(2) (OCC); and 31 CFR 1020.220 (FinCEN).

8. 31 CFR 1010.230.
9. See 31 CFR 1010.230(e)(3)(ii) (requiring that nonprofit entities only identify a single individual 

with significant responsibility to control, manage, or direct the entity).
10. 31 CFR 1020.210(b)(5).
11. National Terrorist Financing Risk Assessment (2018), p. 23.

IBC 2021 Q1 - Page 148

https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2017-a007-0
https://home.treasury.gov/system/files/136/2018ntfra_12182018.pdf


3 

Charities and other NPOs are subject to federal and state reporting requirements 
and regulatory oversight.  For example, charities report specific information 
annually on IRS Form 990 regarding their stated mission, programs, finances 
(including non-cash contributions), donors, activities, and funds sent and used 
abroad.12  Many NPOs also adhere to voluntary self-regulatory standards13 
and controls to improve individual governance, management, and operational 
practice, in addition to internal controls required by donors and others.  Although 
the CDD rule does not require the collection of this specific information, the 
following customer information may be useful for banks in determining the ML/
TF risk profile of charities and other NPO customers:  

• Purpose and nature of the NPO, including mission(s), stated objectives,
programs, activities, and services.

• Geographic locations served, including headquarters and operational
areas, particularly in higher-risk areas where terrorist groups are most
active.

• Organizational structure, including key principals, management, and
internal controls of the NPO.

• State incorporation, registration, and tax-exempt status by the IRS and
required reports with regulatory authorities.

• Voluntary participation in self-regulatory programs to enhance
governance, management, and operational practice.

• Financial statements, audits, and any self-assessment evaluations.
• General information about the donor base, funding sources, and

fundraising methods, and for public charities, level of support from the
general public.

• General information about beneficiaries and criteria for disbursement of
funds, including guidelines/standards for qualifying beneficiaries and
any intermediaries that may be involved.

• Affiliation with other NPOs, governments, or groups.

Additional information that may be useful to banks in determining the customer 
risk profile of a charity or other NPO is available at the U.S. Department of the 
Treasury’s Resource Center, Protecting Charitable Organizations.14 

Conclusion

Charitable organizations and other NPOs build communities, relieve suffering, 
provide life-saving assistance, and help developing nations.  During this 
COVID-19 pandemic, charities and other NPOs are on the front lines, both 

12. The extensive Schedule F of Form 990 includes many categories of reporting requirements for
charities with overseas activities.

13. National Terrorist Financing Risk Assessment (2018), p. 24.
14. https://www.treasury.gov/resource-center/terrorist-illicit-finance/Pages/protecting-index.aspx.
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domestically and internationally, delivering medical supplies and vital assistance 
to areas most impacted by COVID-19.  Banks that operate in compliance with 
applicable laws, properly manage customer relationships, and effectively mitigate 
risks by implementing controls commensurate with those risks are neither 
prohibited nor discouraged from providing banking services to charities and other 
NPOs.  The Agencies are issuing this joint fact sheet to reaffirm that the level of 
ML/TF risk associated with charities and other NPOs varies; these bank customers 
do not present a uniform or unacceptably high ML/TF risk.  The application of a 
risk-based approach for charities and other NPOs is consistent with existing CDD 
and other BSA/AML requirements. 
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2021 BSA AML Update Part 2

Financial Solutions * Jan 2021

How Can I Help??

 Remember that our job is to report anomalies and potential
suspicious activities!  Identify what is different –
 From the CDD information we received at account opening or subsequent

follow-up with the customer
 From the transactions that we expected based on what we already know
 From the transactions that we saw based on new perspectives and new

information from third parties (negative information in the media, legal
orders for records from law enforcement, street gossip, etc.)

 The end goal is to provide better, useful information to law
enforcement rather than perfect a BSA/AML/CFT program!!!!

35

Patti D. Joyner, CRCM
Patti.Joyner@finsolinc.com
www.finsolinc.com

36

Let us resolve that we will always be our brother’s keeper!
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Introduction
The Financial Crimes Enforcement Network 
(FinCEN) is issuing this advisory to alert financial 
institutions to health insurance and health care 
frauds related to the COVID-19 pandemic.  These 
frauds target Medicare, Medicaid/Children’s 
Health Insurance Program (CHIP), and TRICARE 
as well as health care programs provided through 
the Departments of Labor and Veterans Affairs 
(collectively, “health care benefit programs”) and 
private health insurance companies.  In addition, 
the United States government has observed frauds 
in connection with COVID-19 relief funds for health 
care providers, such as those provided under the 
Paycheck Protection Program and Health Care 
Enhancement Act (PPP-HCEA).1  This advisory 
contains descriptions of COVID-19-related fraud 
involving health care benefit programs and health 
insurance, associated financial red flag indicators, 
select case studies, and information on reporting 
suspicious activity. 

This advisory is based on FinCEN’s analysis of 
COVID-19-related information obtained from Bank 
Secrecy Act (BSA) data, public reporting, and law 

enforcement partners.  Additional COVID-19-related information is located on FinCEN’s website 
at https://www.fincen.gov/coronavirus, which also contains information on how to register for 
FinCEN Updates.

1. See Pub. L. No. 116-139.

Advisory on COVID-19 Health Insurance-
and Health Care-Related Fraud

While FinCEN has observed a wide range of COVID-19 related fraud, this advisory 
primarily focuses on COVID-19-related fraud involving the health care industry.   

This Advisory should be shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• AML/BSA Departments

• Legal Departments

• Cyber and Security Departments

• Customer Service Agents

• Bank Tellers

FIN-2021-A001  February 2, 2021

SAR Filing Request:

FinCEN requests financial institutions 
reference this advisory in SAR field 
2 (Filing Institution Note to FinCEN) 
and the narrative by including the 
following key term: “FIN-2021-A001” 
and select SAR field 34g (health care 
– public or private health insurance).  
Additional guidance for filing SARs 
appears near the end of this advisory.
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Financial Red Flag Indicators of COVID-19 Health Insurance- and Health 
Care-Related Fraud Activity

Law enforcement and financial institutions have detected numerous instances of potential frauds 
related to health care benefit programs, health insurance, and COVID-19 health care relief funds.2   
Criminals are adapting known health insurance and health care fraud to take advantage of the 
pandemic.  The following are representative types of this illicit activity:

• Unnecessary services: Ordering or submitting claims for expensive tests or services that do 
not test for COVID-19, oftentimes in conjunction with COVID-19 testing, such as medically 
unnecessary and expensive respiratory testing, allergy testing, genetic testing, narcotics 
screening, or whole-body health assessments,3 or providing testing for services not usually 
rendered by the company.  

• Billing schemes: Billing for services not provided, or overbilling (e.g., upcoding or unbundling), 
when administering or processing COVID-19 testing and treatments.4

• Kickbacks: Paying service providers or purported marketing organizations an illegal kickback or 
bribe in exchange for ordering, or arranging for the ordering of, services and testing.

• Health care technology schemes: False and fraudulent representations about COVID-19 testing, 
treatments, or cures are used to defraud insurance carriers and to perpetrate fraud on the 
financial markets by defrauding investors.5 

• Telefraud and telehealth schemes: Collecting beneficiaries’ personally identifiable information (PII), 
including Medicare information.  Solicitations will often link their requests for information to 
COVID-19 treatment and prevention, such as testing or protective equipment.  Fraudsters then 
submit fraudulent claims for payment from health care benefit programs.  Fraudsters have also 
used the stolen PII to submit fraudulent telehealth services claims.6    

2. For information concerning frauds related to the COVID-19 vaccine, see FinCEN Notice, FIN-2020-NTC4, “FinCEN 
Asks Financial Institutions to Stay Alert to COVID-19 Vaccine-Related Scams and Cyberattacks,” (December 28, 2020).

3. See Department of Justice (DOJ) Press Releases, “United States Attorney’s Office Announces Charges in Fraud Cases 
Related to COVID-19,” (May 27, 2020) and “Georgia Woman Arrested for Role in Scheme to Defraud Health Care 
Benefit Programs Related to Cancer Genetic Testing and COVID-19 Testing,” (May 15, 2020). 

4. See DOJ Press Releases, “Two Owners of New York Pharmacies Charged in a $30 Million COVID-19 Health Care 
Fraud and Money Laundering Case,” (December 21, 2020); and “United States Attorney’s Office Announces Charges 
in Fraud Cases Related to COVID-19,” (May 27, 2020).  Upcoding occurs when a provider bills the insurance company 
for higher and more expensive levels of medical service than were actually performed.  Unbundling fraud occurs 
when a provider bills for multiple codes for a group of procedures that are covered in a single global billing code.

5. See DOJ Press Release, “Medical Technology Company President Charged in Scheme to Defraud Investors and Health 
Care Benefit Programs in Connection with COVID-19 Testing,” (June 9, 2020).  For additional information, including 
red flags for fraudulent COVID-19 testing, treatments, and cures, see FinCEN Advisory, FIN-2020-A002, “Advisory on 
Medical Scams Related to the Coronavirus Disease 2019 (COVID-19),” (May 18, 2020).

6. See HHS-OIG Fraud Alert, “COVID-19 Fraud is Rapidly Evolving,” (Last update, December 21, 2020) and 
“National Telefraud Takedown Scheme” (Current as of September 2020).
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• Fraudulently obtaining COVID-19 health care relief funds: Filing false claims and applications for 
Federal relief funds,7  such as those provided under the Coronavirus Aid, Relief, and Economic 
Security (CARES) Act’s Provider Relief Fund,8 the PPP-HCEA,9 or the Economic Impact 
Disaster Loan (EIDL) program, and the claim or application has a nexus to health care benefit 
programs.10 

• Identity theft leading to additional fraud: Targeting beneficiaries for their PII and then using the 
stolen PII to commit COVID-19-related fraud against health care benefit programs.11   

To discern whether a health insurance fraud is COVID-19-related, financial institutions should 
assess whether the activity occurred around or after the Secretary of Health and Human Services’ 
public health emergency declaration of January 31, 2020,12 and whether the underlying purported 
service relates to COVID-19.

As no single financial red flag indicator is necessarily indicative of illicit or suspicious activity, 
financial institutions should consider all surrounding facts and circumstances before determining 
if a transaction is suspicious or otherwise indicative of potentially fraudulent activities related to 
COVID-19.  In line with a risk-based approach to compliance with the BSA, financial institutions 
also are encouraged to perform additional inquiries and investigations where appropriate.  

FinCEN identified the financial red flag indicators described below to alert financial institutions to 
fraud related to health insurance and health care, and to assist financial institutions in detecting, 
preventing, and reporting suspicious transactions related to such COVID-19-related fraud.  

Such financial red flag indicators may include: 

Additional, medically unnecessary services or billing schemes 

 After the COVID-19 public health emergency declaration, a health care service provider’s 
account receives or continues to receive:  (1) health care benefit program or health insurance 
payments well above the provider’s estimated business transactions; or (2) payments at 

7. See DOJ Press Releases, “Florida Man Charged with COVID Relief Fraud, Health Care Fraud and Money 
Laundering,” (July 29, 2020); “Florida Man Charged with COVID Relief Fraud and Health Care Fraud,” (July 10, 
2020); and “Ophthalmologist Previously Charged with Health Care Fraud Indicted For Defrauding SBA Program 
Intended To Help Small Businesses During COVID-19 Pandemic,” (June 24, 2020).

8. See U.S. Department of Health and Human Services (HHS), “CARES Act Provider Relief Fund,” (Last reviewed on 
January 21, 2021).

9. See Pub. L. No. 116-139.  For more information about unemployment insurance fraud, not necessarily connected to the 
health care industry, see FinCEN Advisory, FIN-2020-A007, “Advisory on Unemployment Insurance Fraud During the 
Coronavirus Disease 2019 (COVID-19) Pandemic,” (October 13, 2020).

10. See Pub. L. No. 116-123 and U.S. Small Business Administration, Information Notice 5000-20037, “Guidance 
Regarding Identification and Reporting of Suspicious Activity in the COVID-19 EIDL Loan Program,” (July 22, 2020).

11. See HHS-Office of Inspector General (OIG) Fraud Alert, “COVID-19 Fraud is Rapidly Evolving,” (Last update, 
December 21, 2020).  For more information about identity theft related to COVID-19 relief efforts, including red 
flags, see FinCEN Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the 
Coronavirus Disease 2019 (COVID-19) Pandemic,” (July 30, 2020); and FinCEN Advisory, FIN-2020-A003, “Advisory 
on Imposter Scams and Money Mule Schemes Related to Coronavirus Disease 2019 (COVID-19),” (July 7, 2020).

12. See HHS, “Determination that a Public Health Emergency Exists,” (January 31, 2020).
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the same volume despite an expected diminished activity level during the public health 
emergency (e.g., a non-emergency medical transport company receiving higher than expected 
payments during stay-at-home orders).

 A health care service provider’s account receives health care benefit program or health 
insurance payments beyond the expected type or volume of service, based on staffing and 
other characteristics of the business (e.g., processing COVID-19 tests when the medical facility 
does not typically offer diagnostic services, or the facility is processing a high volume of tests 
despite only employing a few medical personnel).  

 A COVID-19-related health care service provider’s business account has unusual transaction 
activities, such as payments for personal or medically irrelevant expenses (e.g., payments to 
automobile dealers, travel agents, or retailers of luxury goods).

Potential fraudulent businesses

 Following the COVID-19 public health emergency declaration, personal or business accounts, 
especially ones that did not previously receive health care-related payments, begin receiving 
steep increases in health care benefit program or health insurance payments.

 A purported health care service provider’s account receives health care benefit program or 
health insurance payments related to COVID-19 services, and then individuals immediately 
withdraw the funds in a manner that is not typical for health care businesses (e.g., cashier’s 
checks, cash withdrawals, certain types of Automated Clearing House (ACH) transfers, or 
domestic and international wire transfers).

 After the COVID-19 public health emergency determination, a purported health care 
provider’s account does not receive small-dollar check deposits, payments from merchant fee 
servicers, or cash payments from patients that would indicate patient copayments.  This may 
indicate the absence of actual business activity.  

 A newly formed health care business account has a volume or type of payment that seems 
inconsistent with expected levels of activity for such an account.

 The physical location of a purported medical facility receiving reimbursements for COVID-19-
related health care services or relief funds is non-existent, a residential address, a commercial 
mail receiving agency address (e.g., a UPS Store address), or another non-office building 
address (e.g., a purported medical facility is listed as a laboratory, but the physical address is 
a vacant lot, car dealership, restaurant, or retail store).  

 The purported laboratory, health care service provider, or medical service personnel or their 
counterparties appear to have a minimal web presence, or one that begins around the time of 
the COVID-19 public health emergency declaration.
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 Following the public health emergency declaration, the physical location of a purported medical 
facility receiving payments for health care services or relief funds is far from the physical 
location of the majority of its patients or the providers purported to be practicing there, unless 
the facility is providing appropriate telehealth services (e.g., a purported medical facility located 
in a western state receives payments related to patients residing on the East Coast).

Kickbacks and money laundering

 After the COVID-19 public health emergency declaration, a health care service provider’s or 
other business account begins having overly complex, medical-related transactions involving 
multiple counterparties indicative of possible structuring, layering, kickbacks, or fraudulent 
medical claims.

 A health care service provider’s account makes frequent or unusually large payments 
recorded as advertising or marketing expenses, or makes recurring round-dollar payments 
to one or multiple individuals in a manner inconsistent with its payroll-related withdrawals.  
The payments may reference “director fees,” “consulting fees,” “marketing,” or “business 
process outsourcing.”   

 A health care service provider starts receiving payments from laboratories and health 
care services companies, but there is no financial documentation (e.g., operating expense 
payments) that the provider rendered legitimate services.  When questioned, the provider 
indicates that he or she invested in the company and the payments are dividends or payments 
for services (e.g., a laboratory pays a physician for services related to a COVID-19 laboratory 
test).  The tests, however, are not related to the physician’s specialization or do not normally 
require a physician’s involvement.  

Fraudulently obtaining COVID-19-relief funds13

 An account with no previous known association with providing health care services, receives 
an unexpected or excessive COVID-19-related payment that appears to be the CARES Act’s 
Provider Relief Fund or the PPP-HCEA payments.  Shortly after the account receives the deposit, 
an individual(s) withdraws the funds via large cash withdrawals, cashier’s checks, wires to an 
overseas account, transfers to personal accounts, or payments for non-business expenses.  

 An account previously associated with providing health care services but that has not been 
recently active or appears to be defunct, receives an unexpected or excessive COVID-19-related 
payment that appears to be the CARES Act’s Provider Relief Fund or the PPP-HCEA payments.  

 An account holder receives a substantial amount of reimbursements from health care benefit 
programs or health insurance companies for services rendered at the same time that the 
account holder receives COVID-19-related unemployment insurance payments.14

13. These red flag indicators pertain only to suspicious activity with a nexus to the health care industry and COVID-19.  
For non-health care industry suspicious activities related to COVID-19, please review FinCEN’s prior COVID-19 
related advisories and notices located on FinCEN’s website at https://www.fincen.gov/coronavirus.  

14. For more information about COVID-19-related unemployment insurance fraud, see FinCEN Advisory, 
FIN-2020-A007, “Advisory on Unemployment Insurance Fraud during the Coronavirus Disease 2019 (COVID-19) 
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Case Studies

Two Owners of New York Pharmacies Charged in a $30 Million COVID-19 
Health Care Fraud and Money Laundering Case15 

Federal authorities indicted two owners of several New York-area pharmacies for their alleged 
roles in a $30 million health care fraud and money laundering scheme.  The indictment alleges 
that the defendants acquired control over dozens of New York pharmacies by paying others 
to pose as the owners of the pharmacies and hiring pharmacists to pretend to be supervising 
pharmacists at the pharmacies, for the purpose of obtaining pharmacy licenses and insurance 
plan credentialing.  According to the indictment, the defendants used COVID-19 emergency 
override billing codes to submit fraudulent claims to Medicare, for which they were allegedly 
paid over $30 million for medications that never were purchased by the pharmacies, prescribed 
by physicians, or dispensed to patients.  The defendants frequently filed such claims during 
periods when pharmacies were non-operational, and used doctors’ names on prescriptions 
without their permission.  

The indictment also alleges that, with the proceeds of the fraud, the defendants engaged 
in a complex, money laundering conspiracy where they created sham pharmacy wholesale 
companies and fabricated invoices to legitimate pharmaceutical drug purchases.  In a first 
phase, the defendants conspired with an international money launderer who arranged for 
funds to be wired from the sham pharmacy wholesale companies to companies in China for 
distribution to individuals in Uzbekistan.  The defendants received cash in exchange, provided 
for by members of the Uzbekistani immigrant community to an unlicensed money transfer 
business for remittance to their relatives in Uzbekistan, minus a commission that was deducted 
by the money launderer.  In a second phase, when the amount of fraudulent proceeds exceeded 
the amount of cash available in the Uzbekistani immigrant community, the defendants directed 
the international money launderer to transfer funds back from the sham wholesale companies 
to the defendants, their relatives, or their designees, in the form of certified cashier’s checks and 
bags of cash.  The defendants used the proceeds of the scheme to purchase real estate and other 
luxury items.  

15. See DOJ Press Release, “Two Owners of New York Pharmacies Charged in a $30 Million COVID-19 Health Care Fraud 
and Money Laundering Case,” (December 21, 2020).
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Medical Technology Company President Charged in Scheme to 
Defraud Investors and Health Care Benefit Programs in Connection 

with COVID-19 Testing16

The president of a California-based medical technology company allegedly paid kickbacks 
and bribes to marketers and doctors to run an allergy screening test for 120 allergens on 
every patient regardless of medical necessity.  As the COVID-19 pandemic progressed and 
many patients in the United States faced difficulty obtaining access to COVID-19 testing, the 
company president sought to expand the pre-existing allergy test scheme and capitalize on a 
national emergency for financial gain by combining the COVID-19 test with the more expensive 
allergy testing which did not identify or detect COVID-19.  In addition, the company president 
allegedly made false claims to investors concerning the company’s ability to provide accurate, 
fast, reliable, and cheap COVID-19 tests.  The Fraud Section of the Criminal Division of the 
Department of Justice and the U.S. Attorney’s Office for the Northern District of California 
charged the individual in connection with his alleged participation in schemes to mislead 
investors, to manipulate the company’s stock price, and to conspire to commit health care 
fraud in connection with the submission of over $69 million in false and fraudulent claims for 
allergy and COVID-19 testing.  HHS-OIG, the U.S. Postal Inspection Service, the Federal Bureau 
of Investigation, the Veterans Affairs Office of Inspector General, and the Defense Criminal 
Investigative Service investigated the case.

Information on Reporting Suspicious Activity

Suspicious Activity Report (SAR) Filing Instructions
SAR reporting, in conjunction with effective implementation of BSA compliance requirements 
by financial institutions, is crucial to identifying and stopping health insurance and health care 
frauds, including those related to the COVID-19 pandemic.  Financial institutions should provide 
all pertinent information in the SAR.  Following these filing instructions will make it easier for 
FinCEN, law enforcement, supervisors, and other relevant government agencies to identify and 
utilize the information submitted in the SAR.17  

• FinCEN requests that financial institutions reference this advisory by including the key term 
“FIN-2021-A001” in SAR field 2 (Filing Institution Note to FinCEN) and the narrative portion 
of the SAR to indicate a connection between the suspicious activity being reported and the 
activities highlighted in this advisory.  

16. See DOJ Press Release, “Medical Technology Company President Charged in Scheme to Defraud Investors and Health 
Care Benefit Programs in Connection with COVID-19 Testing,” (June 9, 2020).

17. FinCEN requests that financial institutions only reference this advisory if the suspicious activity relates to the 
health care industry and COVID-19.  For non-health care industry suspicious activities related to COVID-19, 
please review FinCEN’s prior COVID-19 related advisories and notices located on FinCEN’s website at 
https://www.fincen.gov/coronavirus.
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 • Financial institutions also should select SAR field 34(g) (health care – public or private health 
insurance) as the associated suspicious activity type to indicate a connection between the 
suspicious activity being reported and COVID-19.  Financial institutions should include 
additional detail about the type of health care fraud (e.g., Medicare – services not provided) 
in the narrative.  

• FinCEN requests that financial institutions wishing to report potential health care fraud 
unrelated to COVID-19 should not include this advisory’s key term in SAR field 2 or the 
SAR’s narrative portion.  Instead, please select field 34(g) and detail the activity in the 
narrative (e.g. addiction treatment – services not provided; or pain clinic – “marketing” fees). 

• Please refer to FinCEN’s May 2020 Notice Related to the Coronavirus Disease 2019 
(COVID-19) which contain information regarding reporting COVID-19-related crime, and 
remind financial institutions of certain BSA obligations.

For Further Information

Financial institutions should send questions or comments regarding the contents of this advisory to 
the FinCEN Regulatory Support Section at frc@fincen.gov. 

To report suspected heath care fraud, waste, or abuse within Medicare, Medicaid, CHIP, or the 
Marketplaces, please go to the following website to determine the best resource to notify: 
https://www.cms.gov/About-CMS/Components/CPI/CPIReportingFraud.

For the general public to report suspected fraud, waste, or abuse in Medicare or Medicaid call the 
HHS OIG at 1-800-HHS-TIPS (1-800-447-8477).

The mission of FinCEN is to safeguard the financial system from illicit use, 
combat money laundering and its related crimes including terrorism, and 
promote national security through the strategic use of financial authorities 
and the collection, analysis, and dissemination of financial intelligence.
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