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CFPB UDAAP EXAMINATION MANUAL - DISCRIMINATION

 In its Press release, the CFPB states: 
 The CFPB will examine for discrimination in all consumer finance markets, including credit, servicing, collections, consumer reporting, 

payments, remittances, and deposits. CFPB examiners will require supervised companies to show their processes for assessing risks 
and discriminatory outcomes, including documentation of customer demographics and the impact of products and fees on different 
demographic groups. CFPB examiners will look at how companies test and monitor their decision-making processes for unfair 
discrimination, as well as discrimination under ECOA. 

 The updates to the manual intended to implement the CFPB's use of its UDAAP authority to address discriminatory conduct consist of 
the following: 

 The manual previously stated that an examination objective is to identify acts or practices that materially increase the risk of consumers being 
treated in an unfair, deceptive, or abusive matter. The manual is updated to specifically state that such practices include "discriminatory acts or 
practices."

 The materials examiners are directed to review to initially identify UDAAP concerns are expanded to include:

 Documentation regarding the use of models, algorithms, and decision-making processes used in connection with consumer financial products and 
services;

 Information collected, retained or used regarding customer demographics; and

 Any demographic research or analysis relating to marketing or advertising of consumer financial products or services.
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1 FACTSHEET: PREPAID INTEREST AND GENERAL QM APR SPECIAL RULE FOR ARMS VERSION 1.0 (02/2022) 

1700 G Street NW, Washington, DC 20552 

February 23, 2022 

Factsheet: Prepaid Interest and the General 
Qualified Mortgage APR Special Rule for 
Adjustable Rate Mortgages1 
Creditors that wish to make qualified mortgages (QMs) under the price-based General QM 
definition must calculate the annual percentage rate (APR) for loans to determine whether they 
satisfy the price-based General QM definition.  The priced-based General QM definition contains a 
special rule for calculating the APR for loans where the interest rate may or will change within the 
first five years after the date on which the first regular periodic payment will be due.  These loans 
are sometimes referred to as “short-reset” adjustable-rate mortgages (ARMs) and step-rate loans.  
This factsheet describes the interest rate that is used for calculating prepaid interest for purposes 
of this special APR calculation rule.

Background 
With certain exceptions, the Ability-To-Repay/Qualified Mortgage Rule (ATR/QM Rule or Rule) 
requires creditors to make a reasonable, good faith determination of a consumer’s ability to repay 

This is a Compliance Aid issued by the Consumer Financial Protection Bureau.  The Bureau published a Policy 
Statement on Compliance Aids, available here, that explains the Bureau’s approach to Compliance Aids. 
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a residential mortgage loan.  12 CFR 1026.43(c).  The ATR/QM Rule also provides a presumption 
that a creditor has complied with the ability-to-repay (ATR) requirement if the creditor originates 
a qualified mortgage (QM).  12 CFR 1026.43(e)(1).  The ATR/QM Rule establishes different 
categories of QMs.  One QM category is the General QM category.  The 2020 General Qualified 
Mortgage Final Rule1 revised the General QM definition, creating the “price-based General QM” 
definition.2 

For a loan to satisfy the price-based General QM definition, the loan’s APR cannot exceed the 
average prime offer rate (APOR) for a comparable transaction by the amounts set forth in the Rule 
as of the date the interest rate is set.3  12 CFR 1026.43(e)(2)(vi).  The difference between the loan’s 
APR and APOR is sometimes referred to the loan’s “rate spread.”  The rate spread is also used to 
determine whether the loan will receive a conclusive or rebuttable presumption of compliance with 
the ATR requirement.4    

Interest rate used to calculate the APR under the General QM 
ARMs special rule 
For most loans, the APR for the price-based General QM definition is calculated in the same 
manner as for APR disclosure requirements.  See Comment 1026.17(a).  However, the price-based 

 

1 85 FR 86308 (Dec. 29, 2020). 

2 The General QM Final Rule took effect on March 1, 2021 but has a mandatory compliance date of October 1, 2022.  For 
applications received between March 1, 2021 and September 30, 2022, the creditor may satisfy the DTI-based General 
QM definition or the price-based General QM definition to originate a General QM.  For applications received on or 
after October 1, the creditor must satisfy the price-based General QM definition to originate a General QM.  See 82 FR 
22844 (Apr. 30, 2021). 

3 Generally, this threshold is 2.25 percentage points. However, the General QM Final Rule provides higher thresholds for 
loans with smaller loan amounts, for certain manufactured housing loans, and for subordinate-lien transactions. 

4 Whether the presumption of compliance is rebuttable or conclusive generally depends on whether the QM is a higher-
priced covered transaction, which is defined by reference to the loan’s rate spread.  12 CFR 1026.43(b)(4).  If the QM is 
a higher-priced covered transaction, the creditor receives a rebuttable presumption of compliance for that loan.   If the 
QM is not a higher-priced covered transaction, the creditor receives a conclusive presumption of compliance for that 
loan.  12 CFR 1026.43(e)(1). 
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General QM definition includes a special rule for calculating the APR for loans where the interest 
rate may or will change within the first five years after the date on which the first regular periodic 
payment will be due.  12 CFR 1026.43(e)(2)(vi).  For loans with this characteristic, the creditor 
must treat the maximum interest rate that may apply during that five year period as the interest 
rate for the full term of the loan when determining the APR for purposes of the price-based QM 
definition.  12 CFR 1026.43(e)(2)(iv).  This special rule also applies for the purpose of determining 
whether the loan receives a conclusive or a rebuttable presumption of compliance with the ATR 
requirement.  12 CFR 1026.43(b)(4) and 12 CFR 1026.43(e)(1).   

Interest rate used to calculate prepaid interest under the 
General QM ARMs special rule 
Under Regulation Z, the APR includes any prepaid interest, sometimes referred to as “odd-days” 
or “per diem” interest.  Typically, mortgage interest is paid one month in arrears, meaning that, for 
example, if the first scheduled periodic payment due is on November 1st, it will cover interest 
accrued in the preceding month of October.  In that example, if the consumer consummates the 
mortgage loan on September 20th, interest starts to accrue on September 20th and at 
consummation the consumer will typically prepay interest for the 11-day period through the end of 
September.  That amount is prepaid interest.  In some cases, a creditor may provide the consumer 
a prepaid interest credit, sometimes referred to as “negative prepaid interest.”  Negative prepaid 
interest can result if consummation occurs after interest begins accruing for periodic payments.  In 
the example above, if the consumer instead consummates the mortgage loan on October 4th, but 
the first scheduled periodic payment is due on November 1st and will cover interest accrued in the 
preceding month of October, then at consummation the creditor will typically credit the consumer 
for the preceding three days in October to offset some of that first scheduled periodic 
payment.  That prepaid interest credit is also a component of the APR.   

For purposes of calculating the APR for the General QM ARMs special rule, the maximum interest 
rate that may apply during the five-year period after the date on which the first regular periodic 
payment will be due is used to calculate prepaid interest and negative prepaid interest.  For 
example, if Ficus Bank is originating an ARM that has an interest rate of 2.5% in years 1-3 and 
4.5% for the remainder of the loan term, Ficus Bank must use 4.5% as the interest rate when 
determining if the loan satisfies the price-based General QM definition, including for calculating 
any prepaid interest or negative prepaid interest as part of the APR calculation.  A creditor must 
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use the maximum interest rate in the first five years for calculating the APR for purposes of the 
special rule, even if the creditor will use a different rate for calculating prepaid interest due at 
consummation. 
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CFPB REQUESTS INFORMATION REGARDING “JUNK FEES”
JANUARY 26, 2022

 To craft rules, issue industry guidance, and focus supervision and enforcement resources to achieve this 
goal, the CFPB is seeking input from the public.

 The CFPB is interested in hearing about people’s experiences with fees associated with their bank, credit 
union, prepaid or credit card account, mortgage, loan, or payment transfers, including:

 Fees for things people believed were covered by the baseline price of a product or service

 Unexpected fees for a product or service

 Fees that seemed too high for the purported service

 Fees where it was unclear why they were charged

 The CFPB is also interested in hearing from small business owners, non-profit organizations, legal aid 
attorneys, academics and researchers, state and local government officials, and financial institutions, 
including small banks and credit unions.

7

CFPB REQUESTS INFORMATION REGARDING “JUNK FEES”
JANUARY 26, 2022

 This request for information seeks information from the public on how junk fees— exploitative, 
back-end, hidden, or excessive fees—have impacted peoples’ lives. The CFPB is particularly 
interested in hearing from individuals (including older consumers, students, servicemembers, 
consumers of color, and lower-income consumers), social services organizations, consumer 
rights and advocacy organizations, legal aid attorneys, academics and researchers, small 
businesses, financial institutions, and state and local government officials. The CFPB welcomes 
stakeholders to submit stories, data, and information about fees. 

 To assist commenters in developing responses, the CFPB has crafted the below questions that 
commenters may answer. However, the CFPB is interested in receiving any comments relating to 
fees in consumer finance.
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CFPB “JUNK FEES” RFI QUESTIONS
JANUARY 26, 2022

 1. If you are a consumer, please tell us about your experiences with fees associated with your bank, credit 
union, prepaid or credit card account, credit card, mortgage, loan, or payment transfers, including: 

 Fees for things you believed were covered by the baseline price of a product or service. 

 Unexpected fees for a product or service. 

 Fees that seemed too high for the purported service. d. Fees where it was unclear why they were charged. 

 2. What types of fees for financial products or services obscure the true cost of the product or service by 
not being built into the upfront price? 

 3. What fees exceed the cost to the entity that the fee purports to cover? For example, is the amount 
charged for NSF fees necessary to cover the cost of processing a returned check and associated losses to 
the depository institution? 

9

CFPB “JUNK FEES” RFI QUESTIONS
JANUARY 26, 2022

 4. What companies or markets are obtaining significant revenue from back-end fees, or consumer costs 
that are not incorporated into the sticker price? 

 5. What obstacles, if any, are there to building fees into up-front prices consumers shop for? How might 
this vary based on the type of fee? 

 6. What data and evidence exist with respect to how consumers consider back-end fees, both inside and 
outside of financial services? 

 7. What data and evidence exist that suggest that consumers do, or do not, understand fee structures 
disclosed in fine-print or boilerplate contracts? 

 8. What data and evidence exist that suggest that consumers do or do not make decisions based on fees, 
even if well disclosed and understood? 

 9. What oversight and/or policy tools should the CFPB use to address the escalation of excessive fees or 
fees that shift revenue away from the front-end price?
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REG E – LIABILITY PROTECTIONS FOR A CONSUMER DECEIVED INTO 
GIVING AUTHORIZATION CREDENTIALS

 The FDIC also noted instances where deceived consumers provided their account credentials for fraudulent EFTs 
conducted through a money payment platform (MPP) such as Cash App, Zelle, or Venmo. 

 When an MPP entered into an agreement with a consumer, that agreement extended to the financial institution 
holding the consumer’s account. The financial institution, as the account holding institution, was held responsible 
under Regulation E. In addition, the MPP, through whose platform the EFT was made, was also held responsible, as 
it was considered a “financial institution” under Reg E. Both the financial institution and MPP have investigative and 
error resolution obligations under Reg E and must comply with those obligations provided the consumer gives timely 
notice of an alleged error under section 1005.11(b). 

 Reg E also applies to peer-to-peer or “P2P” payments made through MPPs, even when the MPP has no specific 
agreement regarding the MPP with the financial institution holding the consumer’s account, provided the transmitter 
issues an “access device” and agrees with the consumer to provide EFT services that enable the consumer to 
access the account. A consumer’s mobile phone and an MPP EFT application fall under Reg E’s definition of “access 
device.” Consequently, an MPP must comply with Reg E for transactions connected to a consumer’s debit card or 
account. Both the financial institution and MPP are obligated under Reg E to investigate EFT disputes and to limit 
consumer liability if, after investigation, the consumer’s allegations are confirmed.  

13

REG E – LIABILITY PROTECTIONS FOR A CONSUMER DECEIVED INTO 
GIVING AUTHORIZATION CREDENTIALS – MITIGATING RISK PER FDIC

 Through our examination and supervisory experience, we have observed that financial institutions, including MPPs, 
can take a number of steps to mitigate the risk of not complying with Reg E. These include: 

 Reviewing account agreements and disclosures (including those with MPPs) to ensure they do not attempt to diminish or limit 
consumers’ rights under Reg E. 

 Conducting thorough investigations of any fraud-related EFT disputes and documenting the findings. Under section 1005.11(d)(1), 
consumers have a right to request the documents the financial institution relied upon in making its determination. 

 Educating consumers about scams and providing tips on avoiding scams. 

 Reminding consumers to notify their financial institution if they fall victim to a scam. Prompt notification (and financial institution 
response) can expedite the recovery of funds. 

 Implementing effective fraud detection and prevention measures, such as monitoring geographic data, spending patterns, merchant 
data, and IP addresses, to help detect potential fraudulent activity.

 Training staff on Reg E’s requirements and assisting consumers alleging unauthorized transactions. 

14
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AUTOMATED OVERDRAFT PROGRAMS: 
CONVERSION FROM STATIC LIMIT TO DYNAMIC LIMIT

 Automated overdraft programs authorize or decline transactions presented against insufficient funds through a computerized process. 
The limits used by these automated overdraft programs are either static or dynamic. Static limits are typically determined at account 
opening and seldom change. Some institutions employ fixed amounts that may range from $100 to over $1,000 and vary based on the 
type of account, while others assign the same amount to all customers. Institutions may communicate the static overdraft limit to 
customers at account opening, in subsequent disclosures, or through other communications, including online or mobile banking systems. 

 Dynamic limits, in contrast, vary for each customer and may change periodically (e.g., daily, weekly, monthly) as a customer’s usage or 
relationship with the institution changes. For instance, a customer’s assigned overdraft limit may be $500 one day and reduced to zero 
(i.e., no assigned overdraft limit) a few days later. The dynamic limits are typically based on algorithms, or a set of rules, that weigh 
numerous variables and customer behaviors in an attempt to manage risk. 

 For example, some common variables used to calculate the dynamic limit might include the age of the account, average balance,
overdraft history, deposit amounts, deposit frequency, and other relationships the customer may have with the institution. Financial 
institutions will periodically evaluate and adjust the algorithms based on changes in policy, market conditions, customer behavior, and 
other factors. Institutions that use dynamic limits do not always communicate these limits to customers. 

 Overdraft programs must comply with all applicable Federal law and regulations, including Section 5 of the FTC Act, which prohibits unfair 
or deceptive acts or practices. An act or practice is unfair if it causes or is likely to cause substantial injury to consumers that is not 
reasonably avoidable by consumers themselves and not outweighed by countervailing beneftis to consumers or to competition. An act or 
practice is deceptive if, in general, it is a representation, omission, or practice that is likely to mislead a consumer acting reasonably 
under the circumstances, and the representation, omission, or practice is material. 

15

AUTOMATED OVERDRAFT PROGRAMS: 
CONVERSION FROM STATIC LIMIT TO DYNAMIC LIMIT EXAM FINDINGS

 FDIC consumer compliance examinations conducted during 2021 identified several financial institutions that 
converted their programs from a static limit to a dynamic limit. In some instances, examiners identified concerns 
with how these conversions were implemented and cited violations of Section 5 of the FTC Act for deceptive 
acts or practices. The institutions failed to disclose sufficient information about the change from a static limit to a 
dynamic limit. In fact, some institutions did not provide any information to customers about the change. Specifically, 
institutions failed to disclose key changes such as: 
 Replacement of the fixed amount with an overdraft limit that may change and could change as frequently as daily. 

 Use of a new overdraft limit that may be lower or higher, at times, than the fixed amount to which the customer had become 
accustomed. 

 Suspension of the overdraft limit when it falls to zero and how such a change may result in transactions being returned unpaid to 
merchants/third parties due to insufficient funds. 

 The FDIC deemed the above omissions material. The financial institutions’ disclosures omitted necessary 
information that customers needed to make an informed decision about how the new dynamic limit overdraft 
program operated. The customers did not have sufficient information about the new program to understand how to 
avoid fees associated with an overdraft or for transactions declined for payment. Changes in overdraft coverage 
without adequate disclosure resulted in consumer harm.

16
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AUTOMATED OVERDRAFT PROGRAMS: 
CONVERSION FROM STATIC LIMIT TO DYNAMIC LIMIT - MITIGATING RISK

 The FDIC has observed certain risk-mitigating activities institutions may consider to mitigate the risk when 
implementing automated overdraft programs with a dynamic limit. These include: 
 Providing clear and conspicuous information to existing customers so they have advance notice of how the change from a fixed 

overdraft limit to a dynamic limit will affect them. This is especially important when the bank previously disclosed the amount of the 
fixed overdraft limit to customers. 

 Disclosing changes to overdraft limits in real time to consumers, as these vary, with the opportunity for consumers to adjust their 
behavior. 

 Reviewing and revising account opening disclosures or other communications used to inform new customers about the automated 
overdraft program to avoid engaging in deceptive practices. 

 Explaining that the dynamic limit is established based on algorithms, or a set of rules, that weigh numerous variables and customer 
behaviors, how the limit may change (including the frequency of change), and how the limit may be suspended or reduced to zero 
when eligibility criteria are no longer met. 

 Training customer service and complaint processing staff to explain the features and terms of the automated overdraft program’s 
dynamic features. This training should be provided to staff who work with new customers as well as those who work with existing 
customers.

17

RE-PRESENTMENT OF UNPAID TRANSACTIONS: HEIGHTENED RISK 
FOR SECTION 5 VIOLATIONS (UDAP)

 Financial institutions commonly charge a non-sufficient funds (NSF) fee when a charge is presented for 
payment but cannot be covered by the balance in the account. Some financial institutions charged 
additional NSF fees for the same transaction when a merchant re-presented an automated clearinghouse 
(ACH) payment or check on more than one occasion after the transaction was declined.

 Disclosure and fee practices for re-presentments may result in heightened risk of violations of Section 5 of 
the FTC Act, which covers both business and consumer accounts. Re-presentment practices have recently 
been spotlighted in public statements by other Federal and state regulators, and announcements by 
financial institutions including those regulated by the FDIC. Re-presented transactions have also been the 
subject of a number of recent class action lawsuits involving financial institutions, including some 
supervised by the FDIC. These lawsuits generally allege breach of contract due to the omission of key 
terms related to the assessment of representment fees. Lawsuit settlements have resulted in customer 
restitution and legal fee reimbursements. 

18
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RE-PRESENTMENT OF UNPAID TRANSACTIONS: HEIGHTENED RISK 
FOR SECTION 5 VIOLATIONS (UDAP)

 During 2021, the FDIC identified consumer harm when financial institutions charged multiple NSF fees for 
the re-presentment of unpaid transactions. Some disclosures and account agreements explained that one 
NSF fee would be charged “per item” or “per transaction.” These terms were not clearly defined and 
disclosure forms did not explain that the same transaction might result in multiple NSF fees if re-presented. 

 While case-specific facts would determine whether a practice is in violation of a law or regulation, the 
failure to disclose material information to customers about re-presentment practices and fees may be 
deceptive. This practice may also be unfair if there is the likelihood of substantial injury for customers, if the 
injury is not reasonably avoidable, and if there is no countervailing benefit to customers or competition. For 
example, there is risk of unfairness if multiple fees are assessed for the same transaction in a short period 
of time without sufficient notice or opportunity for consumers to bring their account to a positive balance. 

 Additionally, although class action settlements may result in banks providing some restitution to its 
customers, the FDIC has determined that, in some instances, the restitution provided did not fully redress 
the harm caused by the practice. As such, the FDIC required such institution to provide additional 
restitution. 

19

 The FDIC has observed various risk-mitigating activities that financial institutions have taken to reduce 
potential risk of consumer harm and avoid potential violations of Section 5 of the FTC Act. These include: 
 Eliminating NSF fees.

 Declining to charge more than one NSF fee for the same transaction, regardless of whether the item is represented. 

 Disclosing the amount of NSF fees and how such fees will be imposed, including: 

 Information on whether multiple fees may be assessed in connection with a single transaction; 

 The frequency with which such fees can be assessed; and 

 The maximum number of fees that can be assessed in connection with a single transaction. 

 Reviewing customer notification practices related to NSF transactions and the timing of fees to provide the customer with 
an ability to avoid multiple fees for re-presented items. 

 Conducting a comprehensive review of policies, practices, and disclosures related to re-presentments to ensure the 
manner in which NSF fees are charged is communicated clearly and consistently. 

 Working with service providers to retain comprehensive records so that re-presented items can be identified. 

20

RE-PRESENTMENT OF UNPAID TRANSACTIONS: HEIGHTENED RISK 
FOR SECTION 5 VIOLATIONS (UDAP) – MITIGATING RISK

Page 14



Emerging Issues and Concerns

IBC Q2 Compliance Update  * May 2022

CFPB SUPERVISORY HIGHLIGHTS #25, FALL 2021, DECEMBER 2021
2.3.1 REG E ERROR RESOLUTION FOR MISDIRECTED PAYMENTS
 Supervision conducted examinations of institutions in connection with the provision of person-to-person digital payment 

network services. Reg E defines the term “error” to include, among other things, “[a]n incorrect electronic fund transfer to or 
from the consumer’s account.”12 Reg E requires institutions to investigate promptly and determine whether an error 
occurred.13 Examiners found that, in certain cases, due to inaccurate or outdated information in the digital payment network 
directory, consumers’ electronic fund transfers (EFTs) were misdirected to unintended recipients, even though the consumer 
provided the correct identifying token information for the recipient, i.e., the recipient’s current and accurate phone number or
email address. These misdirected transfers are referred to as “token errors.” Token errors are incorrect EFTs because the 
funds are not transferred to the correct account.14 Examiners found that institutions violated Reg E by failing to determine 
that token errors constituted “incorrect” EFTs under Reg E. 

 Additionally, institutions violated Reg E by failing to conduct reasonable error investigations when the institutions received 
error notices from consumers that alleged that the consumers had sent funds via a person-to-person payment network, but 
that the intended recipients had not received the funds.15 The institutions reviewed only whether they processed the 
transactions in accordance with the sender’s payment instructions and not whether the transfer went to an unintended 
recipient due to a token error. The institutions did not consider relevant information in their own records, or information that
they reasonably could obtain during their investigation, to consider whether the consumer’s error notice constituted an error
under Reg E. 

 These violations caused monetary harm to consumers. As a result of these findings, the institutions are revising their policies 
and procedures, are conducting lookbacks, and will provide remediation to injured consumers. 

21

CFPB SUPERVISORY HIGHLIGHTS #24, SUMMER 2021, JUNE 2021
2.4.1 REG E ERROR RESOLUTION VIOLATIONS 

 EFTA establishes a legal framework for the offering and use of electronic fund transfer (EFT) services. One of the 
primary objectives of the EFTA and its implementing regulation, Reg E, is to protect consumers engaging in EFTs. 

 Supervision continues to find violations of EFTA and Reg E that it previously discussed in the Fall 2014, Summer 2017, 
and Summer 2020 editions of Supervisory Highlights, respectively. These violations include: 

 Requiring written confirmation of an oral notice of error before investigating; 

 Requiring consumers to contact merchants about alleged unauthorized transactions before investigating; 

 Relying on incorrect dates to assess the timeliness of an EFT error notice; 

 Failing to provide an explanation or an accurate explanation of investigation results when determining no error or a different error 
occurred; and 

 Failing to include in the error investigation report a statement regarding a consumer’s right to obtain the documentation that an institution 
relied on in its error investigation. 

 An effective compliance strategy for institutions includes evaluation of their practices, including through transaction 
testing, monitoring, and review of their policies and procedures. This will help ensure compliance with applicable 
Federal consumer financial laws and stop any practices that were previously identified as violations. 

22
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CFPB SUPERVISORY HIGHLIGHTS #24, SUMMER 2021, JUNE 2021
2.4.2 ISSUES WITH PROVISIONAL CREDITS

 Under Reg E, a financial institution generally must complete its investigation and determine whether an error occurred 
within 10 business days of receiving a notice of error. But an institution may take up to 45 days to complete its investigation 
if it, among other things, provisionally credits the alleged error amount (including interest where applicable) to  the 
consumer’s account within 10 business days of receiving the error notice.

 The institution need not issue a provisional credit if it requires, but does not receive, written confirmation of an oral notice of 
error within 10 business days. When institutions issue provisional credits, they must inform the consumer of the amount and 
date the credit was applied to the account within two business days after provisionally crediting the account.  Within three 
business days of completing an error investigation, the financial institution must report the results to the consumer, 
including, if applicable, notice that a provisional credit has been made final.

 If an institution debits a provisional credit from a consumer’s account because it determines that no error occurred or that 
an error occurred in a manner or amount different from that described by the consumer, it must, among other things, notify 
consumers of the debiting. The notice must state the date and amount of the debit and that the financial institution will 
honor checks, drafts, or similar instruments payable to third parties and preauthorized EFTs from the consumer’s account 
for five business days after the notification. 

 As an alternative to this notice, which is specified in the text of Reg E, the associated Staff Commentary provides that a 
financial institution may notify the consumer that the consumer’s account will be debited five business days from the 
transmittal of the notification and specify the calendar date on which the debiting will occur.

23

CFPB SUPERVISORY HIGHLIGHTS #24, SUMMER 2021, JUNE 2021
2.4.2 ISSUES WITH PROVISIONAL CREDITS

 Examiners found that numerous institutions violated Reg E’s provisional credit requirements, including as follows: 
 Failing to provide provisional credits, despite not completing error investigations within 10 business days of notice of an error; 

 Failing to provide provisional credits to consumers who timely provided required written confirmation of oral error notices; 

 Posting the provisional credit to the wrong account, by failing to ensure that the ownership of the credited account matched the
account that should have received the credit; 

 Excluding interest from the provisional credit; 

 Using notification templates that either had a timeframe to disclose when a provisional credit would be applied instead of a specific 
date or lacked any date information; 

 Failing to provide notice that a provisional credit had been made final due to process weakness, including: (i) an unsuccessful attempt 
to combine the letter informing consumers of a provisional credit with the letter notifying them the credit would be final, and (ii) a 
process deficiency in which both the financial institution and the merchant of the disputed charge issued a simultaneous credit; and 

 Sending consumers notices that provisional credits would be reversed, but excluding either the exact date a credit was or would be 
debited or notice that it would honor checks, drafts, or similar instruments payable to third parties and preauthorized transfers from the 
customer’s account for five business days after the notification, or excluding both. 

24
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CFPB SUPERVISORY HIGHLIGHTS #24, SUMMER 2021, JUNE 2021
2.4.3  FAILURE TO TIMELY INVESTIGATE ERRORS

 If a financial institution is unable to complete its investigation within 10 business days, 12 C.F.R. 
§1005.11(c)(2) provides that an institution may take up to 45 days from receipt of the notice of error to 
investigate and determine whether an error occurred provided it, among other things, provisionally credits 
the consumer’s account as discussed above. If the alleged error involves an EFT that was not initiated 
within a state, resulted from a point-of-sale debit card transaction, or occurred within 30 days after the first 
deposit to the account was made, the institution may take up to 90 days to investigate and determine 
whether an error occurred, provided it otherwise complied with the requirements of 12 C.F.R. 
§1005.11(c)(2).

 Examiners found that financial institutions violated Reg E by failing to complete investigations and make a 
determination within 45 days from receipt of the notice of error and within 90 days from receipt of the notice 
of error for point-of-sale debit transactions, respectively, after providing provisional credit within 10 
business days of the error notice. In each instance, the financial institutions exceeded the applicable 
timelines. 

25

CFPB SUPERVISORY HIGHLIGHTS #24, SUMMER 2021, JUNE 2021
2.4.4  FAILURE TO CONDUCT REASONABLE INVESTIGATIONS

 All error investigations “must be reasonable.” When it applies, Reg E, 12 C.F.R. §1005.11(c)(4), requires that a 
financial institution in investigating an error must conduct, at a minimum, a “review of its own records regarding [the] 
alleged error.” This review must include at least “any relevant information within the institution’s own records.” 

 Examiners found that some financial institutions violated Reg E by failing to conduct a reasonable investigation and 
instead denied claims solely because the consumers had previously conducted business with a merchant. One 
institution, upon seeing that a consumer was challenging a charge from a merchant with whom the consumer had 
prior transactions, closed error investigations without completing them, and instead instructed consumers to first 
direct the claim to the merchant that made the charge. 

 In response to examiners’ findings, the financial institutions updated their training to ensure that employees were 
properly trained on the applicable Reg E investigation requirements and enhanced certain policies and procedures 
and monitoring to ensure investigations are completed properly. In addition, the financial institutions identified and 
remediated all consumers whose Reg E error claims were wrongly denied based upon pre-existing relationships with 
the merchant and whose error resolution claims were not investigated as required. 

26
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CFPB SUPERVISORY HIGHLIGHTS #24, SUMMER 2021, JUNE 2021
2.4.5  FAILURE TO PROPERLY REMEDIATE ERRORS

 When an alleged error did occur, commentary to Reg E highlights “it must correct the error…including, where 
applicable, the crediting of interest and the refunding of any fees imposed by the institution.”

 Examiners determined some banks failed to refund associated fees and credit interest when correcting an error. One 
such institution implemented automated processes, as well as policy updates and enhanced training to address the 
issue. At another institution, employees failed to provide proper credits and refunds although it was required by the 
institution’s procedures. 

 For another institution, this violation occurred because the institution’s ACH teams reviewed issues on a transaction-
by-transaction basis, which did not allow it to evaluate the impact of the issue at the account or claim level. This 
institution reorganized its staff to evaluate consumer accounts on an individual or account level, conducted a 
lookback to remediate impacted consumers, and updated policies to ensure that fees were credited to the accounts. 

 Similarly, an organizational issue caused the problem at another institution. The bank used multiple divisions to 
investigate and correct errors, depending on the type of error alleged. Differing division policies and procedures 
created various levels of authority for error resolution. Because of these differences, the institution failed to refund the 
fees as required by Reg E commentary, despite determining the alleged error occurred. 

27

https://files.consumerfinance.gov/
f/documents/cfbp_electronic-
fund-transfers-faqs.pdf
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Community Reinvestment Act (CRA) Reform Update:
Overview of the Interagency 

CRA Notice of Proposed Rulemaking

Speakers:

Carrie Johnson, Federal Reserve Board (Board)
Karen Bellesi, Office of the Comptroller of the Currency (OCC)
Pamela Freeman, Federal Deposit Insurance Corporation (FDIC)

May 11, 2022

Welcome everyone

• Today’s session
• Questions:

– As this session relates to a proposal out for public comment, we encourage 
you to follow the process outlined in the Federal Register notice to submit 
your comments on the proposed revisions. 

• This call is being recorded and will be available immediately 
following the session.

– Archived recording can be accessed using the same link as today’s webinar. 

• A survey will be delivered via email following the call. Let us know 
your thoughts or ideas for future sessions.

2
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Agenda
• Timeline
• Objectives
• Notice of Proposed Rulemaking Overview

– Assessment Areas
– Community Development Definitions
– Overall Evaluation Framework
– Evaluation Framework
– Retail Lending Test
– Retail Services and Products Test
– Community Development Financing Test
– Community Development Services Test
– Impact Review
– Ratings
– Data Collection and Reporting

• Comment Submissions

Timeline

• On May 5, 2022, the Board, OCC, and FDIC jointly released a Notice 
of Proposed Rulemaking to revise the CRA regulations

– The last major interagency revisions to the CRA regulations 
were in 1995

– The Notice of Proposed Rulemaking (NPR) requests comments 
on all aspects of the proposed regulatory text as well as on 
alternative approaches discussed in the preamble

• The comment period ends on August 5, 2022 

4
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Objectives

The proposal builds on previous agency proposals, feedback from 
stakeholders, and research.  The NPR discusses the following objectives in 
updating the CRA regulations:

– Strengthen the achievement of the core purpose of the statute
– Adapt to changes in the banking industry, including mobile and online banking
– Provide greater clarity and consistency in the application of the regulations 
– Tailor performance standards to account for differences in bank size, business 

model, and local conditions
– Tailor data collection and reporting requirements and use existing data 

whenever possible
– Promote transparency and public engagement
– Confirm that CRA and fair lending responsibilities are mutually reinforcing
– Create a consistent regulatory approach among all three banking agencies

5

Assessment Areas
Overview:  Proposal would update the assessment area approach to reflect changes 
in banking and more comprehensively evaluate the communities where a bank 
operates. The proposal would also maintain a focus on evaluating bank 
performance in areas where banks have branches.

Facility-Based Assessment Areas would be established around a bank’s main office, 
branches, and deposit-taking remote service facilities (e.g., ATMs):

– Large banks, wholesale banks, and limited purpose banks would be required 
to designate facility-based assessment areas consisting of one or more 
metropolitan statistical area (MSAs) or metropolitan divisions or one or more 
contiguous counties

– Intermediate and small banks would have continued flexibility to use partial 
county designations, consistent with current practice and reflecting their 
smaller service areas

– Facility-based assessment areas may not reflect illegal discrimination or 
arbitrarily exclude low- or moderate-income census tracts 6
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Assessment Areas (continued)
Activities Outside Facility-Based Assessment Areas would be evaluated as follows:

• Retail Lending Assessment Areas
– Require large banks to delineate retail lending assessment areas based on 

concentrations of home mortgage or small business lending outside of facility-
based assessment areas  

• Outside Retail Lending Areas

– Evaluate retail lending in a bank’s “outside retail lending area” at the institution 
level using a tailored benchmark for large banks and certain intermediate banks 

• Areas for Eligible Community Development Activity

– Under the proposal, community development loans, investments and services 
conducted anywhere nationwide outside of facility-based assessment areas 
would be considered at the state, multistate MSA, and institution levels, as 
applicable, for banks evaluated under the new performance tests

7

Community Development Definitions

Overview: Provide more certainty on eligible activities and emphasize 
activities that are responsive to community needs, especially the needs of 
low- and moderate-income (LMI) individuals, LMI communities, small 
businesses, and small farms.
Under the proposal, the agencies would:

– Define a primary purpose standard for community development 
activities to ensure activities benefit LMI individuals and communities, 
as well as distressed and underserved non-metropolitan census tracts

– Include standards for qualifying activities building on current guidance
– Maintain a publicly available illustrative list of qualified community 

development activities and develop a process for a bank to request 
confirmation of an activity’s eligibility

8
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Community Development Definitions 
(continued)

The proposal would include eleven community development categories that build on 
the existing community development definition are intended to provide greater clarity 
on activities that qualify: 

– Affordable housing
– Economic development
– Community supportive services 
– Revitalization activities undertaken with a government plan, program, or initiative 
– Essential community facilities
– Essential community infrastructure
– Recovery activities in designated disaster areas
– Disaster preparedness and climate resiliency 
– Activities with minority depository institutions (MDIs), women’s depository 

institutions (WDIs), low-income credit unions (LICUs), and Treasury Department-
certified  community development financial institutions (CDFIs) 

– Financial literacy 
– Activities in Native Land Areas

9

Overall Evaluation Framework

10
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Evaluation Framework: Large Banks

Overview
•

• Apply four tests for large banks:
– Retail Lending Test
– Retail Services and Products Test
– Community Development (CD) Financing Test
– Community Development Services Test

Other Details
• Parts of Retail Services and Products Test would 

billion 
11

Evaluation Framework: Intermediate Banks

Overview
•

• Apply two tests for intermediate banks: 
– Proposed Retail Lending Test
– Existing regulation’s community development 

test with ability to opt into the proposed CD 
Financing Test

Other Details 
• Under either community development evaluation 

approach, bank option to designate a retail loan as 
a community development loan

• If the bank opts for evaluation under the CD 
Financing Test, activities eligible under Retail 
Services and Products Test and CD Services Test 
could be considered at bank’s option 12
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Evaluation Framework: Small Banks

Overview
•

• Apply one test, focused on retail lending, 
for small banks
– Existing regulation’s small bank lending 

test with ability to opt into the 
proposed Retail Lending Test

Other Details
• All other activities considered at bank’s 

option 

13

Evaluation Approach: Wholesale & Limited 
Purpose Banks and Strategic Plan Option

Wholesale & Limited Purpose Banks
• Apply one test, the CD Financing Test for Wholesale 

and Limited Purpose Banks
• Community development services activities considered 

at bank’s option
Strategic Plan Option
• Maintain an approved strategic plan option for all 

banks 
• Require the plan to adhere to the assessment area 

requirements and performance standards that would 
otherwise apply to the bank

14

CD Financing
Test
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Retail Lending Test

Overview: Proposal would establish retail lending metrics, benchmarks, and 
performance thresholds, which would make retail lending evaluations more 
transparent and predictable. Metrics approach would be tailored to local 
opportunities and economic conditions in each assessment area.

Products Evaluated in Retail Lending Test
• The proposal would evaluate closed-end home mortgage loans, all open-end home

mortgage loans, and all multifamily home mortgage loans as separate product lines
• Small business and small farm lending would continue to be evaluated as separate

product lines
– Would add definitions of small business and small farm that align with the CFPB’s

proposed small business definition in its current section 1071 rulemaking
• Would evaluate automobile lending using metrics in recognition of its importance

to low- and moderate-income borrowers and communities
15

Retail Lending Test (continued)

Major Product Line Standard would standardize when a bank is evaluated on a 
specific retail lending product line. Major product lines would be separately 
determined in each assessment area and outside retail lending area.

• For closed-end home mortgage, open-end home mortgage, multifamily
home mortgage, small business, and small farm lending product lines, the
proposal would establish a major product line threshold of 15 percent of the
dollar value of a bank’s retail lending

– Example: A bank would meet or exceed the major product line standard for closed-end

-end home mortgage loans

• For automobile lending, proposal would establish a major product line
threshold of 15 percent based on the average of two percentages:

– The bank’s percentage of automobile lending by dollar volume; and
– The bank’s percentage of automobile lending by number of loans 16
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Retail Lending Test (continued)
Retail Lending Metrics:  The proposal would establish a set of retail lending metrics 
to evaluate a bank’s lending to low-income and moderate-income borrowers, small 
businesses and small farms, and low-income and moderate-income census tracts in 
its assessment areas and outside retail lending area. 
• Retail lending volume screen: Would assess a bank’s volume of retail lending relative 

to its deposit base in each facility-based assessment area, compared to other banks 
with branches in the assessment area

• Distribution metrics: Would separately evaluate the geographic distribution and 
borrower distribution of a bank’s lending for each major product line, with separate 
metrics for:

– Geographic distribution: Lending in low-income and moderate-income census tracts; and 
– Borrower distribution: 

• For mortgage and auto lending: Lending to low- and moderate-income borrowers
• For small business and small farm lending: Lending to businesses with gross annual 

available. 17

Retail Lending Test (continued)
Performance Ranges and Thresholds for Retail Lending Metrics:  The agencies 
propose to compare a bank’s distribution metrics to specific performance ranges 
tailored to each assessment area and product line
• Performance Ranges would correspond to the following categories: 

“Outstanding,” “High Satisfactory,” “Low Satisfactory,” “Needs to Improve,” and 
“Substantial Noncompliance”

• Thresholds would establish these performance ranges.  
– The proposed thresholds would be set using a methodology that leverages 

local demographic and aggregate lending data.  
– As a result, the thresholds would be tailored and would vary from 

assessment area to assessment area.  In addition, the thresholds would be 
tailored to each major product line’s distribution metrics. 

– This proposed approach differs from the current regulation, which does not 
specify performance thresholds for specific conclusions, such as, a “Low 
Satisfactory” or an “Outstanding” 

18
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Retail Services and Products Test

Overview:  The proposal would adapt to changes in the banking industry, including 
mobile and online banking, with a balanced evaluation framework that considers all 
bank delivery systems and promotes financial inclusion.

• Incorporate quantitative benchmarks to evaluate branch and ATM distributions 
and identify areas with lower access to bank branches 

• Qualitatively evaluate responsiveness of a bank’s credit and deposit products to 
the needs of LMI individuals, small businesses, and small farms

19

Community Development Financing Test

Overview: The CD Financing Test would evaluate how well a large bank or an 
intermediate bank opting into this test meets the community development 
financing needs in a bank’s facility-based assessment areas, and at the 
applicable state, multistate MSA, and institution levels by:

1. Applying a CD financing metric to evaluate the dollar amount of a bank’s 
community development financing (loans and investments) relative to 
its deposit base

• Includes new originations plus outstanding balance of prior-year 
financing activities

2. Establishing standardized benchmarks for evaluating a bank’s CD 
financing metric performance

3. Using an impact review to encourage activities that are particularly 
impactful or responsive

20
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Community Development Services Test

Overview: The CD Services Test would evaluate the extent of community 
development services provided by a large bank and the impact and 
responsiveness of these activities.  

The evaluation would include: 
1. A qualitative review of relevant community development services data, 

such as the number of activities and total service hours
2. A quantitative review, using a standardized metric (CD service hours per 

full-time employee) for large banks with assets over $10 billion
3. An impact review to encourage services that are particularly responsive

Under the proposal, community development services in non-metropolitan 
areas would include activities unrelated to the provision of financial services

21

Impact Review: CD Financing Test and CD 
Services Test

Overview: Encourage activities that are responsive to community credit 
needs and opportunities through review of the impact factors including 
whether the activity:

– Serves persistent poverty counties
– Serves geographic areas with low levels of community development financing
– Supports an MDI, WDI, LICU, or Treasury Department-certified CDFI
– Serves low-income individuals and families
–

less;  
– Facilitates affordable housing in High Opportunity Areas
– Benefits Native communities
– Is a qualifying grant or donation
– Reflects bank leadership through multi-faceted or instrumental support; or
– Results in a new community development financing product or service for low- or

moderate-income individuals and families
22
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Ratings
Overview: The proposed ratings approach is intended to increase clarity, 
consistency, and transparency and is grounded in the bank’s performance in 
local communities. 
The proposed ratings approach would:
• Utilize a weighted average-approach to translate performance in all 

assessment areas into ratings, with weighting based on a hybrid share of 
loan and deposit dollars

• Implement a standardized and transparent process for performance test 
conclusions at each geographic level (state, multistate MSA, and 
institution)

• Provide that discriminatory or illegal practices could adversely affect CRA 
rating

23

Ratings: Large Bank

• Maintain the emphasis on retail 
lending and recognize the importance 
of CD lending and investments in the 
overall CRA rating

• A large bank with 10 or more 
assessment areas could not achieve a 
satisfactory (or higher) rating at the 
institution level unless
its assessment areas have at least 
satisfactory performance

– Similar provision proposed for state and 
multistate MSA ratings. 

24
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Ratings: Intermediate Banks

• Equally weight retail lending 
and community development 
activities in the overall CRA 
rating for an intermediate bank

• Maintain the retail lending 
emphasis by requiring a 
satisfactory (or higher) rating on 
the Retail Lending Test

25

Data Collection and Reporting

Overview: Would tailor data collection and reporting requirements and use 
existing data when possible. Under the proposal, small and intermediate banks 
would not have new data requirements for the required performance tests.

Deposits Data:
•

report deposits data based on the location of the depositor
•

or less, intermediate banks, and small banks
• Other banks could collect and maintain deposits data, at their option

Retail Lending Data:
•

automobile lending data
26
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Data Collection and Reporting 
(continued)

CD Financing Data:
• Require large, wholesale, and limited purpose banks to collect, maintain, 

and report CD financing data in a prescribed format for purposes of 
constructing CD financing metrics and benchmarks 

• Provide intermediate banks that opt into the CD Financing Test the choice 
of collecting and maintaining CD financing data in a prescribed format or a 
format of their own choosing (reporting would not be required)

CD Services Data:
•

report CD services data in a prescribed format   
• All other banks would not be subject to regulatory data collection, 

maintenance, or reporting requirements for CD services data 

27

Data Collection and Reporting 
(continued)

Retail Services and Products:
• Require large banks to collect and maintain data related to retail services 

and products in a prescribed format  
•

collect and maintain data on digital and other delivery systems, as well as 
responsive deposit products

Assessment Area Delineation:
• Require large, wholesale, and limited purpose banks to report assessment 

area delineations, including retail lending assessment areas, if applicable

28
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Comment Submissions
• Comment period ends on August 5, 2022.
• Comments can be submitted to any of the three agencies and all comments 

will be shared between the agencies. Refer to the NPR for additional 
details.

– Board:
• Submit a comment using the link on:

https://www.federalreserve.gov/consumerscommunities/community-reinvestment-act-
proposed-rulemaking.htm

• Comments can also be emailed, faxed, or mailed.
– OCC:

• Submit a comment here: Go to https://regulations.gov/.  Enter “Docket ID OCC-2022-0002” 
in the Search Box and click “Search.”  

• Comments can also be mailed or hand-delivered.
– FDIC:

• Submit  a comment here: http://www.fdic.gov/regulations/laws/federal/propose.html.  
-AF81 on the subject line of the message.  

• Comments can also be emailed, mailed, or hand-delivered. 29
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CYBER INCIDENT REPORTING REQUIREMENTS & NOTIFICATION TIMELINES 
FOR FINANCIAL INSTITUTIONS

 The financial services sector is one of the few critical infrastructure sectors that has had mandatory 
cybersecurity and incident reporting requirements in law and regulation for over 20 years. 

 In 2022, Congress established a uniform reporting standard that applies to every major sector of the 
economy and outlines expectations for how the private sector and its government partners should share 
information following a cyber incident. Regulators have worked to implement the legislation and it is 
important to ensure that any new expectations are harmonized and align with existing requirements for 
financial firms, avoiding disruptions that may negatively affect your ability to respond to an incident and 
reduces the risk of developing new rules that either duplicate or conflict with existing regulations.

 In addition to reporting from the private sector, it is critical that federal agencies and independent 
regulators also report incidents when they experience a breach that affects the sensitive information of 
businesses or consumers.

 https://bpi.com/cyber-incident-reporting-requirements-notification-timelines-for-financial-institutions/
31

CYBER INCIDENT REPORTING FOR CRITICAL INFRASTRUCTURE ACT (2022)

 Requires critical infrastructure companies to report significant cyber incidents to the Cybersecurity 
and Infrastructure Security Agency (CISA) within 72 hours. It also requires firms to report a 
ransomware payment within 24 hours. CISA is required to issue a proposed rule to implement 
these requirements no later than March 2024.

 Reporting Timeline – 72 hours after determining a cyber incident has occurred.

 Definitions – Significant cyber incidents are defined as an incident or group of incidents that are likely to result in 
demonstrable harm to national security interests, foreign relations, or the economy, or to public confidence, civil 
liberties, or public health and safety. Other key definitions for types of entities required to report and specific 
information required will be determined through a rulemaking process.

 Scope of Reporting – A “covered cybersecurity incident” to be defined through the rulemaking process.

 Reporting Mechanism – Reports to be provided to CISA according to requirements set through the final rule.

32
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SECURITY INCIDENT NOTIFICATION REQUIREMENTS FOR BANKING 
ORGANIZATIONS AND THEIR BANK SERVICE PROVIDERS (2022)

 Under the final rule issued jointly by the Office of the Comptroller of the Currency, Federal Reserve Board, 
and the Federal Deposit Insurance Corporation, incident notification is triggered to the banking 
organization’s primary federal regulator upon determination that a computer-security incident has occurred 
that has caused, or is reasonably likely to cause actual harm to the institution’s operations and ability to 
deliver products and services to a significant portion of its customers, or could pose a risk to the financial 
stability of the United States.
 Reporting Timeline – as soon as possible but no later than 36 hours from the determination by the banking organization 

that an event has crossed the notification incident materiality threshold.

 Definitions – A computer security incident is defined as an occurrence that jeopardizes confidentiality, integrity or 
availability of an information system or the information a system processes, stores, or transmits[1]; a notification 
incident is defined as a significant computer security incident that has, or is reasonably likely to jeopardize the viability 
of the operations of a financial institution, prevent customers from accessing their deposit and other accounts, or 
impact the stability of the financial sector.

 Scope of Reporting – covers nonpublic customer information and information technology systems[2].

 Reporting Mechanism – Notification to be provided to the primary federal regulator; intended to provide early awareness 
of emerging threats to individual institutions and potentially the broader financial system.

33

SEC PROPOSED RULE ON CYBERSECURITY RISK MANAGEMENT, 
STRATEGY, GOVERNANCE, AND INCIDENT DISCLOSURE (2022)

 On March 9, 2022, the SEC released a notice of proposed rulemaking to enhance disclosure 
requirements for registered public companies. Among several requirements designed to provide 
investors with information about cybersecurity risk management, governance, and strategy, the 
proposal requires public companies experiencing a material cybersecurity incident to disclose 
certain non-technical information in an 8-K filing within four business days of the materiality 
determination. It further requires additional details to be provided on 10-Q and 10-K filings. 
Additionally, incidents that are immaterial but could become material in the aggregate are 
required to be reported as an element of the 10-K filing.
 Reporting Timeline – Within four business days following determination that a material incident has occurred.

 Definitions – Materiality is defined within the established SEC standard for public company disclosures.

 Scope of Reporting – Covers all material cybersecurity incidents within the four-day period, and immaterial 
incidents that become material in the aggregate for the annual reporting period.

 Reporting Mechanism – Reporting and disclosures provided through investor disclosures (8-K, 10-Q, and 10K). 34
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SEC PROPOSED RULE ON CYBERSECURITY RISK MANAGEMENT FOR INVESTMENT ADVISERS, 
REGISTERED INVESTMENT COMPANIES, AND BUSINESS DEVELOPMENT COMPANIES (2022)

 Reporting Timeline – Promptly, but within 48 hours after having a reasonable basis to conclude that a 
significant incident has occurred or is occurring.

 Definitions – A significant incident is defined as a single or combination of cyber incidents that significantly 
disrupt or degrade an adviser’s ability, or the ability of a private fund client of the adviser, to maintain critical 
operations.

 Scope of Reporting – Covers significant incidents as defined by the proposed rule, as well as certain 
unauthorized access or use of adviser information resulting in substantial harm to the adviser, client, or an 
investor in the private fund whose information was accessed.

 Reporting Mechanism – New proposed form that includes general and specific questions related to the 
significant cybersecurity incident (e.g., nature and scope and whether disclosure has been made to clients 
and/or advisers).

35

SECURITIES & EXCHANGE COMMISSION (SEC) GUIDANCE ON PUBLIC 
COMPANY CYBERSECURITY 10-Q, 10-K AND 8- K DISCLOSURES (2018)

 On Feb. 26, 2018, the SEC released a clarification to earlier 2011 general disclosure guidance 
that warned public companies that cyber incidents may have to be reported through public 
disclosures. The clarification guidance puts public companies on more stringent notice with 
regard to breach notification practices and requires reporting of material cyber incidents and 
their potential security risks within quarterly, yearly and, if needed, current filings.

 Reporting Timeline – Dependent on the materiality of a given incident in relation to the timing of the preparation 
and release of a periodic disclosure filing, but states that it is critical that public companies take all required 
actions to inform investors about material cybersecurity risks and incidents in a timely fashion.

 Scope of Reporting – Covers material cybersecurity incidents and associated potential security risks.

 Reporting Mechanism – Reporting/disclosure provided through investor disclosures (10-Q, 10-K and 8-K if 
necessary).
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GRAMM-LEACH-BLILEY ACT (1999)

 Under the GLBA and its implementing regulations[3], cyber incident reporting is triggered when a financial 
institution becomes aware of unauthorized access to sensitive customer information that is, or is likely to 
be, a misuse of the customer’s information. To ensure adherence to these requirements, regulators 
conduct ongoing and rigorous reviews of institutions’ operating and governance processes, including data 
security and data handling processes and third-party risk management measures. Failure to report 
incidents and adhere to these requirements could result in serious enforcement measures including 
mandatory corrective action directives, restrictions on activities and fines.

 Reporting Timeline – as soon as possible once the institution determines unauthorized access occurred.

 Definitions – A cyber incident is defined as unauthorized access to sensitive customer information.

 Scope of Reporting – Covers nonpublic customer information such as personally identifiable financial information, 
financial transaction information, income and credit rating data, etc.

 Reporting Mechanism – Report provided to regulators; information becomes part of ongoing regulatory 
oversight/examinations.

37

STATE DATA BREACH NOTIFICATION REQUIREMENTS

 All 50 states have codified a version of a consumer data breach notification statute[9], which contains provisions 
intended to protect against unauthorized access of computerized data and personal information. The statutes 
generally also require notification to affected residents of the state whose personal information was or is reasonably 
believed to have been compromised. In most cases, the statute also requires notice in varying combinations to the 
state’s Attorney General, state law enforcement and credit reporting agencies. Although in many states financial 
institutions are statutorily exempted or deemed in compliance due to their existing compliance with federal 
standards like GLBA, federal banking regulatory guidance, or in some cases, by operation of their supervision by a 
federal entity, the exemption provides little relief. Still, many financial institutions purposefully do not avail 
themselves of the state exemption and notify the relevant state authority to avoid being penalized for inadvertent 
nondisclosure.
 Reporting Timelines – Varies by state, ranging from “within the most expedient time possible and without unreasonable delay…” to

“72 hours from the determination that a cyber event has occurred…”

 Definitions – Varies by state.

 Scope of Reporting – Varies by state but generally covers unauthorized access of personal information.

 Reporting Mechanisms – Varies by state, but nearly always requires notice to affected residents of the state, and generally some
combination of the state Attorney General, state law enforcement, and credit reporting agencies. It can also occasionally require 
notice to subordinate state regulatory offices as directed by the state legislature or state executive.
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