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OCC’s Key Risks in Semiannual Report
June 2022
◦ On June 23, the OCC released its Semiannual Risk Perspective for Spring 2022, which reports on key risks threatening the

safety and soundness of national banks, federal savings associations, and federal branches and agencies. The OCC
reported that as “banks continue to navigate the operational- and market-related impacts of the pandemic along with
substantial government stimulus, current geopolitics have tightened financial conditions and increased downside risk to
economic growth.”

◦ However, the OCC noted that banks’ financial conditions remain strong and that banks are well-positioned to “deal with the
economic headwinds arising from geopolitical events, higher interest rates and increased inflation.”

◦ The OCC highlighted operational, compliance, interest rate, and credit risks as key risk themes. Observations include:
i. Operational risk, including evolving cyber risk, is elevated, with an observed increase in attacks on the financial services industry given

current geopolitical tensions; 
ii. Compliance risk remains heightened as banks navigate the current operational environment, regulatory changes, and policy initiatives; and
iii. Credit risk remains moderate, with banks facing certain areas of weakness and potential longer-term implications resulting from the covid-19

pandemic, inflation, and direct and indirect effects of the war in Ukraine. 

◦ Staffing challenges among banks also present risks, with challenges posed by “strong competition” in the labor market.
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OCC’s Key Risks in Semiannual Report
June 2022 (continued)
◦ The OCC further stated it “will continue to monitor the development of climate-related financial risk management frameworks 

at large banks,” and reported that “OCC large-bank examination teams will integrate the examination of climate-related 
financial risk into supervision strategies and continue to engage with bank management to better understand the challenges 
banks face in this effort, including identifying and collecting appropriate data and developing scenario analysis capabilities 
and techniques.”

◦ As experienced during the pandemic and recent natural disasters, fraud related to government relief programs is a significant
risk. The potential for increasing frequency and scope of natural disasters also presents risks related to banks’ business 
continuity planning. Banks are encouraged to consider the potential for environmental crime and other emerging financial 
crime risks in BSA/AML and OFAC risk assessments, staffing assessments, and long-term planning. 

◦ The U.S. Department of the Treasury’s OFAC is implementing significant economic and trade sanctions imposed by the U.S. 
on numerous individuals and entities in response to Russia’s invasion of Ukraine. These sanctions are complex and 
evolving. Financial institution management should assess the applicability and impact of sanctions on their institutions and 
customers, including the impact of sanctions imposed by both the U.S. and other countries on foreign branches, overseas 
offices, and subsidiaries. Financial institutions are encouraged to engage with their legal counsel or contact OFAC for 
additional guidance related to current and future sanctions as necessary. 
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OCC’s Key Risks in Semiannual Report
June 2022 Consumer Compliance Concerns
◦ Effective change management and compliance risk management processes remain important to identify, 

measure, monitor, and control the evolving and emerging risks related to consumer products and services. 
Banks continue to manage the impact of forbearance programs and the elevated volume of customers on 
deferred payment and loss mitigation programs. 

◦ Supervisory focus remains on fair lending risk identification and management, regulatory changes, and 
policy initiatives. In addition to operational and program challenges brought on by the response to the 
COVID-19 pandemic, many banks have increased their use of third-party relationships, including with 
Fintechs, to introduce new products and services. These changes increase the level of compliance risk 
related to ensuring clear and appropriate disclosures, clearly defining ownership of compliance-related 
processes, and monitoring and testing controls, including complaint monitoring and post-implementation 
testing to ensure new products and services have been implemented as expected and disclosed. 

◦ Bank compliance functions also are experiencing challenges retaining and replacing staff. 
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FDIC Key Risk Report 2022

◦ The Federal Deposit Insurance Corporation (FDIC) published its 2022 Risk Review on May 20, 2022.  It provides a comprehensive 
summary of emerging risks in the U.S. banking system as observed in 2021. 

◦ The 2022 Risk Review expands coverage of risks from prior reports by examining operational risk to banks from cyber threats and illicit 
activity, and climate-related financial risks faced by banking organizations. Monitoring these risks is among the FDIC's top priorities.

Cyber Threats and Illicit Activities 

◦ Cyber attacks continue to evolve, become more sophisticated, and multiply as bad actors discover creative ways to exploit technological 
and operational vulnerabilities. 

◦ In 2021, ransomware attacks in financial services offered by banks increased. 

◦ Geopolitical events increase the likelihood of cyber attacks on banks. 

◦ Zero-day vulnerabilities in software continue to be discovered and present significant risk until they are resolved. 

◦ Malicious cyber threat actors pose serious risk to bank information systems by compromising the security of software and computing 
services provided by third-party suppliers. 

◦ Criminals continue to develop innovative techniques 
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CFPB Press Release, June 17, 2022
Rethinking the Approach to Regulations
◦ Markets work best when rules are simple, easy to understand, and easy to enforce. The CFPB is seeking to 

move away from highly complicated rules that have long been a staple of consumer financial regulation and 
towards simpler and clearer rules. In addition, the CFPB is dramatically increasing the amount of guidance it 
is providing to the marketplace, in accordance with the same principles.

◦ Regulators have historically issued overly complicated and tailored rules for the existing regulatory 
landscape, as opposed to providing basic bright-line guidance and rules that can withstand evolution of the 
marketplace over time. The CFPB aspires to more clearly communicate the agency’s expectations in simple 
and straight-forward terms, which will produce more durable guidance and rules, in addition to numerous 
other benefits. While this task is difficult, we believe it is important to move away from the failed approach of 
the past.
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CFPB Press Release, June 17, 2022
Rethinking the Approach to Regulations
◦ With respect to traditional rulemaking, the CFPB has several priorities. We are heavily focused on 

implementing longstanding Congressional directives, many of which have gone ignored. These include 
rulemakings related to consumer access to their financial records, increasing transparency in the small 
business lending marketplace, and implementing regulations for quality control standards for automated 
valuation models under Sections 1033, 1071, and 1473(q) of the Dodd-Frank Act. We are also working on 
prescribing certain regulations relating to Property Assessed Clean Energy financing under Section 307 of 
the Economic Growth, Regulatory Relief, and Consumer Protection Act.

◦ In addition, the CFPB is reviewing other authorities authorized by Congress that have gone unused. For 
example, we are assessing whether to utilize Congressional authority to register certain nonbank financial 
companies to identify potential scammers and others that repeatedly violate the law.
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CFPB Press Release, June 17, 2022
Rethinking the Approach to Regulations
◦ We are also reviewing a host of rules that the agency inherited from other agencies, including the Federal 

Reserve Board of Governors and the Federal Trade Commission, as well as other rulemakings the CFPB 
pursued in its first decade of existence. Many of these rules have now been tested in the marketplace for 
many years and are in need of a fresh look. These reviews include:

◦ Rules originally developed by the Federal Reserve Board of Governors under the Credit CARD Act of 2009, 
including the enforcement immunity and inflation provisions when imposing penalties on customers.

◦ Rules originally developed by the Federal Trade Commission to implement the Fair Credit Reporting Act in 
an effort to identify potential enhancements and changes in business practices.

◦ The CFPB’s Qualified Mortgage Rules to explore ways to spur streamlined modification and refinancing in 
the mortgage market, as well as assessing aspects of the “seasoning” provisions.
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FLOOD INSURANCE FAQ’S
INTERAGENCY GUIDANCE

Effective as of May 11, 2022
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Review of Bank’s Basic Flood Insurance Responsibilities

◦ Determine whether a structure is located, or will be located, in a Special Flood Hazard Area (SFHA) prior to making, 
increasing, renewing or extending (MIRE) a loan secured by that structure;

◦ Document this determination using FEMA’s Standard Flood Hazard Determination Form (SFHDF) and retain that 
documentation throughout the term of the loan;

◦ Provide a notice to the borrower if the collateral property is located in a SFHA — regardless of whether the community 
participates in the National Flood Insurance Program (NFIP) — as early as possible in the loan origination process to 
provide sufficient time for the borrower to obtain adequate flood insurance prior to consummation;

◦ Evidence the borrower’s receipt of the notice (such as a signed copy or certified mail receipt);

◦ Calculate the required amount of flood insurance for a loan secured by property located in a SFHA in a participating 
community;

◦ Verify sufficient flood insurance coverage prior to consummation and during the term of the loan;

◦ Follow force-placement rules when insufficient coverage is detected.

10
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When to Check Flood Status?

M
MAKING*

I
INCREASING

R
RENEWING

E
EXTENDING

Are you making a new loan or adding more money or time to an existing loan?

Triggering Events

*Making includes refinancing, old note(s) replaced by new note
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Flood Insurance Coverage Amount

◦ Mandatory purchase requirements apply only to the structures (not to land on which improvements 
are built)

◦ The minimum required coverage for flood insurance whether purchased by the borrower or force 
placed by the lender is the lesser of: 
◦ Insurable Value of the structure(s);

◦ Outstanding principal balance of the loan(s); or 

◦ Maximum available through the NFIP

◦ Insure contents only when both the contents and the building they are stored in is also taken as 
collateral

*Federal Register (Oct 2011) Interagency Q & As Regarding Flood Insurance 
http://www.gpo.gov/fdsys/pkg/FR-2011-10-17/pdf/2011-26749.pdf 12
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Flood Insurance FAQ’s Interagency Guidance

◦ The OCC, Board, FDIC, FCA, and NCUA (collectively, the Agencies) are reorganizing, revising, and 
expanding the Interagency Questions and Answers Regarding Flood Insurance. This revised guidance will 
assist lenders in meeting their responsibilities under Federal flood insurance law and increase public 
understanding of the Agencies’ respective flood insurance regulations. 

◦ Significant topics addressed by the revisions include guidance related to major amendments to the flood 
insurance laws with regard to the escrow of flood insurance premiums, the detached structure exemption, 
force placement procedures, and the acceptance of flood insurance policies issued by private insurers. 

◦ With this issuance, the Agencies are consolidating the Questions and Answers proposed by the Agencies in 
July 2020 and the Questions and Answers proposed by the Agencies in March 2021 into one set of 
Interagency Questions and Answers Regarding Flood Insurance. 
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The FAQs are Guidance

◦ 2022 Flood Q&As

◦ “The Agencies confirm that the Agencies are providing the Interagency Questions and Answers as 
Guidance only.”

◦ Per the Interagency Statement from April 2021, 86 FR 18173, “Role of Supervisory Guidance”
◦ Inform bank policy and procedure, but does not carry force or weight of statue or regulations

◦ This is critical information when debating “violation” versus “recommendation”
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2022 Flood Insurance FAQs
Critical Points for Bankers
◦ FAQ Zone 2, Zone Discrepancies

◦ Lenders are no longer in violation if there is a discrepancy between the flood zone on the flood
insurance policy and the Standard Flood Hazard Determination Form (SFHDF).

◦ This change reduces a huge challenge for lenders since they are no longer required to reconcile
flood zones.

◦ Mandatory 8, Private Flood Insurance Policies

◦ Lenders are no longer required to review private flood insurance policies if the policy includes the
compliance aid statement on the declarations page!

◦ You must still calculate and confirm the mandatory purchase amount of insurance!

15

2022 Flood Insurance FAQs
Critical Points for Bankers
◦ FAQ Private Compliance 1, Deductibles

◦ Calculation of the maximum deductible permissible for a private flood insurance policy depends on whether the lender
is accepting the flood policy under mandatory or discretionary acceptance provisions.
◦ Mandatory acceptance – Policy must provide coverage at least as broad as SFIP for same property type, including a deductible that is 

no higher than SFIP’s specified max, for any total coverage amount up to the max available under the NFIP at time policy is provided to 
the lender.

◦ Discretionary acceptance – Policy must provide sufficient protection of the loan, consistent with safety and soundness principles

◦ ALWAYS consider if the deductible amount is reasonable based on borrower’s financial condition!

◦ May NOT allow borrower to use deductible amount equal to insurable value of the property to avoid the mandatory
purchase requirement!!!

◦ Lenders may accept a private policy covering multiple buildings regardless of whether any single covered building
has an insurable value lower than the amount of the per occurrence deductible.

16
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2022 Flood Insurance FAQs
Critical Points for Bankers
◦ FAQ Private Insurance 2, Subsequent Review

◦ Lenders must review a NEW private flood insurance policy, regardless of whether a MIRE 
triggering event occurred.  If the compliance aid statement is present, no further review is required 
to substantiate mandatory acceptance eligibility.

◦ If lender has previously reviewed the policy under mandatory acceptance, discretionary 
acceptance, or the mutual aid plan provision, the lender may rely on its previous review if there 
are NO changes to the policy terms that would impact acceptance under the Regulations.

◦ Provides welcome relief to lenders at policy renewal with no policy changes.

17

2022 Flood Insurance FAQs
Critical Points for Bankers
◦ FAQ Condo an Co-Op 9, Commercial Condominium Units Not Covered by NFIP

◦ Since NFIP does not cover commercial condo units, no mandatory purchase requirement applies 
to loans secured by these units. 

◦ NFIP Coverage is not available for:
◦ Located in a non-residential condo building: Neither an individual residential condo or a non-residential condo 

◦ Located in a residential condo building: Non-residential condo unit

◦ A loan secured by one of these non-covered property types is NOT a designated loan, excluding it 
from the mandatory flood insurance purchase requirement.

◦ NOTE:  NFIP Contents coverage IS AVAILABLE for these types of units.

18

Q3 2022 - Page 9



Industry Hot Buttons

Financial Solutions* August 2022

2022 Flood Insurance FAQs
Critical Clarification Still Needed
◦ FAQ Private Insurance 4 & 5, Requirements at Closing and Force Placement

◦ Bank is required to get enough policy information to determine if policy meets the private flood insurance requirements 
prior to closing!  If lender cannot make a compliant determination, a delay in closing may be necessary.  FAQs gave 
some steps to mitigate against closing delay:
◦ Designating employees responsible for reviewing flood policies
◦ Training employees, and
◦ Requesting additional information from insurers early in the process

◦ Determination of policy sufficiency at force placement can rely upon a declarations page for NFIP policies.  If it is a 
private policy, some private policy declarations pages include enough information, some do not.  If the dec page 
includes the compliance aid statement, the lender may rely on the dec page.

◦ The Agencies didn’t address the problem that occurs when a flood premium is escrowed and borrower elects to switch 
from NFIP to a private flood policy, but the servicer does not have the private policy to review.  If the NFIP policy 
premium is not paid timely, that could violate RESPA and cause premium rate problems for borrower.  If you accept the 
private policy without review, you could likely be out of compliance with the private flood insurance acceptance rules!

19

2022 Flood Insurance FAQs
Critical Clarification Still Needed
◦ FAQ Applicability 9 and 10, Participations and Lender Responsibilities

◦ Lenders who pool or contribute funds that will be simultaneously advanced to a borrower or borrowers on a 
real estate secured loan are making a loan, one of the MIRE triggering events. The same loan is subject to 
all MIRE event responsibilities.

◦ Each participating lender remains individually responsible for compliance with the requirements.

◦ The Agencies will examine whether the participating lender has performed upfront due diligence to 
determine whether the lead lender or agent has undertaken the necessary activities to ensure the borrower 
obtains appropriate flood insurance and that the lead lender had adequate controls in place to continually 
monitor the loans.

◦ This represents a horrific challenge for the participating lenders if the lead lender is NOT regulated!

◦ Advocacy groups recommended the lead lender’s status should rule for the entire loan.  This was rejected 
by the Agencies.

20
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2022 Flood Insurance FAQs
Critical Clarification Still Needed
◦ FAQ Other Security Interests 3, Lines of Credit and Subordinate Lienholders

◦ There are 2 allowable approaches for flood insurance when a designated loan is a line of credit:
◦ Total amount of required calculated flood insurance to be purchased at origination
◦ Lenders may actively review its records throughout the year to determine the appropriate amount of flood insurance

◦ At origination, this would require policy as a condition for drawing on the line of credit
◦ Lenders should warn the borrowers the 30-day waiting period could be a problem for post-closing transactions

◦ Continuing concerns for subordinate lienholders to obtain information and concessions from 
senior lienholders regarding flood insurance.  Industry asked the Agencies to clarify that the active 
review applies only to the amount of insurance and does not trigger a new determination.  
◦ The Agencies stated the answer clearly states the review is about the amount of insurance and does not trigger a 

new determination.  They declined to further clarify.

21

2022 Flood Insurance FAQs
Critical Clarification Still Needed
◦ FAQ Other Security Interests 4, Subordinate Lienholders

◦ There are many challenges to a subordinate lienholder’s compliance with flood regulations! The junior 
lienholder should request their name be listed as mortgagee/loss payee to the existing flood insurance 
policy and work with the senior lienholder, the borrower, or with both, to determine how much flood 
insurance is needed at origination and over life of the loan.  

◦ The Agencies even recommended the subordinate lienholder should refer to the borrower’s credit report to 
confirm how much flood insurance is necessary (FAQ, page 223)

◦ The Agencies stated now and in 2019: “Given the provision of an NFIP policy, a junior lienholder that 
obtains NFIP flood insurance based solely on the amount of the outstanding balance of the lender’s junior 
lien without regard to the flood insurance coverage on any liens senior to that of the lender leaves 
lienholders partially or even fully unprotected by the borrower’s NFIP policy in the event of flood loss.”

22
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2022 Flood Insurance FAQs
Important Clarifications from the 2022 FAQs
◦ FAQ Force Placement 9

◦ A lender, or a servicer acting on its behalf, may force place flood insurance and charge the borrower for the cost of 
premiums and fees incurred by the lender or servicer on the borrower’s behalf at any time starting from the date on 
which flood insurance coverage lapsed or was insufficient. The lender or servicer would not have to wait 45 days after 
providing notification to force place insurance. (2022 Flood Q&As, 247)

◦ Lenders that monitor loans secured by property located in an SFHA for continuous flood insurance coverage can 
minimize any gaps in coverage and any charge to the borrower for coverage for a timeframe prior to the lender’s or its 
servicer’s date of discovery and force placement. If a lender or its servicer discovers a loan with no or insufficient 
coverage, for example, due to a remapping, it may charge the borrower for premiums and fees incurred by the lender 
or servicer for a force-placed flood insurance policy purchased on the borrower’s behalf, including premiums and fees 
for coverage, beginning on the date of no or insufficient coverage, provided that the policy was effective as of the date 
of the insufficient coverage. (2022 Flood Q&As, 247) 

23

2022 Flood Insurance FAQs
Important Clarifications & Concerns from the 2022 FAQs
◦ FAQ Force Placement 9 (continued)

◦ When a lender or its servicer purchases a policy on the borrower’s behalf, the lender or its 
servicer may not charge for premiums and fees for coverage beginning on the date of lapse or 
insufficient coverage if that policy purchased on the borrower’s behalf did not provide coverage for 
the borrower prior to purchase. A lender’s or servicer’s frequent need to purchase policies on a 
borrower’s behalf having coverage that precedes the date of purchase may, depending upon the 
facts and circumstances, indicate that there are weaknesses in the lender’s or servicer’s 
compliance management system. (2022 Flood Q&As, 247)

◦ Examiners have been inconsistent on this issue and ABA plus other advocacy groups have asked 
for additional clarification and examples.

24
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2022 Flood Insurance FAQs
Important Clarifications & Concerns from the 2022 FAQs
◦ FAQ Applicability 13, What is NOT a MIRE trigger? (2022 Flood Q&As, 165-66) 

◦ Examples of events that are NOT considered triggering events for purposes of the Regulation include: 
1. A purchase of a loan from another lender (Applicability Q&A 5); 

2. A loan restructuring or modification that does not increase the amount of the loan nor extend or renew the terms of the 
loan (Applicability Q&A 6); 

3. An assumption of the loan by another borrower; 

4. A remapping of a building securing the loan into an SFHA; 

5. An acquisition by a lender of an interest in a loan either by participation or syndication (Applicability Q&A 9); 

6. A cashless roll (Applicability Q&A 10); 

7. Certain automatic extensions of credit (Applicability Q&A 11); and 

8. Certain treatments of force placement premiums and fees (Force Placement Q&A 10). 

25

Remapping and Force Placement Issues
◦ FDIC § 339.7 Force placement of flood insurance. (a) Notice and purchase of coverage. If an FDIC-supervised institution, 

or a servicer acting on its behalf, determines at any time during the term of a designated loan, that the building or mobile 
home and any personal property securing the designated loan is not covered by flood insurance or is covered by flood 
insurance in an amount less than the amount required under § 339.3, then the FDIC-supervised institution or its servicer shall 
notify the borrower that the borrower should obtain flood insurance, at the borrower’s expense, in an amount at least equal to 
the amount required under § 339.3, for the remaining term of the loan. If the borrower fails to obtain flood insurance within 45 
days after notification, then the FDIC-supervised institution or its servicer shall purchase insurance on the borrower’s behalf.
The FDIC-supervised institution or its servicer may charge the borrower for the cost of premiums and fees incurred in 
purchasing the insurance, including premiums or fees incurred for coverage beginning on the date on which flood insurance 
coverage lapsed or did not provide a sufficient coverage amount.

◦ PAGE 252 – 253 OF INTERAGENCY RELEASE  NEW FAQ FORCE PLACEMENT 15. Are lenders required to have in 
place “Life-of-Loan” monitoring for continuous coverage of designated loans? 

◦ Although there is no explicit duty to monitor flood insurance coverage over the life of the loan in the Act or Regulation, for 
purposes of safety and soundness, many lenders monitor the continuous coverage of flood insurance for the building or 
mobile home and any personal property securing the loan. Such a practice helps to ensure that lenders complete the force 
placement of flood insurance in a timely manner upon lapse of a policy, that there is continuous coverage to protect both the
borrower and the lender, and that lenders are promptly made aware of flood map changes

26
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Remapping and Force Placement Issues
◦ NEW FAQ FORCE PLACEMENT 16. If a lender or its servicer receives a notice of remapping that states that a property has been or will 

be remapped into an SFHA, what do the Act and Regulation require the lender or its servicer to do? 

◦ The Act and Regulation provide that if a lender, or its servicer, determines at any time during the term of a designated loan, that a building 
or mobile home and any personal property securing a loan is uninsured or underinsured, the lender or its servicer must begin the notice 
and force placement process, as detailed in Q&A Force Placement 1.   A loan that is secured by property that was not located in an SFHA 
does not become a designated loan until the effective date of the map change that remaps the property into an SFHA. Therefore, when a 
lender or its servicer receives advance notice that a property will be remapped into an SFHA, the effective date of the remapping becomes 
the date on which the lender or its servicer must determine whether the property is covered by sufficient flood insurance. 

◦ If the borrower does not purchase a flood insurance policy that begins on the effective date of the map change, the lender or its servicer 
must send the force placement notice to the borrower to purchase adequate flood insurance. Similar to the guidance set forth in Q&A Force 
Placement 4, a lender also may send notice prior to the effective date of the map change as a courtesy. In addition, as of the effective date 
of the remapping, if the lender makes a determination that the property securing a designated loan is not covered by sufficient flood 
insurance, the lender or servicer must begin the force placement process and may charge the borrower for the force-placed insurance. 

◦ However, if the borrower purchases an adequate flood insurance policy, the lender or servicer would need to reimburse the borrower for 
premiums and fees charged for the force-placed coverage during any period of overlapping coverage.  If the lender or its servicer receives 
notice after a property has been remapped into an SFHA, then the lender or its servicer must determine whether the property securing the 
loan is covered by sufficient flood insurance. The lender or its servicer must begin the notice and force placement process, as detailed in 
Q&A Force Placement 1, if the property is uninsured or underinsured.  See also Q&A Force Placement 9.

27

KEY DIFFERENCES BETWEEN THE OCC’S 
RESCINDED 2020 CRA FINAL RULE AND THE 2022 

CRA REVISIONS PROPOSED BY AGENCIES

June 22, 2022

28
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Key Differences Between the OCC’s Rescinded 2020 CRA 
Final Rule and the 2022 CRA Proposed Revisions
◦ As previously reported, the Office of the Comptroller of the Currency (“OCC”) rescinded its 2020 Community 

Reinvestment Act (“CRA”) final rule (the “2020 CRA Final Rule” or the “Rescinded Rule”) in December 2021 
and has since been operating under a CRA framework largely based on the OCC’s 1995 CRA rule (the 
“1995 Rule”), which was adopted jointly with the Federal Reserve and the FDIC.

◦ After announcing in 2021 their intent to work collaboratively to update the CRA regulations to achieve a 
more consistent framework, revisions to the CRA’s implementing regulations were recently proposed by the 
three U.S. banking regulators (the “2022 Joint Notice” or the “Proposal”).

◦ According to the regulators, the Proposal builds upon previous agency proposals, stakeholder feedback, 
and research to achieve certain core objectives, some of which include accomplishing the statutory 
purposes of the CRA, adapting to changes in the banking industry, promoting transparency and public 
engagement, and creating a consistent regulatory approach amongst the three banking agencies.

29

NEW CRA PROPOSAL

June 3, 2022, 87 Federal Register 33,884 
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PRIVACY UPDATE

Does Privacy Really Exist at all Anymore??

36
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California Consumer Privacy Act of 2018

◦ The CCPA gives consumers more control over personal information collected by businesses–Only 
California residents are covered by the CCPA 

◦ What businesses are covered?– For-profit businesses that do business in California and: 
◦ Have a gross annual revenue of over $25 million; 
◦ Buy, receive, or sell the personal information of 50,000 or more California residents, households, or devices; or 
◦ Derive 50% or more of their annual revenue from selling California residents’ personal information 

◦ CCPA covers “personal information”–“Personal information is information that identifies, relates to, or could 
reasonably be linked with you or your household. 
◦ For example, it could include your name, social security number, email address, products purchased history, internet 

browsing history, geolocation data, fingerprints, and inferences from other personal information that could create a profile 
about your preferences and characteristics.

◦ Does not cover “publicly available information from federal, state, or local government records, such as 
professional licenses and public real estate/property records.”

37

CCPA Rights for Consumers
◦ Know what information is collected and how it is used and shared 

◦ “Right to Know”: Residents may request businesses disclose what personal information they have collected, used, 
shared, or sold, and why they collected, used, shared, or sold that information for the previous 12-month period 

◦ Businesses must designate at least 2 methods to submit your request (e.g., an email address, website form, or hard copy 
form); one method must be a toll-free phone number and, if the business has a website, one method must be through its 
website 

◦ Must respond within 45 calendar days 

◦ Delete personal information collected from them (with some exceptions); 
◦ Must provide 2 methods to submit this request 
◦ Must delete information within 45 calendar days (allowed another 45 days upon notice to consumer) 

◦ Opt-out of the sale of their personal information; and 
◦ Businesses must provide a clear and conspicuous “Do Not Sell My Personal Information” link on their website that allows 

residents to submit an opt-out request 
◦ Certain medical information and consumer credit reporting information is exempt here 

◦ Not be discriminated against for exercising CCPA rights 
38
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CCPA’s 4 Basic Notice Requirements

◦ Notice at the time of collection. The use of personal data is allowed for purposes identified at the time of 
collection only. A company requires explicit consent to use personal data for a new purpose.

◦ Notice of the right to opt-out of the sales of personal information. This one is self-explanatory—
consumer can opt-out of having their personal information sold by an organization to another organization 

◦ Notice of financial incentives. These notices must include a description of the incentive, material terms, 
how to opt-in, how to withdraw, and why the incentive is permitted by the CCPA. 

◦ Privacy policy. Every company has one (or should), but they’ll need to be updated to fit CCPA compliance 
with a specific California section. This includes the sources of personal information a business is collecting, 
how the information is being used, and the categories of third parties with whom the information is being 
shared. This was modified again in February 2020, so businesses had to revise their online policies to align 
with the latest changes.

39

CCPA Penalties and Fines

◦ For an intentional violation, companies will have to pay $7,500 (if it’s considered an accident, it’s 
$2,500 per violation) to the state of California. What’s considered a violation is still in question; 
whether the state decides to take a more expansive view is yet to be seen. 

◦ In the event of a data breach in which a company is found to have unreasonably allowed data to 
be accessed and acquired by an unauthorized party, the law now provides for statutory damages 
that will range from $100 to $750 per data subject. In cases like this, a single lost laptop with 
unencrypted data could result in a significant legal risk. 
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Basic Tenets of the Various Privacy Laws

◦ In January 2023, the California Privacy Rights Act (CPRA) and the Virginia Consumer Data Protection Act 
(CPDA) will come into effect, followed quickly in June by the Colorado Privacy Act (CPA) and the 
Connecticut Data Privacy Act (CTDPA) in July, and then the Utah Consumer Privacy Act (UCPA) in 
December.

◦ The various state privacy laws take into account and address the various rights similar to those granted to 
consumers in the California Consumer Privacy Act:
◦ Right to know data collected and purpose 
◦ Right to access data 
◦ Right to delete data 
◦ Right to know categories of third parties 
◦ Right to consent to collection, sharing & use 
◦ Right to opt-out 
◦ Right to equal treatment 

41

Common Characteristics in Many State Privacy Laws
◦ All have notice of practices and disclosure requirements of varying degrees and types, consistent with consumer 

protection laws

◦ Almost all have some sort of right of access provisions (with the exception of WV)

◦ Almost all have some sort of right of deletion

◦ Most have some sort of right of rectification for incorrect or outdated information

◦ Most have some sort of right of portability (means a common file format)

◦ Almost all have discrimination provisions (against those who exercise a right)

◦ Many have opt-outs, especially for profiling or targeted marketing purposes, or to sell collected data to a third party.  
Some even have the right to opt out of using information for automated decision-making

◦ Many have provisions dealing with “sensitive information” (various definitions)

◦ Many provide for private rights of action for consumers to take legal action against the collector

◦ •A few (Nebraska and Oklahoma) have provisions are based on the Uniform Law Commission’s model privacy bill, 
the Uniform Personal Data Protection Act, or UPDPA
◦ The UPDPA does not require consent for processing “consistent with the ordinary expectations of data subjects or is likely to benefit data subjects 

substantially;” 
◦ Consent is required for processing that is an “incompatible data practice”; certain types of processing are prohibited
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Privacy Notices
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Proposed American Data Privacy and Protection Act
Proposal Draft Released on June 21, 2022
◦ A discussion draft of the proposed American Data Privacy and Protection Act was released by a bipartisan 

group of representatives (in the House Energy and Commerce Committee) and senators was released on 
June 21, 2022

◦ Coverage: Entities that collect, process, or transfer covered data and are currently subject to FTC 
jurisdiction, as well as common carriers, and nonprofits are defined as “covered entities”

◦ Even though banks aren’t subject to FTC coverage, covers entities that provide financial services, so banks 
would be covered.  Information covered includes:
◦ “Covered data”: Information that “identifies or is linked or reasonably linkable to an individual or a device that identifiesoris linked or 

reasonably linkable to 1 or more individuals, including derived data and unique identifiers”

◦ “Derived data”: created by derivation of information, data, assumptions, or conclusions from facts, evidence, or another source of 
information or data about an individual or device

◦ “Unique identifier”: “a technologically created identifier that is reasonably linkable to an individual or device that identifies or is linked or 
reasonably linkable to 1 or more individuals,” such as IP addresses, cookies, beacons, or similar technology; customer numbers; and 
unique pseudonyms or other forms of persistent or probabilistic identifiers

◦ –Would not cover employee data, publicly available information, or de-identified data
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SUPERVISORY GUIDANCE 
ON MULTIPLE 

RE-PRESENTMENT NSF FEES
August 18, 2022

51

FDIC FIL-40-2022, August 18, 2022
◦ The FDIC issued guidance to FDIC-supervised institutions to address consumer compliance risks associated with assessing multiple non-sufficient funds (NSF) fees 

arising from the re-presentment of the same unpaid transaction. The FDIC is sharing its supervisory approach when a violation of law is identified, as well 
as expectations for full corrective action.

◦ Many financial institutions charge NSF fees when checks or Automated Clearinghouse (ACH) transactions are presented for payment, but cannot be covered by the 
balance in a customer’s transaction account. After being declined, merchants may subsequently resubmit the transaction for payment.

◦ Some financial institutions charge additional NSF fees for the same transaction when a merchant re-presents a check or ACH transaction on more than one occasion 
after the initial unpaid transaction was declined. In these situations, there is an elevated risk of violations of law and harm to consumers.

◦ The FDIC has identified violations of law when institutions charged multiple NSF fees for the re-presentment of unpaid transactions because disclosures did not fully or 
clearly describe the institution’s re-presentment practice, including not explaining that the same unpaid transaction might result in multiple NSF fees if an item was 
presented more than once.

◦ Practices involving the charging of multiple NSF fees arising from the same unpaid transaction results in heightened risks of violations of Section 5 of the Federal Trade 
Commission (FTC) Act, which prohibits unfair or deceptive acts or practices (UDAP). Third parties, including core processors, often play significant roles in processing 
payments, identifying and tracking re-presented items, and providing systems that determine when NSF fees are assessed. Such third-party arrangements may also 
present risks if not properly managed. There may also be heightened litigation risk. Numerous financial institutions, including some FDIC-supervised institutions, have 
faced class action lawsuits alleging breach of contract and other claims because of the failure to adequately disclose re-presentment NSF fee practices in their account 
disclosures.

◦ Financial institutions are encouraged to review their practices and disclosures regarding the charging of NSF fees for re-presented transactions. The FDIC has observed 
some risk-mitigation practices financial institutions implemented to reduce the risk of consumer harm and potential violations.

◦ The FDIC will take appropriate action to address consumer harm and violations of law when exercising its supervisory and enforcement responsibilities regarding re-
presentment NSF fee practices. 
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Bank of America overdraft fee class action settled for $8M
June 2022
◦ Bank of America agreed to pay $8 million to end class action claims it hit customers with multiple fees on the same 

checks in violation of their account agreements.

◦ Plaintiff Steven Checchia filed a motion June 9 in a Pennsylvania federal court, asking a judge to grant approval to the 
deal.  The case was moved to federal court.  The settlement terms also include a promise from the bank that it will stop 
charging the subject fees for 5 years.

◦ “The total value of the settlement is outstanding when considering the common fund and the intangible benefit of [Bank 
of America’s] five-year cessation of the practice of charging the fees,” Checchia told U.S. District Judge R. Barclay 
Surrick.

◦ The class includes all Bank of America account holders in the United States who paid and were not refunded a NSF or 
overdraft fee.  The particular transactions cited were in connection with:
◦ ACH entries on their account submitted by merchants with a “REDEP CHECK” indicator or 
◦ Physical checks that were re-presented for payment after having initially been returned for NSF and were charged an NSF fee within 

the previous 28 calendar days.
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RECENT ENFORCEMENT 
ACTIONS & LEGAL 

CASES
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CFPB Fines Bank of America $10M for Bank Account 
Garnishments and Account Agreement UDAAP Violations
◦ The CFPB recently (May 2022) ordered Bank of America to cancel garnishment fees, review its system for processing 

garnishment orders, cease using contracts which limit consumer rights, and pay a $10 million penalty to the CFPB’s 
Civil Penalty Fund. 

◦ The garnishment process is a method for creditors to recover amounts that a judgment debtor owes from a third party 
that holds the judgment debtor’s assets, such as a deposit account held by a bank. Typically, garnishments follow a 
court order, and a bank, upon receipt of a garnishment notice, may freeze accounts, garnish funds, collect fees, and 
send payments to creditors. State and federal laws impose restrictions on the garnishment process, including 
exemptions for certain assets, such as benefit payments.

◦ According to the CFPB, the bank committed UDAAP violations both in its garnishment procedures and by including 
certain waiver language in its deposit account agreements. The CFPB contends that the bank wrongly applied the 
garnishment exemption laws of the state that issued the order, rather than the consumer’s state of domicile. In 
addition, the CFPB claimed that the bank mishandled garnishment orders issued from states that prohibit garnishment 
of out-of-state accounts.

55

CFPB’s Statements in its Press Release
May 4, 2022
Since August 1, 2011, Bank of America unlawfully garnished at least 3,700 out-of-state accounts, and the customers whose accounts were 
garnished have paid at least $592,000 in garnishment fees. The CFPB found that Bank of America engaged in unfair and deceptive acts and 
practices that resulted in money from customers’ bank accounts being frozen or taken when the garnishments were not permissible under the 
state laws where the accounts were located. In addition to the $592,000 in unlawful fees, the company harmed consumers by:

◦ Deceiving customers about their rights: Bank of America falsely represented to customers that their rights to have certain funds 
exempted from garnishment were governed by the law of the issuing court’s state. By stating to its customers that it applied the exemption 
law of the garnishment issuing state, Bank of America misrepresented to customers that their rights to have certain funds exempted from 
garnishment orders were governed by the laws of the issuing states when, actually, in most states, customers’ own state laws apply.

◦ Imposing unenforceable clauses in take-it-or-leave-it customer contracts: Bank of America required customers to “direct” it not to 
contest garnishment orders and to waive the company’s liability for its actions regarding the out-of-state garnishment orders. This 
prevented customers from pursuing legal claims against Bank of America for improperly handling garnishments. Bank of America also 
represented to its customers that they waived their right to hold the company liable for improperly responding to garnishment notices; 
however, account holders have the right to challenge garnishments despite any language in their account agreements to the contrary.

◦ Failing to adhere to consumer protections governing customers’ bank accounts: Bank of America acted on garnishment orders 
without disclosing that the accounts were located out-of-state and protected from the issuing courts’ garnishment orders. Bank of America 
applied the consumer protections and exemption rights of the state that issued the garnishment order and not those of the state where the 
individual lived. As a result, it improperly held, froze, and eventually turned over its customers’ funds to judgment creditors.
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CFPB’s Statements in its Press Release
May 4, 2022
Under the Dodd-Frank Wall Street Reform and Consumer Protection Act, the CFPB has the authority to take 
action against institutions violating consumer financial laws, including engaging in unfair, deceptive, or 
abusive acts or practices. The CFPB’s order requires Bank of America to:

◦ Refund at least $592,000 in garnishment-related fees to harmed consumers: Bank of America must 
refund or cancel all unlawful garnishment-related fees.

◦ Fix its broken garnishment process: Bank of America must review and reform its system for processing 
garnishments, and it must notify courts or other garnishment issuers when accounts are located out-of-
state.

◦ Eliminate unenforceable clauses from its contracts: Bank of America must cease including language in 
customer contracts that purports to limit customer rights to challenge garnishments.

◦ Pay a $10 million fine: Bank of America must pay a $10 million dollar penalty to the CFPB, which will be 
deposited into the CFPB’s Civil Penalty Fund.

57

CFPB Fines U.S. Bank $37.5 Million for Illegally Exploiting Personal Data 
to Open Sham Accounts for Unsuspecting Customers (July 28, 2022)

◦ The bank pressured employees to sell, leading them to access credit reports and open accounts without 
permission.

◦ The CFPB found that U.S. Bank violated the Consumer Financial Protection Act, the Fair Credit Reporting 
Act, the Truth in Lending Act, and the Truth in Savings Act. Specifically, U.S. Bank was:
◦ Exploiting personal data without authorization: The Fair Credit Reporting Act, among other things, defines the 

permissible uses of credit reports, and users of credit reports may only request them if they have a permissible purpose. 
U.S. Bank used customers’ credit reports without a permissible purpose, and without its customers’ permission, to 
facilitate opening unauthorized credit cards and lines of credit.

◦ Opening accounts without consumer permission: U.S. Bank opened deposit accounts, credit cards, and lines of credit 
without permission. This included opening Reserve and Premier lines of credit, which carry high interest rates and 
expensive fees. This behavior violated the Consumer Financial Protection Act and the Truth in Lending Act.

◦ Failing to provide legally required consumer disclosures: The Truth in Savings Act requires banks to provide certain 
disclosures when opening new deposit accounts. U.S. Bank violated the law when its employees opened consumer 
deposit accounts without permission and, in the process of doing so, failed to provide the required disclosures.
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CFPB Fines U.S. Bank $37.5 Million for Illegally Exploiting Personal Data 
to Open Sham Accounts for Unsuspecting Customers (July 28, 2022)

◦ The CFPB’s investigation found specific evidence that revealed that U.S. Bank was aware that sales pressure was 
leading employees to open accounts without authorization, and the bank had inadequate procedures to prevent and 
detect these accounts. Specifically, U.S. Bank imposed sales goals on bank employees as part of their job 
requirements. U.S. Bank also implemented sales campaigns and an incentive-compensation program that financially 
rewarded employees for selling bank products.

◦ Under the Consumer Financial Protection Act, the CFPB has the authority to take action against institutions violating 
consumer financial protection laws, including engaging in unfair, deceptive, or abusive acts or practices. The CFPB’s 
order requires U.S. Bank to:

◦ Pay a $37.5 million fine: U.S. Bank will pay a $37.5 million penalty to the CFPB, and the CFPB will deposit it into 
the CFPB’s victims relief fund. This fund provides compensation to consumers harmed by violations of federal 
consumer financial protection law.

◦ Forfeit and return all unlawfully charged fees and costs to harmed customers: U.S. Bank must develop a plan to 
remediate harmed consumers by returning all unlawfully charged fees and costs, plus interest.

59

Zelle Class Action Lawsuits are Piling Up!

◦ Bank customers recently filed class action lawsuits in federal courts against Capital One, Bank of 
America, Wells Fargo, TD Bank, Navy Federal Credit Union and Zelle.

◦ Customers claim the financial institutions do not do enough to protect them from fraudulent activity 
on Zelle’s digital peer-to-peer payment platform.

◦ An influx of scams targeting Zelle users prompted a pair of U.S. senators to write a letter in April to 
the owner of Zelle, warning it about the amount of fraud perpetrated on the platform.

◦ Senators Elizabeth Warren, D-Mass., and Robert Menendez, D-NJ, accused Zelle owner Early 
Warning Services LLC of not doing enough to prevent fraud from occurring on the platform.

◦ The Democratic senators also placed blame on Zelle’s owner banks, including Capital One, JP 
Morgan Chase, Bank of America, Wells Fargo and Truist.
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Lawsuit claims Bank of America failed to warn customers 
they might get scammed using Zelle, July 2022
◦ OAKLAND, Calif. -- 7 On Your Side has reported about the many scams that drain their victims' bank accounts using Zelle, 

the popular quick-payment app owned by major banks. Fraudsters use a variety of schemes to trick victims into sending them 
money. The transfers are so fast, that they can't be traced or reversed.

◦ Now, a class-action lawsuit claims Bank of America has failed to warn customers about the risks of sending money through 
Zelle. Now, Bank of America is defending a federal class-action lawsuit claiming it encourages customers to use Zelle without 
warning about the "huge security risks" of linking Zelle to a bank account.  The suit, filed in federal court in Oakland, says 
Zelle is now the nation's most popular peer-to-peer payment app with $490 billion in money transfers last year alone.  And yet 
it has "a massive fraud problem."

◦ The suit says Bank of America is aware of the risks to customers, but still "touts Zelle as a secure, free and convenient way to
make money transfers.“  

◦ Zelle is the most widely-used peer-to-peer payment app in the country. Hundreds of banks automatically add Zelle to their 
online and mobile banking apps. It's simple to use and money is gone fast. Which makes it the perfect tool for scammers.

◦ 7 On Your Side has interviewed many Bank of America customers who were tricked into sending money to bank imposters 
using Zelle. All were shocked to find out that Bank of America offers no fraud protections for Zelle transactions.
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CFPB Orders Hyundai to Pay $19 Million for Widespread 
Credit Reporting Failures  (July 26, 2022)
◦ Company Furnished Inaccurate Account Information to Credit Reporting Companies, Including Wrongly Reporting that 

Consumers were Delinquent on Loans or Leases

◦ The CFPB penalized Hyundai Capital America (Hyundai) for repeatedly providing inaccurate information to nationwide credit 
reporting companies and failing to take proper measures to address inaccurate information once it was identified between 
2016 and 2020. The CFPB found that Hyundai used manual and outdated systems, processes, and procedures to furnish 
credit reporting information—which led to widespread inaccuracies—and resulted in negative inaccurate information being 
placed on consumers’ credit reports through no fault of their own. In total, the CFPB found that Hyundai furnished inaccurate
information in more than 8.7 million instances on more than 2.2 million consumer accounts during that period. 

◦ The order requires Hyundai to take steps to prevent future violations and to pay more than $19 million, including $13.2 
million in redress to affected consumers who were inaccurately reported as delinquent and a $6 million civil money penalty, 
making this the CFPB’s largest Fair Credit Reporting Act case against an auto servicer.

◦ “Hyundai illegally tarnished credit reports for millions of borrowers, including by falsely reporting them to credit reporting 
companies as being delinquent on their loans and leases,” said CFPB Director Rohit Chopra. “Loan servicers must be 
complete and accurate when furnishing information that affects a borrower’s credit report.”
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CFPB Issues Advisory to Protect Privacy When Companies 
Compile Personal Data (July 7, 2022)
◦ Advisory affirms that “permissible purposes” are required to use and share credit reports and background reports

◦ The CFPB issued a legal interpretation to ensure that companies that use and share credit reports and background reports have a 
permissible purpose under the Fair Credit Reporting Act. The CFPB’s new advisory opinion makes clear that credit reporting companies 
and users of credit reports have specific obligations to protect the public’s data privacy. The advisory also reminds covered entities of 
potential criminal liability for certain misconduct.

◦ “Americans are now subject to round-the-clock surveillance by large commercial firms seeking to monetize their personal data,” said CFPB 
Director Rohit Chopra. “While Congress and regulators must do more to protect our privacy, the CFPB will be taking steps to use the Fair 
Credit Reporting Act to combat misuse and abuse of personal data on background screening and credit reports.”

◦ Over the last century, Congress enacted a number of sector-specific privacy laws to protect personal data, such as educational and health 
data. One law that includes privacy protections across multiple sectors is the Fair Credit Reporting Act. Congress enacted the Fair Credit 
Reporting Act in 1970 to ensure companies “exercise their grave responsibilities with fairness, impartiality, and a respect for the consumer’s 
right to privacy.” The Fair Credit Reporting Act regulates companies that assemble dossiers on individual consumers, including credit 
reporting companies, tenant screeners, and other data brokers.
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CFPB Issues Advisory to Protect Privacy When Companies 
Compile Personal Data (July 7, 2022)
Today’s advisory opinion will help to hold responsible any company, or user of credit reports, that violates the permissible purpose provisions 
of the Fair Credit Reporting Act. Specifically, the advisory opinion makes clear:

◦ Insufficient matching procedures can result in credit reporting companies providing reports to entities without a permissible
purpose, which would violate consumers’ privacy rights: For example, when a credit reporting company uses name-only matching 
procedures, the items of information appearing on a credit report may not all correspond to a single individual. That means the user of a 
credit report could be provided a report about a person for whom the user does not have a permissible purpose.

◦ It is unlawful to provide credit reports of multiple people as “possible matches”: Credit reporting companies may not provide reports 
on multiple individuals where the requester only has a permissible purpose to obtain a report on one individual. They must have adequate 
procedures to find the right person, or else the result may be that they provide a report on at least one wrong person.

◦ Disclaimers about insufficient matching procedures do not cure permissible purpose violations: Disclaimers will not cure a failure to 
take reasonable steps to ensure the information contained in a credit report is only about the individual for whom the user has a permissible 
purpose.

◦ Users of credit reports must ensure that they do not violate a person’s privacy by obtaining a credit report when they lack a
permissible purpose for doing so: The Fair Credit Reporting Act strictly prohibits anyone from using or obtaining credit reports without a 
permissible purpose.
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CFPB Issues Advisory to Protect Privacy When Companies 
Compile Personal Data (July 7, 2022)
◦ The advisory opinion outlines some of the FCRA criminal liability provisions. Covered entities can face criminal liability for obtaining a 

background report on an individual under false pretenses or by providing a background report to an unauthorized individual. For example, 
FCRA Section 620 imposes criminal liability on any officer or employee of a consumer reporting agency who knowingly and willfully 
provides information concerning an individual from the agency’s files to an unauthorized person. Violators can face criminal penalties and 
imprisonment.

◦ The CFPB will continue to take steps to ensure credit reporting companies and other relevant entities adhere to the Fair Credit Reporting 
Act and other consumer financial protection laws. In addition to some of the steps already mentioned, the CFPB has:
• Highlighted the experiences of military families with medical billing, credit reporting, and debt collection. The CFPB’s report showed that nationwide credit 

reporting companies are failing to correct mistakes and inaccuracies, fueled by allegedly unpaid medical bills, on servicemembers’ credit reports.
• Spotlighted medical billing challenges faced by millions of American consumers. The CFPB’s report found that many consumers reported their credit reports 

being used as weapons to force payments of allegedly unpaid medical bills and that the bills are surreptitiously and unlawfully placed on their credit reports.
• Identified credit reporting companies the public can hold accountable. The CFPB released its annual list of credit reporting companies. Using the list, people 

can exercise their right to see what personal information these companies have, dispute inaccuracies, and take action if a firm is violating the Fair Credit Reporting 
Act.

• Issued a bulletin to prevent unlawful medical debt collection and credit reporting. The bulletin states that the accuracy and dispute obligations imposed by the 
Fair Credit Reporting Act apply with respect to debts stemming from charges that exceed the amount permitted by the No Surprises Act.

• Took action to stop the false identification of consumers by background screeners. The advisory opinion affirmed that credit reporting companies and tenant 
and employment screening companies are violating the Fair Credit Reporting Act if they engage in shoddy name-only matching procedures.
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CFPB Affirms Ability for States to Police Credit Reporting 
Markets (June 28, 2022)
◦ The Fair Credit Reporting Act does not stop states from enacting laws to tackle credit reporting 

problems related to medical debt, tenant screening, and other consumer risks

◦ CFPB) issued an interpretive rule affirming states’ abilities to protect their residents through their 
own fair credit reporting laws. With limited preemption exceptions, states have the flexibility to 
preserve fair and competitive credit reporting markets by enacting state-level laws that are stricter 
than the federal Fair Credit Reporting Act (FCRA).

◦ “Given the intrusive surveillance that Americans face every day, it is critical that states can protect 
their citizens from abuse and misuse of data,” said CFPB Director Rohit Chopra. “The legal 
interpretation issued today makes clear that federal law does not automatically hit delete on state 
data protections.”

66

Q3 2022 - Page 33



Industry Hot Buttons

Financial Solutions* August 2022

CFPB Affirms Ability for States to Police Credit Reporting 
Markets (June 28, 2022)
◦ States are able to enact protections against abuse and misuse of data to mitigate these consequences.

◦ Congress made clear that the Fair Credit Reporting Act preempts only narrow categories of state laws. As federal regulators 
learned from the 2007-2008 mortgage crisis and ensuing Great Recession, federal preemption of state laws can stop state 
regulators from identifying dangerous patterns and mitigating market risks. Accordingly, today’s interpretive rule makes clear:

◦ States retain broad authority to protect people from harm due to credit reporting issues: For example, a state could forbid a 
credit reporting company from including information about a person’s medical debt for a certain period of time after the debt
was incurred.

◦ State laws are not preempted unless they conflict with the FCRA or fall within narrow preemption categories enumerated 
within the statute: Preemption under the Fair Credit Reporting Act is narrow and targeted. Nothing in the statute generally 
preempts state laws relating to the content or information contained in credit reports. It does not preempt, for instance, state
laws governing whether eviction information or rental arrears appears in the content of credit reports.

◦ Today’s announcement is part of the CFPB’s work to support the role of states to protect consumers and honest businesses. 
On May 19, the CFPB issued an interpretive rule that describes states’ authorities to pursue lawbreaking companies and 
individuals under the Consumer Financial Protection Act.
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CFPB Orders Hyundai to Pay $19 Million for Widespread 
Credit Reporting Failures  (July 26, 2022)
◦ The CFPB received many consumer complaints that Hyundai inaccurately reported account information to 

credit reporting companies. In its investigation, the CFPB found that Hyundai repeatedly provided 
inaccurate credit report information about consumer payments on loans and leases that Hyundai purchased 
and serviced. In many cases, Hyundai knew it was providing inaccurate information and failed to take 
reasonable measures to address the inaccuracies. Hyundai identified many of the issues causing these 
inaccuracies in its internal audits, but still took years to address the problems.

◦ When Hyundai furnished inaccurate negative consumer information, it sometimes led to lower credit scores 
and may have negatively affected consumers’ access to credit. The CFPB concluded that Hyundai’s use of 
ineffective manual processes and systems to furnish consumer information was unfair in violation of the 
Consumer Financial Protection Act (CFPA).
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CFPB Orders Hyundai to Pay $19 Million for Widespread 
Credit Reporting Failures  (July 26, 2022) 
Between January 2016 and March 2020, the CFPB also found Hyundai violated the Fair Credit Reporting Act (FCRA) and Regulation V by:

◦ Failing to report complete and accurate loan and lease account information: Hyundai repeatedly did not take steps to promptly update and correct 
information it furnished to credit reporting companies that it determined was not complete or accurate, and continued to furnish this inaccurate and incomplete 
information.

◦ Failing to provide date of first delinquency information when required: FCRA requires data furnishers to provide credit reporting companies the date of 
delinquency for when a delinquent account is being charged off or placed for collections. Hyundai failed to report a date of delinquency for many consumers 
who were more than 90 days delinquent.

◦ Failing to modify or delete information when required: Hyundai’s furnishing system often overrode manual corrections made by employees in responding 
to consumer disputes. The furnishing system would provide monthly updates to credit reporting companies that reintroduced the data error after it had been 
disputed and corrected.

◦ Failing to have reasonable identity theft procedures: FCRA requires furnishers to respond to any notifications from credit reporting companies about 
furnished information that is the result of identity theft. Hyundai failed to establish reasonable identity theft and related blocking procedures to respond to 
identity theft notifications, and continued to report such information that should have been blocked on a consumer’s report.

◦ Failing to have reasonable accuracy and integrity policies and procedures: Regulation V requires furnishers to maintain written policies and procedures 
regarding the accuracy and integrity of the information furnished. Hyundai failed to review and update its credit reporting furnishing policies and procedures 
from 2010 to 2017. It was not until 2021 that the company finally updated some of its credit reporting policies and procedures.
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CFPB Orders Hyundai to Pay $19 Million for Widespread 
Credit Reporting Failures  (July 26, 2022) 
Today’s order requires Hyundai to:

◦ Pay $13.2 million in compensation to current and former customers: As identified by the CFPB, consumers about whom Hyundai, 
after determining the information was inaccurate, furnished to credit reporting companies inaccurate information that the consumers were 
30 or more days past due on an automobile retail installment contract or lease will receive compensation for the harm incurred.

◦ Pay a $6 million fine: Hyundai will pay a civil money penalty to the CFPB, which will be paid towards the victims relief fund. This fund 
provides compensation to consumers harmed by violations of federal consumer financial protection law.

◦ Take steps to correct all inaccurate account information: Hyundai will review all account files that it currently furnishes to credit 
reporting companies and correct all inaccuracies and errors described in the order and send updated information to the credit reporting 
companies. Hyundai will also examine its monthly furnishing data processes for the errors described in the order, take reasonable steps to 
identify such errors, and resolve identified errors before providing the data to any credit reporting company.

◦ Address procedures identifying and correcting inaccurate information: Hyundai will establish and implement written policies and 
procedures regarding the accuracy and integrity of the information relating to consumers that it furnishes to a credit reporting company. 
Hyundai must specifically include processes for identifying and promptly correcting systemic errors in Hyundai’s credit report furnishing 
system. Hyundai will also examine current policies and procedures and implement changes to the practices of its employees to ensure that 
its employees properly route, categorize, investigate, and respond to all direct and indirect credit reporting disputes.
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Class Action Lawsuit Against Wells Fargo

◦ A Seattle resident has filed a proposed class action in which he claims to have been the victim of 
a scam targeting Wells Fargo Bank customers who use the Zelle app.

◦ The 21-page lawsuit says that although the type of Zelle scam to which the plaintiff fell victim 
is well known to the collection of banks, including Wells Fargo, who own the instant money-
sending app, no steps have been taken to protect or educate consumers given how much it would 
cost to enact such measures.

◦ According to the lawsuit, defendants Wells Fargo and Early Warning Services, LLC have failed to 
warn customers of the risks of using Zelle, which include the potential to fall victim to scams 
whereby someone tricks a consumer into sending money by impersonating their bank. As the 
complaint tells it, Zelle has become “a favorite among criminals.”
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A Widespread Fraud Problem: Class Action Alleges TD Bank 
Falsely Advertises Zelle as Safe and Secure  May 2022

◦ A proposed class action alleges TD Bank, N.A. has misrepresented Zelle as fast, safe and secure in an 
effort to encourage accountholders to sign up for the online money transfer service.

◦ The 20-page lawsuit contends that using Zelle, in truth, comes with “huge, undisclosed security risks” that 
TD Bank and other financial institutions have left out of their marketing of the service.  Moreover, the case 
out of Florida says that TD Bank “omits a key fact” about using Zelle – that there is “virtually no recourse” as 
far as recouping money lost to fraud.

◦ As a result, accountholders who have signed up for Zelle, which is free to use and integrated into many 
banks’ websites and mobile apps, have been deprived of the benefit of accurate information about the 
service and have ended up with “huge, unreimbursed losses due to fraud,” the complaint alleges.

◦ “Indeed, unlike virtually every other payment method commonly used by American consumers—debit cards, 
credit cards, and checks—there is a [sic] no protection for accountholders who are victims of fraud, and 
virtually no recourse for accountholders attempting to recoup losses due to fraud,” the suit states.
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Class Action Lawsuit Against Capital One for Zelle

◦ Capital One class action accuses bank of refusal to reimburse Zelle fraud victims

◦ Earlier this month, a Capital One customer who claims he was the victim of a Zelle scam filed a 
class action lawsuit against the bank, arguing it declines to reimburse account holders who are 
scammed or exposed to fraud on Zelle.

◦ “Despite the plaintiff’s timely alerting Capital One of the fraud, Capital One refused to reimburse 
him for the losses,” the class action lawsuit states.

◦ The consumer behind the class action lawsuit claims Capital One told him it would be unable to 
put a stop payment on a money transfer made through Zelle that ended up falling into the hands 
of a scammer.
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Navy Federal Credit Union Class Action Re: Zelle

◦ Navy Federal Credit Union also faces claims that it failed to keep its promise that it will reimburse 
account holders who lose money from fraudulent activity on Zelle.

◦ Further, the Navy Federal class action accuses the credit union of misrepresenting to its 
customers the safety of using Zelle for money transfers.

◦ The lawsuit claims Navy Federal misrepresents and omits a key fact about the service that is 
unknown to accountholders, that there is virtually no recourse for consumers to recoup losses due 
to fraud.

◦ The consumer behind the complaint claims Navy Federal has a “secret policy” of not reimbursing 
account holders who suffer financial losses due to fraudulent activity on Zelle, regardless of 
whether or not it is reported right away.
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Legal Framework: Redlining Violates the Fair Housing Act 
and the Equal Credit Opportunity Act
◦ The fair lending laws were designed to remedy credit discrimination, including redlining. The federal 

financial regulators have long recognized that redlining violates the fair lending laws, including in the 
following policy documents:
◦ 1994 Interagency Policy Statement on Discrimination in Lending: Redlining refers to the illegal practice of refusing to 

make residential loans or imposing more onerous terms on any loans made because of the predominant race, national 
origin, etc., of the residents of the neighborhood in which the property is located. Redlining violates both the Fair Housing
Act and the Equal Credit Opportunity Act.

◦ 2009 Interagency Fair Lending Examination Procedures: Redlining is a form of illegal disparate treatment in which a 
lender provides unequal access to credit, or unequal terms of credit, because of the race, color, national origin, or other 
prohibited characteristic(s) of the residents of the area in which the credit seeker resides or will reside or in which the 
residential property to be mortgaged is located.

◦ Similarly, courts have repeatedly recognized that redlining is a violation of the Fair Housing Act and the 
Equal Credit Opportunity Act.
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Justice Department Announced Its New Initiative to Combat 
Redlining  October 2021
◦ This Initiative is being led by the Civil Rights Division’s Housing and Civil Enforcement Section in 

partnership with U.S. Attorney’s Offices, will build on the longstanding work by the division that seeks to 
make mortgage credit and homeownership accessible to all Americans on the same terms, regardless of 
race or national origin and regardless of the neighborhood where they live. The Initiative will:
◦ Utilize U.S. Attorneys’ Offices as force multipliers to ensure that fair lending enforcement is informed by local expertise on 

housing markets and the credit needs of local communities of color.

◦ Expand the department’s analyses of potential redlining to both depository and non-depository institutions. Non-
depository lenders are not traditional banks and do not provide typical banking services, but engage in mortgage lending 
and now make the majority of mortgages in this country.

◦ Strengthen our partnership with financial regulatory agencies to ensure the identification and referrals of fair lending 
violations to the Department of Justice.

◦ Increase coordination with State Attorneys General on potential fair lending violations.
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CFPB Press Blog:  Credit disputes: Getting a clear statement 
of results from your furnisher  May 26, 2022

◦ “If you’re trying to correct inaccurate or incomplete information on your credit report, the process can feel 
overwhelming. The communications you receive from the companies involved can be confusing, and the 
CFPB has found some companies have not handled consumer disputes in compliance with the law.

◦ The Fair Credit Reporting Act tells companies how credit reporting disputes should be handled. Some of the 
requirements apply to furnishers. Furnishers are the companies like banks, mortgage lenders, and credit 
card issuers that provide information that is included in credit reports.

◦ According to federal law, if a consumer disputes directly with the furnisher the accuracy of information that’s 
been furnished to credit reporting companies, the furnisher is required to conduct a reasonable investigation 
about the dispute. After completing this reasonable investigation, the furnisher is required to “report the 
results of the investigation to the consumer” generally within 30 days.”
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◦ Credit cards are one of the most commonly held and 
widely used financial products for consumers. Today, there 
are some 537 million credit card accounts held by U.S. 
consumers with $841 billion in outstanding balances. Over 
181 million consumers have at least one card. Credit cards 
also play a critical role in many consumers’ finances, not 
only as a routine spending mechanism, but also as a 
source of flexibility during financial hardship. 

◦ Yet a consumer’s available credit can disappear, 
sometimes without warning or subsequent explanation. 
Credit line decreases (CLDs) are an industry practice 
where a credit card issuer reduces a consumer’s credit 
limit amount on their existing open account. As credit 
cards are a fundamental component of consumer credit 
access and financial resilience, understanding the impact 
of CLDs on consumers can help inform policymakers and 
market participants on the importance of these credit limit 
account management decisions.
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CFPB Supervisory Report Finds Breakdowns in Credit 
Report Disputes, May 02, 2022
◦ Failure by credit reporting companies to conduct reasonable investigations into disputed debts

◦ Credit reporting companies that assemble and evaluate information on consumers – as well as entities, such as banks 
and servicers, that furnish credit information – play a vital role in people’s ability to access credit. Credit reporting 
companies are required to comply with several regulations to help ensure their reporting is fair and accurate.

◦ Under the Fair Credit Reporting Act, when a person disputes a debt on their credit report, the credit reporting 
companies must conduct a reasonable investigation into the accuracy of the information. Examiners, however, have 
found that the credit reporting companies commonly fail to conduct these investigations in a timely manner, and they 
also fail to review and consider all the relevant evidence submitted by consumers.

◦ The CFPB released a report in March that highlighted how the credit reporting system is used to coerce families and 
individuals to pay medical bills that may not be accurate, are being disputed, or may not even be owed. Federal law 
requires credit reporting companies to ensure that medical bills reported on consumers’ credit reports are accurate. If 
furnishers of medical bills are contaminating the credit reporting system with inaccurate information, the CFPB expects 
credit reporting companies to limit their access to the system.
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Supervisory Guidance on Multiple Re-Presentment NSF Fees 
 

August 2022 
 
The Federal Deposit Insurance Corporation (FDIC) is issuing guidance to ensure that supervised 
institutions are aware of the consumer compliance risks associated with assessing multiple non-
sufficient funds (NSF) fees arising from the re-presentment of the same unpaid transaction.  
Additionally, the FDIC is sharing its supervisory approach where a violation of law is identified 
and full corrective action is expected.     
 
Background 
 
Many financial institutions charge NSF fees when checks or Automated Clearinghouse (ACH) 
transactions are presented for payment, but cannot be covered by the balance in a customer’s 
transaction account.  After receiving notice of declination, merchants may subsequently resubmit 
the transaction for payment.  Some financial institutions charge additional NSF fees for the same 
transaction when a merchant re-presents a check or ACH transaction on more than one occasion 
after the initial unpaid transaction was declined.  In these situations, there is an elevated risk of 
violations of law and harm to consumers.   
 
During consumer compliance examinations, the FDIC has identified violations of law when 
financial institutions charged multiple NSF fees for the re-presentment of unpaid transactions.  
The FDIC found that some disclosures provided to customers did not fully or clearly describe the 
institution’s re-presentment practice, including not explaining that the same unpaid transaction 
might result in multiple NSF fees if an item was presented more than once. 
 
Potential Risks Arising from Multiple Re-Presentment NSF Fees 
 
Consumer Compliance Risk:  Practices involving the charging of multiple NSF fees arising from 
the same unpaid transaction results in heightened risks of violations of Section 5 of the Federal 
Trade Commission (FTC) Act, which prohibits unfair or deceptive acts or practices (UDAP).  
While specific facts and circumstances ultimately determine whether a practice violates a law or 
regulation, the failure to disclose material information to customers about re-presentment and fee 
practices has the potential to mislead reasonable customers, and there are situations that may also 
present risk of unfairness if the customer is unable to avoid fees related to re-presented 
transactions.1   
 
• Deceptive Practices:  In a number of consumer compliance examinations, the FDIC 

determined that if a financial institution assesses multiple NSF fees arising from the same 
transaction, but disclosures do not adequately advise customers of this practice, the 
misrepresentation and omission of this information from the institution’s disclosures is 
material.  The FDIC found that if this information is not disclosed clearly and conspicuously 

1 These practices may also violate Section 1036(a)(1)(B) of the Dodd-Frank Wall Street Reform and Consumer 
Protection Act of 2010 (12 U.S.C. § 5536(a)(1)(B)), which prohibits any covered person or service provider from 
engaging in, among other things, abusive acts or practices in connection with a consumer financial product or 
service. 

Q3 2022 - Page 48



to customers, the material omission of this information is considered to be deceptive pursuant 
to Section 5 of the FTC Act.   

 
• Unfair Practices:  In certain circumstances, a failure to adequately advise customers of fee 

practices for re-presentments raises unfairness concerns because the practices may result in 
substantial injuries to customers; the injury may not be reasonably avoidable; and there may 
be no countervailing benefits to either customers or competition.  In particular, a risk of 
unfairness may be present if multiple NSF fees are assessed for the same transaction in a 
short period of time without sufficient notice or opportunity for customers to bring their 
account to a positive balance in order to avoid the assessment of additional NSF fees.  While 
revising disclosures may address the risk of deception, doing so may not fully address the 
unfairness risks. 

 
Third-Party Risk:  Third parties, including core processors, often play significant roles in 
processing payments, identifying and tracking re-presented items, and providing systems 
that determine when NSF fees are assessed.  Such third-party arrangements may present 
risks if not properly managed.  Institutions are expected to maintain adequate oversight of 
third-party activities and appropriate quality control over products and services provided 
through third-party arrangements.2  In addition, institutions are responsible for identifying 
and controlling risks arising from third-party relationships to the same extent as if the third-
party activity was handled within the institution.  Institutions are encouraged to review and 
understand the risks presented from their core processing system settings related to multiple NSF 
fees, as well as understand the capabilities of their core processing system(s), such as identifying 
and tracking re-presented items and maintaining data on such transactions.   
 
Litigation Risk:  Multiple NSF fee practices may result in heightened litigation risk.  Numerous 
financial institutions, including some FDIC-supervised institutions, have faced class action 
lawsuits alleging breach of contract and other claims because of the failure to adequately disclose 
re-presentment NSF fee practices in their account disclosures.  Some of these cases have resulted 
in substantial settlements, including customer restitution and legal fees.   
 
Risk Mitigation Practices 
 
Institutions are encouraged to review their practices and disclosures regarding the charging of 
NSF fees for re-presented transactions.  The FDIC has observed various risk-mitigating activities 
that financial institutions have taken to reduce the potential risk of consumer harm and avoid 
potential violations of law regarding multiple re-presentment NSF fee practices.  These include:  
 
• Eliminating NSF fees.  

 
• Declining to charge more than one NSF fee for the same transaction, regardless of whether 

the item is re-presented.  
 

2 FIL-44-2008, “Guidance for Managing Third-Party Risk” (June 6, 2008).  
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• Conducting a comprehensive review of policies, practices, and monitoring activities related 
to re-presentments and making appropriate changes and clarifications, including providing 
revised disclosures to all existing and new customers.  

 
• Clearly and conspicuously disclosing the amount of NSF fees to customers and when and 

how such fees will be imposed, including:  
o Information on whether multiple fees may be assessed in connection with a single 

transaction when a merchant submits the same transaction multiple times for payment;  
o The frequency with which such fees can be assessed; and  
o The maximum number of fees that can be assessed in connection with a single 

transaction. 
 

• Reviewing customer notification or alert practices related to NSF transactions and the timing 
of fees to ensure customers are provided with an ability to effectively avoid multiple fees for 
re-presented items, including restoring their account balance to a sufficient amount 
before subsequent NSF fees are assessed. 
 

If institutions self-identify re-presentment NSF fee issues, the FDIC expects supervised financial 
institutions to: 
 
• Take full corrective action, including providing restitution to harmed customers, consistent 

with the restitution approach described in this guidance;  
 

• Promptly correct NSF fee disclosures and account agreements for both existing and new 
customers, including providing revised disclosures and agreements to all customers; 

 
• Consider whether additional risk mitigation practices are needed to reduce potential 

unfairness risks; and 
 
• Monitor ongoing activities and customer feedback to ensure full and lasting corrective action. 
 
FDIC’s Supervisory Approach 
 
When exercising supervisory and enforcement responsibilities regarding multiple representment 
NSF fee practices, the FDIC will take appropriate action to address consumer harm and 
violations of law.  The FDIC’s supervisory response will focus on identifying re-presentment 
related issues and ensuring correction of deficiencies and remediation to harmed customers. 
 
In reviewing compliance management systems, the FDIC recognizes an institution’s proactive 
efforts to self-identify and correct violations.  Examiners will generally not cite UDAP violations 
that have been self-identified and fully corrected prior to the start of a consumer compliance 
examination.3  In addition, in determining the scope of restitution, the FDIC will consider an 
institution’s record keeping practices and any challenges an institution may have with retrieving, 
reviewing, and analyzing re-presentment data, on a case-by-case basis, when evaluating the time 

3 Page II-6.4 of the FDIC's Consumer Compliance Examination Manual. 
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period institutions utilized for customer remediation.4  Failing to provide restitution for harmed 
customers when data on re-presentments is reasonably available will not be considered full 
corrective action. 
 
If examiners identify violations of law due to re-presentment NSF fee practices that have not 
been self-identified and fully corrected prior to a consumer compliance examination, the FDIC 
will evaluate appropriate supervisory or enforcement actions, including civil money penalties 
and restitution, where appropriate.   
 

4 In recent examinations, the FDIC has identified instances where institutions have been unable to reasonably access 
accurate ACH data for re-presented transactions beyond two years.  In these cases, the FDIC has accepted a two-
year lookback period for restitution.  The FDIC expects supervised institutions to promptly address this issue.  
Institutions with challenges readily accessing accurate ACH data that self-correct this issue and provide restitution to 
harmed customers, as appropriate, for transactions occurring two years before the date of this Financial Institution 
Letter will generally be considered as having made full corrective action.   
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