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BANK SECRECY ACT & ANTI-MONEY LAUNDERING

• Maximizing the AML Act of 2020 (AML Act) Provisions
• Transitioning from BSA/AML to BSA/CFT

• Harnessing the Power of Risk Assessments

• High-Risk Customer On-Boarding and Due Diligence Drama

• Identifying Oligarchs, Stoners and Traffickers

• Cybercrimes, Romance Schemes and Confidence Crimes
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THE AML ACT OF 2020

• The Anti-Money Laundering Act became law on January 1st of 2021 and resulted in the first National AML/CFT 
priorities. Our country remains committed to helping our members incorporate them into their risk-based programs, 
and the industry continues to engage with the Treasury and other policymakers on new and modified requirements 
focused on mitigating financial crime risks across the securities industry.

• The AML Act addresses other important topics as well, including greater information sharing and interagency 
coordination, a review of regulations for continued effectiveness, innovation and the use of technology—and 
perhaps most significantly—enhanced corporate transparency and alignment of the customer due diligence 
requirements for financial institutions. We all eagerly await how the Beneficial Ownership Database and changes to 
the CDD Rule will shake out.

• With the ongoing crisis in Ukraine, firms have grappled with implementation of unprecedented U.S. and allied 
sanctions against Russia, following on the heels of sanctions the China Military Companies Sanctions and the 
sanctions against the Maduro regime in Venezuela. This significant development in the sanctions space, along with 
the other challenges your firms have faced over the past year, shows that it remains as important as ever to 
continue to share information and work together. And once again, SIFMA has been at the forefront in assisting our 
members as they navigate this ever-changing and more complex landscape.

• All of this speaks to the tremendous time, diligence, and resources you and your firms devote to protecting our 
financial system. 
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KEY ELEMENTS OF THE PROPOSED BENEFICIAL 
OWNERSHIP INFORMATION REPORTING REGULATION

• The proposed rule identifies two types of reporting companies: domestic and foreign. A domestic 
reporting company would include a corporation, limited liability company, or any other entity created by 
the filing of a document with a secretary of state or similar office under the law of a state or Indian tribe. 
A foreign reporting company would include a corporation, limited liability company, or other entity 
formed under the law of a foreign country and that is registered to do business in any state or tribal 
jurisdiction. Under the proposed rule and in keeping with the CTA, twenty-three types of entities would 
be exempt from the definition of “reporting company.”

• FinCEN expects that these definitions would include limited liability partnerships, limited liability limited 
partnerships, business trusts, and most limited partnerships, in addition to corporations and LLCs, 
because such entities appear typically to be created by a filing with a secretary of state or similar office.

• Other types of legal entities, including certain trusts, would appear to be excluded from the definitions to 
the extent that they are not created by the filing of a document with a secretary of state or similar office. 
FinCEN recognizes that the creation of many trusts does not involve the filing of such a formation 
document. The NPRM, however, seeks public comment on state and Indian Tribe law practices 
regarding trust formation to better understand and define the scope of the rule.

Reporting Companies
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KEY ELEMENTS OF THE PROPOSED BENEFICIAL 
OWNERSHIP INFORMATION REPORTING REGULATION

• Under the proposed rule, a beneficial owner would include any individual who (1)
exercises substantial control over a reporting company, or (2) owns or controls at least
25 percent of the ownership interests of a reporting company. The proposed regulation
defines the terms “substantial control” and “ownership interest” and sets forth standards
for determining whether an individual owns or controls 25 percent of the ownership
interests of a reporting company. In keeping with the CTA, the proposed rule exempts
five types of individuals from the definition of “beneficial owner.”

• In defining the contours of who has “substantial control,” the proposed rule sets forth a
range of activities that could constitute “substantial control” of a company. This list would
capture anyone who is able to make significant decisions on behalf of the entity.
FinCEN’s approach is designed to close loopholes that would allow corporate structuring
that obscures owners or decision-makers. This is crucial to unmasking shell companies.

Beneficial Owners
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KEY ELEMENTS OF THE PROPOSED BENEFICIAL 
OWNERSHIP INFORMATION REPORTING REGULATION

• In the case of a domestic reporting company, the proposed rule defines a company applicant to
be the individual who files the document that forms the entity. In the case of a foreign reporting
company, a company applicant would be the individual who files the document that first registers
the entity to do business in the United States.

• In both cases, the proposed regulation specifies that anyone who directs or controls the filing of
the relevant document by another would also be a company applicant.

• When filing BOI reports with FinCEN, the proposed rule would require a reporting company to
identify itself and report four pieces of information about each of its beneficial owners and
company applicants: name, birthdate, address, and a unique identifying number from an
acceptable identification document (and the image of such document).

• If an individual provides his or her BOI to FinCEN, the individual can obtain a “FinCEN identifier,”
which can then be provided to FinCEN in lieu of other required information about the individual.

• The proposed regulations also include a voluntary mechanism to allow reporting of the Taxpayer
Identification Number (TIN) for a beneficial owner or company applicant.

Company Applicants and Beneficial Ownership Reporting
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KEY ELEMENTS OF THE PROPOSED BENEFICIAL 
OWNERSHIP INFORMATION REPORTING REGULATION

• Under the proposed rule, BOI report timing would depend on (1) when a reporting 
company was created or registered, and (2) whether the report at issue is an initial 
report, an updated report providing new information, or a report correcting erroneous 
information in a previous report.

• Domestic reporting companies created before the effective date of the final regulation 
would have a year to file their initial reports; reporting companies created or registered 
after the effective date would have 14 days after their formation to file. The same 
deadlines would apply to existing and newly registered foreign reporting companies.

• Reporting companies would have 30 days to file updates to their previously filed reports, 
and 14 days to correct inaccurate reports after they discover or should have discovered 
the reported information is inaccurate.

Timing

7

2022 NATIONAL RISK ASSESSMENTS

• NMLRA: Criminals continue to use a wide range of money laundering techniques to move and conceal illicit proceeds and promote criminal 
activity depending on availability and convenience.  The crimes that generate the largest amount of illicit proceeds laundered in or through the 
United States include: fraud, the largest proceeds generating crime; drug trafficking; cybercrime; human trafficking and smuggling; and 
corruption.  The U.S. continues to face both persistent and emerging money laundering risks related to: (1) the continuing misuse of legal 
entities; (2) the lack of transparency in certain real estate transactions; (3) complicit merchants and professionals that misuse their positions or 
businesses; and (4) pockets of weaknesses in compliance or supervision at some regulated U.S. financial institutions.

• NTFRA: With respect to foreign terrorist groups, the most common form of financial support from U.S.-based individuals continues to be the 
transfer of small sums (several hundred to tens of thousands of dollars) to facilitators outside of the U.S. working on behalf of ISIS and its 
affiliates, Al-Qaida and its affiliates, and Hizballah.  The 2022 NTFRA analyzes for the first time the funding methods that support domestic 
violent extremists (DVE).  While many DVE attacks are self-funded, DVE networks may raise funds through solicitations to supporters, 
commercial ventures, or criminal activity. 

• NPFRA: The Democratic People’s Republic of Korea (DPRK), followed by Iran, continue to pose the most significant proliferation finance 
threats.  Since the 2018 NPFRA, China and, to a lesser extent, Russia, have expanded their efforts to illegally acquire U.S.-origin goods.  
Proliferation finance networks continue to misuse correspondent banking relationships and establish multiple front and shell companies to 
facilitate financial activity and conduct their trade.  They continue to generate significant revenue from the maritime sector, in violation of 
international and U.S. law.  These networks are also increasingly exploiting the digital economy, including through the systematic mining and 
trading of virtual assets, and the hacking of virtual asset service providers.

2022 National Risk Assessments (NRAs) on Money Laundering (NMLRA), Terrorist Financing (NTFRA) and Proliferation Financing (NPFRA).
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2022 NATIONAL TERRORIST FINANCING RISK ASSESSMENT

• Two decades after the U.S. response to AQ in Afghanistan following the 9/11 attacks, terrorists and their 
methods of financing have evolved into a multifaceted and globally dispersed threat that encourages 
followers to finance their own attacks. Globally, these groups and networks have sought to use online 
connectivity to recruit and inspire like-minded individuals who can engage in violence while reducing their 
operational footprint and potential vulnerability to disruption. Among Domestic Violent Extremists (DVEs) 
who rely on similar self-financing methods, they are the most urgent terrorism threat to U.S. national security. 
As the number of DVE movements and ideologies continue to grow, identifying and understanding the 
associated TF risk is increasingly important. 

• Keeping our citizens safe and our financial system from becoming an enabler of these violent attacks 
continues to require a continued whole-of-government approach, to include effective coordination between 
and among Treasury, law enforcement, and the private sector, as well as with our foreign partners. This 
includes regularly updating our understanding of TF risk and staying ahead of technological changes and 
shifts in payments and transactions that create new vulnerabilities that terrorists may exploit. While new 
security challenges, such as the emergence of renewed great power competition and the threat of another 
global pandemic, will become an ever-increasing focus of the U.S. national security community, we must not 
let up pressure and maintain our leadership role in combating TF. 

Conclusion
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2022 IC THREAT ASSESSMENT

• This report reflects the collective insights of the 
Intelligence Community (IC), which is committed 
every day to providing the nuanced, independent, 
and unvarnished intelligence that policymakers, 
warfighters, and domestic law enforcement 
personnel need to protect American lives and 
America’s interests anywhere in the world. 

• This assessment focuses on the most direct, 
serious threats to the United States during the 
next year. The order of the topics presented in 
this assessment does not necessarily indicate 
their relative importance or the magnitude of the 
threats in the view of the IC.
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2022 ANNUAL THREAT ASSESSMENT OF THE US 
INTELLIGENCE COMMUNITY

• Competition and potential conflict between nation-states remains a critical national security threat. 

• Beijing, Moscow, Tehran, and Pyongyang have demonstrated the capability and intent to advance 
their interests at the expense of the United States and its allies.

• China increasingly is a near-peer competitor, challenging the United States in multiple arenas—
especially economically, militarily, and technologically—and is pushing to change global norms 
and potentially threatening its neighbors. 

• Russia is pushing back against Washington where it can—locally and globally—employing 
techniques up to and including the use of force. In Ukraine, we can see the results of Russia’s 
increased willingness to use military threats and force to impose its will on neighbors. 

• Iran will remain a regional menace with broader malign influence activities, and North Korea will 
expand its WMD capabilities while being a disruptive player on the regional and world stages.
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2022 NATIONAL RISK ASSESSMENTS (NRAS)

• The U.S. Treasury issued the 2022 National Risk Assessments (NRAs) on March 1, 2022.
• Money Laundering (NMLRA)
• Terrorist Financing (NTFRA)
• Proliferation Financing (NPFRA)

• These documents highlight the most significant illicit finance threats, vulnerabilities, and risks facing the United 
States. The U.S. is vulnerable to all three forms of illicit finance because of the size and sophistication of the U.S. 
financial system and centrality of the U.S. dollar in the payment infrastructure of global trade.

• They take into account changes to the illicit finance risk environment resulting from the COVID-19 pandemic, 
ransomware, domestic violent extremism, corruption; the increased digitization of payments and financial services; 
and the enactment of significant new requirements to the U.S. anti-money laundering/countering the financing of 
terrorism (AML/CFT) framework. The NRAs are an important resource that the public and private sectors can use to 
understand the current illicit finance environment and inform their own risk mitigation strategies.

• “The National Risk Assessments underscore the U.S. government’s commitment to protecting our economy and 
financial system from exploitation by a variety of criminal actors and national security threats.” said Brian E. Nelson, 
Under Secretary for Terrorism and Financial Intelligence. “By better understanding the current risk environment, we 
can more effectively guard the integrity of the U.S. financial system.”
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2022 NMLRA

• This is the third publication of the National Money Laundering 
Risk Assessment (NMLRA) since the inaugural publication in 
2015. The Department of the Treasury is publishing it during a 
transformative time for crime with increasing cybercrime 
complaints from the public exceeding $4.1 billion in 2020, a 
proliferation of ransomware attacks holding hostage sensitive 
information and demanding payment from U.S. citizens and 
businesses, and a growing overdose crisis that has killed over 
100,000 citizens in a one-year period, quadrupling over the last 
decade, largely driven by synthetic opioids like fentanyl. 

• Fundamentally, money laundering is a necessary consequence 
of almost all profit-generating crimes. Money laundering 
remains a significant concern because it facilitates and 
conceals crime and can distort markets and the broader 
financial system. 

16
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2022 NATIONAL MONEY LAUNDERING RA (NMLRA)

• Criminals continue to use a wide range of money laundering techniques to move and conceal 
illicit proceeds and promote criminal activity depending on availability and convenience. The 
crimes that generate the largest amount of illicit proceeds laundered in or through the United 
States include: 
• Fraud, the largest proceeds generating crime; 
• Drug trafficking; cybercrime; 
• Human trafficking and smuggling; and 
• Corruption.

• The U.S. continues to face both persistent and emerging money laundering risks related to: 
1. The continuing misuse of legal entities; 
2. The lack of transparency in certain real estate transactions; 
3. Complicit merchants and professionals that misuse their positions or businesses; and 
4. Pockets of weaknesses in compliance or supervision at some regulated U.S. financial institutions.
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2022 NATIONAL TERRORIST FINANCING RA (NTFRA)

• With respect to foreign terrorist groups, the most common form of financial 
support from U.S.-based individuals continues to be the transfer of small 
sums (several hundred to tens of thousands of dollars) to facilitators outside 
of the U.S. working on behalf of ISIS and its affiliates, Al-Qaida and its 
affiliates, and Hizballah.

• The 2022 NTFRA analyzes for the first time the funding methods that 
support domestic violent extremists (DVE). While many DVE attacks are 
self-funded, DVE networks may raise funds through solicitations to 
supporters, commercial ventures, or criminal activity.
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2022 NATIONAL PROLIFERATION FINANCING RA (NPFRA) 
(NPFRA)

• The Democratic People’s Republic of Korea (DPRK), followed by Iran, continue to 
pose the most significant proliferation finance threats. Since the 2018 NPFRA, 
China and, to a lesser extent, Russia, have expanded their efforts to illegally 
acquire U.S.-origin goods.

• Proliferation finance networks continue to misuse correspondent banking 
relationships and establish multiple front and shell companies to facilitate financial 
activity and conduct their trade. They continue to generate significant revenue 
from the maritime sector, in violation of international and U.S. law.

• These networks are also increasingly exploiting the digital economy, including 
through the systematic mining and trading of virtual assets, and the hacking of 
virtual asset service providers.
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FINCEN ADVISORY FIN-2022-A001 
APRIL 14, 2022 
ADVISORY ON KLEPTOCRACY AND 
FOREIGN PUBLIC CORRUPTION

A kleptocracy is a government 
controlled by officials who use 
political power to appropriate the 
wealth of their nation for 
personal gain, usually at the 
expense of the governed 
population. 

A kleptocrat uses their position 
and influence to enrich 
themselves and their networks of 
corrupt actors.

21

“OLIGARCHY”

1: government by the few
The corporation is ruled by oligarchy.

2: a government in which a small group 
exercises control especially for corrupt and 
selfish purposes
A military oligarchy was established in the 
country.
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KLEPTOCRACY VS. PLUTOCRACY VS. OLIGARCHY

• Kleptocracy is different from plutocracy (rule by the richest) 
and oligarchy (rule by a small elite). 

• In a kleptocracy, corrupt politicians enrich themselves secretly 
outside the rule of law, through kickbacks, bribes, and special 
favors, or they simply direct state funds to themselves and 
their associates.

23

FIN-2022-A001, APRIL 2022

• Foreign public corruption disproportionately harms the most vulnerable in societies, often 
depriving these populations of critical public services.  In the United States, the proceeds of 
foreign public corruption can distort our markets, taint our financial system, and can erode public 
trust in government institutions.  Foreign public corruption can also violate U.S. law.

• Kleptocratic regimes and corrupt public officials may engage in bribery, embezzlement, extortion, 
or the misappropriation of public assets, among other forms of corrupt behavior, to advance their 
strategic, financial, and personal goals.  

• In doing so, they may exploit the U.S. and international financial systems to launder illicit gains, 
including through the use of shell companies, offshore financial centers, and professional service 
providers who enable the movement and laundering of illicit wealth, including in the US and other 
rule-of-law-based democracies.  These practices harm the competitive landscape of financial 
markets and often have long-term corrosive effects on good governance, democratic institutions, 
and human rights standards.

Advisory on Kleptocracy and Foreign Public Corruption
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RUSSIAN ELITES & OLIGARCHS

• Russia’s further invasion of Ukraine, for example, highlights foreign public corruption 
perpetrated by kleptocratic regimes like that of Russian President Vladimir Putin.  

• Russia’s actions in Ukraine are supported and enabled by Russia’s elites and oligarchs 
who control a majority of Russia’s economic interests.  These individuals have a mutually 
beneficial relationship with President Putin that allows them to misappropriate assets from 
the Russian people while helping President Putin maintain his tight control on power.  

• Oligarchs are believed to be directly financing off-budget projects that include political 
malign influence operations and armed interventions abroad.12  The U.S. government 
has imposed sanctions on many of these individuals and the businesses and state-owned 
entities

25
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SANCTIONS EVASION ATTEMPTS USING US FINANCIAL SYSTEM
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SANCTIONS EVASION USING CVC
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POSSIBLE RANSOMWARE ATTACKS & OTHER CYBERCRIME
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Real Estate
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Art
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Precious Metals, Stones, and Jewelry (PMSJs)
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Other High Value Assets
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FIN-ALERT-ALERT002

• FinCEN requests that financial institutions reference this alert by including the key term 
“FIN-2022- RUSSIALUXURY” in SAR field 2 (Filing Institution Note to FinCEN) and the 
narrative to indicate a connection between the suspicious activity being reported and the 
activities highlighted in this alert. Financial institutions may highlight additional advisory 
or alert keywords in the narrative, if applicable. 

• Financial institutions wanting to expedite their report of suspicious transactions that may 
relate to the activity noted in this alert should call the Financial Institutions Toll-Free 

Hotline at (866) 556-3974 (7 days a week, 24 hours a day).

35
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“ELDER 
FINANCIAL 

EXPLOITATION”

Elder financial exploitation (EFE) is 
defined as the illegal or improper use 
of an older adult’s funds, property, or 
assets.
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3 COMMON TACTICS USED BY ROMANCE SCAMMERS

Scammers target people using three key tools: uncertainty, emotion, and urgency. If con artists can make 
you unsure how to act (uncertainty), create fear or excitement (emotion), and then force you to act 
quickly (urgency), they can steer you into a bad decision.  

A romance scammer’s main strategy is to create a fake profile using pictures of someone else. Once a 
connection has been established using this fake profile, they will use several other tactics to create trust, 
such as:

1. Asking you to move communication off of the dating app where you met to avoid being flagged as 
suspicious or being monitored by the app’s customer service team for strange behavior. They’ll 
typically use excuses like their membership is ending or that it is easier to chat somewhere else.

2. Showering you with over-the-top affection, flattery, gifts, and praise early on in the relationship to win 
over your affection and attention. This tactic, called love bombing, is used by the scammer to 
manipulate you into jumping into a relationship sooner and more seriously than you originally intended.

3. Telling you that they are working or traveling outside of the United States, and using it to justify why 
they can’t visit or meet you in person. Scammers will often claim they are an offshore oil rig worker, a 
member of the military, or a doctor working internationally.

39

COMMON STORIES SCAMMERS USE TO STEAL $$$

After gaining trust, credibility and your affection, scammers make up believable stories and ask you to 
help by sending money in the form of gift cards or money transfers. Some common stories include:

• The scammer claims they need money for plane tickets, travel expenses, a Visa or car repairs to come 
visit you.

• They ask for money to pay for surgery or medical expenses for themselves or family members.

• The scammer asks you to pay customs fees to retrieve something overseas like money or riches.

• They ask you to pay their phone bill or buy them a new laptop so they can continue communicating 
with you.

• They claim they need your help paying off their debts so that you can start your life together debt free.

• They say that their boss has paid them in money orders and asks you to cash the money orders and 
then wire the money to them.

40
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MONEY 
LAUNDERING 

WITH REAL 
ESTATE

Why is real estate good for money 
laundering?
One of the most used methods is money 
laundering through real estate, because large 
amounts of money are exchanged. 
Real estate is one of the sectors in which 
large amounts of money change hands 
frequently, at very subjective prices!
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FIN-2017-A003

• Real estate brokers, escrow agents, title insurers, and other real estate professionals can 
identify potential suspicious transactions by reviewing available facts and circumstances. Real 
estate professionals may determine a transaction is suspicious after evaluating whether the 
real estate transaction: 
• Lacks economic sense or has no apparent lawful business purpose. Suspicious real estate transactions may 

include purchases/sales that generate little to no revenue or are conducted with no regard to high fees or 
monetary penalties; 

• Is used to purchase real estate with no regard for the property ’s condition, location, assessed value, or sale 
price; 

• Involves funding that far exceeds the purchaser’s wealth, comes from an unknown origin, or is from or goes to 
unrelated individuals or companies; or 

• Is deliberately conducted in an irregular manner. Illicit actors may attempt to purchase property under an 
unrelated individual’s or company’s name or ask for records (e.g., assessed value) to be altered. 

Advisory to Financial Institutions and Real Estate Firms and Professionals
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MONEY LAUNDERING VIA REAL ESTATE

• For criminals, real estate investments provide a cover of respectability and legitimacy that involves 
“explainable” high-value single amounts and are frequently subject to reduced scrutiny in many global 
jurisdictions.

• In fact, a number of techniques are used by criminals to cover the identities of both themselves and the 
illicit sources of funds used to purchase property — cash, shell companies, trusts. As seen in various “leak” 
reports, such as the Panama Papers, the use of shell companies to purchase property has been of 
immense value to those wishing to obscure or hide their identities.

• The money laundering risk associated with property is further enhanced when the purchaser does not need 
lender financing and regulated financial institutions are not involved. Other parties such as 
settlement/closing attorneys, solicitors and/or agents, appraisers and title search and insurance companies 
are used, and therefore no anti-money-laundering (AML) compliance obligations are applied in certain 
jurisdictions.

• Similarly, when property is sold, the “legitimate” proceeds of crime or corruption can be further integrated 
into the financial system and distanced from their original illicit source through similar opaque structures, 
such as trusts and shell companies. Proceeds may also be reinvested in other properties, luxury goods and 
securities and eventually cashed out as clean funds.

47
How Criminals Use Real Estate to Launder Money, and What Can Be Done to Stop It
Posted on July 20, 2021 by Taylor Williams in Features
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Cybercriminals
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JOINT STATEMENT ON THE RISK-BASED APPROACH TO ASSESSING 
CUSTOMER RELATIONSHIPS AND CONDUCTING CDD JULY 6, 2022

• The Agencies reinforced a longstanding position that no customer type presents a single level of 
uniform risk or a particular risk profile related to money laundering, terrorist financing, or other 
illicit financial activity. 

• Banks must apply a risk-based approach to CDD, including when developing the risk profiles of 
their customers. More specifically, banks must adopt appropriate risk-based procedures for 
conducting ongoing CDD that, among other things, enable banks to: 
• (i) Understand the nature and purpose of customer relationships for the purpose of developing a customer risk 

profile, and 
• (ii) Conduct ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain 

and update customer information. 

• Customer relationships present varying levels of money laundering, terrorist financing, and other 
illicit financial activity risks. The potential risk to a bank depends on the presence or absence of 
numerous factors, including facts and circumstances specific to the customer relationship. Not all 
customers of a particular type automatically represent a uniformly higher risk of money 
laundering, terrorist financing, or other illicit financial activity.

59

JOINT STATEMENT ON THE RISK-BASED APPROACH TO ASSESSING 
CUSTOMER RELATIONSHIPS AND CONDUCTING CDD    JULY 6, 2022

• Banks that operate in compliance with applicable BSA/AML legal and regulatory requirements, 
and effectively manage and mitigate risks related to the unique characteristics of customer 
relationships, are neither prohibited nor discouraged from providing banking services to 
customers of any specific class or type. 

• As a general matter, the Agencies do not direct banks to open, close, or maintain specific 
accounts. The Agencies continue to encourage banks to manage customer relationships and 
mitigate risks based on customer relationships, rather than decline to provide banking services to 
entire categories of customers. 

• In addition, the Agencies recognize that banks choose whether to enter into or maintain business 
relationships based on their business objectives and other relevant factors, such as the products 
and services sought by the customer, the geographic locations where the customer will conduct 
or transact business, and banks’ ability to manage risks effectively.

60
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JOINT STATEMENT ON THE RISK-BASED APPROACH TO ASSESSING 
CUSTOMER RELATIONSHIPS AND CONDUCTING CDD    JULY 6, 2022

• This statement addresses the Agencies’ perspective on assessing customer relationships as well as CDD requirements. It applies to all 
customer types referenced in the Federal Financial Institutions Examination Council (FFIEC) Bank Secrecy Act/Anti-Money Laundering 
Examination Manual,  including, for example: 
• Independent automated teller machine owners or operators, 
• Nonresident aliens and foreign individuals, 
• Charities and nonprofit organizations, 
• Professional service providers, 
• Cash intensive businesses, 
• Nonbank financial institutions, and 
• Customers the bank considers politically exposed persons. 

• This statement also applies to any customer type not specifically addressed in the FFIEC BSA/AML Examination Manual. 

• The FFIEC BSA/AML Examination Manual, including sections on certain customer types, provides guidance to examiners for carrying out 
BSA/AML examinations and assessing a bank’s compliance with the BSA; it does not establish requirements for banks. Further, the inclusion 
of sections on specific customer types provides background information and procedures for examiners related to risks associated with money 
laundering and terrorist financing; inclusion of these sections is not intended to signal that certain customer types should be considered 
uniformly higher risk. 

61

STATEMENT ON BANK SECRECY ACT DUE DILIGENCE FOR 
INDEPENDENT ATM OWNERS OR OPERATORS JUNE 22, 2022

• (FinCEN) issued this statement to provide clarity to banks on how to apply a risk-based approach to 
conducting customer due diligence (CDD) on independent Automated Teller Machine (ATM) owners or 
operators, consistent with the requirements set out in FinCEN’s 2016 CDD Rule.

• Some independent ATM owners and operators have reported difficulty in obtaining and maintaining access 
to banking services, which jeopardizes the important financial services they provide, including to persons in 
underserved markets. ATMs offer fast and convenient access to cash and are an important channel in 
providing financial services. Independent ATMs may be found in a wide variety of public and retail venues 
and are not owned by banks. 

• An independent ATM operator is an individual or an entity that is in the business of owning, leasing, 
managing, or otherwise controlling access to the interior of an ATM, including its internal cash vault. The 
independent ATM operator may be the same or different from the independent ATM owner. For all types of 
independent ATMs, owners or operators generally need bank accounts to supply cash for the ATMs and to 
settle the electronic funds transfers used to process the ATM transactions. FinCEN reminds banks that not 
all independent ATM owner or operator customers pose the same level of money laundering, terrorist 
financing (ML/TF), or other illicit financial activity risk, and not all independent ATM owner or operator 
customers are automatically higher risk.
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INDEPENDENT SALES ORGANIZATION (ISO)

• Refer to the  Independent ATM Owners or Operators section of the FFIEC
BSA/AML Examination Manual.

• “An ISO is generally a person or entity that is
• (1) approved by, and under contract with, a sponsor bank to deploy and service

independent ATMs and
• (2) under contract with an approved acquiring processor to route independent ATM

transactions to Electronic Funds Transfer networks for which the ISO has been
registered by the sponsor bank.”
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• Understanding a customer’s risk profile enables banks to apply appropriate policies, procedures, and
processes to manage and mitigate risk, and comply with BSA/AML regulatory requirements. Like all bank
accounts, those held by independent ATM owners or operators are subject to BSA/AML regulatory
requirements.  In addition to CDD, these include requirements related to customer identification, beneficial
ownership of legal entity customers, currency transaction reporting, and suspicious activity reporting.

• Banks must apply a risk-based approach to CDD in developing the risk profiles of their customers,
including independent ATM owners or operators, and are required to establish and maintain written
procedures reasonably designed to identify and verify beneficial owners of legal entity customers. More
specifically, banks must adopt appropriate risk-based procedures for conducting CDD that, among other
purposes, enable banks to:
• (i) Understand the nature and purpose of customer relationships for the purpose of developing a customer risk profile, and 
• (ii) Conduct ongoing monitoring to identify and report suspicious transactions and, on a risk basis, to maintain and update 

customer information. 

• Consistent with a risk-based approach, the level and type of CDD should be appropriate for the risks
presented by each customer. The CDD Rule does not require banks to conduct additional due diligence or
to institute due diligence processes unique to independent ATM owner or operator customers.
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• Considerations for a Risk-Based Approach

• No specific customer type, including independent ATM owners and operators, automatically presents a higher
risk of ML/TF or other illicit financial activity; rather, the potential risk to a bank depends on the presence or
absence of numerous factors. The ML/TF risk for independent ATM owners or operators can vary depending on
the facts and circumstances specific to the customer relationship, such as transaction volume, locations of the
ATMs, and the source of funds to replenish the ATMs.

• Independent ATM owners or operators that fund their ATM replenishment solely with cash withdrawn from their
account at a bank may pose a relatively lower ML/TF risk because the bank knows the source of funds and can
compare the volume of cash usage to electronic funds transfer settlements to identify suspicious activity.

• Conversely, independent ATM owners or operators that replenish ATMs from other or unknown cash sources
may present potentially higher ML/TF risks, as the source of cash can be difficult for the bank to verify. Although
FinCEN’s CDD Rule does not specifically require the collection of this information, the following customer
information found on the following slide may be useful for banks in making determinations on the ML/TF risk
profile of independent ATM owner or operator customers.
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• Organizational structure, including key principals and management.

• Information pertaining to the operating policies, procedures, and internal controls of the ATM owner or
operator.

• ATM currency servicing arrangements, contracts, and responsibilities (e.g., cash vault services, third-
party providers, and self-service).

• Information regarding the source of funds if the bank account is not used to replenish the ATM.
Sources of cash may include proceeds generated by the core retail business of the owner, proceeds
from a loan or revolving credit line, or cash originating from an account maintained at another bank.

• Location where the independent ATM owner or operator customer is organized, and where they
maintain their places of business, including locations of owned or operated ATMs.

• Description of expected and actual ATM activity levels, including currency transactions.

• Information to better understand whether ATM operations are generally ancillary to other retail
operations or the primary business of the independent ATM owner or operator customer.
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