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United States Department of the Treasury
Financial Crimes Enforcement Network

         Subject:

Informal Value
Transfer
Systems

Date:

March 2003

Advisory:

Issue 33

FinCEN Advisory
This advisory provides financial institutions with information
concerning Informal Value Transfer Systems (IVTS).

The purpose of this advisory is to educate the financial community about IVTS by:

1) explaining the operation of IVTS;
2) describing how financial institutions may be used in the IVTS process; and
3) identifying how the Bank Secrecy Act, as amended by the USA PATRIOT

Act, regulates IVTS operators.

What is IVTS?

An “informal value transfer system” refers to any system, mechanism, or network of
people that receives money for the purpose of making the funds or an equivalent
value payable to a third party in another geographic location, whether or not in the
same form.  The transfers generally take place outside of the conventional banking
system through non-bank financial institutions or other business entities whose
primary business activity may not be the transmission of money.  The IVTS
transactions occasionally interconnect with formal banking systems (for example,
through the use of bank accounts held by the IVTS operator.)1

IVTS, including so-called alternative remittance and underground banking systems,
pre-date western banking systems and existed as far back as 5800 BC.  The
systems were established originally on the Indian subcontinent in Asia as a means of
settling accounts within villages.  Their use as global networks for financial
transactions spread as expatriates from the original countries settled abroad.  Today,
IVTS operations are found in most countries.  Depending on the ethnic group, IVTS
are called by a variety of names including, for example, “hawala” (Middle East,
Afghanistan, Pakistan); “hundi” (India); “fei ch’ien” (China); “phoe kuan” (Thailand);
and “Black Market Peso Exchange” (South America)2.

Individuals or groups engaged in operating IVTS may do so on a full time, part-
time, or ad hoc basis.  They may work independently, or as part of a multi-person

1 From the Report on Money Laundering Typologies 2002-2003, Financial Action Task Force (FATF)
 on Money Laundering

2 Reference FinCEN Advisories Number 9 and Number 12 on Black Market Peso Exchange, http://
 www.fincen.gov
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Acting Director
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network.  IVTS are based on trust.  Historically, operators have not, as a general
rule, misappropriated the funds entrusted to them.

Section 359 of the USA PATRIOT Act expanded the definition of “financial
institution” to include not only a licensed sender of money but any other person
who engages as a business in the transmission of funds, including any person who
engages as a business in an informal money transfer system or any network of
people who engage as a business in facilitating the transfer of money domestically
or internationally outside the conventional financial institution system.3  Any
individual or group of people engaged in conducting, controlling, directing or
owning an informal value transfer system in the United States is operating as a
financial institution.  Therefore, IVTS operators must comply with all Bank
Secrecy Act (BSA) requirements, which include establishment of an anti-money
laundering (AML) program4, registration with the Financial Crimes Enforcement
Network (FinCEN) as a money services business5, and compliance with the
record keeping and reporting requirements, which include filing suspicious activity
reports (SARs)6.

Use of IVTS

IVTS are utilized by a variety of individuals, businesses, and even governments to
remit funds domestically and abroad.  Expatriates and immigrants often use IVTS
to send money back to their families and friends in their home countries.  IVTS
operations are also used by legitimate companies, traders, and government
agencies needing to conduct business in countries with no or inadequate formal
financial systems.

In some countries, IVTS-type networks operate in parallel with formal financial
institutions or as a substitute or alternative for them.  United States citizens,
persons (legally or illegally) residing in this country from foreign countries, and
individuals living in other nations may prefer or need to use IVTS in lieu of formal
financial institutions for various reasons as described below:

� the political instability, inadequate payment systems, and/or an unstable
financial sector that exist within a country;

� a lack of easily accessible formal financial institutions in remote areas of
some countries;

3 See 31 U.S.C.5312(a)(2)(R)
4 See 31 CFR 103.125
5 See 31 USC 5330 and 31 CFR 103.41.  The registration requirement applies only to principals of
  such businesses, and not to their agents.
6 See 31 CFR 103.20
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� transfers that are more efficient, reliable, and cheaper than formal financial
institutions. (For example, a wire transfer of funds using banks involves
fees charged to the sender and receiver, may take from two to seven
days to complete, and may be delayed or lost.  Funds moved through
IVTS are available within 24 hours, with minimal or no fees charged to
the participants.);

� to avoid paying higher foreign exchange rates. (Funds sent through
traditional transfers are converted to the currency of the recipient’s
country; the fee charged for exchange rate conversion is set by the
institution.  IVTS operators, who speculate in currency exchange rates,
charge lower fees.);

� to avoid currency reporting controls.  (The United States, along with
many foreign governments, has established currency reporting
requirements for financial institutions.  Some expatriates and citizens
distrust governments and wish to circumvent any reporting of their
financial activities.);

� to avoid paying taxes; or

� to ensure anonymity since there may be minimal or no records
maintained; in other words, no paper trail exists.

Because IVTS provides security, anonymity, and versatility to the user, the
systems can be very attractive for misuse by criminals.  Recent law enforcement
investigations have shown direct links between criminal elements and the use of
IVTS mechanisms for the purpose of moving and laundering illicit proceeds7.   In
addition, law enforcement officials in India and other countries have identified
terrorist organizations that frequently utilize IVTS to move terrorist funds.  The
vulnerability of IVTS in moving money on behalf of criminal organizations, as well
as their potential misuse by terrorist organizations, pose a substantial investigative
challenge to the U.S. law enforcement community.  If the IVTS operator, like any
other financial institution, fails to comply with the BSA requirements, it becomes a
“weak link” and therefore invites illicit proceeds and terrorist money into the U.S.
financial system.  Despite such vulnerabilities, it should be stressed that IVTS
operations, which are in compliance with the BSA regulations, can and do
provide legitimate services to many customers who customarily prefer to use
these types of financial services providers.

7 See Treasury/FinCEN Report to Congress in Accordance with Section 359 of the USA PATRIOT
Act, http://www.fincen.gov
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IVTS Operations

Two types of IVTS exist – a traditional system with similar characteristics and
operations like those used centuries ago; and a modern or contemporary system
that frequently intersects with customers and accounts in formal financial
institutions.  The process may be very simple or quite complex, depending on the
IVTS type.

Traditional IVTS

In a basic or traditional IVTS transaction (such as hawala), four participants are
required:  a sender of the funds, a recipient of the funds, and IVTS operators in
the respective countries of the sender and recipient.  The following exercise
demonstrates an example of a basic IVTS transfer where an individual (#1) in
Country A wants to send money to an individual (#2) in Country B.

Step One:            Individual #1 gives currency to an IVTS operator in
                                Country A.

Step Two: The IVTS operator in Country A provides Individual #1
with a code or other identification mechanism.

Step Three: The IVTS operator in Country A notifies his counterpart in
Country B by phone, fax, or e-mail of the transaction
amount to pay Individual #2 and the code.

Step Four:           Individual #1 contacts the intended recipient, Individual
#2, in Country B and provides the code to that person.

Step Five:           Individual #2 goes to the IVTS operator in Country B,
gives the appropriate code, and picks up the specified
funds sent to him.

FinCEN Advisories Consolidated - Page 4
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The following diagram illustrates this basic IVTS operation:

IVTS OperatorIVTS Operator
Country ACountry A

Individual 1Individual 1
SenderSender

IVTS OperatorIVTS Operator
Country BCountry B

Individual 2Individual 2
RecipientRecipient

Payment Instructions/CodePayment Instructions/Code

Communicates Payment CodeCommunicates Payment Code

Traditional/Basic IVTS Operation

The IVTS operator charges a flat fee, a commission, or may alternatively, or in
addition, profit from the exchange rate differential between the official and the
black market price of U.S. dollars in Country B.

No money is actually transferred.  The IVTS operator in Country A uses the
money received from senders to “stock” his cash supply for use in future payments
for incoming requests to him.  The situation is reversed in Country B where the
IVTS operator’s cash is generated from senders in his country.  Account settling
may be accomplished through other methods such as:  the physical transfer of
currency across borders between operators by couriers; the use of the
accumulated currency to purchase easily moveable commodities, which are then
exported, subsequently sold, and the cash generated from the sale is provided to
the second IVTS operator; as payment for goods to be traded; by smuggling or
trading gold and precious gems, i.e., diamonds or tanzanite; or through invoice
manipulation (overcharging or undercharging for goods or services).

Modernized IVTS

A modernized or contemporary IVTS operation often involves the use of
traditional financial institutions like banks to complete the process.  A business
owner may offer IVTS services as part of a cash intensive business like a
convenience store, grocery store, restaurant, import/export company, travel
agency, etc.  In addition to conducting his routine business, the owner accepts
money from his “clients” for transfer to individuals in other countries.  The business
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owner may not be licensed by the state to operate as a money transmitter and/or
may not be registered as a money services business (MSB) with FinCEN.

The initial process is similar to a traditional IVTS transfer in that steps one through
five are followed.  The profits to the operator are similar.  However, the account
settlement process differs.  The money received from the IVTS operation is co-
mingled with the funds generated from the regular business and deposited into a
commercial or personal account at the local bank.  After a period of time, during
which funds from multiple IVTS transactions accumulate, the business owner
sends a wire transfer from his account directly to the IVTS operator in Country B
for the monies owed for the multiple IVTS transactions.  An alternative may be
that the funds are wired first to accounts established in financial institutions in IVTS
hub regions [e.g., United Arab Emirates (U.A.E.), London, New York, or Hong
Kong].  The funds are ultimately provided to the IVTS operator in Country B by
either a subsequent wire transfer to an account at the operator’s bank or the
money may be withdrawn and physically delivered to the operator.

Another method of account settlement involves funds deposited and accumulated
in the IVTS operator’s bank account in the United States.  After a period of time,
negotiable instruments (e.g., cashier's checks or money orders) are purchased with
funds withdrawn from the domestic account.  The negotiable instruments are
subsequently smuggled abroad to foreign counterpart IVTS operators to settle
their accounts.  Funds from the negotiable instruments may also serve as direct
payments to the beneficiary.

Law enforcement investigations have shown the majority of IVTS cases detected
in the United States involve the use of formal financial institutions to move funds as
part of the settlement process between IVTS operators, as illustrated below.

IVTS OperatorIVTS Operator
Country ACountry A

Individual 1Individual 1
SenderSender

IVTS OperatorIVTS Operator
Country BCountry B

Individual 2Individual 2
RecipientRecipient

Payment Instructions/CodePayment Instructions/Code

Communicates Payment CodeCommunicates Payment Code

W ire Transfer (s)Wire Transfer (s)

Monetary Instrument (s)Monetary Instrument (s)

Settlement Process Between IVTS Operators

Use of U.S. Financial Institutions

Bank Bank
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A Case Study – Use of Cash Intensive Businesses in Ethnic Communities to
Facilitate IVTS Activity

U.S. law enforcement efforts identified an organization that provided unlicensed
remittance services for nationals of another country residing in the United States.
Numerous businesses within the ethnic community, including restaurants, travel
agencies, and other miscellaneous stores, collected money from individuals
wishing to send funds back home.  A small fee was charged for the transfer
services and each sender was provided with a code to provide to the beneficiary.
The U.S. IVTS operator then telephoned and faxed all of the transaction orders
to the IVTS operator located in the foreign country.  The beneficiaries of the
transfers were paid before the actual settlement of funds occurred.  Meanwhile,
an agent for the organization collected the cash from the various stores.  Several
individuals were enlisted to convert the bulk cash to money orders and other
negotiable instruments.  Cash deposits were also structured into nominee
accounts maintained at local banks.  Checks were then issued from those
accounts.  [Financial institutions that recognized the structured and suspicious
activity subsequently filed Suspicious Activity Reports (SARs) to  FinCEN.]  The
money orders and checks were provided to couriers who physically smuggled the
instruments to the IVTS operator in the foreign country where the instruments
were negotiated through correspondent accounts maintained by a U.S. bank.

Use of Cash-Intensive Businesses in Ethnic
Communities to Facilitate IVTS Activities

CustomersCustomers

Phone Card StorePhone Card Store

RestaurantsRestaurants

IVTS OrganizationIVTS Organization

IVTS OperatorIVTS Operator

IVTS CollectionsIVTS Collections

Hired SmurfsHired Smurfs

CouriersCouriers
Other BusinessesOther Businesses

BeneficiariesBeneficiaries
Arabian PeninsulaArabian Peninsula

NationNation

Money Order VendorsMoney Order Vendors

IVTS ServicesIVTS Services

NomineeNominee
AccountsAccounts

Account Number .............

Account Number .............

Account Number .............

Bulk MonetaryBulk Monetary
InstrumentsInstruments

SmugglingSmuggling

Instructions via fax / phone

Instructions via fax / phone

IVTS OperatorIVTS Operator
Arabian PeninsulaArabian Peninsula
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For additional case related patterns involving IVTS and the relationship to financial
institutions accounts, refer to The U.S. Treasury Department/FinCEN Report to
Congress in Accordance with Section 359 of the USA PATRIOT Act, http://
www.fincen.gov.

IVTS-Related Transactions and Other Activity Conducted

Within Financial Institutions

As stated previously, IVTS operators offer a valuable service for certain segments
of the population and many operators comply with the BSA requirements.  The
above case study relates how a financial institution may be used in an IVTS
process.  Some of the types of transactions and other activities indicative of
modern or contemporary IVTS operations are provided below.  Taken individually,
the transactions or other activities do not necessarily equate to IVTS.  However,
combinations of transactions or activities should raise the level of concern about
potential IVTS connections.  Also, note that the following types of transactions
apply not only to IVTS, but other suspicious banking activity as well.  These
transactions and other activities were observed in the IVTS operations examined
for the Treasury/FinCEN Report to Congress.

Transactions

• Transactions are conducted contrary to the expected profile of a business entity
or customer including:

� sudden and/or unexplained deposits of cash for a business that previously
had few or minimal cash deposits;

� frequent financial transactions in comparison with those of other same scale
businesses located and operating in the same area;

� large and/or mixed deposits of cash and monetary instruments;

� periodic aggregate wire transfers sent to IVTS hub regions (e.g., UAE;
London; New York; Hong Kong).

• Frequent, large cash shipments are completed that exceed the norm for a small
business operation.
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• Structured cash deposits are made and subsequently followed by
international wire transfers. The wire transfers may be immediate and
completed daily or funds may accumulate in one or more accounts over a
period of time, then wired abroad.

• Frequent deposits or negotiation of third party checks, many drawn on out-
of-state banks, are conducted.  The volume of check deposits is inconsistent
with the expected volume or the anticipated type of transactions for the bank
customer.

• Structured cash purchases of monetary instruments, including money orders
or bank checks, made payable to the same individual or entity, are frequently
completed.

• Daily or every few days, structured cash deposits are made to personal or
business accounts, immediately followed by automated (ACH) debits to
international money transmitters.

• Currency that appears structured is deposited into personal or business
account(s), followed by withdrawals of funds used to purchase negotiable
instruments.

• Monetary instruments lacking payee/payor information are presented.
Unusual codes, markings, and/or stamps not indigenous to typical banking
practices appear on the face or back of the instruments.

• Negotiable instruments that were clearly purchased in bulk and/or
consecutive order (e.g., sequentially numbered and purchased at same
branch location) and are made payable to a common beneficiary are
negotiated.

• Purchases of negotiable instruments appear structured to circumvent federal
recording and reporting requirements.

• Transactions are discovered that involve unusual business trade connections
for the bank customer (e.g., small scale auto parts dealer sending aggregate
wire transfers to a precious metal dealer or agricultural importer).

• Account activity involves only cash or monetary instrument deposits followed
by one-way wire transfers, especially to IVTS hub locations.

FinCEN Advisories Consolidated - Page 9
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Other Activities

• Bank customer makes incriminating statements indicating transactions are
conducted on behalf of third parties who wish to send money to OFAC
blocked countries.

• The institution discovers a customer maintains separate client records for no
apparent business or legal purpose.

• The institution discovers a customer is generating unusual commission-based
revenues possibly linked to IVTS activities (Note: Criminals may be charged
higher fees by IVTS operators.)

Regulating IVTS in the United States

As indicated earlier, the USA PATRIOT Act expanded the definition of “financial
institution” to include IVTS operators.  As such, they now must comply with all
BSA registration, recordkeeping, reporting and AML program requirements.

“Money transmitting” occurs when funds are transferred on behalf of the public by
any and all means including, but not limited to, transfers within the United States or
to locations abroad by wire, check, draft, facsimile, or courier.  Section 5330 of
the BSA and FinCEN’s implementing regulations require all money transmitting
businesses (but not their agents) to register with FinCEN.  The obligation to
register rests with the persons who own or control the money transmitting business.
Section 1960 of Title 18 makes it a felony to operate an unlicensed money
transmitting business.8  A money transmitter that conducts business without an
appropriate money-transmitting license in a state where such operation without a
license is punishable as a misdemeanor or a felony is an unlicensed money
transmitter even if the transmitter did not know the operation required licensing or
that the operation was a crime.  Additionally, a money transmitting business that
fails to register with FinCEN as an MSB, is operating as an unlicensed money
transmitter.  Penalties for operating an illegal money transmitting businesses include
civil and criminal fines, imprisonment for not more than five years, or both.

What to do:

A financial institution that knows or suspects that a customer is operating as an
illegal money transmitter should file a SAR to FinCEN.  A depository institution
should check the “Other” box in Part III, Line 35(s) on Form TD F 90-22.47 and

8 See 18 U.S.C.1960
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FinCEN Advisory is a product of the Financial Crimes Enforcement Network,
Department of the Treasury, Post Office Box 39, Vienna, Virginia  22183.

For more information about FinCEN’s programs, visit the FinCEN web site at
http://www.fincen.gov.  General questions or comments regarding FinCEN publications should

be addressed to the Office of Communications, FinCEN, (703) 905-3773.
Information may also be faxed to (703) 905-3885.

note the abbreviation “IVTS” in the space following the box.  Also, the narrative
should include an explanation why the depository institution suspects or has reason
to suspect that the customer is operating as an illegal money transmitter.  Other
types of financial institutions required to file SARs should check the “Other” box in
the “Type of Suspicious Activity” section on their appropriate SAR form, note the
abbreviation “IVTS” in the space following the “Other” box, and provide an
explanation why the financial institution suspects or has reason to suspect the
customer is operating as an illegal money transmitter.

         James F. Sloan
Director
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Guidance 
 
FIN-2008-G005 
Issued:  April 17, 2008 
Subject:   Guidance to Financial Institutions on 

Filing Suspicious Activity Reports regarding 
the Proceeds of Foreign Corruption 

 
The Financial Crimes Enforcement Network is issuing this guidance to financial 
institutions so that they may better assist law enforcement when filing Suspicious 
Activity Reports regarding financial transactions that may involve senior foreign political 
figures, acting individually or through government agencies and associated front 
companies, seeking to move the proceeds of foreign corruption to or through the U.S. 
financial system. 
 
The term “senior foreign political figure” includes: a current or former senior official of a 
foreign government or of a major foreign political party; a current or former senior 
executive of a foreign government-owned commercial enterprise; a corporation, business, 
or other entity that has been formed by, or for the benefit of, any such individual; the 
immediate family members of any such individual; and the widely and publicly, or 
actually, known close associates of any such individual.1  The term “proceeds of foreign 
corruption” means any asset or property that is acquired by, through, or on behalf of such 
corrupt public figures through misappropriation, theft, or embezzlement of public funds, 
the unlawful conversion of property of a foreign government, or through acts of bribery 
or extortion, and includes any property into which any such assets have been transformed 
or converted.2
 
In order to assist law enforcement in its efforts to target foreign corruption and related 
money laundering and, ultimately, deny the perpetrators access to the fruits of such 
corruption – and, in particular, to ensure that transactions relating to foreign corruption 
are identified by law enforcement as early as possible – we request that financial 
institutions include the term “foreign corruption” in the narrative portions of all 
Suspicious Activity Reports filed in connection with such activity. 

                                                 
1  See 31 C.F.R. § 103.175(r). 
2 See 31 C.F.R. § 103.178(c)(2). Various illustrative red flags regarding transactions that may be related to 
the proceeds of foreign corruption are described in Guidance on Enhanced Scrutiny for Transactions That 
May Involve the Proceeds of Foreign Official Corruption (January 2001) issued by the U.S. Department of 
the Treasury, the Board of Governors of the Federal Reserve System, the Federal Deposit Insurance 
Corporation, the Office of the Comptroller of the Currency, the Office of Thrift Supervision, and the U.S. 
Department of State, http://www.treas.gov/press/releases/docs/guidance.htm. 
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As indicated in President George W. Bush’s National Strategy to Internationalize Efforts 
Against Kleptocracy,3 foreign corruption threatens important American interests globally, 
including security and stability, the rule of law and core democratic values, prosperity, 
and a level playing field for lawful business activities.  Additionally, such corrupt 
practices contribute to the spread of organized crime and terrorism, undermine public 
trust in government, and destabilize entire communities and economies. 
 
Accordingly, consistent with their anti-money laundering obligations pursuant to 31 
C.F.R. part 103, financial institutions are reminded of the requirement to implement 
appropriate risk-based policies, procedures, and processes, including conducting 
customer due diligence on a risk-assessed basis to aid in the identification of potentially 
suspicious transactions. 
 
Financial institutions are also reminded of their responsibilities regarding the provision of 
private banking services to non-U.S. persons pursuant to section 312 of the USA 
PATRIOT Act,4 which requires banks, brokers or dealers in securities, futures 
commission merchants and introducing brokers in commodities, and mutual funds to 
establish and maintain a due diligence program for such private banking accounts that is 
reasonably designed to detect and report any known or suspected money laundering or 
other suspicious activity.  Included in this requirement is the duty to conduct enhanced 
scrutiny of any private banking account that is maintained for senior foreign political 
figures in order to detect and report the proceeds of foreign corruption. 
 
Additionally, consistent with the standard for reporting suspicious activity as provided for 
in 31 C.F.R. part 103, if a financial institution knows, suspects, or has reason to suspect 
that a transaction involves funds derived from illegal activity or that a customer has 
otherwise engaged in activities indicative of money laundering, terrorist financing, or 
other violation of law or regulation, the financial institution should then file a Suspicious 
Activity Report.  As we noted in our SAR Narrative Guidance Package,5 financial 
institutions must provide a detailed description of the known or suspected criminal 
violation or suspicious activity in the narrative sections of Suspicious Activity Reports.    
 
This guidance is consistent with the Department of the Treasury’s efforts to ensure that 
U.S. financial institutions are not used as a conduit for laundering the proceeds of 
financial and other crimes, including corruption. 
 

                                                 
3 http://www.whitehouse.gov/news/releases/2006/08/20060810.html. 
4 31 U.S.C. 5318(i); 31 C.F.R. § 103.178. 
5 http://www.fincen.gov/narrativeguidance_webintro.html. 
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Guidance 
 
FIN-2008-G008 
Issued:   September 10, 2008 
Subject: Application of the Definition of Money Transmitter to Brokers and 

Dealers in Currency and Other Commodities 

 
The Financial Crimes Enforcement Network (“FinCEN”) is issuing this 
interpretive guidance to clarify whether a person who conducts transactions in 
currency or other commodities is a money services business for purposes of 
complying with the Bank Secrecy Act and its implementing regulations.  
Specifically, this guidance addresses whether a broker or dealer in currency or 
other commodities1 is a money transmitter when, in the ordinary course of 
business, the broker or dealer accepts and transmits funds2 in order to effect 
transactions in currency or other commodities for or with a customer.3
 
Whether a person is a money transmitter is a matter of facts and circumstances.4  
Our regulations define the term “money transmitter” to include “[a]ny person… 
who engages as a business in accepting currency, or funds denominated in 
currency, and transmits the currency or funds, or the value of the currency or 
funds, by any means through a financial agency or institution… or… [a]ny other 
person engaged as a business in the transfer of funds,”5 and to exclude any person, 
such as a futures commission merchant, that is “registered with, and regulated or 
examined by… the Commodity Futures Trading Commission.”6  The regulations 
also provide that “the acceptance and transmission of funds as an integral part of 
the execution and settlement of a transaction other than the funds transmission 
itself… will not cause a person to be a money transmitter.”7   

                                                 
1 These other commodities would include, for example, agricultural commodities, energy, and 
metals.  See 31 C.F.R. § 103.11(xx) (defining the term “commodity” as “any good, article, service, 
right, or interest described in section 1a(4) of the Commodity Exchange Act”). 
2 In this guidance, the term “funds” means currency, funds, or the value of currency or funds, as 
those terms are used in 31 C.F.R. § 103.11(uu)(5).    
3 See, e.g., 7 U.S.C. § 2.   
4 31 C.F.R § 103.11(uu)(5)(ii). 
5 31 C.F.R. § 103.11(uu)(5)(i)(A) and (B). 
6 31 C.F.R. § 103.11(uu). 
7 31 C.F.R. § 103.11(uu)(5)(ii). 
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When a broker or dealer in currency or other commodities accepts and transmits 
funds solely for the purpose of effecting a bona fide purchase or sale of currency 
or other commodities for or with a customer, such person is not engaged as a 
business in the transfer of funds, and is not acting as a money transmitter as that 
term is defined in our regulations.8  In such circumstances, the transmission of 
funds is a fundamental element of the actual transaction necessary to execute the 
contract for the purchase or sale of the currency or the other commodity.  The 
transmission of funds is not a separate and discrete service provided in addition to 
the underlying transaction.  It is a necessary and integral part of the transaction.  
 
We caution that the conclusions in this interpretive guidance are limited to 
circumstances in which a broker or dealer in currency or other commodities 
accepts and transmits funds as an integral part of the execution and settlement of a 
transaction other than the funds transmission itself.  A broker or dealer in 
currency or other commodities is not solely engaged in the execution and 
settlement of a purchase or sale of currency or other commodities when the broker 
or dealer transfers funds between a customer and a third party that is not party to 
the currency or commodity transaction.  For example, the broker or dealer could 
transfer funds between a customer and a third party by permitting a third party to 
fund a customer’s account, by transferring a customer’s currency or commodity 
position to a third party, or by closing out a customer’s currency or commodity 
position with a transfer by the broker or dealer of proceeds from the position to a 
third party.  If the broker or dealer, by providing such additional services, is 
engaged as a business in the transfer of funds, then the broker or dealer is acting 
as a money transmitter as that term is defined in our regulations.  Of course the 
facts and circumstances surrounding the services provided by the broker or dealer 
will be determinative of whether the dealer is acting as a money transmitter. 
 
Facts and circumstances also will determine whether a broker or dealer that is a 
money transmitter is required to register with FinCEN.  If a broker or dealer is 
engaged in the business of a money transmitter in its own right, then it is subject 
to money services business regulations that include the requirement to register 
with FinCEN.9  If the broker or dealer is acting as a money transmitter solely 
because it is acting as the agent of another money transmitter, then it is subject to 

 
8 See 31 C.F.R. § 103.11(uu)(5)(ii) (providing, for example, that a dealer in securities or other 
property would not be a money transmitter when it transmits funds in connection with the bona 
fide sale of such securities or other property).  We reach the same conclusions regardless of 
whether positions are closed-out by the physical delivery of currency or commodities or by cash 
settlement of a contract in the currency or commodity. 
9 See 31 C.F.R. §§ 103.20 (reports of suspicious activities), 103.22 (reports of transactions in 
currency), 103.33 (record keeping), 103.41 (registration), 103.125 (anti-money laundering 
program). 
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all of the money services business regulations except the registration 
requirement.10

 
Finally, we caution that this interpretive guidance is limited to our definition of 
money transmitter.  When effecting the bona fide purchase or sale of currency or 
of certain metals, stones, and jewels, a dealer may be a “currency dealer or 
exchanger” or a “dealer in precious metals, precious stones, or jewels” as those 
terms are defined in our regulations.11    
 

*     *     *     *     * 
 
Financial institutions with questions about this guidance or other matters related 
to compliance with the Bank Secrecy Act and its implementing regulations may 
contact FinCEN’s Regulatory Helpline at (800) 949-2732.  

 
10 See 31 C.F.R. § 103.41 (requiring registration of money services businesses, except “an issuer, 
seller, or redeemer of stored value” or “a person that is a money services business solely because 
that person serves as an agent of another money services business”). 
11 See 31 C.F.R. § 103.11(uu)(1) (defining “currency dealer or exchanger”) and 31 C.F.R. § 
103.140(a) (defining “dealer,” “precious metals,” “precious stones,” and “jewels”). 
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Advisory 
 
FIN-2009-A001  
Issued: April 6, 2009  
Subject: Guidance to Financial Institutions on Filing Suspicious Activity Reports 
 regarding Loan Modification/Foreclosure Rescue Scams 

The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to highlight loan 
modification/foreclosure rescue scams so that financial institutions may better assist law 
enforcement when filing Suspicious Activity Reports.  This guidance is consistent with the 
Department of the Treasury’s broader efforts to ensure that U.S. financial institutions are not 
used as conduits for illicit activity, including loan modification/foreclosure rescue scams.  

In the current economic environment, many homeowners are encountering significant difficulty 
in making their mortgage payments, which has led to an increasing amount of fraud in the form 
of loan modification/foreclosure "rescue" schemes that take advantage of those homeowners in 
desperate situations.  Under the pretense of helping homeowners modify their mortgage 
obligations, these schemes result in the loss of money, equity and in many cases the home 
itself.   

Moreover, on February 10th, Treasury Secretary Timothy Geithner outlined Treasury’s 
comprehensive Financial Stability Plan, which includes a Home Affordable Refinance Program 
and a Home Affordable Modification Program.1  With the introduction of these new programs, 
more homeowners facing difficulty meeting the mortgage obligations have the opportunity to 
modify their mortgages and avoid foreclosure.  Unscrupulous persons or companies, however, 
could attempt to abuse these loan modification and foreclosure prevention programs. 

Suspicious Activity Reporting 

The activities of financial institutions may intersect with these loan modification/foreclosure 
rescue scams in two ways.  First, persons or entities perpetrating loan modification/foreclosure 
rescue scams may seek the services of financial institutions for the purpose of receiving, 
depositing or moving funds relating to the scams.  With respect to these circumstances, 
consistent with anti-money laundering obligations pursuant to 31 C.F.R. Part 103, financial 
institutions are reminded of the requirement to implement appropriate risk-based policies, 
procedures, and processes, including conducting customer due diligence on a risk-assessed 
basis to avoid misuse and aid in the identification of potentially suspicious transactions. 

Second, financial institutions may become aware of such scams through their interactions with 
customers who have become victims.  With respect to these circumstances, FinCEN is 
providing below a list of potential indicators of loan modification/foreclosure rescue scams.   

                                                 
1 http://www.treas.gov/press/releases/reports/guidelines_summary.pdf 
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Consistent with the standard for reporting suspicious activity as provided for in 31 C.F.R. Part 
103, if a financial institution knows, suspects, or has reason to suspect that a transaction 
involves funds derived from illegal activity or that activities conducted or attempted by, at, or 
through the financial institution appear to be indicative of money laundering, terrorist 
financing, or other violation of law or regulation, the financial institution should then file a 
Suspicious Activity Report.2  As noted in FinCEN’s SAR Narrative Guidance Package,3 
financial institutions must provide complete and sufficient descriptions of known or suspected 
criminal violations or suspicious activity in the narrative sections of Suspicious Activity 
Reports.  

In order to assist law enforcement in its efforts to target this type of fraudulent activity, we 
request that, if financial institutions become aware of this type of activity, they include the term 
“foreclosure rescue scam” in the narrative portions of all relevant Suspicious Activity Reports 
filed.  We further request that the Suspect/Subject Information Section of the Suspicious 
Activity Report include all information available for each party suspected of engaging in this 
fraudulent activity – including information such as individual or company name, address, phone 
number and any other identifying information. 4   

In many circumstances, the homeowner is a victim of the scam and therefore should not be 
listed as a suspect unless there is reason to believe the homeowner knowingly participated in 
the fraudulent activity.  When the homeowner is simply a victim of a scam, including all 
available information in the narrative portion of the Suspicious Activity Report about the 
homeowner and his or her property will also assist law enforcement in investigating these 
potential crimes. 

Potential Indicators of Loan Modification/Foreclosure Rescue Scams 

The following points contain examples of information received from a customer or otherwise 
that may indicate the presence of a foreclosure rescue scam.  Please keep in mind this list of 
“red flags” identifies only possible signs of fraudulent activity and that legitimate companies, 
which may or may not be affiliated with a Federal program, provide foreclosure assistance.  In 
many instances, legitimate counselors will contact a financial institution on behalf of a 
homeowner facing foreclosure.  Although no one red flag may be definitive, it is important to 
view the existence of any one red flag in context with other indicators and facts.  Additional 
information on foreclosure rescue scams, and mortgage fraud in general, may be found in the 
four mortgage fraud related strategic analytical reports produced by FinCEN and available at 
www.fincen.gov.5  

                                                 
2 Financial institutions shall file with FinCEN to the extent and in the manner required a report of any 
suspicious transaction relevant to a possible violation of law or regulation.  A financial institution may 
also file with FinCEN a Suspicious Activity Report with respect to any suspicious transaction that it 
believes is relevant to the possible violation of any law or regulation but whose reporting is not required 
by FinCEN regulations.  See, e.g., 31 C.F.R. § 103.18(a). 
3 http://www.fincen.gov/narrativeguidance_webintro.html.   
4 If multiple subjects are involved and the financial institution is filing a paper form, the filer should 
attach an additional copy of the subject information section of the report for each subject. 
5 FinCEN Mortgage Loan Fraud Assessment, November 2006; Mortgage Loan Fraud: An Update of 
Trends based Upon an Analysis of Suspicious Activity Reports, April 2008; Filing Trends in Mortgage 
Loan Fraud, February 2009;  Mortgage Loan Fraud Connections with Other Financial Crime, March 
2009 
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 A homeowner tells the mortgage servicer, perhaps upon receiving an overdue notice, that 
he/she has been making payments to a party other than the mortgage holder or servicer.  
The homeowner may have been tricked into signing a quit claim deed for the benefit of the 
perpetrator of a scam or told to make payments to a third party (in actuality, a con-artist), 
who will allegedly forward them to the lender.  

 A homeowner says that he/she has hired a third party, perhaps advertised as or alleged to be 
a “foreclosure specialist” or “mortgage specialist,” to help him/her avoid foreclosure or 
help renegotiate the terms of his/her mortgage with the lender.  This may be suspicious if 
the homeowner indicates that the third party:  

o Charged up-front fees for foreclosure rescue or loan modification services; 

o Accepted up-front payment only by official check, cashier’s check or wire transfer; 

o Used aggressive tactics to seek out the homeowner by telephone, e-mail, mail or in 
person;   

o Pressured the homeowner to sign paperwork he/she didn’t have an opportunity to read 
thoroughly or that he/she didn’t understand; 

o Guaranteed to save the home from foreclosure or stop the foreclosure process “no 
matter what;” 

o Claimed the process will be quick with relatively little information and paperwork 
required from the homeowner;  

o Offered to buy the house and then rent it back to the homeowner;   

o Falsely claimed to be affiliated with the government.  (Perpetrators of scams often use 
names or symbols that mimic federal and state programs or falsely suggest that they 
offer legal services or are affiliated with an attorney or law firm); or 

o Instructed the homeowner not to contact the lender, a lawyer or financial counselor. 

 A homeowner says he/she paid someone to assist in getting help from the right Federal 
affordable housing program. 

 A homeowner maintains that he/she does not need to pay a mortgage because the loan 
contract is invalid, or the customer attempts to pay with a bogus sight draft, Federal 
Reserve Bank/Treasury letter, or check that accesses a “Treasury Direct Account.”  Such 
homeowners may be committing fraud or may have been duped by individuals who claim 
government-related contracts are illegitimate. Other homeowners may have unsuspectingly 
paid for illegitimate or bogus pay-off documents.   

FinCEN will continue to monitor Suspicious Activity Reports that identify mortgage loan fraud 
and specifically loan modification/foreclosure rescue scams in order to provide future analysis 
and ways to mitigate losses to financial institutions and consumers.  FinCEN will issue further 
advisories on this issue as appropriate. 

Financial institutions that have questions or comments regarding the contents of this Advisory 
should contact FinCEN’s Regulatory Helpline at 800-949-2732. 
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Assistance for Consumers 

Financial institutions may wish to caution their customers to avoid any business or person that 
seeks to charge up-front fees for services related to the Administration’s new loan modification 
and refinancing programs.  More information about the various plans available to homeowners 
is available at www.MakingHomeAffordable.gov or by contacting the Homeowner’s HOPE 
Hotline at 1-888-995-HOPE (1-888-995-4673).6  If a financial institution becomes aware of a 
customer’s unintentional involvement in a foreclosure rescue scam, the customer may be 
referred to the Federal Trade Commission website, www.ftc.gov.  This site contains a 
publication designed to educate homeowners on mortgage foreclosure rescue scams and also 
offers contact information for those who may have already fallen victim to a scam.  Financial 
institutions may also consider referring customers to state or local authorities. 

                                                 
6 Through the HOPE NOW Alliance, consumers have access to free foreclosure prevention counseling 
intermediaries approved by the Department of Housing and Urban Development, qualifying state housing 
finance agencies, and NeighborWorks organizations, which is a national nonprofit organization created 
by Congress to provide financial support, technical assistance, and training for community-based 
revitalization efforts. 
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GUIDANCE 

 
 

FIN-2009-G002 
Issued:      June 16, 2009 
Subject: Guidance on the Scope of Permissible Information Sharing Covered by  

Section 314(b) Safe Harbor of the USA PATRIOT Act                  
 
 
The Financial Crimes Enforcement Network (“FinCEN”) is issuing this interpretive 
guidance to clarify the application of the rule implementing section 314(b) (the “314(b) 
rule”)1 of the USA PATRIOT Act (the “Act”).2  Specifically, this guidance clarifies that 
a financial institution participating in the section 314(b) program may share information
relating to transactions that the institution suspects may involve the proceeds of one or 
more specified unlawful activities (“SUAs”) and such an institution will still remain 
within the protection of the section 314(b) safe harbor from liability.    

 

                                                

 
Section 314(b) permits two or more financial institutions and any association of financial 
institutions to “share information with one another regarding individuals, entities, 
organizations, and countries suspected of possible terrorist or money laundering 
activities.”3  Section 314(b) establishes a safe harbor from liability for a financial 
institution or an association of financial institutions that voluntarily chooses to share 
information with other financial institutions for the purpose of identifying and, where 
appropriate, reporting possible money laundering or terrorist activity.4  To avail itself of 
the section 314(b) safe harbor, a financial institution must comply with the requirements 
of the implementing regulation, including provision of notice to FinCEN, taking 
reasonable steps to verify that the other financial institution has submitted the requisite 
notice, and restrictions on the use and security of information shared.5 
 

 
1 31 CFR § 103.110.   
2 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 
Terrorism (USA PATRIOT) Act of 2001 (“USA PATRIOT Act”) Pub. L. No. 107-56, 115 Stat. 272 
(2001).  
3 Pub. L. No. 107-56, § 314(b).  Consistent with the broad intent underlying section 314(b) of the Act, the 
314(b) rule defines “money laundering” by reference to sections 1956 and 1957, Title 18, United States 
Code, which in turn include the conducting of a transaction involving the proceeds of a specified unlawful 
activity.  
4 31 CFR § 103.110(b)(5). 
5 31 CFR § 103.110(b)(2)-(b)(4). 
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The SUAs listed in 18 U.S.C. § § 1956 and 1957 include an array of fraudulent and other 
criminal activities.6  Information related to the SUAs may be shared appropriately within 
the 314(b) safe harbor to the extent that the financial institution suspects that the 
transaction may involve the proceeds of one or more SUAs and the purpose of the 
permitted information sharing under the 314(b) rule is to identify and report activities that 
the financial institution “suspects may involve possible terrorist activity or money 
laundering.”7  Therefore, to the extent that financial institutions share information related 
to possible money laundering activities, including those associated with the underlying 
SUAs, or related to possible terrorist activity, such information sharing remains within 
the protection of the rule’s safe harbor, provided the aforementioned conditions are met.8    

 
  

*  *  *  *  * 
 

Questions or comments regarding the contents of this Guidance should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. 
 
 
 

 

 

                                                 
6 FinCEN has been asked, for example, about the applicability of information sharing under the 314(b) rule 
in the mortgage fraud context.  18 U.S.C. § 1956 includes SUAs relating to fraudulent Federal credit 
institution entries, Federal Deposit Insurance transactions, bank entries, and loan or credit applications.  See 
e.g., 18 U.S.C. § 1956(c)(7)(D).    
7 31 CFR § 103.110(b)(1) (emphasis added). 
8 Although the section 314(b) safe harbor covers a broad range of information sharing, it must be read as 
being consistent with the confidentiality provision set forth at 31 U.S.C. § 5318(g), which prohibits 
financial institutions from disclosing a suspicious activity report to the subject of the report.  FinCEN has 
construed this language broadly to prohibit a financial institution from disclosing a SAR to any person 
other than FinCEN, the Securities Exchange Commission, or another  appropriate law enforcement or 
regulatory agency, or for purposes consistent with Title II of the BSA as determined in regulation or 
guidance.  Accordingly, a financial institution, when sharing information relating to possible money 
laundering or terrorist activity, may not disclose a suspicious activity report or reveal its existence but may 
share the information underlying a suspicious activity report.      
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Advisory 

 

FIN-2009-A006 

Issued:     October 14, 2009 

Subject:   Advisory to Financial Institutions on Filing Suspicious Activity Reports 

     Regarding TARP-related Programs 
 

The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory so that financial 
institutions may better assist law enforcement when filing Suspicious Activity Reports (SARs) 
on activities potentially related to the federal government’s Troubled Asset Relief Program 
(TARP) programs.  This advisory furthers the Department of the Treasury's broader efforts to 
ensure that U.S. financial institutions are not used as conduits for illicit activity.1  Vigilance by 
financial institutions together with law enforcement efforts to combat illicit activity are important 
to allow the Financial Stability Plan programs to serve their purpose of laying the foundation for 
economic recovery.  FinCEN requests that financial institutions follow the instructions under the 
“Suspicious Activity Reporting” section of this advisory for proper completion of SARs that 
involve TARP-related programs.  

Descriptions of TARP-Related Programs 

The U.S. Department of the Treasury and the Federal Reserve established 10 programs to 
respond to the credit crisis and help stabilize and strengthen the U.S. financial system.  The 
Special Inspector General for the Troubled Asset Relief Program (SIGTARP)2 has identified 
seven TARP-related programs, summarized in Appendix A with links to each program’s website, 
which financial institutions may recognize in the normal course of doing business.  These 
programs authorize the allocation of substantial funds to a range of financial institutions and the 
customers they serve, and therefore, are vulnerable to various forms of fraud, money laundering 
and other financial crimes.    

Information on TARP-related programs can be found at www.financialstability.gov.  Information 
on SIGTARP can be found at www.sigtarp.gov.  Financial institutions may contact SIGTARP 
directly at 202-927-9319 for further information, including whether a transaction or attempted 
transaction involving the institution relates to one of the programs. 

                                                           
1
 Financial institutions are reminded of their obligations under the Bank Secrecy Act and the regulations at 31 C.F.R. Part 103 to 

implement risk-based policies, procedures, and processes, including those relating to customer due diligence, to avoid misuse of 
the U.S. financial system and aid in the identification of potentially suspicious transactions. 
2 SIGTARP was established by the Emergency Economic Stabilization Act of 2008 (“EESA”).  The responsibilities of SIGTARP 
include conducting, supervising and coordinating audits and investigations related to TARP. 
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Potential Indicators of Suspicious TARP-Related Activities 

The trends and indicators of potential suspicious activity associated with the TARP-related 
programs are, in many cases, similar to the trends and patterns that financial institutions 
recognize in the context of non TARP-related transactions.  Financial institutions should be able 
to utilize their Customer Identification Programs (CIP) and Anti-Money Laundering (AML) 
Programs to aid in: (1) identifying customers who qualify for any TARP-related program 
funding; (2) anticipating the types of TARP-related transactions that may be conducted by such 
customers; and (3) identifying any suspicious activity attempted by these customers in the 
context of any TARP- related transactions.  Likewise, financial institutions should avail 
themselves of public information in identifying transactions that might involve a TARP-related 
entity, such as wire transactions involving Capital Purchase Program (CPP)-funded banks or 
Public Private Investment Program (PPIP) Fund Managers. 

The following examples are not an exhaustive listing of program related suspicious activity that 
may be revealed in a TARP-related transaction.  These examples should be considered in light of 
a financial institution’s unique business plan, operations, customers and customer transactions, to 
determine whether filing a SAR is appropriate.    

 Conflicts of Interest: Some TARP-related programs, such as the PPIP (or PPIF),3 are 
structured to benefit service providers.  By their nature and design, including the availability 
of significant leverage, PPIP transactions in a stagnant mortgage-backed securities market 
will have a significant impact on how particular assets are priced in the market.  As a result, 
the increase in the price of such an asset will likely benefit anyone who already owns or 
manages the same asset, potentially including the PPIP manager making investment 
decisions.  One example of a type of activity that may raise suspicions are multiple 
transactions over a short time period (e.g., “flipping”) that result in a rapid increase in asset 
valuation in an otherwise stagnant product or geographical market.  Institutions involved in 
these transactions would include specifically qualified funds or other financial and 
investment professionals in narrowly defined markets.   

 

 Collusion: Another potential activity is PPIP managers who might be persuaded, through 
kickbacks, quid pro quo transactions, or other collusive arrangements, to manage the PPIPs 
for personal gain rather than for the benefit of the PPIP (and, by extension, taxpayers).  Some 
businesses may attempt to structure transactions in a way that disguises collusion among the 
parties in violation of applicable program prohibitions.  One indicator of illegal collusion 
may be anomalous or out-of-market pricing of assets in seemingly arm’s-length transactions 
among affiliated parties.  Additionally, nominee or front individuals or entities could appear 
in the transactions.  

 

 Insider Trading: Due to the significant level of involvement by the federal government and 
the substantial investment that TARP-related funds represent in existing markets, there is 
considerable opportunity for insiders to benefit from the diversion of funds before the public 
disclosure of a TARP-related transaction.  For example, one red flag might be a spike in the 

3
 PPIP is also sometimes referred to as PPIF (Public-Private Investment Fund). 
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volume of trading in a particular CPP-funded public company immediately prior to a public 
announcement of the approval, receipt, use of or repayment of TARP-related funds.  Insider 
trading suspicions involving a TARP funding recipient company may – depending on the 
circumstances – be considered a violation of applicable TARP requirements due to the 
fungibility of the funds.  Since most insider trading is identified retrospectively – i.e., after an 
announcement – a review of trading in the days prior to the announcement of, for example, 
activities involving CPP-funded banks may reveal suspicious trading activity. 

 
 Advanced Fee Schemes: Please refer to guidance FinCEN issued in April, 2009 for further 

information on filing SARs related to loan modification/foreclosure rescue scams in the 
context of residential mortgages.4   
 

 Money Laundering: Because of the significant leverage that may be exercised by recipients 
of PPIP and TALF funds, and the government support of the markets through related 
transactions, these programs present an opportunity to money-laundering organizations, 
which are continually looking for ways to “launder” their illicit proceeds. Such transactions 
might closely resemble traditional money laundering transactions, but would be related to the 
above-mentioned programs or the trading of mortgage-backed securities.   

 
For additional information on enforcement actions taken, and fraudulent schemes identified, by 
SIGTARP you may refer to their quarterly reports to Congress.5 

Suspicious Activity Reporting 

In order to assist law enforcement in investigating and prosecuting possible criminal activity that 
involves TARP-related government programs, FinCEN requests that, when reporting suspicious 
activity, financial institutions check the  appropriate box on the SAR form to indicate the type of 
suspicious activity and include the term “SIGTARP” in the narrative portion of the SAR.     

We further request that the Suspect/Subject Information Section of the SAR include all 
information available for each party suspected of engaging in the suspicious activity – including 
information such as individual or company name, address, phone number and any other 
identifying information.6  As noted in FinCEN’s SAR Narrative Guidance Package,

7 financial 
institutions must provide complete and sufficient descriptions of known or suspected criminal 
violations or suspicious activity in the narrative sections of SARs.  

FinCEN will continue to monitor SARs that identify TARP-related fraud and related crimes and 
report findings and emerging trends in future advisories and guidance as appropriate.  FinCEN 
also continues to support the SIGTARP and other law enforcement authorities, including in the 

                                                           
4 See Guidance to Financial Institutions on Filing Suspicious Activity Reports regarding Loan Modification/Foreclosure Rescue 
Scams, FIN-2009-A001, April 6, 2009 at http://www.fincen.gov/statutes_regs/guidance/pdf/fin-2009-a001.pdf. 
5 The Initial Report to Congress (February 6, 2009) and Quarterly Reports to Congress are available at 
http://www.sigtarp.gov/reports.shtml. 
6 If multiple subjects are involved and the financial institution is filing a paper form, the filer should file one SAR and complete a 
subject information section for each subject. 
7 See http://www.fincen.gov/statutes_regs/files/sarnarrcompletguidfinal_112003.pdf 
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context of the TALF-PPIP Task Force8, in the investigation and prosecution of financial crimes.  
Financial institutions with questions or comments regarding the contents of this Advisory should 
contact FinCEN's Regulatory Helpline at 800-949-2732. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                           
8 The TALF-PPIP Task Force is a multi-agency task force designed to deter, detect and investigate instances of fraud related to 
the Term Asset-Backed Securities Loan Facility program which was expanded to also include the Public-Private Investment Plan 
program.      
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Appendix A 

Description of TARP Programs 

PROGRAM DESCRIPTION 

Capital Purchase Program (CPP) Treasury allocated $250 billion to CPP to 
provide funds to qualified financial institutions 
to build capital, increase the flow of financing, 
and support the economy.  These funds are 
provided via Treasury’s purchase of senior 
preferred stock from the financial institutions. 
The financial institutions also provide Treasury 
10-year warrants to purchase additional stock 
in consideration for the funding.    

Automotive Industry Financing Program 
(AIFP) 

Through the AIFP, Treasury provided 
emergency loans to General Motors 
Corporation, Chrysler Holding LLC, and 
Chrysler Financial Services Americas LLC.  
Additionally, Treasury purchased senior 
preferred shares from GMAC LLC, took back 
warrants to purchase additional stock, and 
modified the loan terms to General Motors 
Corporation and Chrysler Holding LLC. 

Capital Assistance Program (CAP) Pursuant to the CAP, financial institutions with 
more than $100 billion in assets were required 
to undergo a “stress test.”  If, as a result of the 
stress test, an institution was found to need 
additional capital, it is given six months to 
raise private capital; and, if it is unable to do 
so, then it must accept CAP assistance. In this 
context, CAP assistance represents Treasury 
purchasing convertible preferred shares 
(convertible to common stock) and taking back 
warrants to purchase additional stock.  All 
other participants in the CPP program are also 
permitted to apply for additional financial 
assistance under the CAP (without undergoing 
a stress test) as well as exchanging the senior 
preferred shares issued to Treasury under CPP 
into convertible preferred shares. 

Unlocking Credit for Small Businesses 
(USCB) 

Through USCB, Treasury purchases securities 
backed by Small Business Administration 
loans. Treasury also called upon the 21 largest 
financial institutions to begin reporting the 
amount of their small business lending. 

Term Asset-Backed Securities Loan Facility Under the TALF, the Federal Reserve Bank of 
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(TALF) NY can issue up to $1 trillion in non-recourse 
loans to investors to make credit more 
available to consumers and small businesses.  
As collateral for these loans, the Federal 
Reserve will receive an interest in securities 
backed by credit cards, SBA loans, student 
loans, auto loans, and commercial mortgages. 
(The TALF may be expanded to allow the 
posting of securities backed by residential 
mortgages.) 

Making Home Affordable Program (MHA) MHA, also sometimes referred to as HAMP 
(Home Affordable Modification Program), is a 
multi-faceted foreclosure mitigation program.  
In connection with the program, among other 
things, Treasury pays incentives to servicers to 
reform mortgages down to 31% of adjusted 
income, and to mortgagors for remaining 
current on their mortgages. 

Public Private Investment Program (PPIP) Pursuant to the PPIP, Treasury will select fund 
managers, who will raise private capital that 
will be matched by TARP funds and leveraged 
with TARP loans.  The managers will purchase 
and manage so-called “troubled” assets.  PPIP 
is also sometimes referred to as PPIF (Public-
Private Investment Fund). 
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Advisory 
 

 

FIN-2010-A001 

Issued:    February 18, 2010 

Subject:  Advisory to Financial Institutions on Filing Suspicious Activity Reports 

regarding Trade-Based Money Laundering 
 

 
 
The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to inform 
and assist the financial industry in reporting suspected instances of trade-based money 
laundering.1  This advisory contains examples of “red flags” based on activity observed 
in Suspicious Activity Reports (SARs) that may indicate trade-based money laundering.  
While SARs are not proof of illegal activity, they can provide law enforcement with 
valuable indicators that this type of money laundering may be occurring. The examples 
discussed in this advisory are based on specific law enforcement experience involving 
U.S. trade with Central and South America, but the types of activity detailed herein are 
by no means confined to those regions, and financial institutions are advised to take 
appropriate measures to mitigate the risks of analogous activity occurring globally. 
 
Criminal organizations use the international trade system to transfer value across 
international borders and disguise the illicit origins of criminal proceeds.  According to 
the 2009 International Narcotics Control Strategy Report (INCSR), it is estimated that the 
annual dollar amount laundered through trade ranges into the hundreds of billions.2  
Additionally, U.S. Immigration and Customs Enforcement (ICE) reports that their trade-
based money laundering case initiations have increased since 2004.3  The Financial 
Action Task Force (FATF)4 names trade-based money laundering as an increasingly 
important money laundering and terrorist financing vulnerability.  FATF lists the physical 
movement of goods through the trade system as one of three methods criminal 
organizations and terrorist financiers use to move money for the purpose of disguising its 
origins and integrating it into the formal global economy. 5  Illicit activity is often hidden, 
                                                           
1 In developing this advisory, FinCEN examined the illicit use of trade operations and related activities, 
such as disguising the proceeds of criminal activity through the use of trade transactions, including 
misrepresentation of the price, quantity and quality of imports or exports. 
2 2009 International Narcotics Control Strategy Report, Volume II: Money Laundering and Financial 
Crimes, February 27, 2009, http://www.state.gov/p/inl/rls/nrcrpt/2009/vol2/116537.htm. 
3 The relationship, if any, between this increase and the allocation of ICE resources dedicated to the 
detection and investigation of TBML is unknown. 
4 The FATF is a 35 member inter-governmental policy-making body whose purpose is to establish 
international standards, and develop and promote policies, both at national and international levels, to 
combat money laundering and terrorist financing.  See http://www.fatf-gafi.org.  The United States is a 
member of the FATF. 
5 According to FATF, the other two methods used by criminal organizations and terrorist financiers to 
move criminal proceeds and integrate them into the formal economy are use of the financial system and 
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  2 

due in part to the enormous volume of international trade transactions (an estimated $15.7 
trillion in global merchandise exports in 2008).6 
 
Trade-based money laundering typologies such as black market exchange systems have 
evolved in response to government efforts to close vulnerabilities in the international 
financial and trade systems.  For example, the efforts of the U.S. Government to restrict 
the domestic placement of illicit cash have led to an exponential increase in cash 
smuggling from the United States, especially into Mexico.  After drug proceeds are 
smuggled into Mexico as bulk cash, Mexican Drug Trafficking Organizations (DTOs) 
use a portion of these proceeds to settle drug debts or purchase future drug shipments 
from Colombian DTOs.  Some of the bulk cash may eventually make its way into the 
formal financial sector in Mexico, notwithstanding the positive and continuing efforts of 
the Mexican government and Mexican financial institutions to develop and implement 
anti-money laundering and countering the financing of terrorism (AML/CFT) safeguards.  
The funds can then be co-mingled with legitimate proceeds at these financial institutions 
and then used to fund wire transfers to countries such as China, Panama and the United 
States.  The funds are used to purchase goods that are later sold on the black market.7  
 
Trade-based money laundering methods vary in typology from the most basic to very 
complex schemes.  Basic schemes include misrepresenting the price and quantity of 
goods and services (over and under invoicing), and invoicing the same goods or services 
more than once (double invoicing).8  
 
The Colombian Black Market Peso Exchange (BMPE) is an example of a complex 
method of trade-based money laundering.  The BMPE originally was driven by 
Colombia’s restrictive policies on currency exchange.  To circumvent those policies, 
Colombian businesses bypassed the government levies by dealing with peso brokers that 
dealt in the black market or parallel financial market.  Colombian drug traffickers took 
advantage of this method to receive Colombian pesos in Colombia in exchange for U.S. 
drug dollars located in the United States.9  According to the U.S. State Department’s 
2007 INCSR, similar black market exchange systems are found in Venezuela and in the 
tri-border region of Argentina, Brazil, and Paraguay.10  The U.S. State Department also 

                                                                                                                                                                             
physical movement of money (e.g. through the use of cash couriers).  See the Financial Action Task Force, 
“Trade Based Money Laundering,” Executive Summary, June 23, 2006, http://www.fatf-gafi.org
6 “International Trade Statistics, 2009,” World Trade Organization, October 28, 2009, 
http://www.wto.org/english/res_e/statis_e/its2009_e/its09_toc_e.htm.  
7 “The Consolidation and Flow of Bulk Cash by Mexican Drug Trafficking Organizations,” the U.S. 
Department of Justice, National Drug Intelligence Center, November, 2009. 
8 See the Financial Action Task Force Report, “Trade Based Money Laundering,” Executive Summary, 
June 23, 2006, http://www.fatf-gafi.org/dataoecd/60/25/37038272.pdf.  
9 Black market peso exchange facilitates the “swap” of dollars owned by drug cartels in the United States 
for pesos already in Colombia, by selling the dollars to Colombian businessmen who are seeking to buy 
United States goods for export.  See FinCEN Advisory Issue 9, Colombian Black Market Peso Exchange, 
November, 1997.  See also the “2007 National Money Laundering Strategy,” Chapter 6, Trade-Based 
Money Laundering, http://www.treas.gov/press/releases/docs/nmls.pdf. 
10 2007 International Narcotics Control Strategy Report, Volume II: Money Laundering and Financial 
Crime, March 2007, http://www.state.gov/documents/organization/81447.pdf. 
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reports that trade goods in Dubai as well as Chinese and European manufactured trade 
items are being purchased through narcotics-driven systems similar to the BMPE.11

 

 
Black market currency exchange systems have evolved in part due to increased diligence 
by U.S. financial institutions.  In the past, a common method used for initial placement of 
illicit funds into the financial system was structured deposits in the form of cash, money 
orders or other financial instruments.  Today, money launderers are employing 
diversified methods such as utilizing individuals or businesses that have control over 
numerous bank accounts, often spread over multiple financial institutions, and bulk cash 
smuggling from the United States.  The smuggled U.S. dollars are deposited into foreign 
institutions – often in Mexico, but also in Central and South American countries – and 
wired back to the United States and other prominent trade countries as payments for 
international trade goods and services. 
 
SAR filings on suspected TBML are increasing;12 however, it can be difficult to identify 
these activities given that financial institutions see only the documents related to a 
transaction and not the goods themselves.  Further, documents related to trade-based 
money laundering may be created by the money launderers themselves with no neutral 
third party to verify the validity of the documents. 
 
Potential Indicators of Trade-Based Money Laundering 

 
FinCEN and the National Drug Intelligence Center (NDIC), with input from ICE’s El 
Dorado Task Force,13 have identified the following activities that may be associated with 
trade-based money laundering.  These red flags may be directly linked to a 
misrepresentation of price, quantity or quality of merchandise involved in a trade 
transaction processed through a financial institution.  Although the activities from this 
study were specifically focused on trade with Mexico and Central and South America, 
financial institutions may wish to apply these indicators more globally.  None of the 
country-specific examples included in this advisory, however, should in any way be 
interpreted with any implication to the hundreds of billions of dollars in legitimate trade 
transactions conducted every year between the United States and Mexico or Central and 
South America.14  Also, please keep in mind that this list of red flags identifies only 
possible signs of illicit activity and must be considered in conjunction with the normal 
transaction activity expected for the individual customer.  In particular, any of the 
following red flags seen in conjunction with shipments of high dollar merchandise (such 
                                                           
11See the U.S. Department of State, “International Narcotics Control Strategy Report,” March 2008, 
http://www.state.gov/p/inl/rls/nrcrpt/2008/vol2/html/101353.htm. 
12 Over 17,000 SARs reporting potential TBML activity that occurred between January 2004 and May 2009 
reported transactions that involved in the aggregate over $276 billion. While FATF’s 2006 Report on Trade 
Based Money Laundering reported few instances of trade-related activities in suspicious activity reports, 
FinCEN explored a broader spectrum of trade operations and related activities in developing this advisory. 
13 ICE’s El Dorado Task Force consists of members from more than 55 law enforcement agencies in New 
York and New Jersey working in partnership to target vulnerabilities and financial crimes in the New 
York/New Jersey metropolitan area, such as commodity-based money laundering. 
14 “U.S. International Trade in Goods and Services, November 2009,” U.S. Bureau of Economic Analysis, 
U.S. Department of Commerce, January 12, 2010, http://www.census.gov/foreign-trade/Press-
Release/current_press_release/ft900.pdf. 
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as electronics, auto parts and precious metals and gems) to duty free trade zones, such as 
in the Colon Free Trade Zone in Panama, could be an indication of a trade-based money 
laundering or black market peso exchange activity:  
 

 Third party payments for goods or services made by an intermediary (either an 
individual or an entity) apparently unrelated to the seller or purchaser of goods.  
This may be done to obscure the true origin of the funds.  

 
 Amended letters of credit without reasonable justification. 

 
 A customer’s inability to produce appropriate documentation (i.e., invoices) to 

support a requested transaction. 
 

 Significant discrepancies between the descriptions of the goods on the transport 
document (i.e., bill of lading), the invoice, or other documents (i.e., certificate of 
origin, packing list, etc.). 

 
Other potential red flags for trade-based money laundering or black market peso 
exchange activities include: 
 

 Negotiable instruments (such as traveler’s checks, cashier’s checks and money 
orders) in round denominations under $3,000 used to fund domestic accounts or, 
alternatively, smuggled from the United States for placement into accounts at 
foreign financial institutions.  The negotiable instruments may be sequentially 
numbered or purchased at multiple locations and may frequently lack payee 
information or contain visible broker markings or symbols.  These negotiable 
instruments may also be used to pay for goods and services. 
 

 International wire transfers received as payment for goods into U.S. bank 
accounts or processed through U.S. correspondent or intermediary accounts, 
especially where the ordering party (importer of goods) of the wire does not live 
in the country from which the wire originated. For example: 

 
o Wires originating from jurisdictions which have been highlighted in 

relation to black market peso exchange activities, such as Mexico, 
Guatemala, Argentina, Brazil, Paraguay, Uruguay, Venezuela; 

o Payment destinations that include United States, Hong Kong, China, South 
Korea, Taiwan, Spain, Panama, Curacao, as they relate to duty free trade 
zones; 

o Wires where no apparent business relationship appears to exist between 
the originator and the beneficiary; 

o Customers who fail to provide adequate information, including adequate 
information on  the  originator, beneficiary, and purpose of the wire; or 

o Frequent transactions involving rounding or whole dollar amounts. 
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 Funds transferred into U.S. domestic accounts that are subsequently transferred 
out of the account in the same or nearly the same amounts.  Origination and 
destination locations are frequently high risk jurisdictions. 
 

 Sudden onset and equally sudden cessation of payments – typically wire transfers 
– within a short duration.  This could be an indication that the account is 
temporarily being used to launder illicit proceeds. 
 

 A foreign import business with U.S. accounts receiving payments from locations 
outside the areas of their customer base. 
 

 U. S. companies operating out of foreign countries, especially when it is difficult 
or impossible to determine ownership or controlling persons for the company, or 
when the business purpose is not fully apparent.  
 

 Unusual deposits occurring in combination with one or more of the following 
indicators: 

 
o Multiple deposits occurring in various locations when the account owner 

resides elsewhere, for example, deposits made in New York and Michigan 
when the account owner resides in Florida. 

o A customer with multiple bank accounts, or multiple accounts held by the 
customer and closely related family members.  These accounts may be 
held at one or more financial institutions.  Such accounts may be used to 
facilitate the placement and layering of illicit funds. 

o Checking accounts receiving cash deposits in amounts under $1,000 as 
infrequently as several times per month.  These deposits may be followed 
by ATM withdrawals in foreign countries. This method, sometimes 
referred to as micro-structuring, is used by “smurfs”15 to deposit cash 
which may then be used to purchase goods.   

 
 Foreign visitors opening multiple U.S. bank accounts at one or more financial 

institutions.  Individuals may travel to the United States with instructions to 
establish multiple bank accounts as a straw party.  Upon return to their home 
country the straw account owner signs all of the blank checks and relinquishes 
control of the checkbooks and ATM cards tied to the accounts to the beneficial 
owner who now has control of the accounts.  The following are examples of 
activity common to these accounts: 
 

                                                           
15 “Smurfs” are teams of persons who, acting in conjunction with or on behalf of other persons, structure 
financial transactions for the purpose of evading the requirement to file a Currency Transaction Report.  
“Structuring” as the term is used in the BSA includes not only attempts to evade reporting requirements, 
but also attempts to evade the Travel Rule and related recordkeeping requirements at 31 CFR 103.33.  See 
31 USC 5324. 
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o Cash deposits received using over-the-counter deposit slips since the 
checkbooks containing the pre-printed deposit slips as well as ATM cards 
are located out of country; 

o Deposits which are frequently made in multiple U.S. jurisdictions; 
o Withdrawals made via foreign ATM transactions; or 
o Withdrawals via check transactions that exhibit a difference between the 

handwriting for the signature and the payee portions of the check. 
 

 Unusual activity in established U.S. bank accounts for non-resident aliens, such as 
structured cash and monetary instrument deposits; checks written from the U.S. 
account to foreign businesses with no apparent relationship to the account holder; 
and international wire transfers to entities that do not appear to have any 
relationship with the originator. 
 

 Currency Transaction Reports (CTRs) generated for accounts having multiple 
cash deposits in a single day.  Depository institutions should be particularly aware 
of cash deposits occurring in multiple branch locations, including those located in 
different states. 

 
 Sequentially numbered checks drawn on U.S. accounts negotiated through foreign 

money services businesses, for example, casas de cambios.  Some checks may be 
payable directly to casas de cambios instead of specific businesses or individuals. 

 
It is important to remember that no one activity by itself is a clear indication of trade-
based money laundering.  Due to some similarities with legitimate financial activities, 
financial institutions should evaluate indicators of potential trade-based money 
laundering in combination with other red flags and expected transaction activity for its 
customer before making determinations of suspiciousness. Additional investigation and 
analysis may be necessary to determine if the activity is suspicious, based on information 
available to the financial institution.  Further information on trade-based money 
laundering, and related SAR filings, can be found in Appendix A. 
 
Suspicious Activity Reporting 

 

In order to assist law enforcement in its effort to target trade-based money laundering and 
black market peso exchange activities, FinCEN requests that financial institutions check 
the appropriate box in the Suspicious Activity Information section of the SAR form and 
include the abbreviation “TBML”16 or “BMPE”17 in the narrative portion of all relevant 
SARs filed.  The narrative should also include an explanation of why the institution 
suspects, or has reason to suspect, that the customer is participating in this type of 
activity. 
 
Financial institutions with questions or comments regarding this Advisory should contact 
FinCEN's Regulatory Helpline at 800-949-2732. 
                                                           
16 Trade-based money laundering (TBML) 
17 Black Market Peso Exchange (BMPE) 
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APPENDIX A 

 

Trade-based Money Laundering Magnitude as Reported in SARs  
 
SAR filings on suspected TBML are increasing;18 however, it can be difficult to identify 
these SARs.  Filers clearly identified the activity as TBML or BMPE in only 24 percent 
of the SAR narratives analyzed in conjunction with this advisory.  The remaining 76 
percent of the SARs potentially associated with TBML required complex queries that 
included trade and other terms derived from the red flags identified in this Advisory (see 
Figure A).  
 

 
Figure A 

 
While SAR filings related to trade-based money laundering are increasing, the activity 
dates reported on the SARs indicate there is a substantial interval between when the 
activity occurs and when it is identified and reported.  This could indicate that financial 
institutions are first becoming aware of such activity through law enforcement inquiries 
or media reports, or through other suspected illicit activities involving their customers 
which may be identified through open sources.  For example, based on the SARs 
retrieved in conjunction with this advisory, 14 percent of the suspected TBML activity 
that occurred in 2004 was reported in 2004, while 30 percent of the 2004 activity was not 
reported until the first half of 2009, five years after the activity occurred.  Figure B 
provides a comparison of SAR filing dates to the dates when the TBML activity 
occurred.  
 

                                                           
18 Over 17,000 SARs reporting potential TBML activity that occurred between January 2004 and May 2009 
reported transactions that involved in the aggregate over $276 Billion. 
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Figure B 

 
 
Analysis of SARs identified as reporting TBML activity have revealed trends that may be 
valuable to law enforcement with regard to resource allocations.  Transactions involving 
entities in Mexico and China19 were the most frequently named in SAR narratives 
reporting TBML activity.  However, over the four year period from 2004 to 2008, TBML 
SAR narratives involving transactions in China continued to increase while narratives 
citing a connection to Mexico were beginning to decrease.  Panama was ranked third in 
the total number of SAR narratives describing suspected TBML possibly due to activity 
in the Panama Colon Free Trade Zone.  Analysis of the change in frequency of countries 
reported in TBML SARs between 2004 and 200720 revealed that the Dominican 
Republic, followed closely by Venezuela, are the countries with the most rapid growth in 
potential TBML activity. 
 
 
 
 
 
 
 
 
 
 

                                                           
19 Narrative searches for China included Taiwan and Hong Kong. 
20 As noted in Figure B, there is a lag time between when the activity occurs and when filers identify and 
report the activity as suspicious.  For this specific reason, 2007 data was used to calculate the percentage of 
change as 2007 data appears to be more complete than 2008. 
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Advisory 

 
 
FIN-2010-A005 
Issued:    April 27, 2010 
Subject:  Advisory to Financial Institutions on Filing Suspicious Activity Reports 
Regarding Home Equity Conversion Mortgage Fraud Schemes 
 
 
 
The Financial Crimes Enforcement Network (FinCEN), in consultation with the U.S. 
Department of Housing and Urban Development’s (HUD) Office of Inspector General 
(OIG), is issuing this advisory to highlight reverse mortgage fraud schemes potentially 
related to the Federal Housing Administration (FHA) Home Equity Conversion Mortgage 
(HECM) program so that financial institutions may better assist law enforcement when 
filing Suspicious Activity Reports (SARs).1  With the recent difficulties within the 
housing market, the ability of homeowners to access existing home equity quickly 
through the HECM and other reverse-mortgage programs may be increasing their 
attractiveness as a target for financial fraud.2

 

  This advisory contains examples of 
common fraud schemes and potential “red flags” for fraudulent activity related to 
HECMs.  To assist law enforcement in its efforts to target this type of fraudulent activity, 
this advisory also suggests key words for financial institutions to use when completing 
SARs involving fraud related to the HECM program.  Using this additional information, 
the vigilance of financial institutions together with law enforcement efforts against illicit 
mortgage-related activities will make an important contribution to the economic recovery 
of the housing market. 

This advisory supports the efforts of the Financial Fraud Enforcement Task Force 
(FFETF), the U.S. Department of Treasury’s broader initiatives to ensure that U.S. 
financial institutions are not used as conduits for illicit activity, including fraud against 
the elderly and the FHA, and a FinCEN and HUD OIG mortgage fraud initiative.3

1 HUD OIG is the primary investigative agency with respect to potential mortgage fraud against U.S. 
Federal Housing Authority (FHA) programs, including HECMs. 

 

2 Statement of the Honorable Kenneth M. Donohue, Inspector General, Department of Housing and Urban 
Development before the Senate Committee on Appropriations, Subcommittee on Transportation, Housing  
and Urban Development, and Related Agencies, Washington, D.C. April 2, 2009.  See 
http://www.hud.gov/offices/cir/test090402a.pdf.  
3 Financial institutions are reminded of their obligations under the Bank Secrecy Act (BSA) and the 
regulations at 31 CFR Part 103 to implement risk-based policies, procedures, and processes, including 
those relating to customer due diligence, to avoid misuse of the U.S. financial system and aid in the 
identification of potentially suspicious transactions. 
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Description of the HECM Program 
 
HUD and FHA established the HECM proprietary reverse mortgage program in 1989. 
The HECM program, which allows seniors age 62 and older to withdraw some of the 
equity in their homes, is the only reverse mortgage program insured by the U.S. 
government (through the FHA).  HECM loans are provided through FHA approved 
lenders.  Seniors seeking a HECM loan must meet minimum property standards and 
discuss the program requirements and associated financial implications with a HECM 
loan counselor before proceeding.  The total loan amount is based upon the appraised 
home value and other factors, up to a maximum of $625,500.  There are five methods of 
receiving the proceeds on a scheduled or unscheduled basis, including via one or more 
direct payments, a line of credit, a fixed value annuity, or a combination thereof.  
Financing costs may be paid from the proceeds of the HECM loan.  Lenders are repaid in 
full upon sale of the home, death of the senior, and certain other circumstances.4

 
    

Recently, HECMs have increased in popularity.  In 2009, the FHA insured more than 
114,000 HECMs, nearly 100 percent of the reverse mortgage market.  That same year, 
HUD expanded the HECM program to allow seniors to purchase homes using HECMs.  
The “HECM for Purchase” program allows seniors to purchase homes with no mortgage 
payments if they are able to contribute a substantial down payment.5

 
    

As the HECM program has become more popular, public reports of financial crimes 
against seniors involving the FHA program have become more prevalent.  Law 
enforcement and HUD officials have identified new trends and schemes involving thefts 
from seniors by family members, loan officers, and others as well as the use of 
unsuspecting seniors in property flipping and other HECM-related fraud schemes.6

 
   

Potential Indicators of HECM Fraud Schemes Identified by Law Enforcement and 
HUD Officials 
 
The following highlights potential indicators of schemes involving the HECM program 
based upon general typologies received from law enforcement and HUD officials. This 
information is intended to assist financial institutions in identifying when illicit activities 
may intersect with their financial institution and HECM or other reverse mortgage-related 
fraudulent activity.  This is not an exhaustive list of common fraud schemes, and the 

4 A reverse mortgage is a special type of home loan that lets a homeowner convert a portion of the equity in 
their home into cash or funds.  The equity that built up over years of home mortgage payments can be paid 
to the homeowner.  Unlike a traditional home equity loan or second mortgage, however, no repayment is 
required until the borrower no longer uses the home as his or her principal residence.  FHA's HECM 
provides these benefits.   For more information about FHA’s HECM program, see 
http://www.hud.gov/offices/hsg/sfh/hecm/hecmhome.cfm.    
5 A HECM can be used to purchase a primary residence (HECM for Purchase program), if an eligible 
senior is able to use cash or funds on hand to pay the difference between the HECM loan proceeds and the 
sales price plus closing costs for the property being purchased.  For information on the HECM for Purchase 
program, see http://www.hud.gov/offices/hsg/sfh/hecm/faqs_hecm.cfm#GEN.  
6 See http://www.fbi.gov/hq/majorthefts/intelbulletin_reversemortages.htm and 
http://www.illinoisattorneygeneral.gov/pressroom/2010_02/20100208.html.    
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associated “red flags” indicate only possible signs of fraudulent activity relating to 
reverse mortgages.  No single red flag will be definitive proof of such activity and may 
apply to multiple fraud schemes.  Instead, it is important to view any red flag(s) in 
appropriate context with other indicators and facts, such as the specific role of the 
financial institution within the HECM loan-related transaction(s), as well as knowledge 
of the associated fraud schemes.  In some cases, the fraudulent activity may involve more 
than one type of fraud scheme, with one constant being the funneling of the victim’s 
HECM loan proceeds to the perpetrator(s).  These schemes also may involve multiple 
fraudulent actors, ranging from loan officers or processors to appraisers or notaries public 
to family members or caretakers. 
 
Cross Selling.  One common fraud scheme involves the theft of a senior’s HECM loan 
proceeds through cross selling of financial products in violation of HUD rules.7

 

  As a part 
of this scheme, loan officers or other individuals convince the senior to use HECM loan 
proceeds to finance the purchase of expensive and unnecessary insurance, annuities, or 
other financial products.  In one particularly egregious example of illegal cross selling, an 
84 year old was sold an insurance annuity that did not mature until the senior was 104 
years old and carried substantial early withdrawal penalties. 

 Red Flags 
• A senior communicates to the financial institution that he or she has invested 

HECM loan proceeds in an annuity or other financial product. 
 

• A senior completes a HECM, but deposits little to no funds into his or her bank 
account. 

 
Cash-out Theft.  Another scheme involves the theft of reverse mortgage proceeds by 
individuals trusted by the senior, including family members, care takers, and loan 
officers.  For example, a senior may receive a HECM cash-out check and provide the 
check to the loan officer (or other trusted party).  The loan officer or other trusted party 
then co-endorses the check and deposits it to his or her business or personal bank 
account.  The senior is instructed to request cash withdrawals directly from the loan 
officer or another trusted individual.  After the senior obtains several withdrawals, he or 
she is told all the HECM loan proceeds have been received.  The loan officer or other 
trusted party pockets the remaining funds. 
 
 Red Flags 

• A senior takes HECM loan proceeds in a lump sum at closing.  As noted earlier, 
seniors have the option of taking HECM loan proceeds at closing in a lump sum, a 
line of credit, an annuity, or a combination thereof.  Fraudsters generally are not 
interested in a line of credit or an annuity. 

 
 
 

7 See HUD Mortgage Letter 2008-24 at http://www.hud.gov/offices/hsg/sfh/hecm/hecmml.cfm.   
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• A financial institution’s loan officer deposits or withdraws large amounts of cash 
or large dollar checks in a manner inconsistent with his income or duties at the 
institution.  The loan officer also may be co-endorsing checks for large amounts 
and depositing them into business or personal accounts, possibly at another 
financial institution. 

 
• A HECM borrower withdraws large amounts of cash or has unusual spending 

activity.  The unusual activity may involve purchases associated with a cross-
selling fraud scheme 

 
Straw Owner—Property Flipping.  HUD OIG recently has noted the use of HECMs to 
flip properties.8  One scheme involves a perpetrator (“straw buyer”) transferring 
ownership of a typically low-value or problem property to an unsuspecting senior (“straw 
senior”) without going through a mortgage sale.9

  

  Fraudsters then instruct the straw 
senior to complete paperwork for a HECM loan against the property, using an overstated 
appraisal, or assume the identity of the senior to do so themselves.  Investigators have 
noted appraisals as high as 1,000% of the actual fair market value of the home. 

 Red Flags 
• A senior homeowner says that he or she received the house free from a special 

government program.  Fraudsters often convince unsuspecting straw seniors that 
new government programs provide free houses to qualifying seniors. 
 

• An appraisal uses comparable sales that are outdated or outside of the property’s 
neighborhood. 

 
• A senior’s credit report is inconsistent with information provided in the senior’s 

HECM loan application. 
 
Straw Owner—Fake Down Payments.  A new variation of HECM fraud involves the 
HECM for Purchase program.10

 

  Many HECM originators stopped accepting HECM 
applications from seniors who did not have a seasoned title as a result of the previously 
discussed property flipping scheme.  To get around the new lender rules, fraudsters have 
started “selling” low-value properties to seniors.  Using bogus gifts or fraudulent 
paperwork, fraudsters create the appearance of a large down payment by the senior to 
purchase the property.  The senior is then instructed to take out a HECM loan on the 
existing home, based on an overstated appraisal, to complete the purchase of the low-
value property. 

 

8 See http://www.reversereview.com/index.php/magazine/features/1897-interview-with-the-hecm-fraud-
unit.html 
9 The term “straw buyer” refers to the individual perpetrating the HECM fraud.  The straw buyer transfers 
or signs over ownership of the home to the senior victim, or “straw senior,” without going through a normal 
mortgage sale.  This is commonly referred to as “quit claiming” the property deed. 
10 See http://atlanta.fbi.gov/dojpressrel/pressrel10/atl040810.htm.  Also, see footnote 6. 
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Distressed Non-senior Mortgagors.  Distressed mortgagors under the age of 62 will 
sometimes ask senior parents, other family members, or friends to take a HECM loan for 
them.  In some cases, distressed mortgagors will submit fraudulent paperwork to take out 
the loan and receive the HECM loan proceeds directly.  Fraudsters also may assume the 
identity of a senior victim and take out a HECM loan without the senior’s knowledge. 
 
 Red Flags 

• A distressed mortgagor quit claim deeds his/her property to parents or other 
seniors who then take out HECM loans to repay the underlying mortgages. 
 

• HECM loan proceeds are not deposited into the senior’s bank account and/or are 
used to pay off an existing mortgage in the name of someone other than the 
senior. 

 
• Monthly statements and other paperwork associated with the HECM loan are not 

sent to the senior’s address. 
 
Power of Attorney.  In a variety of the fraud schemes noted above, the perpetrator may 
use a power of attorney (POA) for the senior to apply for and close HECM loans without 
the full knowledge or participation of the victim.  A POA also may be used for either the 
seller or the buyer in a HECM for Purchase transaction.  In many HECM for Purchase 
schemes, fraudsters purchase properties from homeowners without formally recording the 
purchase.  Instead, the fraudster receives a POA from the homeowner and then “sells” the 
home to the straw senior using the HECM for Purchase program. 
 
Additional information on reverse mortgage fraud schemes, and mortgage fraud in 
general, may be found in the six mortgage-fraud strategic analytical reports produced by 
FinCEN and available at http://www.fincen.gov/mortgagefraud.html.11

 

  FinCEN will 
continue to monitor SARs that identify mortgage loan fraud, and specifically HECM 
fraud schemes, to provide future analysis on this issue.  FinCEN will issue further 
advisories on this issue as appropriate.  

Suspicious Activity Reporting  
 
The activities of financial institutions may intersect with a reverse mortgage fraud 
scheme in several ways.  First, HECMs are available only through FHA approved 
lenders.  HECM originators, sponsors, and servicers collect or have access to HECM loan 
files, which include copies of deeds, appraisals, bank statements, or proof of down 
payments.  Second, persons or entities perpetrating HECM fraud schemes may seek the 
services of financial institutions for the purpose of receiving, depositing, or moving illicit 

11 FinCEN Mortgage Loan Fraud Assessment, November 2006; Mortgage Loan Fraud: An Update of 
Trends based Upon an Analysis of Suspicious Activity Reports, April 2008; Filing Trends in Mortgage 
Loan Fraud, February 2009; Mortgage Loan Fraud Connections with Other Financial Crime, March 2009;  
Mortgage Loan Fraud Update (published in The SAR Activity Review - Trends, Tips & Issues [Issue 16, 
October 2009]) PDF Only; and Mortgage Loan Fraud Update: Suspicious Activity Report Filings from July 
1-September 30, 2009 (February 2010) PDF Only  
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funds relating to the scams.  Third, financial institutions may become aware of such 
scams through their interactions with customers who have become victims.  
 
Consistent with the standard for reporting suspicious activity as provided for in 31 CFR 
Part 103, if a financial institution knows, suspects, or has reason to suspect that a 
transaction involves funds derived from illegal activity or that activities conducted or 
attempted by, at, or through the financial institution appear to be indicative of money 
laundering, terrorist financing, or other violation of law or regulation, the financial 
institution should file a SAR.12  As noted in FinCEN’s SAR Narrative Guidance 
Package,13

 

 financial institutions must provide complete and sufficient descriptions of 
known or suspected criminal violations or suspicious activity in the SAR narrative 
sections. 

To assist law enforcement in its efforts to target this type of fraudulent activity, we 
request that, if financial institutions become aware of this type of activity, they include 
the specific term “HECM” within the narrative portions of all relevant SAR filings and 
highlight the exact dollar amount(s) associated with the HECM loan proceeds.  We 
further request that the Suspect/Subject Information Section in the SAR filing include all 
information available for each party suspected of engaging in this fraudulent activity.  
This includes individual or company name, address, phone number, and any other 
identifying information.14

 

  In addition, if financial institutions become aware of any other 
type of FHA-insured mortgage fraud, we request the term “FHA” be included within the 
narrative portions of the relevant SAR filings. 

In many circumstances, the senior homeowner is a victim of the scam and, therefore, 
should not be listed as a suspect, unless there is reason to believe the homeowner 
knowingly participated in the fraudulent activity.  When the senior homeowner is simply 
a victim of a scam, include sufficient information in the narrative portion of the SAR 
about the senior homeowner and his or her property to assist law enforcement in 
investigating and prosecuting these potential crimes.  
 
Financial institutions that have questions or comments regarding the contents of this 
Advisory should contact FinCEN’s Regulatory Helpline at 800-949-2732.  
 
Assistance for Consumers  
 
Financial institutions are encouraged to have their customers report HECM fraud, and 
any other type of FHA fraud, to the HUD OIG Hotline, 
http://www.hud.gov/offices/oig/hotline/index.cfm, 1-800-347-3735, hotline@HUD 

12 Financial institutions shall file with FinCEN to the extent and in the manner required a report of any 
suspicious transaction relevant to a possible violation of law or regulation.  A financial institution also may 
file with FinCEN a SAR with respect to any suspicious transaction that it believes is relevant to the 
possible violation of any law or regulation but whose reporting is not required by FinCEN regulations. See, 
e.g., 31 CFR § 103.18(a). 
13 See http://www.fincen.gov/narrativeguidance_webintro.html. 
14 If multiple subjects are involved and the financial institution is filing a paper form, the filer should attach 
an additional copy of the subject information section of the report for each subject. 

FinCEN Advisories Consolidated - Page 42



OIG.gov.  Financial institutions also may wish to caution their customers to avoid any 
business or person that seeks to charge up-front fees for HECM, FHA, and any services 
related to the U.S. federal government’s new loan modification and refinancing 
programs.  More information about the various plans available to homeowners can be 
found at www.MakingHomeAffordable.gov or by contacting the Homeowner’s HOPE 
Hotline at 1-888-995-HOPE (1-888-995-4673).15

www.ftc.gov

  If a financial institution becomes 
aware of a customer’s unintentional involvement in a foreclosure rescue scam, the 
customer may be referred to the Federal Trade Commission website, . This 
site contains a publication designed to educate homeowners on mortgage foreclosure 
rescue scams and also offers contact information for those who may have already fallen 
victim to a scam. Financial institutions also may consider referring customers to state or 
local authorities. 

15 Through the HOPE NOW Alliance, consumers have access to free foreclosure prevention counseling 
intermediaries approved by the Department of Housing and Urban Development, qualifying state housing 
finance agencies, and NeighborWorks® organizations, which is a national nonprofit organization created 
by Congress to provide financial support, technical assistance, and training for community-based 
revitalization efforts. 
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Advisory  

 
FIN-2010-A006 
Issued: June 17, 2010 
Subject:  Updated Advisory to Financial Institutions on Filing Suspicious 

Activity Reports Regarding Loan Modification/Foreclosure Rescue 
Scams 

 
The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to 
supplement the guidance in its advisory of April 6, 2009, regarding loan modification and 
foreclosure rescue scams (April 2009 Advisory).1  Continuing fraudulent activity in the 
housing market and recent adjustments and promotions related to the Home Affordable 
Modification Program (HAMP) and other Federal programs2 is the impetus for issuing 
this advisory.  With increased consumer activity in these programs, incidents of 
modification and foreclosure “rescue” schemes also could increase.  Information 
contained in this advisory is intended to inform and assist financial institutions when 
filing Suspicious Activity Reports (SARs) regarding such activities.  Additional 
information on foreclosure rescue schemes and mortgage fraud in general may be found 
on the Mortgage Fraud Section3

 
 of FinCEN’s website. 

SARs continue to be one of the most valuable sources of data for law enforcement and 
regulatory agencies in their investigation and prosecution of crimes involving loan 
modification and foreclosure rescue schemes and other residential mortgage-related 
crimes.  This advisory contains updated examples of common fraud schemes and 
potential “red flags” for fraudulent activity related to loan modification and foreclosure 
rescue schemes. It also reminds financial institutions to use key words when completing 
SARs to assist law enforcement in its efforts to target this type of fraudulent activity.4

1 

  
Using this additional information, the vigilance of financial institutions together with law 
enforcement efforts against illicit mortgage-related activities will make an important

http://www.fincen.gov/statutes_regs/guidance/html/fin-2009-a001.html 
2 These programs include the Federal Housing Administration (FHA) programs in addition to the Home 
Affordable Foreclosure Alternatives Program (HAFA) designed to establish standard practices that would 
ease the use of short sales.  The HAMP program modifications will expand flexibility for mortgage 
servicers and originators to assist more unemployed homeowners and to help more people who owe more 
on their mortgage than their home is worth because their local markets saw large declines in home values. 
3 http://www.fincen.gov/mortgagefraud.html 
4 On April 27, 2010, FinCEN issued Advisory FIN-2010-A005 providing guidance to financial institutions 
filing SARs on potentially fraudulent activities associated with the FHA’s and Department of Housing and 
Urban Development’s (HUD) Home Equity Conversion Mortgage (HECM) program.  FinCEN requested 
that filers who suspected possible illicit HECM activity assist law enforcement by including the term 
“HECM” in the narrative section of the SAR filing along with all pertinent information for each suspected 
party. 
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contribution to the minimization of illicit financial schemes.5

 
  

Potential Indicators of Foreclosure Rescue Scams and Advance Fee Schemes 
 
Early SARs indicating loan modification and foreclosure rescue schemes identified 
subjects purporting to be loan modification or foreclosure rescue specialists, who targeted 
financially distressed homeowners with promises of assistance, but whose actions 
resulted in the homeowners’ loss of ownership in or title to their property.  In a typical 
advance fee arrangement, the perpetrators contact financially distressed homeowners with 
promises to negotiate a loan modification to prevent foreclosure.  The perpetrators insist 
upon payment of an advance fee, sometimes totaling thousands of dollars.  They 
frequently caution the homeowner from discussing the arrangement, particularly with the 
lender, to avoid jeopardizing the negotiations.  The perpetrators never contact the lender 
to modify the loan, and the homeowner’s loan continues to foreclosure. 

Financial institutions should be alert to indicators of suspicious activity where customers 
may be either unwitting victims or willing collaborators with the scheme’s primary 
subject.  The activities of financial institutions may intersect with these loan 
modification/foreclosure rescue scams in two ways.  First, persons or entities perpetrating 
loan modification/foreclosure rescue scams may seek the services of financial institutions 
for the purpose of receiving, depositing or moving funds relating to the scams.  With 
respect to these circumstances, consistent with anti-money laundering obligations 
pursuant to 31 CFR Part 103, financial institutions are reminded of the requirement to 
implement appropriate risk-based policies, procedures, and processes, including 
conducting customer due diligence on a risk-assessed basis to avoid misuse and aid in the 
identification of potentially suspicious transactions.  Second, financial institutions may 
become aware of such scams through their interactions with customers who have become 
victims.   

The following list of “red flags” identifies only possible signs of fraudulent activity and 
any one red flag should be viewed in context with other indicators and facts.  The 
presence of any of these red flags in a given transaction or business arrangement may 
underscore the need for further due diligence and possibly the need to file a SAR.       

 
 
 
 
 

5 Additionally, on October 14, 2009, FinCEN issued Advisory FIN-2009-A006 providing guidance to 
financial institutions filing SARs on activities potentially related to the Federal Government’s Troubled 
Asset Relief Program (TARP).  FinCEN requested that filers who suspected possible illicit activity 
involving TARP programs assist law enforcement by including the term “SIGTARP” in the narrative 
portion of the SAR, along with all pertinent information for each suspected party.  As explained in 
Advisory FIN-2009-A006, the Special Inspector General for the TARP (SIGTARP) identified seven 
TARP-related programs, including the HAMP mentioned above, which financial institutions may recognize 
in the normal course of doing business.   
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Red Flags Identified by FinCEN’s State Regulatory Partners 
 

• Because the majority of states have criminalized charging an advance fee from a 
consumer for mortgage loan modification services in certain instances, many 
fraud schemes may attempt to characterize the up-front “fee” in other ways, such 
as: 

o File review fee; 
o Forensic review fee; 
o Forensic audit fee; 
o Attorney fee; 
o Fraud detection fee; and 
o Membership fee (perhaps purporting to become a member of the 

“assisting” entity).  
 

• Some fraudulent loan modification schemes involve perpetrators that refer to 
themselves as “associations” or “counseling agencies” or claim to be non-profit 
entities because of a general consumer preference to work with these types of 
entities and the expectation of legitimacy. 
 

• A number of perpetrators use a notary public as an agent to deliver documents and 
obtain the fee in cash, cashier’s check, or personal check. 
 

• Advance fee schemes in many cases also involve debt elimination, credit card 
debt, or refinance schemes.6

 
 

• Illicit actors appear to be using websites, mailings, TV/radio commercials, and 
roadside signs advertising free help, assistance for foreclosures, loan 
modifications, short sales, forensic audits, and credit/debt relief services.   

 
Recent Red Flags Identified Through SAR Reporting 
 
Jointly with this advisory, FinCEN issued a June 2010 Mortgage Loan Fraud Report7

6 An example of a debt elimination scheme is The Redemptionist Theory debt elimination scheme, in which 
the homeowner is informed that his or her mortgage or other debt can be renounced based on the spurious 
argument that the Federal Government assumes responsibility as the owner of individual citizens’ 
properties.  A perpetrator provides the homeowner with numerous complex forms, as well as with legal 
declarations to send to the lender.  Another example, The Freeman in Nature scheme, is based on the 
legally incorrect argument that the loan was illegally made and that the borrower therefore has no 
obligation to repay it.  This argument relies on an incorrect interpretation of the Uniform Commercial Code 
or Federal law, and jeopardizes a lender’s loan security by filing fraudulent lien releases among county land 
records. 

 that 
reviewed and analyzed a sample dataset of over 3,500 relevant SARs filed between 
January 1, 2004, and December 31, 2009.  The most prevalent activities relating to loan 

7 Mortgage Loan Fraud – Loan Modification and Foreclosure Rescue Scams, Evolving Trends and Patterns 
in Bank Secrecy Act Reporting, 
http://www.fincen.gov/news_room/rp/files/MLFLoanMODForeclosure.pdf. 
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modification and foreclosure rescue schemes described in SARs filed since April 2009 – 
the date of the initial Advisory regarding foreclosure rescue scams – are listed below by 
industry sector. 
 
Based on SAR analysis, perpetrators have been resourceful in abusing all types of 
financial institutions to further their criminal activity.  Reporting of mortgage loan fraud 
activity by financial institutions other than depository institutions may indicate that the 
financial industry as a whole has benefited from the April 2009 Advisory. 
 
Depository Institution SARs 
 

• Straw borrowers are often used to hide the identities of the perpetrators; 
• Perpetrators defraud homeowners into turning over ownership of their property 

and subsequently rent it back to the victim; 
• Equity lines of credit or false quit claim deeds are used for “equity skimming” or 

outright property theft; and, 
• Advance fee schemes are often tied to debt elimination schemes. 

 
Money Services Businesses SARs 
 

• Multiple, structured, or sequential money orders sent to or received by a loan 
modification or foreclosure rescue business for the purpose of avoiding 
foreclosure; 

• Perpetrators telling financial institution filers that the structuring of multiple 
money orders was required by the recipients; 

• Perpetrators using links on their websites to direct incoming payments through the 
money services business; 

• Perpetrators who falsely claimed they were listed on official/public lists of 
government-approved credit counselors or HUD-approved housing counseling 
agencies;8

• The use of “foreclosure rescue” within the trade name of entities claiming to 
provide foreclosure rescue services; and,  

 

• Efforts to “stop payment” by foreclosure rescue scheme victims who paid 
advance fees, but received no service.  This was seen in SARs filed by a major 
payment provider reporting merchant fraud activities, which specifically 
identified multiple charge-backs of credits posted to the accounts of the 
customer’s merchants.9

 
   

 
 
 
 

8 For more information on HUD-approved housing counselors, see 
http://portal.hud.gov/portal/page/portal/HUD/i_want_to/talk_to_a_housing_counselor.  
9 Charge-backs, stop payment orders, and returned or insufficient funds for credit deposits to filers’ 
customer accounts were also reported in SAR-DI filings by depository institutions. 
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Securities and Futures Industries SARs 
 

• Investment and securities firms submitted SARs implicating their customers after 
learning they had been indicted or prosecuted for foreclosure rescue scheme 
activities.  Although submitted after the investigations had begun, these SARs are 
useful for law enforcement in their efforts to expand investigations.   

 
Suspicious Activity Reporting Suggestions Regarding Loan Modification/ 
Foreclosure Rescue Scams 
 
FinCEN’s April 2009 Advisory resulted in a significant increase in SAR filings related to 
loan modification and foreclosure rescue schemes.  However, filers continue to use a 
variety of descriptive terms for loan modification and foreclosure rescue schemes instead 
of the requested term “foreclosure rescue scam.” This advisory reminds filers that 
including the term “foreclosure rescue scam” enables law enforcement to search for and 
identify fraudulent activity more easily when reviewing SAR information, which assists 
in focusing investigative resources.     
 
We further request that the Suspect/Subject Information Section of the Suspicious 
Activity Report include all information available for each party suspected of engaging in 
suspected fraudulent activity – including information such as individual or company 
name, address, phone number, and any other identifying information.10

 

  When the 
homeowner is believed to be simply a victim, the SAR filer should include all available 
information in the narrative portion of the SAR about the homeowner and his or her 
property to better assist law enforcement in investigating and prosecuting these potential 
crimes.  The homeowner should not be listed as a suspect unless there is reason to believe 
the homeowner knowingly participated in the fraudulent activity. 

FinCEN continues to monitor SARs that identify mortgage loan fraud and loan 
modification and foreclosure rescue schemes.  Further advisories and reports will be 
issued as appropriate, to provide institutions with timely and useful guidance and 
information. 
 
Financial institutions that have questions or comments regarding the contents of this 
Advisory should contact FinCEN’s Regulatory Helpline at 800-949-2732. 
 
 

 

10 Financial institutions shall file with FinCEN to the extent and in the manner required a report of any 
suspicious transaction relevant to a possible violation of law or regulation.  A financial institution may also 
file with FinCEN a Suspicious Activity Report with respect to any suspicious transaction that it believes is 
relevant to the possible violation of any law or regulation but whose reporting is not required by FinCEN 
regulations.  See, e.g., 31 CFR § 103.18(a). 
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Advisory 

 
 
FIN-2010-A007 
Issued:    June 21, 2010 
Subject:  Newly Released Mexican Regulations Imposing Restrictions on Mexican 

Banks for Transactions in U.S. Currency 
 

 
 
The Financial Crimes Enforcement Network (FinCEN) is advising U.S. financial 
institutions of a recent change in Mexican financial regulations applying to Mexican 
banks that could affect the operations of U.S. financial institutions.  On June 15, 2010 the 
Mexican finance ministry, Secretaría de Hacienda y Crédito Público de México (SHCP), 
announced new anti-money laundering (AML) regulations that will restrict the amounts 
of physical cash (banknotes and coins) denominated in U.S. dollars that Mexican banks 
may receive.1  The Mexican regulation will still allow certain transactions up to relatively 
low value thresholds, as described in more detail below.  The regulations do not restrict 
non-cash transactions denominated in U.S. currency (e.g., wire transfers, ACH payments, 
credit card transactions, traveler’s checks, etc.).  These new Mexican regulations are 
intended to mitigate risks of laundering proceeds of crime tied to narcotics trafficking and 
organized crime.  The regulations state that the restrictions on U.S. currency transactions 
by banks with individuals will go into effect four business days after official publication 
on  June 16, 2010.  The restrictions on U.S. currency transactions by banks with legal 
entities and trusts will go into effect ninety (90) calendar days after official publication 
(on or about September 14, 2010).2

 
 

This Advisory is issued to assist financial institutions in understanding how the U.S 
financial system may be affected by the changes in the Mexican regulations, to help U.S. 
financial institutions anticipate possible impacts on their businesses, including the risk 
profiles of certain classes of transactions and customers, and how various AML and 
counter-terrorist financing safeguards consistent with Bank Secrecy Act (BSA) 
regulations may be utilized to mitigate possible changes or increases in risks.  
 
Background 
 
The United States and Mexico maintain strong commercial and cultural ties, particularly 
evident around our shared border.  There are many legitimate reasons that U.S. currency 
enters the Mexican economy, including in connection with border trade, tourism, and 

1 See SHCP Press Release No. 041/2010 (June 15, 2010), Anuncia la SHCP Medidas para Regularizar la 
Entrada de Dolares en Efectivo al Sistema Bancario Mexicano, available at 
http://www.hacienda.gob.mx/SALAPRENSA/doc_comunicados_prensa/2010/Junio/comunicado_041_2010.pdf . 
2 Other requirements upon Mexican banks, such as recordkeeping obligations will begin as early as four 
days after official publication, while additional reporting obligations will be required as of October 2010. 
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remittances.3  Nonetheless, a significant portion of the U.S. currency in Mexico is 
derived from illegal activity, specifically the sale of narcotics in the United States, some 
of the proceeds of which are smuggled as bulk cash into Mexico.4

 

  Within Mexico, much 
of the U.S. currency, regardless of source, is intermediated through multiple transactions 
and ultimately make its way into the global financial system and repatriated back to the 
United States (in a process similar to that in most countries with respect to the processing 
of non-local currency). 

FinCEN and U.S. financial regulators have previously taken steps aimed at raising 
awareness of the risks involved in the bulk shipment of cash between the United States 
and Mexico.  In 2006, FinCEN issued guidance on the potential misuse of relationships 
with U.S. financial institutions by certain Mexican financial institutions, including 
Mexican casas de cambio, and the money laundering threat involving the smuggling of 
bulk U.S. currency into Mexico.5  More recently, on April 29, 2010, the Federal Financial 
Institutions Examination Council (FFIEC) released the revised Bank Secrecy Act/Anti-
Money Laundering (BSA/AML) Examination Manual,6

 

 which included a new section 
providing guidance to banks on managing the risks associated with receiving bulk 
shipments of currency and implementing effective monitoring and reporting systems 
addressed to those risks. Although the FFIEC BSA/AML Examination Manual is issued 
by the Federal banking regulators regarding AML requirements applicable to banks, it 
contains guidance that may be of interest to all financial institutions covered by the BSA. 

Summary of New Mexican Regulation 
 
The SHCP has issued the new regulations, in consultation with the Mexican financial 
supervisor, the Comisión Nacional Bancaria y de Valores, pursuant to Article 115 of the 
Mexican Law of Credit Institutions, to be included among other AML requirements for 
banks issued pursuant to article 115.7  (See Annexes for a copy of the new regulations as 
issued, and an unofficial translation into English.)  The regulations provide that Mexican 
banks shall be prohibited from receiving U.S. currency for transactions involving 
currency exchange, and for receipt of payment for services, or transfers or remittances of 
funds, subject to the following conditions: 8

 
 

3 In announcing the new regulations (see footnote 1), the SHCP stated that more that 96% of remittances 
are transferred electronically and paid out in Mexican pesos, while the average remittance value is U.S. 
$317.  Hence, SHCP did not believe the changes would affect remittance payments. 
4 See, e.g., 2010 National Drug Control Strategy, available at 
http://www.whitehousedrugpolicy.gov/publications/policy/ndcs10/ndcs2010.pdf; 2009 International 
Narcotics Control Strategy Report, Mexico Country Report, available at 
http://www.state.gov/p/inl/rls/nrcrpt/2009/vol2/index.htm; 2007 National Money Laundering Strategy, 
available at http://www.ustreas.gov/press/releases/docs/nmls.pdf.   
5 http://www.fincen.gov/statutes_regs/guidance/html/advis04282006.html 
6 http://www.ffiec.gov/bsa_aml_infobase/documents/BSA_AML_Man_2010.pdf 
7 http://dof.gob.mx/nota_detalle.php?codigo=5146921&fecha=16/06/2010 
8 Additionally, transactions with foreign diplomatic offices, international organizations, and banks acting 
on their own behalf are exempt from these restrictions. 
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• For legal entities (in Spanish “personas morales”) and trusts that are customers, 
U.S. currency transactions will be prohibited, unless such customer is based or 
conducts most of its business within a tourist area (to be identified by SHCP at a 
later date), within twenty miles of the U.S. border, or within the States of Baja 
California or South Baja California; in which cases the bank may receive an 
aggregate limit of $7000 in U.S. currency from its customer per calendar month. 

 
• For legal entities and trusts that are non-customers, all U.S. currency transactions 

will be prohibited. 
 

• For individuals who are customers, the aggregate limit in U.S. currency that the 
bank may receive from its customer per calendar month shall be $4000.   

 
• For individuals who are non-customers, the aggregate limits in U.S. currency that 

the bank may receive from the individual shall be $300 per day, and $1500 per 
month.  Only the monthly threshold of $1500 per person will apply to non-
Mexicans (e.g., foreign tourists); the daily threshold will not apply.  For all 
transactions for individuals who are non-customers, the Bank will be required to 
receive certain identification information from the transacting person. 

 
Guidance 
 
The change in Mexican regulations could have a significant impact on the operations of 
U.S. financial institutions, both directly with respect to the nature of activity and 
relationships with Mexican customers and financial institutions, and indirectly with 
respect to possible changes in activity both within the United States and through 
intermediary countries.  Financial institutions are advised that some changes in 
transaction activity should be expected in advance of the effective date of the Mexican 
regulations.  In addition, U.S. financial institutions should be aware that some Mexican 
banks have already implemented restrictions on accepting foreign currency.  The end of 
this Advisory includes examples of possible changes in activity.  These examples are by 
no means certain nor exclusive, but rather are illustrative and are being shared through 
this Advisory for the purpose of aiding U.S. financial institutions in developing 
assessments based upon their unique customer and business profiles. 
 
Financial institutions should consider the possible impact of the restrictions when 
reviewing financial activity and monitoring transactions.  The changes to the Mexican 
regulations could lead some customers to seek new relationships with U.S. financial 
institutions.  Financial institutions are reminded of their requirement to have a Customer 
Identification Program, as applicable, as well as an AML Program to detect suspicious 
activity.  Financial institutions that receive or offer services in connection with bulk cash 
shipments should have policies and procedures that mitigate the risks of those services.   
 
While the transactional activity that U.S. financial institutions may experience as a result 
of the new Mexican restrictions may not be indicative of criminal activity, U.S. financial 
institutions should consider this activity in conjunction with other information, including 
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transaction volumes and source of funds, when determining whether to file a suspicious 
activity report (SAR).9

 

  Financial institutions’ requirements to report suspicious activity 
are significant, because SARs continue to be one of the most valuable sources of data for 
law enforcement and regulatory agencies in their investigation and prosecution of 
criminal activity.  

Suspicious Activity Reporting 
 
To assist FinCEN and law enforcement with efforts to better assess the impact of the 
changes in the Mexican regulations, particularly with respect to possible attempts by 
criminals to divert or alter their methods of laundering the proceeds of crime, we request 
that:  (a) if a financial institution has determined that a transaction is suspicious and thus 
has an obligation to file a SAR with FinCEN; and (b) if the facts and circumstances of the 
transaction lead the financial institution to suspect that the transaction is being entered 
into as a result of the Mexican currency restrictions, then the financial institution should 
include the specific term "MX Restriction” within the narrative portion of the SAR filing 
and highlight the exact dollar amount(s) associated with the suspicious activity.  We 
further request the Suspect/Subject Information Section in the SAR filing include all 
information available for each party suspected of engaging in this activity (including the 
individual or company name, address, phone number, and any other identifying 
information).  With respect to currency shipments from Mexico that are deemed 
suspicious, include information on the common carrier, courier, or shipper of the 
currency, and information on the point of exportation of the currency from Mexico and 
the point of importation in the United States, if known. 
 
FinCEN will continue to analyze U.S. currency flows between Mexico and the United 
States to better understand legitimate, as distinct from possible criminal, activity, and to 
aid in the detection, deterrence, investigation and prosecution of criminal activity.  Future 
updates to this Advisory may be published as more specific information as to the effects 
of the new Mexican regulations become available. 
 
Examples of Potential Activity 
 
The new restrictions implemented by Mexico may have both direct and indirect effects 
on transactions occurring in the United States.  Financial institutions may find the 
following examples of possible effects helpful in assessing risks and in ongoing 
monitoring of financial transactions. 
 
• As the restrictions on Mexican bank activity with respect to U.S. currency is 

announced and goes into effect, it can be expected that the overall amount of U.S. 
currency repatriated by Mexican banks to the United States will decline, with a 

9 Financial institutions shall file with FinCEN to the extent and in the manner required a report of any 
suspicious transaction relevant to a possible violation of law or regulation.  A financial institution may also 
file with FinCEN a Suspicious Activity Report with respect to any suspicious transaction that it believes is 
relevant to the possible violation of any law or regulation but whose reporting is not required by FinCEN 
regulations.  See, e.g., 31 CFR § 103.18(a). 
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possible further consolidation of the Mexican entities seeking currency 
repatriation services.  Prior to the effective date of the restrictions, there could be 
an increase in activity as pre-existing currency holdings of banks and their 
customers are drawn down. 

 
• Individuals and businesses no longer able to deposit U.S. currency into Mexican 

banks may instead look directly to U.S. financial institutions to deposit U.S. 
currency. 

 
• Within the United States, financial institutions in the region of the Mexican 

border or near frequently used ports of entry for travel to and from Mexico by 
land, sea or air, should consider whether significant changes in their U.S. currency 
activity might be related to the changes in Mexico. 

 
• The limitations upon U.S. currency activity in Mexico may lead to increased 

demand by Mexican persons, and non-Mexican persons doing business with 
Mexico, for other types of payment services or products to settle debts that might 
previously have been paid in U.S. currency.  This could include increased demand 
for Mexican peso banknotes; debit cards, credit cards and pre-paid products 
presented in Mexico to access funds in U.S. accounts; increased use of wire 
transfers; ACH; money orders, checks or other paper instruments; etc. 

 
• Moreover, to the extent that one source of U.S. currency in Mexico has been 

proceeds of crime in the United States that has been bulk shipped to Mexico, the 
restrictions upon the ability to integrate bulk currency into the Mexican financial 
system may cause criminals in the United States to attempt to launder more U.S. 
currency within the United States.  This may be accompanied by attempts to 
transfer non-cash proceeds to Mexico, such as through other types of payment 
services or products, transfer of goods or commodities, or other means, such as 
trade-based money laundering.10

 
 

• U.S. currency may be diverted from Mexico through intermediary countries – in 
particular, currency that is not tied to legitimate economic activity in Mexico, but 
rather related to narcotics trafficking or other organized crime.  Financial 
institutions should thus consider, as part of their risk management related to bulk 
currency activities generally, whether they understand the causes of sudden 
significant increases in U.S. currency activities involving jurisdictions other than 
Mexico to avoid unknowingly facilitating the processing of U.S. currency 
diverted from past Mexican activity. 

 
*  *  * 

 

10 See FinCEN Advisory FIN-2010-A001, Advisory to Financial Institutions on Filing Suspicious Activity 
Reports regarding Trade-Based Money Laundering (February 18, 2010), available at 
http://www.fincen.gov/statutes_regs/guidance/html/fin-2010-a001.html. 
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For questions regarding this Advisory, contact FinCEN’s Regulatory Helpline at 
(800)949-2732.   
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Annex 
 
Unofficial Translation http://www.fincen.gov/news_room/rp/files/06-2010-0238-eng-
final.pdf 
 
The original Mexican regulations referenced in this advisory may be found at: 
http://dof.gob.mx/nota_detalle.php?codigo=5146921&fecha=16/06/2010  
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Advisory 
 

 
FIN-2010-A011 
Issued:    September 1, 2010 
Subject:  Informal Value Transfer Systems 

 
 
The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to remind 
financial institutions of previously published information concerning Informal Value 
Transfer Systems (IVTS), 1

 

 so that Suspicious Activity Reports (SARs) referencing IVTS 
can be more helpful to law enforcement.  Recent information continues to indicate 
possible use of IVTS to fund attempted terrorist attacks, including against the United 
States.  Vigilance by financial institutions, in combination with law enforcement efforts, 
against illicit IVTS activities will continue to contribute to U.S. national security and help 
to protect the financial system from abuse. 

As a type of Money Services Business (MSB) and specifically, as a type of money 
transmitter, IVTS may legally operate in the United States, so long as they abide by 
applicable state and federal laws.  This includes registering with FinCEN and complying 
with anti-money laundering and counter-terrorist financing provisions of the Bank 
Secrecy Act (BSA) applicable to all money transmitters and to certain other MSBs.  A 
more sophisticated form of IVTS operating in the United States often interacts with other 
financial institutions in storing currency, clearing checks, remitting and receiving funds, 
and obtaining other routine financial services, rather than acting independently of the 
formal financial system.   
 
More information on how IVTS may operate, how financial institutions may be used in 
an IVTS process, and potential indicators of IVTS activity can be found in FinCEN 
Advisory 33 published in March 2003.2

 

  While not intended to be a comprehensive 
description of all possible IVTS arrangements or activities, the information in that 
Advisory remains relevant to all financial institutions.  Recent examples of unlicensed or 
unregistered IVTS activity, subsequent to FinCEN’s Advisory in 2003, highlight the 
operations of the more sophisticated form of IVTS:   

• One case involved Abad’s Carnival French Ice Cream (Carnival) in Brooklyn, 
New York, which was convicted of operating as a money transmitter without an 
appropriate state license.  According to court records, $22.2 million was deposited 

1 The term “IVTS,” as originally stated in the March 2003 IVTS Advisory cited herein, refers to any 
system, mechanism, or network of people that receives money for the purpose of making the funds or an 
equivalent value payable to a third party in another geographic location, whether or not in the same form.  
The transfers generally take place outside of the conventional banking system through non-bank financial 
institutions or other business entities whose primary business activity may not be the transmission of 
money. 
2  “Informal Value Transfer Systems,” FinCEN Advisory 33 (March 2003). 
http://www.fincen.gov/news_room/rp/advisory/pdf/advis33.pdf).   

FinCEN Advisories Consolidated - Page 56



by cash, checks, and wire transfers into twelve accounts held at multiple U.S. 
banks from 1996 through 2003, including from a separate company under the 
same ownership.  The deposits typically were structured to avoid reporting 
requirements.  These funds were then consolidated into a central account in the 
U.S. using checks and wire transfers from the twelve separate accounts.  From 
that central account, $21.9 million was wired to accounts held in 25 other 
countries on behalf of customers in the U.S.  The recipient IVTS operators that 
controlled the accounts in those countries then exchanged the funds into local 
currency and distributed the payments to the intended beneficiaries.3

 
   

• In 2009, Mauricio Alfanso Mazza-Alaluf was convicted of providing IVTS 
services without a license.  Mazza-Alaluf used his U.S. bank accounts to assist 
with thousands of transactions totaling hundreds of millions of dollars after 
physically carrying millions of U.S. dollars through Los Angeles International 
Airport. Mazza-Alaluf then deposited the funds in bank accounts in the United 
States to relay payments from Chilean businesses and individuals to U.S. 
customers, clearing informal transfers between entities through accounts in his 
own name.4

 
   

• Another recent example involved a multi-national effort to transfer $3.4 million to 
individuals located in Iran.  In June of 2010, Mahmoud Reza Banki was convicted 
of, among several crimes, operating an unlicensed money-transmitting business.  
Banki received several million dollars into his U.S. bank accounts on behalf of 
U.S. customers and then contacted IVTS brokers in Iran to have the equivalent 
amount of funds paid to the recipients.  These transfers to Iran were also in 
violation of Office of Foreign Assets Control (OFAC) sanctions.5

 
 

FinCEN will continue to monitor SARs that identify unregistered IVTS and report 
findings and emerging trends in future advisories and guidance as appropriate. 
 

Guidance 
 
Financial institutions should continue to be alert to the possible use of IVTS to move 
funds linked to laundering of criminal proceeds or to finance terrorism.  If a financial 
institution knows, suspects, or has reason to suspect that an IVTS is operating in violation 
of the registration requirement under the BSA for money transmitters not acting solely as 
agents of others, or, even if registered, is being used in the illegal transmittal of funds, a 
SAR should be filed. 
 
When completing a SAR involving IVTS, financial institutions are requested to check the 
appropriate box indicating the type of suspicious activity being reported, and to note the 
abbreviation "IVTS" in the narrative.  Also, the narrative should include an explanation 
as to why the financial institution knows, suspects, or has reason to suspect that an IVTS 
may be involved in the reported activity. 

3 See United States v. Elfgeeh, 515 F.3d 100 (2nd Cir. 2008). 
4 See, United States v. Mazza-Alaluf, 607 F.Supp.2d 484 (S.D.N.Y. 2009). 
5 See United States v. Banki, 2010 U.S. Dist. LEXIS 51330, 2010 WL 2076770 (S.D.N.Y. 2010). 
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Questions or comments regarding the contents of this Advisory or the March 2003 IVTS 
Advisory should be addressed to the FinCEN Regulatory Helpline at 800-949-2732. 
Financial institutions wanting to report suspicious transactions that may relate to 
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-
3974 (7 days a week, 24 hours a day).  The purpose of the hotline is to expedite the 
delivery of this information to law enforcement.  Financial institutions should 
immediately report any imminent threat to local-area law enforcement officials.  
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Advisory 

 
 
FIN-2010-A014 
Issued:    November 23, 2010 
Subject:  Maintaining the Confidentiality of Suspicious Activity Reports  

 
 
 
In conjunction with updating our regulations relating to the confidentiality of Suspicious 
Activity Reports (SARs),1 the Financial Crimes Enforcement Network (FinCEN) is 
issuing this advisory to regulatory and law enforcement agencies, self-regulatory 
organizations (SROs), and financial institutions to reinforce and reiterate the requirement 
to preserve the confidentiality of SAR information.2

 

  As information contained in SARs 
becomes more widely used as a resource for investigations and examinations, the need to 
remain vigilant about protecting the confidentiality of SAR information increases.  
Recent media reports of possible disclosure incidents have increased concerns that SAR 
confidentiality requirements may not have been appropriately followed. 

FinCEN, as administrator of the Bank Secrecy Act (BSA), is responsible for both 
safeguarding the information it collects and maintaining the integrity of the BSA records 
and reports, including SARs.  The unauthorized disclosure of SARs could undermine 
ongoing and future investigations by tipping off suspects, deter financial institutions from 
filing SARs, and threaten the safety and security of institutions and individuals who file 
such reports.  Further, such disclosure of SARs compromises the essential role SARs play 
in protecting our financial system and in preventing and detecting financial crimes and 
terrorist financing.  The success of the SAR reporting system depends upon the financial 
sector’s confidence that these reports will be appropriately protected.   
 
FinCEN encourages organizations and authorities, both governmental and non-
governmental, to be vigilant in ensuring SAR confidentiality is maintained.  This includes 
making certain all employees, agents, and individuals appropriately entrusted with 
information in a SAR are informed of the individual obligation to maintain SAR 
confidentiality.  This obligation applies not only to the SAR itself but also to information 
that would reveal the existence of the SAR.  Likewise, such persons should also be 
informed of the consequences for failing to maintain such confidentiality, which could 
include civil and criminal penalties as explained herein.  
 

1 See 31 U.S.C. § 5318(g)(2) and 31 CFR §§ 103.15(d), 103.16(f),  103.17(e), 103.18 (e), 103.19(e), 
103.20(d), and 103.21(e).  
2 The SAR confidentiality provisions clarify that both the SAR itself and any information that would reveal 
the existence of a SAR are confidential, and shall not be disclosed except as specifically authorized therein. 
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A financial institution may want to consider including such information as part of its 
ongoing training of all employees.  Additional risk-based measures to ensure the 
confidentiality of SARs could include, among other appropriate security measures, 
limited access on a “need-to-know” basis, restricted areas for reviewing SARs, logging of 
access to SARs, the use of cover sheets for SARs, or supporting documentation that 
indicates the filing of a SAR, or electronic notices that highlight confidentiality concerns 
before a person may access or disseminate the information.    
 
Similarly, law enforcement and regulatory authorities and SROs should implement robust 
programs to protect the confidentiality of SARs and information that would reveal the 
existence of a SAR.  Among other things, these programs should focus on educating all 
users of SAR information of their responsibilities and the importance of SAR 
confidentiality, and should establish controls that safeguard against inappropriate use of, 
and access to, SAR data.  The obligation to preserve the confidentiality of SARs applies 
equally to government officials and SROs, and SARs must remain confidential even if 
law enforcement, regulatory or SRO authorities obtain them directly from financial 
institutions.   
 
The unauthorized disclosure of SARs is a violation of federal law.3  Both civil and 
criminal penalties may be imposed for SAR disclosure violations.  Violations may be 
enforced through civil penalties4 of up to $100,000 for each violation and criminal 
penalties5 of up to $250,000 and/or imprisonment not to exceed five years.6  In addition, 
financial institutions could be liable for civil money penalties resulting from anti-money 
laundering program deficiencies (i.e., internal controls, training, etc.) that led to the 
improper SAR disclosure.  Such penalties could be up to $25,000 per day for each day 
the violation continues.7

If you or your institution becomes aware of an unauthorized disclosure of a SAR or if 
your institution receives a subpoena for a SAR, you should immediately contact 
FinCEN’s Office of Chief Counsel at (703) 905-3590 as well as your primary federal 
regulator, as may be applicable in a corresponding SAR rule.  If you have any questions 
regarding this Advisory, please contact FinCEN’s Regulatory Helpline at (800) 949-
2732.  

  FinCEN is committed to working with regulatory agencies, law 
enforcement, SROs, and financial institutions to take appropriate action for unauthorized 
disclosures of SARs.  Incidents involving unauthorized SAR disclosures are investigated 
and appropriate action is taken for someone found to be in violation of the law. 

3 31 U.S.C. §§ 5318(g)(2), 5321, and 5322. 
4 31 U.S.C. § 5321 and 31 CFR § 103.57. 
5 31 U.S.C. § 5322 and 31 CFR §103.59. 
6 Criminal penalties may increase if the violation is committed while violating another law of the United 
States or as part of a pattern of illegal activity.  31 U.S.C. § 5322(b) and 31 CFR § 103.59(c). 
7 31 U.S.C. § 5321(a)(1). 
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Advisory 
 

 
FIN-2011-A007 
Issued:    March 30, 2011 
Subject: Advisory on Activities Potentially Related to Commercial Real Estate 

Fraud 
 

 
The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory so that 
financial institutions may better assist law enforcement when filing Suspicious Activity 
Reports (SARs) on activities potentially related to commercial real estate fraud (CREF).  
 
To assist law enforcement efforts in targeting this type of fraudulent activity, this 
Advisory provides examples of common CREF schemes, and suggests a key word for 
financial institutions to use when completing SARs involving potential CREF.  
 

Potential Indicators and Examples of Commercial Real Estate Fraud Schemes 
 
This Advisory highlights some types of behavior that may signal fraudulent commercial 
real estate activity, but does not provide an exhaustive list of all CREF schemes.  The 
indicators and examples found below have been partly derived from information supplied 
by law enforcement and also by analyzing SARs for commonly filed-upon activity.1

 

  It is 
important to view any indication of potentially suspicious commercial real estate activity 
in context with the entire financial transaction. Financial institutions should consider all 
facts and circumstances, such as the specific role of the financial institution within the 
commercial real estate transaction(s), when reporting activity. These schemes may also 
involve multiple actors, which may include property management companies, real estate 
investment companies, developers, title companies and/or appraisers.  Examples of some 
common types of reported suspicious activity related to CREF include: 

Misrepresentations:  Subjects make false statements and/or submit falsified documents 
including rent rolls, tax documentation, appraisals, draw requests, lien waivers, and 
financial statements to bolster loan applications.  Subjects may also make fraudulent 
disbursement requests, including fraudulent invoices and receipts, to receive loan 
proceeds.  This activity may occur across multiple banks using multiple accounts.   
 
Misappropriation of Funds:  Borrowers misappropriate funds by diverting those funds to 
other projects for which loans or payments were not directed.  This activity may be 
discovered during site inspections of customers’ property.   
 

1 For more information on real estate and mortgage fraud, please see FinCEN’s website at 
http://www.fincen.gov/news_room/rp/mortgagefraud.html , which includes links to recent analytical 
reports on commercial real estate fraud. 
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Bank Insider Collusion:  Bank insiders facilitate loan approval processes and 
disbursement of funds for accomplices.  Bank insiders’ suspicious client bases may move 
with them from employer to employer.      
 
Flipping and Straw Buyer Schemes:  Subjects may use straw buyers who “flip” the 
property to generate equity for another purchase, for profit, or to improve borrowers’ 
creditworthiness. 
 
Collateral Transfer:  Borrowers sell collateral without disclosure to the lender or fail to 
forward proceeds of collateral sales to the lender, hide or convey the collateral to 
associates, or quit-claim deed the collateral to another entity.  This may involve 
transferring ownership to family members or trust accounts, diverting funds for collateral 
improvements to other projects, or inflating collateral values, any of which would 
negatively affect the banks’ financial positions. 
 
Advance Fee Schemes:  Subjects engaging in advance fee schemes target borrowers, 
lenders, and companies unable to obtain commercial real estate financing.  These 
schemes may involve fraudulent business proposals and financial instruments. 
 

Suspicious Activity Reporting 
 
Consistent with the standard for reporting suspicious activity under the Bank Secrecy 
Act, if a financial institution knows, suspects, or has reason to suspect that a transaction 
conducted or attempted by, at, or through the financial institution that involves funds 
derived from illegal activity or that appears to be indicative of money laundering, terrorist 
financing, or other violation of law or regulation, the financial institution should file a 
SAR.2 As noted in FinCEN's SAR Narrative Guidance Package,3

 

 financial institutions 
must provide complete and sufficient descriptions of known or suspected criminal 
violations or suspicious activity in the SAR narrative sections. 

To assist law enforcement in its efforts to target this type of fraudulent activity, FinCEN 
requests that when reporting this type of activity, financial institutions include the 
specific term "CREF" within the narrative portion of all relevant SAR filings and report 
the exact dollar amount(s) associated with the commercial real estate activity.  Even 
though the SAR form used by depository institutions lists “commercial loan fraud” as a 
check-box , using the term “CREF ” better assists FinCEN and law enforcement with 
monitoring trends in suspicious activity that are not solely related to commercial loans.  
The “CREF” term also allows non-depository financial institutions to identity this 
activity when a specific check-box is not available on their respective forms.  We further 
request that the Suspect/Subject Information Section in the SAR filing include 
information available for all parties suspected of participating in this fraudulent activity.   
 
Questions or comments regarding the contents of this Advisory should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. Financial institutions wanting to 
report suspicious transactions that may relate to terrorist activity should call the 

2 See, e.g., 31 CFR § 1020.320. 
3 See http://www.fincen.gov/narrativeguidance_webintro.pdf. 
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Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a 
day).  The purpose of the hotline is to expedite the delivery of this information to law 
enforcement.  Financial institutions should immediately report any imminent threat to 
local law enforcement officials.  
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Advisory 
 

 
FIN-2011-A009 
Issued:    April 21, 2011 
Subject:  Information on Narcotics and Bulk Currency Corridors 

 
 
The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to draw 
the attention of financial institutions to narcotics and bulk currency corridors in the 
United States.  The goal is to assist financial institutions in developing a better 
understanding of their own geographic locations, how these locations intersect with 
established flows of narcotics and bulk currency, and how geographic location may affect 
Bank Secrecy Act (BSA) obligations. 

 
Identifying Narcotics and Bulk Currency Corridors 

 
The trafficking of illegal drugs, fueled in part by a continuing demand for illegal 
narcotics in the United States, has created an established pattern of narcotics distribution 
channels and disposition of illicit funds.  The Office of National Drug Control Policy has 
identified High Intensity Drug Trafficking Areas (HIDTA), indicating areas of specific 
concern.1  Additionally, financial institutions may find the U.S. Department of Justice’s 
National Drug Threat Assessment useful, specifically to identify areas that may be hubs 
of activity as well as logistical highways in the drug trade.2

 

  These resources may help 
financial institutions determine if they are located either in a HIDTA or in a region that is 
located in the supply chain for narcotics and bulk currency smuggling.   

Financial institutions may wish to pay particular attention to Appendix A of the 2010 
National Drug Threat Assessment, the National Drug Intelligence Center Dynamic 
Mapping Initiative,3 and the Department of Justice’s Regional Drug Transportation 
Corridors.4

 

  These visual representations may assist financial institutions in identifying 
geographic regions that, although not in HIDTA locations, are located in the logistical 
channels of transportation of narcotics and bulk currency.  

The narcotics and currency corridors have resulted in corresponding illicit financial 
activity, the likely goal of which is to limit the time and expense related to physically 
transporting illicit bulk currency.  This activity may be a version of what is referred to as 
inter-state cash, pass-through activity, or funnel account activity.  Funnel account activity 
often involves a customer structuring currency deposits into an account in one geographic 
area, with the funds subsequently withdrawn in a different geographic region with little 
turn-around time.  The rapid flow of funds may also span a large geographic area 
between the deposits and withdrawals, including instances where the deposit location is 

1 http://www.whitehousedrugpolicy.gov/publications/pdf/HIDTA_fs.pdf  
2 http://www.justice.gov/dea/concern/18862/ndic_2010.pdf     
3 http://www.ndicgis.usdoj.gov//Maps.aspx   
4 http://www.justice.gov/ndic/pubs38/38661/images/figure3.jpg  
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thousands of miles away from the withdrawal location.  The currency deposits and 
withdrawals often have no apparent lawful or business purpose and do not reflect the 
stated occupation of the account holder.  The deposit activity often occurs in areas in 
narcotics and bulk currency corridors and is withdrawn in HIDTA regions.  The 
withdrawal activity may include not only currency withdrawals, but purchasing of 
monetary instruments or initiation of international wire transfers.  
 

Guidance 
 

FinCEN reminds U.S. financial institutions of their requirement under the BSA to report 
suspicious transactions conducted or attempted by, at, or through the U.S. financial 
institution.5   A transaction is suspicious if  the transaction(a) involves funds derived 
from illegal activity, (b) the transaction is indicative of structuring, money laundering, 
terrorist financing, or any other violation of federal law or regulation, or (c) the 
transaction has no business or apparent lawful purpose, or is not the sort in which the 
customer is normally expected to engage, and the financial institution knows of no 
reasonable explanation for the transaction after examining the available facts .6

 
 

Questions or comments regarding the contents of this Advisory should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732.  

5 A transaction is suspicious if it falls within one of the categories enumerated in our SAR rules.  A 
transaction requires reporting if the transaction satisfies the monetary threshold in our SAR rules, and the 
financial institution “knows, suspects, or has reason to suspect” that the transaction is suspicious.  Financial 
institutions should note that our rules allow for the voluntary filing of SARs. See, e.g., 31 CFR § 1020.320. 
6 Id. 
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 Department of the Treasury 
 Financial Crimes Enforcement Network 

 

 

 

Advisory 

 

 

FIN-2011-A016 

Issued:    December 19, 2011 

Subject:   Account Takeover Activity  

   
 

The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to assist 
financial institutions with identifying account takeover activity and reporting the activity 
through the filing of Suspicious Activity Reports (SARs).1   

 

Identifying Account Takeover Activity 

 

Cybercriminals are increasingly using sophisticated methods to obtain access to accounts, 
including the use of malware (malicious software), SQL injection attacks (SQLIA), 
spyware, Trojans, and worms.2  These attacks aim to deliberately exploit a customer’s 
account and, in many instances, to gain seemingly legitimate access to another 
customer’s account.  Through ongoing monitoring, financial institutions may identify 
inconsistencies with a customer’s normal account activity that indicates illicit intrusions 
into a customer’s account.  Such irregularities might include, but are not limited to, 
unusual ATM activity, clustered Automated Clearing House (ACH) transactions in 
different geographic areas, sudden wire transfers, or changes to customer and account 
profiles.  
 
Account takeover activity differs from other forms of computer intrusion, as the 
customer, rather than the financial institution maintaining the account, is the primary 
target.  Computer intrusion may be defined as gaining access to a computer system of a 
financial institution to: a) remove, steal, procure or otherwise affect funds of the financial 
institution or the institution’s customers; b) remove, steal, procure or otherwise affect 
critical information of the financial institution including customer account information; or 
c) damage, disable, disrupt, impair or otherwise affect critical systems of the financial 
institution.3  In an account takeover, at least one of the targets is a customer holding an 
account at the financial institution and the ultimate goal is to remove, steal, procure or 
otherwise affect funds of the targeted customer.       

 

Suspicious Activity Reporting 
 
If a financial institution knows, suspects, or has reason to suspect that a transaction 
conducted or attempted by, at, or through the financial institution involves funds derived 
                                                 
1 In developing this Advisory, FinCEN consulted with the Federal Bureau of Investigation and the 
Financial Services Information Sharing and Analysis Center. 
2 For more information and resources on cybercrime techniques and updates, see United States Department 
of Justice’s Computer Crime & Intellectual Property Section, http://www.cybercrime.gov/.  
3 See “SAR Activity Review Trends, Tips, and Issues,” Issue 3, pp. 38-41 (October 2001).  
http://www.fincen.gov/news_room/rp/files/sar_tti_03.pdf#page=44.  The definition also appears in the 
instructions to the SAR-DI (TD F 90-22.47). 

FinCEN Advisories Consolidated - Page 69



  

from illegal activity or an attempt to disguise funds derived from illegal activity, is 
designed to evade requirements under the Bank Secrecy Act (“BSA”), or lacks a business 
or apparent lawful purpose, the financial institution may be required to file a SAR.4  
When completing SARs on suspected account takeover activity, financial institutions 
should use the term “account takeover fraud” in the narrative section of the SAR and 
provide a detailed description of the activity.  Financial institutions may wish to take the 
following examples into account when filling out the Suspicious Activity Information 
section to further enhance the usefulness of their filings:5 
 

 If the account takeover involves computer intrusion, check the box for “computer 
intrusion.”  In addition, financial institutions can check the “other” box and note 
“account takeover fraud” in the space provided. 
 

 If the account takeover involved other delivery channels such as telephone 
banking or fraudulent activities such as social engineering, financial institutions 
can check the “other” box, note “account takeover fraud,” and include a short 
description of the additional information in the space provided.  
 

 If the account takeover involves a wire transfer, then in addition to selecting the 
“other” box and noting “account takeover fraud,” the box for “wire transfer fraud” 
should be checked. 

 
 If the account takeover involves an ACH transfer, financial institutions can check 

the “other” box and note “account takeover fraud – ACH.” 
 

 Account takeovers often involve unauthorized access to PINs, account numbers, 
and other identifying information. Financial institutions may need to check the 
box for “identity theft,” in addition to selecting the “other” box and noting 
“account takeover fraud.”   Additional boxes should be checked if appropriate 
(e.g. “terrorist financing”). 

 
Questions or comments regarding the contents of this Advisory should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. Financial institutions wanting to 

report suspicious transactions that may relate to terrorist activity should call the 

Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a 

day).  The purpose of the hotline is to expedite the delivery of this information to law 
enforcement.  Financial institutions should immediately report any imminent threat to 
local-area law enforcement officials.  

                                                 
4 See e.g. 31 CFR § 1020.320. 
5 Although these suggested steps are not directly applicable to FinCEN’s new SAR (OMB Control Number 
1506-0065, approved July 15, 2011), when FinCEN requires financial institutions to use the new SAR 
financial institutions should take these suggested steps into account as indicators of the appropriate level to 
detail to provide when reporting suspected account takeover activity. 
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Advisory 
 

 
FIN-2012-A001 
Issued:    February 15, 2012 
Subject:  Foreign-Located Money Services Businesses  

 
 
On July 21, 2011, the Financial Crimes Enforcement Network (FinCEN) published in the 
Federal Register a final rule on definitions and other regulations relating to money 
services businesses (Final Rule).1  The Final Rule amended the definition of “money 
services business” at 31 CFR 1010.100(ff).  An entity may now qualify as a money 
services business (MSB) under the Bank Secrecy Act (BSA) regulations based on its 
activities within the United States, even if none of its agents, agencies, branches or 
offices are physically located in the United States.  The Final Rule arose in part from the 
recognition that the Internet and other technological advances make it increasingly 
possible for persons to offer MSB services in the United States from foreign locations.2  
FinCEN seeks to ensure that the BSA rules apply to all persons engaging in covered 
activities within the United States, regardless of the person’s physical location. 
 
FinCEN is issuing this Advisory to advise financial institutions of their obligations under 
the BSA when providing financial services to foreign-located MSBs.  Financial 
institutions should note the following: 
 

 To qualify as an MSB, a person, wherever located, must do business, wholly or in 
substantial part within the United States , in one or more of the capacities listed in 
31 CFR 1010.100(ff).3  Relevant factors include whether the foreign-located 
person, whether or not on a regular basis or as an organized or licensed business 
concern, is providing services to customers located in the United States.         

 Foreign-located MSBs are financial institutions under the BSA.  With respect to 
their activities in the United States, foreign-located MSBs must comply with 
recordkeeping, reporting, and anti-money laundering (AML) program 
requirements under the BSA.  They must also register with FinCEN.4 

 Foreign-located MSBs are subject to the same civil and criminal penalties for 
violations of the BSA and its implementing regulations as MSBs with a physical 
presence in the United States.   

 The Final Rule requires each foreign-located MSB to appoint a person residing in 
the United States as an agent for service of legal process with respect to 
compliance with the BSA and its implementing regulations. 

 The Final Rule became effective on September 19, 2011.  Reporting, 
recordkeeping and AML program requirements under the BSA now apply to 

                                                 
1 Definitions and Other Regulations Relating to Money Services Businesses, 76 FR 43585 (July 21, 2011).  
http://www.gpo.gov/fdsys/pkg/FR-2011-07-21/pdf/2011-18309.pdf. 
2 Id. at 43588. 
3 See 31 CFR 1010.100(ff)(1)-(7) for a full description of these activities.  
4 See 31 CFR 1022.380 et seq. 
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foreign-located MSBs.  However, registration and the appointment of an agent for 
service of legal process will not be required until the revised registration form is 
available, which is currently planned for release in early March 2012.   

 
 Guidance  
 
Financial institutions may find it necessary to update their AML programs if they provide 
financial services to foreign-located MSBs or engage in financial transactions with these 
entities.5  Financial institutions may find previously issued Guidance and Advisories 
helpful when incorporating foreign-located MSBs into their AML policies and 
procedures.  In 2005, FinCEN and the federal banking agencies issued guidance (Joint 
Guidance) on providing financial services to MSBs operating in the United States.6    
Additionally, financial institutions may find FinCEN’s 2010 Advisory on informal value 
transfer systems (IVTS) to be useful in determining if their customers are operating as 
unregistered money transmitters.7  

 
Suspicious Activity Reporting 

 
Consistent with the standard for reporting suspicious activity under the BSA, if a 
financial institution knows, suspects, or has reason to suspect that a transaction conducted 
or attempted by, at, or through the financial institution involves funds derived from 
illegal activity or appears to be indicative of money laundering, terrorist financing, or 
other violation of law or regulation, the financial institution should file a suspicious 
activity report (SAR).8  As noted in the Joint Guidance, financial institutions that provide 
banking services to MSBs should file a SAR if they become aware that their customers 
are operating as unregistered or unlicensed MSBs.9 
 
Questions or comments regarding the contents of this Advisory should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. Financial institutions wanting to 

report suspicious transactions that may relate to terrorist activity should call the 

Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a 

day).  The purpose of the hotline is to expedite the delivery of this information to law 
enforcement.  Financial institutions should immediately report any imminent threat to 
local-area law enforcement officials.  

                                                 
5 See, Federal Financial Institutions Examination Council (FFIEC) Exam Manual, pp. 307-313 (April 29, 
2010). Although the FFIEC Exam Manual is issued by the federal banking regulators regarding AML 
requirements applicable to banks, it contains guidance that may be of interest to other financial institution 
types that provide financial services to foreign-located MSBs.   
6 Advisory – Interagency Interpretive Guidance on Providing Banking Services to Money Services 
Businesses Operating in the United States (April 26, 2005).  
http://www.fincen.gov/statutes_regs/guidance/html/guidance04262005.html  
7 FIN-2010-A011, Advisory – Informal Value Transfer Systems (September 1, 2010).  
http://www.fincen.gov/statutes_regs/guidance/html/FIN-2010-A011.html. 
8 See e.g. 31 CFR 1020.320. 
9 Supra at note 6. 
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Advisory 

 

 

FIN-2012-A002 

Issued:    March 2, 2012 

Subject:   SAR Confidentiality Reminder for Internal and External Counsel of 

Financial Institutions 

 
 

The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to remind 
financial institutions, and in particular, the lawyers that advise them, of the requirement 
to maintain the confidentiality of Suspicious Activity Reports (SARs).  FinCEN is 
concerned that an increasing number of private parties, who are not authorized to know 
of the existence of filed SARs, are seeking SARs from financial institutions for use in 
civil litigation and other matters.  Financial institutions, and their current and former 
directors, officers, employees, agents, and contractors, are prohibited from disclosing 
SARs, or any information that would reveal the existence of a SAR.1 FinCEN recognizes 
that an escalation in the number of requests for use of SARs in private litigation may 
increase the likelihood of an unauthorized disclosure of a SAR.  This is especially true 
when external counsel is unfamiliar with the regulations covering SAR confidentiality.  
Financial institutions, and their current and former directors, officers, employees, agents, 
and contractors could be subject to civil and criminal penalties for the unauthorized 
disclosure of a SAR.  

FinCEN is responsible for both safeguarding the information it collects under its 
regulations implementing the Bank Secrecy Act, including SARs, and promoting 
appropriate protection of this by authorized users of the data across the Federal, State and 
local levels of government.  The unauthorized disclosure of SARs could undermine 
ongoing and future investigations by tipping off suspects, deterring financial institutions 
from filing SARs, and threatening the safety and security of institutions and individuals 
who file such reports.  Such disclosure of SARs compromises the essential role SARs 
play in protecting our financial system and in preventing and detecting financial crimes 
and terrorist financing.  The success of the SAR reporting system depends upon the 
financial sector's confidence that these reports will be appropriately protected.  

Possible Civil and Criminal Penalties for Unauthorized SAR Disclosures 

The unauthorized disclosure of a SAR is a violation of federal law.2  Both civil and 
criminal penalties may be imposed for SAR disclosure violations.  Violations may be 
enforced through civil penalties3 of up to $100,000 for each violation and criminal 

                                                 
1 See 31 CFR §§ 1020.320(e), 1021.320(e), 1022.320(d), 1023.320(e), 1024.320(d), 1025.320(e), and 
1026.320(e),  see also Pub. L. 112-74: Consolidated Appropriations Bill, Division C, Title I, Section 118 
amending 31 U.S.C. § 5318(g)(2)(A)(December 23, 2011).   
2 31 U.S.C. §§ 5318(g)(2), 5321, and 5322.   
3 31 U.S.C. § 5321 and 31 CFR § 1010.820.   
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penalties4 of up to $250,000 and/or imprisonment not to exceed five years.5  In addition, 
financial institutions could be liable for civil money penalties resulting from anti-money 
laundering program deficiencies (i.e., internal controls, training, etc.) that led to the SAR 
disclosure.  Such penalties could be up to $25,000 per day for each day the violation 
continues.6  FinCEN is committed to working with regulatory agencies, law enforcement, 
SROs, and financial institutions to take appropriate action for unauthorized disclosures of 
SARs.  Incidents involving possible unauthorized SAR disclosures are investigated, and 
appropriate action is taken for violations of the law.  

Guidance on Maintaining SAR Confidentiality 

FinCEN reminds financial institutions to be vigilant in maintaining the confidentiality of 
SARs.  This includes ensuring all employees, agents, and individuals appropriately 
entrusted with information in a SAR are informed of the individual obligation to maintain 
SAR confidentiality.  This obligation applies not only to the SAR itself, but also to 
information that would reveal the existence (or non-existence) of the SAR.  Likewise, 
such persons should be informed of the consequences for failing to maintain such 
confidentiality, which could include civil and criminal penalties as explained herein.  

A financial institution may consider including such information as part of its ongoing 
training of all employees.  Furthermore, financial institutions may want to remind their 
counsel of the strict requirements of SAR confidentiality.  Additional risk-based 
measures to enhance the confidentiality of SARs could include, among other appropriate 
security measures, limiting access on a "need-to-know" basis, restricting areas for 
reviewing SARs, logging of access to SARs, using cover sheets for SARs or information 
that reveals the existence of a SAR, or providing electronic notices that highlight 
confidentiality concerns before a person may access or disseminate the information. 

If you or your institution becomes aware of an unauthorized disclosure of a SAR, or if 
your institution receives a subpoena or other request for a SAR from other than an 
authorized government authority or self-regulatory organization as defined in the 
applicable SAR regulations, you should immediately contact FinCEN's Office of Chief 
Counsel at (703) 905-3590.7  Additionally, an institution may be required to contact its 
primary federal regulator, as may be applicable in a corresponding SAR rule.   
 
Questions or comments regarding the contents of this Advisory should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. Financial institutions wanting to 

report suspicious transactions that may relate to terrorist activity should call the 

Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a 

day).  The purpose of the hotline is to expedite the delivery of this information to law 

                                                 
4 31 U.S.C. § 5322 and 31 CFR § 1010.840.   
5 31 U.S.C. § 5322(b) and 31 CFR § 103.59(c) (Criminal penalties may increase if the violation is 
committed while violating another law of the United States or as part of a pattern of illegal activity).  
6 31 U.S.C. § 5321(a)(1). 
7 31 CFR §§ 1020.320(e), 1021.320(e), 1022.320(d), 1023.320(e), 1024.320(d), 1025.320(e), and 
1026.320(e).  
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enforcement.  Financial institutions should immediately report any imminent threat to 
local-area law enforcement officials.  
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Advisory 

 

 

FIN-2012-A005 

Issued:    March 30, 2012 

Subject:   Tax Refund Fraud and Related Identity Theft  

 
 

The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to assist 
financial institutions with identifying tax refund fraud and reporting the activity through 
the filing of Suspicious Activity Reports (SARs).  
 
Identity theft can be a precursor to tax refund fraud because individual income tax returns 
filed in the United States are tracked and processed by Taxpayer Identification Numbers 
(TIN) and the individual taxpayer names associated with these numbers.  Fraudulent 
actors obtain TINs through various methods of identity theft, including phishing schemes 
and the establishment of fraudulent tax preparation businesses.1  In response to this 
problem, the IRS has developed a comprehensive strategy that is focused on preventing, 
detecting, and resolving instances of tax-related identity theft crimes.2  This Advisory is 
in furtherance of the comprehensive strategy. 
 

Identifying Tax Refund Fraud 

 

Financial institutions are critical in identifying tax refund fraud because the methods for 
tax refund distribution - direct deposit into demand deposit accounts, issuance of paper 
checks, and direct deposit into prepaid access card accounts - are often negotiated and 
deposited at various financial services providers.3  The number of tax refunds being 
distributed via direct deposit has increased significantly over the past several years and 
continues to increase yearly.4  As such, financial institutions may see tax refund fraud 
activity complement this trend and related suspicious activity may be more connected to 
direct deposit transactions.  To assist financial institutions with identifying potential tax 
fraud, FinCEN has, in consultation with the IRS and law enforcement, identified the 
following red flags: 

                                                   
1 For more information on identity theft, see e.g. “Identity Theft: Trends, Patterns, and Typologies 
Reported in Suspicious Activity Reports,” (October 2010) at 
http://www.fincen.gov/news_room/rp/reports/pdf/ID%20Theft.pdf and 
http://www.fincen.gov/news_room/rp/files/ID%20Theft%2011_508%20FINAL.pdf; 
http://www.irs.gov/privacy/article/0,,id=186436,00.html?portlet=111; and 
http://www.ftc.gov/bcp/edu/microsites/idtheft/.  
2 Prepared Statement, Douglas H. Shulman, Commissioner, Internal Revenue Service, before the United 
States House of Representatives  Committee on Oversight and Government Reform, Subcommittee on 
Government Organization, Efficiency and Financial Management, p. 2 (June 2, 2011). 
3 For more information on identifying direct deposit transactions representing Federal tax refund payments, 
see United States Department of the Treasury Financial Management Service, “The Green Book: A Guide 
to Federal Government ACH Payments and Collections,” pp. 2-6 through 2-8 (August 2007, revised 
December 2011), available at http://www.fms.treas.gov/greenbook/pdf/GreenbookComplete.pdf.  
4 See, Internal Revenue Service, “2010 Filing Season Statistics” (Updated June 21, 2011), available at 
http://www.irs.gov/newsroom/article/0,,id=237561,00.html.  
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 Multiple direct deposit tax refund payments, directed to different individuals, 

from the United States Department of the Treasury (Treasury) or state or local 
revenue offices are made to a demand deposit or prepaid access account held in 
the name of a single accountholder.  
 

 Suspicious or authorized account opening at a depository institution, on behalf of 
individuals who are not present, with the fraudulent actor being named as having 
signatory authority.  The subsequent source of funds is limited to the direct 
deposit of tax refunds.  This activity often occurs when exploiting returns for the 
elderly, minors, prisoners, the disabled, or recently deceased. 
 

 Opening multiple prepaid card accounts by one individual in different names 
using valid TINs for each of the supplied names, and subsequent mailing of the 
prepaid cards to the same address.  Shortly after card activation, Automated 
Clearing House (ACH) credit(s) from Treasury or state or local revenue offices 
representing tax refunds occur.  This is followed quickly by ATM cash 
withdrawals and/or point-of-sale purchases. 
 

 Business accountholders processing third-party tax refund checks in a manner 
inconsistent with their stated business model or at a volume inconsistent with 
expected activity.  Similarly, individuals processing third-party tax refund checks 
through a personal account with no business or apparent lawful purpose. 

 
 Business accountholders processing third-party tax refund checks and conducting 

transactions inconsistent with normal business practices, which may include: 
 

o Large volume of Treasury refund checks or bank checks being deposited 
in contrast to few other checks being deposited, such as payroll checks;  

o Large volume of refund checks bearing addresses of customers out of 
state; 

o Multiple refund checks are for the same dollar amount or a few dollars off; 

o Treasury refund checks or bank checks, representing electronic refunds, 
are sequentially numbered or within a few numbers of each other; 

o The dollar amount of checks being deposited is not commensurate with 
the amount of currency being withdrawn to cover the cashing of these 
refund checks. 

 
 Multiple prepaid cards that are associated with 1) the same physical address 

[fraudulent actors may also contact their customer service department requesting 
to change their address for their Permanent Prepaid Card shortly after opening 
their Temporary Prepaid Card on-line]; 2) the same telephone number; 3) the 
same e-mail address; or 4) the same Internet Protocol (IP) address, which receive 
tax refunds as the primary or sole source of funds. 
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 The opening of a business account for a check cashing business at a financial 
institution, with a subsequent high volume of tax refund checks issued to 
individuals from across the United States.  

 
 A sudden increase in volume moving through the account of an existing check 

cashing service, involving tax refund checks issued to individuals from across the 
United States. 
 

Suspicious Activity Reporting 
 
If a financial institution knows, suspects, or has reason to suspect that a transaction 
conducted or attempted by, at, or through the financial institution involves funds derived 
from illegal activity or an attempt to disguise funds derived from illegal activity, is 
designed to evade regulations promulgated under the Bank Secrecy Act (“BSA”), or 
lacks a business or apparent lawful purpose, the financial institution may be required to 
file a SAR.5  When completing SARs on suspected tax refund fraud, financial institutions 
should use the term “tax refund fraud” in the narrative section of the SAR and provide a 
detailed description of the activity. 
 
Questions or comments regarding the contents of this Advisory should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. Financial institutions wanting to 

report suspicious transactions that may relate to terrorist activity should call the 

Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a 

day).  The purpose of the hotline is to expedite the delivery of this information to law 
enforcement.  Financial institutions should immediately report any imminent threat to 
local-area law enforcement officials.  

                                                   
5 See e.g. 31 CFR § 1020.320. 
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Advisory 
 

 
FIN-2012-A009 
Issued:    August 16, 2012 
Subject:  Suspicious Activity Related to Mortgage Loan Fraud  

 
 

The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to 
highlight activity related to mortgage loan fraud so that financial institutions may better 
assist law enforcement when filing Suspicious Activity Reports (SARs).  This Advisory, 
which consolidates certain information from previously issued FinCEN reports, contains 
examples of common fraud schemes and potential "red flags" for activity related to 
mortgage loan fraud.  Using this additional information, the vigilance of financial 
institutions, together with law enforcement efforts against illicit mortgage-related 
activities, will help protect financial institutions and their customers from financial loss, 
and support the housing markets and the U.S. financial system as a whole.  

This Advisory supports the efforts of the Financial Fraud Enforcement Task Force 
(FFETF),1

Types of Mortgage Loan Fraud Identified by Law Enforcement 

 the U.S. Department of the Treasury's broader initiatives to ensure that U.S. 
financial institutions are not used as conduits for illicit activity, and a FinCEN and U.S. 
Department of Housing and Urban Development (HUD) OIG mortgage fraud initiative. 

The following list identifies types of mortgage loan fraud, which are primarily based 
upon schemes and scams frequently reported or described in SARs or identified by our 
law enforcement and regulatory partners.  This information is intended to assist financial 
institutions in identifying when illicit activities occur in connection with mortgage loan 
transactions.  

Occupancy fraud:  Occurs when borrowers, to obtain favorable loan terms, claim that 
subject properties will be their primary residences instead of vacation homes or 
investment properties.  It also occurs when subjects apply for loans for properties that 
others, such as family members, will actually occupy. 
 
Income fraud:  Includes both overstating income to qualify for larger mortgages and 
understating income to qualify for hardship concessions and modifications. 
 
Appraisal fraud:  Includes both overstating home value to obtain more money from a sale 
of property or cash-out refinancing, and understating home value in connection with a 
plan to purchase a property at a discount to market value. 
 

1 For more information on the FFETF and its current initiatives, please visit 
http://www.fincen.gov/fraudenftaskforce.html.   
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Employment fraud:   Includes misrepresenting whether, where, and for how long 
borrowers have been employed; whether borrowers are unemployed or collecting 
unemployment benefits; and whether borrowers are independent contractors or business 
owners. 
 
Liability fraud:  Occurs when borrowers fail to list significant financial liabilities, such as 
other mortgages, car loans, or student loans, on mortgage loan applications.  Without 
complete liability information, lenders cannot accurately assess borrowers’ ability to 
repay debts. 
 
Debt elimination schemes:2

 

  Involves the use of fake legal documents and alternative 
payment methods to argue that existing mortgage obligations are invalid or illegal, or to 
purport to extinguish mortgage balances. Individuals orchestrating debt elimination 
schemes typically charge borrowers a fee for these debt elimination “services.” 

Foreclosure rescue scams:3

 

  Targets financially distressed homeowners with fraudulent 
offers of services or advice aimed at stopping or delaying the foreclosure process.  Some 
of these scams require homeowners to transfer title – or make monthly mortgage 
payments – to the purported “rescuer,” rather than the real holder of the mortgage.  Some 
foreclosure rescue scams require homeowners to pay fees before receiving “services,” 
and are known as “advance fee” schemes.     

Social Security Number (SSN) Fraud and other Identify Theft:4

 

  Includes the use of an 
SSN or other government identification card or number that belongs to someone other 
than the applicant in a loan application.  Identity Theft includes broader use of another’s 
identity or identifiers (beyond an SSN) to obtain a mortgage or perpetrate a “fraud for 
profit” scheme. 

Home Equity Conversion Mortgage (HECM):5

 

  Financial institutions need be aware of 
illegal “reverse mortgage” schemes, which targets seniors who own a home or who are 
coerced into taking title to a home, for the purpose of stealing or otherwise acquiring 
some or all of the funds the senior receives from a government HECM program.  HECM 
fraud may involve other frauds, including appraisal fraud (to increase the stated value of 
the home), investment fraud to acquire the HECM funds from the senior under the guise 
of future profits for the senior, and identify theft to acquire HECM funds without the 
knowledge of the senior who owns the property.  

 
 

2 For additional information pertaining to schemes of this type, please see the June 2010 Advisory, 
available at: http://www.fincen.gov/statutes_regs/guidance/pdf/fin-2010-a006.pdf. 
3 For additional information pertaining to foreclosure rescue fraud schemes, please see the April 2009 
Advisory, available at: http://www.fincen.gov/statutes_regs/guidance/pdf/fin-2009-a001.pdf. 
4 For additional information and resources from FinCEN and links to other governmental efforts to combat 
identity theft, please visit FinCEN’s website at:  http://www.fincen.gov/help4victims.html.  
5 For additional information pertaining to Home Equity Conversion Mortgage (HECM) fraud schemes, 
please see the April 2010 Advisory, available at: http://www.fincen.gov/statutes_regs/guidance/html/fin-
2010-a005.html.  
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Possible Red Flag Indicators of Mortgage Loan Fraud 
 

The following highlights potential red flag indicators of illicit activity related to mortgage 
fraud.  These only indicate possible signs of fraudulent activity; they do not constitute an 
exhaustive list of common fraud schemes.  No single red flag will be definitive proof of 
such activity and many apply to multiple fraud schemes.  Instead, it is important to view 
any red flag(s) in the context of other indicators and facts, such as the specific role of the 
financial institution within mortgage loan-related transaction(s), as well as the 
institution’s knowledge of any associated fraud schemes. The presence of any of these 
red flags in a given transaction or business arrangement may indicate a need for further 
due diligence and a decision whether to file a SAR. 
 

• Borrower/buyer submits invalid documents in order to cancel his or her mortgage 
obligations or to pay off his or her loan balance(s). 

 
• Same notary public and/or other “authorized representative” preparing, signing, 

and sending packages of nearly identical debt elimination documents for multiple 
borrowers with outstanding mortgage balances.  

 
• Same notary public and/or other “authorized representative” working with and/or 

receiving payments from unusually large numbers of borrowers. 
 

• Falsification of certified checks, cashier’s checks or “non-cash item checks” 
drawn against a borrower/buyer’s account, rather than from the account of a 
financial institution.  

 
• Borrower/buyer applies for a loan for a “primary residence “ but does not reside 

in the new primary residence as indicated on the loan application; other 
individuals occupy the borrower/buyer’s new primary residence indicating the 
property is being used as a secondary residence or income-generating property.  

 
• Borrower/buyer of a younger age purchases his or her “primary residence” in a 

senior citizen residential development.    
 

• Borrower/buyer requests refinancing for “primary residence” when public and 
personal documents indicate that the borrower/buyer resides somewhere other 
than the address on the loan application. 

 
• Language included in a short sale contract indicates the property could be resold 

promptly. This possibly illegal “flipping” may occur regardless of whether the 
Federal Housing Administration (FHA) has re-enacted or waived its arms-length 
resale regulations to FHA buyers.  
 

• Low appraisal values, non-arms length relationships between short sale buyers 
and sellers, or previous fraudulent sale attempts in short-sale transactions,. 
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• Agent of the buyer and/or seller in mortgage transaction is unlicensed. 
 

• Past misrepresentations made by borrower/buyer in attempts to secure funding, 
property, refinance, and/or shorts sales.   
 

• Improper/incomplete file documentation, including borrower/buyer reluctance to 
provide more information and/or unfulfilled promises to provide more 
information. 

 
• Apparent resubmission of rejected loan application with key borrower/buyer 

details changed or modified from individual borrower to company/corporation.  
This activity may identify the same person attempting to secure a loan 
fraudulently through a straw-borrower or non-existent person. 

 
• Borrower/buyer attempts to structure currency deposits/withdrawals, or otherwise 

to hide or disguise the true value of assets, in order to qualify for loan 
modification programs intended for those homeowners in financial distress. 

 
• Request from third party affiliates on behalf of distressed homeowners to pay fees 

in advance of the homeowner receiving mortgage counseling, foreclosure 
avoidance, a loan modification, or other related services. 

 
• Third party solicitation of distressed homeowners for purported mortgage 

counseling, foreclosure avoidance, loan modification, or other related services.   
These third parties may also claim to be associated with legitimate mortgage 
lenders, the U.S. government, or a U.S. government program.6

Suspicious Activity Reporting 

   

If a financial institution knows, suspects, or has reason to suspect that a transaction 
conducted or attempted by, at, or through the financial institution involves funds derived 
from illegal activity or an attempt to disguise funds derived from illegal activity, is 
designed to evade regulations promulgated under the Bank Secrecy Act, or lacks a 
business or apparent lawful purpose, the financial institution may be required to file a 
SAR.7  When completing SARs on suspected mortgage loan fraud, financial institutions 
should indicate the type of mortgage loan fraud by entering the appropriate code in the 
FinCEN SAR and provide a detailed description in the SAR narrative.  For activity that 
does not have a corresponding code, financial institutions should identify “Other” and 
describe the activity in the narrative.8

6 For additional information pertaining to schemes of this type, please see the June 2010 Advisory, 
available at: 

 

http://www.fincen.gov/statutes_regs/guidance/pdf/fin-2010-a006.pdf. 
7 See, e.g., 31 CFR § 1020.320 and 31 CFR § 1029.320 
8 For additional assistance on key terms related to types of real estate fraud, please see the Suspicious 
Activity Report (SAR) Advisory Key Terms Guidance, available at: 
http://www.fincen.gov/news_room/advisory/AdvisoryKeyTerms.html  
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Financial institutions, when filing a SAR, are also requested, where available, to include 
in the narrative portion, the Conference of State Bank Supervisors’ (CSBS) National 
Mortgage Licensing System and Registry (NMLS) assigned “NMLS Unique Identifier.”  
As required by Section 1503 of the Secure and Fair Enforcement for Mortgage Licensing 
Act of 2008 (SAFE Act), a NMLS unique identifier is permanently assigned to each 
state-licensed or federally registered mortgage loan originator (MLO), as well as each 
company, branch, and control person that maintains a single account in NMLS.  The 
value of the NMLS Unique Identifier has been recognized by the Federal Housing 
Finance Agency (FHFA) and HUD. Both federal agencies require that any loan 
purchased or securitized by Fannie Mae and Freddie Mac, or submitted for insurance by 
the FHA, must include the NMLS Unique Identifier for the company and individual 
MLO that originated the mortgage loan. 
 
Questions or comments regarding the contents of this advisory or the June 2010 Advisory 
should be addressed to the FinCEN Regulatory Helpline at 800-949-2732. Financial 
institutions wanting to report suspicious transactions that may relate to terrorist 
activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 
days a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of 
this information to law enforcement.  Financial institutions should immediately report 
any imminent threat to local-area law enforcement officials.  
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Advisory 

 

FIN-2012-A010 

Issued:     October 22, 2012 

Subject:   Risk Associated with Third-Party Payment Processors 
 

The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to provide 
guidance to financial institutions when filing Suspicious Activity Reports (SARs) on activities 
related to third-party payment processors (“Payment Processors”).  This Advisory furthers the 
Department of the Treasury’s broader efforts to protect the U.S. financial system from money 
laundering and terrorist financing.  

Description of Third-Party Payment Processors 

Non-Bank, or third-party, Payment Processors are financial institution customers that provide 
payment processing services to merchants and other business entities, typically initiating 
transactions on behalf of merchant clients that do not have a direct relationship with the Payment 
Processor’s financial institution.  Payment Processors use their own deposit accounts at a 
financial institution to process such transactions and sometimes establish deposit accounts at the 
financial institution in the names of their merchant clients.  Traditionally, Payment Processors 
contracted primarily with U.S. retailers that had physical locations in the United States in order 
to help collect monies owed by customers on the retailers’ transactions.  These merchant 
transactions primarily included credit card payments, but also covered Automated Clearing 
House (ACH) debits and creating and depositing remotely created checks (RCCs) or “demand 
drafts.”  With the expansion of the Internet, Payment Processors may now service a variety of 
domestic and international merchants, including conventional retail and Internet-based 
establishments, prepaid travel, and Internet gaming enterprises.1 
 

 
 
 

 
 

                                                           
1  See Federal Financial Institutions Examination Council (FFIEC) Exam Manual, pp. 239-242 (April 29, 2010). 
Although the FFIEC Exam Manual is issued by the federal banking regulators and relates to AML requirements 
applicable to banks, it contains guidance that may be of interest to all financial institutions that provide financial 
services to Payment Processors and MSBs. 
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Potential Red Flags for Illicit Use of Payment Processors
2
 

 
Law enforcement has reported to FinCEN that recent increases in certain criminal activity have 
demonstrated that Payment Processors present a risk to the payment system by making it 
vulnerable to money laundering, identity theft, fraud schemes, and illicit transactions.  Many 
Payment Processors provide legitimate payment transactions for reputable merchant clients.  The 
risk profile of such entities, however, can vary significantly depending on the composition of 
their customer base.  For example, Payment Processors providing consumer transactions on 
behalf of telemarketing and Internet merchants may present a higher risk profile to a financial 
institution than would other businesses.  Telemarketing and Internet sales and RCC-related 
transactions tend to have relatively higher incidences of consumer fraud or potentially illegal 
activities.  

Trends and indicators of suspicious activity associated with Payment Processors are provided by 
federal, state, and local law enforcement agencies, who work together under the Financial Fraud 
Enforcement Task Force’s (FFETF) Consumer Protection Working Group.  Suspicious activity 
as described below often is associated with Payment Processors engaged in improper or illegal 
conduct. 

 Fraud:  High numbers of consumer complaints about Payment Processors and/or merchant 
clients, and particularly high numbers of returns or charge backs (aggregate or otherwise), 
suggest that the originating merchant may be engaged in unfair or deceptive practices or 
fraud, including using consumers’ account information to create unauthorized RCCs or ACH 
debits.  Consumer complaints are often lodged with financial institutions, Payment 
Processors, merchant clients, consumer advocacy groups, online complaint Web sites or 
blogs, and governmental entities such as the Federal Trade Commission and state Attorneys 
General. 
 

 Accounts at Multiple Financial Institutions:  Payment Processors engaged in suspicious 
activity often maintain accounts at more than one financial institution.  Similarly, they may 
move from one financial institution to another within a short period.  Such Payment 
Processors also may use multiple financial institutions and maintain redundant banking 
relationships in recognition of the risk to the Payment Processor and merchant that a financial 
institution may recognize the suspicious activity and terminate the Payment Processor and/or 
merchant accounts.  In addition, regulators and law enforcement have recognized an 
increased use of “check consolidation accounts”3 by some Payment Processors.  

                                                           
2 For additional information on fraudulent schemes identified by various government offices, refer to their websites 
and the DOJ FFETF site www.STOPFRAUD.GOV.  Additional information on consumer fraud involving the use of 
Payment Processors and RCCs can be found at http://www.ftc.gov/. 
3 Returned Check Consolidation Accounts are legitimate and commonly used by commercial enterprises to facilitate 
processing of returned checks.  Recently, however, some Payment Processors have used these accounts to establish 
separate deposit accounts to disposition their returned check items for the purpose of making it difficult for financial 
institutions to identify and evaluate “return/error” rates for the Payment Processor.  In some instances, both the 
deposit account and the returned check consolidation account are held at the same institution but in different 
accounts.  In other instances, the accounts are held at separate institutions.  In either case, this account relationship 
structure severely inhibits a financial institution’s ability to monitor and report suspicious activity.  
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Consolidation accounts can be used by Payment Processors to conceal high return or 
chargeback rates from originating financial institutions and regulators.    
 

 Money Laundering:  Criminals are continually looking for ways to launder illicit proceeds, 
including the proceeds of consumer fraud.  Payment Processors can be used by criminals to 
mask illegal or suspicious transactions and to launder proceeds of crime.  In addition, 
Payment Processors have been used to place illegal funds directly into a financial institution 
using ACH credit transactions originating from foreign sources.  
 

 Enhanced Risk:  There are potential risks associated with relationships with third-party 
entities, in particular foreign-located payment processors that process payments for 
telemarketers, online businesses, and other merchants.  These relationships can pose 
increased risk to institutions and may require careful due diligence and monitoring.   

 
 Solicitation for Business:  Payment Processors engaged in suspicious activity have been 

known to solicit business relationships with distressed financial institutions in need of 
revenue and capital.  Such Payment Processors may consider troubled financial institutions to 
be more willing to engage in higher-risk transactions.  In some cases, Payment Processors 
also have committed to purchasing stock in these financial institutions to further induce the 
financial institution to provide banking services to high risk merchants.  Often, the targeted 
financial institutions are smaller community banks that lack the infrastructure to properly 
manage or control a high-risk Payment Processor relationship.  Fraudulent merchants also 
have been known to possess accounts through payment processors at large financial 
institutions. 
 

 Elevated rate of return of debit transactions due to unauthorized transactions:  Payment 
processors engaged in or complicit in suspicious activities may reflect a rate of return of 
debit items due to unauthorized transactions substantially higher than the average.  Payment 
processors abused by criminals may show an acceptable rate (i.e. an average within normal 
parameters for the payment system involved) of returned items due to unauthorized 
transactions, calculated as a percentage of the processor’s total transaction volume, but a 
much higher rate of returned items when the ratio is calculated on the traffic volume of 
individual originators. 

Guidance 

Financial institutions providing services to Payment Processors institutions may find it necessary 
to update their anti-money laundering programs.4  Financial institutions should determine during 
thorough initial and ongoing due diligence, to the extent possible, whether external investigations 
or legal actions are pending against a Payment Processor or its owners and operators.  Financial 

                                                                                                                                                                                           
 
4 See footnote 1 above. 
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institutions also should determine whether Payment Processors have obtained all necessary state 
licenses, registrations, and approvals.5 
 
Additionally, financial institutions may be required to file SARs if they know, suspect, or have 
reason to suspect that a Payment Processor has conducted a transaction involving funds derived 
from illegal activity, including, but not limited to, consumer fraud.  A financial institution also 
may be required to file a SAR where it knows, suspects, or has reason to suspect that a Payment 
Processor has attempted to disguise funds derived from illegal activity, or has attempted to 
engage in transactions designed to evade regulations promulgated under the Bank Secrecy Act 
(“BSA”) or that lack a legitimate business or apparent lawful purpose.6   

To assist law enforcement in investigating and prosecuting possible criminal activity involving 
Payment Processors, FinCEN requests that, when reporting suspicious activity, financial 
institutions (1) check the appropriate box on the SAR form to indicate the type of suspicious 
activity, and (2) include the term “Payment Processor” in both the narrative portion and the 
subject occupation portions of the SAR.     

Questions or comments regarding the contents of this Advisory should be addressed to the 
FinCEN Regulatory Helpline at 800-949-2732.  Financial institutions wanting to report 
suspicious transactions that may relate to terrorist activity should call the Financial Institutions 
Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a day).   

                                                           
5 Financial Crimes Enforcement Network, “Advisory – Interagency Interpretive Guidance on Providing Banking 
Services to Money Services Businesses Operating in the United States,” (April 26, 2005), available at 
http://www.fincen.gov/statutes_regs/guidance/html/guidance04262005.html.  
6 See, e.g,. 31 CFR § 1020.320. 
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Advisory 
 

FIN-2013-A001  
Issued: February 26, 2013  
Subject: Update on Tax Refund Fraud and Related Identity Theft  
 

The Financial Crimes Enforcement Network (FinCEN) is issuing this Advisory to remind 
financial institutions of previously-published information concerning tax refund fraud and the 
subsequent reporting of such activity through the filing of Suspicious Activity Reports (SARs).1  

Identity theft can be a precursor to tax refund fraud because individual income tax returns filed in 
the United States are tracked and processed by Taxpayer Identification Numbers (TIN) and the 
individual taxpayer names associated with these numbers. Criminals can obtain TINs through 
various methods of identity theft, including phishing schemes and the establishment of 
fraudulent tax preparation businesses.2 In response to this problem, the Internal Revenue Service 
(IRS) has developed a comprehensive strategy focused on preventing, detecting, and resolving 
instances of tax-related identity theft crimes.3 FinCEN worked closely with the IRS to identify 
the following indicators of tax refund fraud. 

Identifying Tax Refund Fraud  

Financial institutions are critical in identifying tax refund fraud because the methods for tax 
refund distribution - issuance of paper checks, and direct deposit into demand deposit or prepaid 
access card accounts - often involve various financial services providers.4 The number of tax 
refunds being distributed via direct deposit has increased significantly over the past several years 

                                                 
1 Financial Crimes Enforcement Network, “Tax Refund Fraud and Related Identity Theft,” (March 30, 2012), 
available at http://www.fincen.gov/statutes_regs/guidance/html/FIN-2012-A005.html 
2 For more information on identity theft, see e.g. “Identity Theft: Trends, Patterns, and Typologies Reported in 
Suspicious Activity Reports,” (October 2010) at http://www.fincen.gov/news_room/rp/reports/pdf/ID%20Theft.pdf 
and http://www.fincen.gov/news_room/rp/files/ID%20Theft%2011_508%20FINAL.pdf; 
http://www.irs.gov/privacy/article/0,,id=186436,00.html?portlet=111; and 
http://www.ftc.gov/bcp/edu/microsites/idtheft/. 
3 Prepared Statement, Douglas H. Shulman, Commissioner, Internal Revenue Service, before the United States 
House of Representatives Committee on Oversight and Government Reform, Subcommittee on Government 
Organization, Efficiency and Financial Management, p. 2 (June 2, 2011).  
4 For more information on identifying direct deposit transactions representing Federal tax refund payments, see 
United States Department of the Treasury Financial Management Service, “The Green Book: A Guide to Federal 
Government ACH Payments and Collections,” pp. 2-6 through 2-8 (August 2007, revised December 2011), 
available at http://www.fms.treas.gov/greenbook/pdf/GreenbookComplete.pdf. 
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and continues to increase annually.5 In direct correlation, financial institutions may see tax 
refund fraud activity increase and related suspicious activity may be connected to direct deposit 
transactions. To assist financial institutions with identifying potential tax fraud, FinCEN, in 
consultation with the IRS and law enforcement, has identified the following red flags.6 

 Multiple direct deposit tax refund payments, directed to different individuals, from the 
United States Department of the Treasury (Treasury) or state or local revenue offices are 
made to a demand deposit or prepaid access account held in the name of a single 
accountholder.  

 Suspicious or authorized account opening at a depository institution, on behalf of 
individuals who are not present, with the absent individuals being accorded signatory 
authority over the account. The subsequent deposits are comprised solely of tax refund 
payments. This activity often occurs with fraudulent returns for the elderly, minors, 
prisoners, the disabled, or recently deceased.  

 A single individual opening multiple prepaid card accounts in different names, using 
valid TINs for each of the supplied names and having the cards mailed to the same 
address. Shortly after card activation, Automated Clearing House (ACH) credit(s) from 
Treasury, state or local revenue offices, representing tax refunds, occur. This is followed 
quickly by ATM cash withdrawals and/or point-of-sale purchases.  

 Business accountholders processing third-party tax refund checks in a manner 
inconsistent with their stated business model or at a volume inconsistent with expected 
activity. Similarly, individuals processing third-party tax refund checks through a 
personal account with no business or apparent lawful purpose.  

 Business accountholders processing third-party tax refund checks and conducting 
transactions inconsistent with normal business practices, which may include:  

o A large volume of Treasury refund checks or bank checks being deposited,  in 
contrast to other checks, such as payroll checks;  

o A large volume of refund checks bearing addresses of customers who reside in 
another state;  

o Multiple refund checks for the same or almost the same dollar amount;  
o Treasury refund checks or bank checks representing electronic refunds with 

sequential or close to sequential numbers;  
o The dollar amount of checks being deposited is not commensurate with the 

amount of currency being withdrawn to cover the cashing of these refund checks. 

 Multiple prepaid cards that are associated with 1) the same physical address [individuals 
involved in criminal activity may also contact the customer service department requesting 
to change their address for their permanent prepaid card shortly after opening their 
temporary prepaid card account on-line]; 2) the same telephone number; 3) the same e-
mail address; or 4) the same Internet Protocol (IP) address, which receive tax refunds as 
the primary or sole source of funds.  

                                                 
5 See Internal Revenue Service, “2010 Filing Season Statistics” (Updated June 21, 2011), available at 
http://www.irs.gov/newsroom/article/0,,id=237561,00.html. 
6 Note that some of these red flags have been updated from the previous advisory, based on information received 
from the IRS. 
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 The opening of a business account for a check cashing business at a financial institution, 
which subsequently processed a high volume of tax refund checks issued to individuals 
from other states.  

 A sudden increase in volume involving the cashing of tax refund checks issued to 
individuals from across the United States, moving through the account of an existing 
check cashing service. 

 Individuals using bank accounts where the majority of the transactions are ACH federal 
tax refunds or refund anticipation loans. 

 Individuals attempting to negotiate double endorsed Treasury tax refund checks with 
questionable identification.  

 Individuals accompanying multiple parties to the bank to negotiate Treasury tax refund 
checks.  Such items may or may not be double endorsed checks. 

 The freezing or closure of a personal or business account due to suspicious activity 
involving either Treasury tax refund checks or ACH Treasury deposits.  

 The signature/endorsement on the back of the check(s) does not match the identification 
of the individual conducting the transaction. 

 The same signature/endorsement is used on multiple checks, with multiple names.  
 Employees of financial institutions may also facilitate tax refund fraud by conducting 

transactions inconsistent with normal activity through the following practices: 
o Tellers who regularly process large quantities of Treasury tax refund checks.  This 

may include one or more tellers during a specific time frame.    
o Bank employees who open multiple bank accounts that received a large quantity 

of Treasury tax refund checks. 
o Bank employees who did not follow proper identification procedures or accepted 

apparent fraudulent identification when opening an account. 

Suspicious Activity Reporting  

If a financial institution knows, suspects, or has reason to suspect that a transaction conducted or 
attempted by, at, or through the financial institution involves funds derived from illegal activity 
or an attempt to disguise funds derived from illegal activity, is designed to evade regulations 
promulgated under the Bank Secrecy Act (BSA), or lacks a business or apparent lawful purpose, 
the financial institution may be required to file a SAR.7  When completing SARs on suspected 
tax refund fraud, financial institutions should use the term “tax refund fraud” in the narrative 
section of the SAR and provide a detailed description of the activity. Due to the time sensitive 
nature of these transactions, a financial institution may also wish to contact their local IRS 
Criminal Investigation Field Office to alert them that a SAR has been filed related to tax refund 
fraud.  In order to obtain contact information for your local IRS Criminal Investigation Field 
Office, financial institutions can call the FinCEN Regulatory Helpline.  

Additional questions or comments regarding the contents of this Advisory should be addressed to 
the FinCEN Regulatory Helpline at 800-949-2732. Financial institutions wanting to report 

suspicious transactions that may relate to terrorist activity should call the Financial 

                                                 
7 See, e.g., 31 CFR § 1020.320. 
 

FinCEN Advisories Consolidated - Page 90



4 
 

Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a day). The purpose 
of the hotline is to expedite the delivery of this information to law enforcement. Financial 
institutions should immediately report any imminent threat to local-area law enforcement 
officials.  
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Supplement on U.S. Currency Restrictions on Banks in Mexico

1. See FinCEN (June, 2010) Advisory FIN-2010-A007:  “Newly Released Mexican Regulations Imposing Restrictions on 
Mexican Banks for Transactions in U.S. Currency.” 

2. See FinCEN (July, 2012) Advisory FIN-2012-A006:  “Update on U.S. Currency Restrictions in Mexico.”
3. To assist FinCEN and law enforcement with efforts to assess better the impact of the changes in the Mexican 

regulations, the original June 21, 2010 Advisory, FIN-2010-A007, advised financial institutions to include “MX 
Restriction” within the narrative portion of the SAR filing and highlight the exact dollar amount(s) associated with the 
suspicious activity.

FIN-2013-A007 September 27, 2013 

Update regarding activity associated with regulatory restrictions 
imposed on Mexican financial institutions for transactions in U.S. 
currency.

The Financial Crimes Enforcement Network 
(FinCEN) is issuing this Advisory to update 
financial institutions on activity associated with 

regulatory restrictions imposed on Mexican 
financial institutions for transactions in U.S. 
currency.  

Background

On June 16, 2010, the Mexican finance ministry published new anti-money laundering regulations 
that restrict the amounts of physical cash (bank notes and coins) denominated in U.S. dollars that 
Mexican financial institutions may receive.  FinCEN subsequently issued an Advisory informing 
U.S. financial institutions of these restrictions and potential activity they may observe.1

In 2012, FinCEN issued a supplemental Advisory that provided an update on the U.S. currency 
restrictions in Mexico and noted patterns of activity that appear to be related to the restrictions.2  
Since the issuance of these advisories, U.S. financial institutions have filed Suspicious Activity 
Reports (SARs) using the term “MX Restriction” to indicate a possible connection between 
suspicious activity being reported and the changes in the Mexican regulations.3  
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Supplemental Information
The U.S. and Mexican governments have been working closely together to understand the impact 
of and the changes associated with the currency restrictions.  The Mexican government identified 
a significant drop in the amount of U.S. currency exported by Mexican financial institutions since 
the enactment of the restrictions. The Comisión Nacional Bancaria y de Valores (CNBV)4 issued on 
September 27, 2013, an advisory that, among other things, provides relevant statistics in this regard.  
The CNBV Advisory states that Mexican banks exported a quarterly average of $2.7 billion dollars 
in cash in 2009.  During 2012, Mexican banks exported a quarterly average of $990 million dollars 
in cash. This represents a 63 percent reduction in the exportation of U.S. currency from 2009 to 
2012.The CNBV Advisory also describes several actions that the CNBV has taken in recent years 
to improve its supervision of banks and other financial institutions. The CNBV has provided its 
financial institutions and FinCEN with a copy of its Advisory, available here in English and Spanish.

Continued repatriation of legitimately derived U.S. currency is important to both economies.  In 
an effort to assist Mexican banks in establishing or maintaining relationships with U.S. banks, the 
CNBV issued a “best practices” guide for Mexican banks to consider when interacting with U.S. 
banks.  U.S. financial institutions may consider this guidance when establishing or maintaining 
accounts with Mexican banks.  The CNBV has provided its financial institutions and FinCEN with a 
copy of its “best practices” document, available here in English and Spanish.

4. The CNBV is Mexico’s regulator of financial institutions (i.e., banks, securities companies and investment companies 
among others) and several non-bank entities (i.e., casas de cambio and centros cambiarios).  The Unidad de Inteligencia 
Financiera (UIF) is Mexico’s financial intelligence unit.  Mexico’s 2012 AML legislation empowers the UIF with AML/
CFT supervisory authority over non-bank sectors, including lawyers, jewelry, automobiles, and art.  The CNBV and 
UIF report to the Secretaría de Hacienda de Crédito Público, Mexico’s Ministry of Finance and Public Credit.
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FinCEN Guidance to U.S. Financial Institutions

Financial institutions should continue to consider previous advisories issued by FinCEN with 
respect to Mexico as well as information in the CNBV Advisory.  As a result of the restrictions, 
illicit actors may utilize different methodologies, including use of financial institutions with 
higher dollar thresholds than Mexican banks or movement through other jurisdictions, to 
repatriate illicit proceeds.  FinCEN continues to evaluate information on money laundering 
activities involving transnational criminal organizations operating in Mexico and the United 
States and will report, as appropriate, on emerging methods and schemes used to launder 
criminal proceeds.      

If a financial institution knows, suspects, or has reason to suspect that a transaction conducted 
or attempted by, at, or through the financial institution involves funds derived from illegal 
activity or an attempt to disguise funds derived from illegal activity, is designed to evade 
regulations promulgated under the Bank Secrecy Act, or lacks a business or apparent lawful 
purpose, the financial institution may be required to file a SAR.7  Financial institutions that 
receive or offer services in connection with bulk cash shipments and correspondent banking 
should have policies and procedures that mitigate the risks of those services.  While the 
transactional activity that U.S. financial institutions may experience as a result of the Mexican 
restrictions may not be indicative of criminal activity, U.S. financial institutions should consider 
this activity in conjunction with other information, including transaction volumes and source(s) 
of funds, when determining whether to file a SAR.

Financial institutions should continue to be alert to the possible use of alternative methods 
to move funds linked to the laundering of criminal proceeds and to report that information 
as appropriate.  Additionally, FinCEN continues to request financial institutions to include 
“MX Restriction” in the narrative portion of SARs to indicate a possible connection between 
the suspicious activity being reported and the enacted U.S. currency restrictions on Mexican 
financial institutions.

Questions or comments regarding the contents of this advisory, the June 2010, or July 2012 
Advisories should be addressed to the FinCEN Resource Center at 703-905-3591.  Financial 
institutions wanting to report suspicious transactions that may relate to terrorist activity 
should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 
hours a day). The purpose of the hotline is to expedite the delivery of this information to law 
enforcement.  Financial institutions should immediately report any imminent threat to local-area 
law enforcement officials. 

5. See e.g. 31 CFR § 1020.320.

FinCEN Advisories Consolidated - Page 94



1

FIN-2014-A005 May 28, 2014 

Update on U.S. Currency Restrictions in Mexico: Funnel Accounts and TBML

1. See, FinCEN (June, 2010) Advisory FIN-2010-A007:  “Newly Released Mexican Regulations Imposing Restrictions on 
Mexican Banks for Transactions in U.S. Currency.” 

2. See, FinCEN (April, 2011) Advisory FIN-2011-A009: “Information on Narcotics and Bulk Currency Corridors” and  
(July, 2012) Advisory FIN-2012-A006:  “Update on U.S. Currency Restrictions in Mexico.”

Restrictions on USD cash transactions in Mexico may have led criminal 
actors to use additional schemes, such as using “funnel accounts” in 
conjunction with trade-based money laundering, to launder illicit proceeds.

The Financial Crimes Enforcement Network 
(FinCEN) is issuing this update to advise 
financial institutions on the increased use of 
funnel accounts as part of trade-based money 
laundering conducted by criminal actors 

following the restrictions on U.S. currency 
transactions in Mexico.  This Advisory 
provides “red flags” that may assist financial 
institutions identify and report suspicious 
funnel account activity.

Funnel Account:  An individual or business account in one geographic area that receives multiple cash 
deposits, often in amounts below the cash reporting threshold, and from which the funds are withdrawn in a 
different geographic area with little time elapsing between the deposits and withdrawals.

Background
In June 2010, the Mexican government 
announced regulations limiting deposits of U.S. 
cash in Mexican banks.1  Several months later, the 
Mexican government expanded the restrictions 
to include cash deposits made at exchange 
houses (casas de cambio) and brokerages (casas 
de bolsa).  In 2011 and 2012, FinCEN issued two 
advisories that detailed the rise of funnel account 
use (also known as interstate or out-of-state 
funnel account activity) as a technique employed 
by individuals seeking to move illicit proceeds 
following the currency restrictions.2

Law enforcement information and Suspicious 
Activity Reports (SARs) now show that Mexico-
related criminal organizations: (i) continue 
to employ funnel accounts to move illicit 
proceeds and (ii) are using funnel accounts to 
finance the purchase of goods as part of Trade-
Based Money Laundering (TBML) activity.  
In some instances, multiple funnel accounts 
have been observed to transfer funds into a 
single consolidated account from where the 
funds are subsequently withdrawn.  Criminal 
organizations use wires and checks issued 
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from funnel accounts to move illicit narcotics 
proceeds to the accounts of businesses offering 
trade goods and services as part of trade-based 
money laundering as further described below. 

3. Credit unions that do not have a national presence but participate in shared branching may also be vulnerable to  
this activity.

4. For additional information on TBML and potential indicators of TBML activity, see FinCEN (February, 2010) 
Advisory FIN-2010-A001: “Advisory to Financial Institutions on Filing Suspicious Activity Reports regarding Trade-
Based Money Laundering.”  

5. Money brokers or peso brokers are third parties that seek to purchase drug proceeds located in the United States from 
Mexican cartels at a discounted rate.  Once purchased, money brokers take possession of the drug proceeds that are, 
in turn, frequently sold to Mexican based businesses seeking U.S. dollars to buy goods from businesses in the United 
States and in other countries.

Schemes such as the use of funnel accounts and 
TBML are a money laundering concern for both 
the U.S. and Mexican governments.

Funnel Accounts and Trade-Based Money Laundering
Typical steps of funnel account activity in conjunction with trade-based money laundering include: 

(I) A U.S. or foreign business owner or other 
individual, colluding with representatives 
of a criminal organization, opens  an 
account at banks or credit unions whose 
accounts can readily receive cash deposits 
in multiple states through their own 
branches or through shared branches.3 

(II) Multiple individuals acting on behalf of 
representatives of the criminal organization 
deposit the cash proceeds of narcotics sales 
into this account at different bank or credit 
union branches, often in multiple states 
geographically distant from the branch in 
which the account was opened or domiciled.  
The deposits are kept below $10,000 in order 
for transactors to avoid identification and 
record keeping requirements.  

(III) After a number of deposits have been 
credited to the account, an intermediary 
will initiate wire transfers (or issue checks) 
from the funnel account to a U.S. or 
foreign-based business for the purchase 
of goods that are then shipped to foreign 
countries for sale.  

(IV) Once the purchased goods arrive at the 
destination country, they are sold and 
the sale proceeds, in the destination 
country’s currency, are transferred to the 
drug trafficking or money laundering 
organization to provide the criminal actors 
with funds that have been laundered 
through TBML.4

When the goods in this scheme are sold in Mexico, a drug trafficking organization or its intermediary, 
often termed a “money broker” or “peso broker,”5 will contract with a U.S. or Mexican business 
owner to open a funnel account at banks or credit unions whose accounts can readily receive cash 
deposits in multiple states.  The peso broker subsequently directs the deposit of narcotics proceeds 
into the funnel account and makes payments from this account for the purchase of U.S. and foreign 
goods.  These goods are then shipped to Mexican businesses where they are sold for pesos.  In 
essence, the drug trafficking organization has exchanged the U.S. dollar cash proceeds in the United 
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6. Often termed “operating outside the geographic footprint.”
7. This differs from traditional funnel account activity where cash would otherwise be withdrawn from the account and 

be provided to the drug trafficking or money laundering organization.

States for Mexican pesos in Mexico through the use of a funnel account and TBML. The criminal 
actors can both repatriate and give a plausible source to the proceeds of illicit activity obtained in the 
United States through apparently legitimate business transactions.

Funnel Accounts and Trade-Based Money Laundering Red Flags

A funnel account associated with TBML might manifest one or more of the following red flags: 

22 An account opened in one state (typically 
along the Southwest border) receives 
multiple cash deposits of less than $10,000 by 
unidentified persons at branches outside of 
the geographic region where the account is 
domiciled.  The accounts receiving the out-
of-state deposits can be either individual or 
business accounts.

22 In the case of a business account, the deposits 
take place in a different geographic region 
from where the business operates.6  For 
example, the account of a produce company 
operating locally in Southern California 
receives small cash deposits, below the 
currency reporting threshold, at bank branches 
in Chicago, Indianapolis, and Minneapolis.

22 If questioned, the individuals opening or 
making deposits to funnel accounts may 
have no detailed knowledge about the 
stated business activity of the account, the 
account holder (in the case of a depositor), 
or the source of the cash.  This is because 
criminal organizations sometimes pay 
individuals outside their organization, such 
as students, itinerant workers, or the un/
under-employed to open or carry out funnel 
account transactions.

22 In the case of a business account receiving 
out-of-state deposits, the debits do not 
appear to be related to the stated business 

activity of the account holder.  For example, 
checks drawn on the account of a produce 
company are made payable to a leather 
goods business, or funds are wired from 
the produce company’s account to a textile 
manufacturer in China.7

22 Checks issued from an account that receives 
out-of-state cash deposits appear to have 
different handwriting on the payee and 
amount lines than the signature line.  This 
may indicate that (i) the checks, originally 
issued to the account holder, have been 
pre-signed but the payee and amount lines 
have been left blank, then (ii) the checks 
were handed over to a criminal organization, 
which then (iii) used the checks to pay U.S. 
or foreign parties by populating the payee 
and amount fields.

22 Wire transfers or checks issued from a 
funnel account are deposited into, or cleared 
through, the U.S. correspondent account of 
a Mexican bank.  In addition to exhibiting 
funnel account activity, in some cases, 
checks issued from the U.S. account name a 
Mexican bank as payee and the checks are 
either deposited into the Mexican bank’s U.S. 
correspondent account or are cleared through 
said correspondent account by cash letter.
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FinCEN Guidance to U.S. Financial Institutions

Because some red flags of funnel accounts and TBML are, in appropriate circumstances, 
legitimate financial activities, financial institutions should evaluate indicators of potential 
TBML activity in combination with other red flags and the expected transaction activity for the 
customer implicated before making determinations of suspiciousness. No one activity by itself 
is a clear indication of trade-based money laundering. Financial institutions are encouraged 
to use previous FinCEN advisories as a reference when evaluating potential red flags; FinCEN 
has published advisories expanding on TBML,8 high intensity drug trafficking areas9 and the 
impact of U.S. currency restrictions in Mexico.10   

As a result of the U.S. currency restrictions in Mexico, illicit actors may utilize one or more 
different methodologies, including funnel accounts, TBML, or movement through other 
jurisdictions to repatriate illicit proceeds. Additionally, financial institutions should consider 
and manage the risk associated with receiving deposits from non-customers or unidentified 
parties. FinCEN continues to evaluate information on money laundering activities involving 
transnational criminal organizations operating in Mexico and the United States and will 
report, as appropriate, on emerging methods and schemes used to launder criminal proceeds.      

If a financial institution knows, suspects, or has reason to suspect that a transaction conducted 
or attempted by, at, or through the financial institution involves funds derived from illegal 
activity, attempts to disguise funds derived from illegal activity, is designed to evade 
regulations promulgated under the Bank Secrecy Act, or lacks a business or apparent lawful 
purpose, the financial institution may be required to file a SAR.11  While the transactional 
activity that U.S. financial institutions may experience as a result of the Mexican restrictions 
may not be indicative of criminal activity, U.S. financial institutions should consider this 
activity in conjunction with other information, including transaction volumes and source(s) of 
funds, when determining whether to file a SAR.

Financial institutions should continue to be alert to the variety of methods that may be used 
to move funds linked to the laundering of criminal proceeds and to report that information as 
appropriate.  FinCEN requests financial institutions to include “MX Restriction” in both the 
Narrative and the Suspicious Activity Information12 sections of SARs to indicate a possible 
connection between the suspicious activity being reported and the enacted U.S. currency 
restrictions on Mexican financial institutions.   

8. See, FinCEN (February, 2010) Advisory FIN-2010-A001: “Advisory to Financial Institutions on Filing Suspicious 
Activity Reports regarding Trade-Based Money Laundering.”  

9. See, FinCEN (April, 2011) Advisory FIN-2011-A009: “Information on Narcotics and Bulk Currency Corridors.”  
10. See, FinCEN Advisories FIN-2010-A007 and FIN-2012-A006.  
11. See, e.g., 31 CFR § 1020.320.  
12. Financial institutions may include any relevant key terms in the “Other” fields of items 29 through 38, as applicable, 

of Part II (Suspicious Activity Information) of the SAR.
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In addition, where the use of funnel accounts and or TBML is suspected in the laundering of 
criminal proceeds, including specific reference to the terms “Funnel Account” and or “TBML” 
in the Narrative and Suspicious Activity Information sections of SARs is also requested.  
Financial institutions may include in SARs any or all terms, “MX Restriction,” “Funnel 
Account” and or “TBML,” as applicable.

Questions or comments regarding the contents of this or any other advisories should be 
addressed to the FinCEN Resource Center at (800) 767-2825 or (703) 905-3591.  Financial 
institutions wanting to report suspicious transactions that may relate to terrorist activity 
should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 
hours a day). The purpose of the hotline is to expedite the delivery of this information to law 
enforcement.  Financial institutions should immediately report any imminent threat to local-area 
law enforcement officials. 
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APPENDIX I
Funnel Account Act iv i ty and Trade Based Money Launder ing

Funnel 
Account
Activity

Trade 
Based
Money 
Laundering

S

S

S

S

Mexico

United States of America

New York

Philidelphia
Chicago

Mexican Business

Drug Cartel

U.S. Business

Los Angeles

Goods

The above graph illustrates how illicit proceeds, through funnel accounts (highlighted in green), may 
fuel the purchase of goods as part of a Trade Based Money Laundering (TBML) scheme (highlighted 
in red). 

engage in a TBML scheme. After receiving the 
funds that have been deposited into the business’ 
account, a peso broker, acting as an intermediary, 
purchases goods in the United States. The peso 
broker then coordinates the shipment of the 
purchased merchandise to Mexico where he/
she has partnered with a Mexican business to 
sell the goods. In exchange for the merchandise 
purchased by the peso broker (with drug 
proceeds), the Mexican business provides the 
cartel with clean pesos. By engaging in this TBML 
scheme, the Mexican cartel has laundered and 
repatriated drug proceeds that had been obtained 
in the United States.

In this example, proceeds from the sale of drugs 
are deposited (in the form of currency) into 
the bank account of a business (controlled by 
a Mexican cartel) that operates exclusively in 
Los Angeles, CA. Deposits in the account are 
conducted through bank branches located in cities 
where the business does not operate because 
these localities often represent the areas where the 
illicit proceeds are derived from. In this example, 
bank branches used to make deposits into the 
business’ account are located in Chicago, IL; 
Philadelphia, PA; and New York, NY.  

The second part of the example illustrates how 
the Mexican cartel uses the illicit proceeds, 
deposited through funnel account activity, to 
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1. See, 8 U.S.C. § 1324. 
2. See generally, 18 U.S.C. §§ 1581, 1584, 1589, 1590, 1591, 24121, 2422, 2423 and 2425, The Victims of Trafficking and 

Violence Protection Act of 2000 (Pub. L. No. 106-386), applicable State laws and the President’s Interagency Task Force 
– Progress in Combating Trafficking in Persons: The U.S. Government Response to Modern Slavery.

Guidance on Recognizing Activity that May be Associated with Human Smuggling and 
Human Trafficking – Financial Red Flags

FinCEN identifies “red flags” to assist financial institutions in identifying and reporting 
suspicious financial activity connected to human smuggling and human trafficking.

To support law enforcement efforts to fight human smuggling and human trafficking, the 
Financial Crimes Enforcement Network (FinCEN) seeks to advise financial institutions on 
how to detect and report suspicious financial activity that may be related to human smuggling 
and/or human trafficking.  Financial institutions, large and small, can play a critical role in 
identifying and reporting transactions related to these unlawful activities based on their 
observations when interacting with customers and their monitoring processes.

FinCEN, in collaboration with law enforcement agencies, non-governmental organizations 
and members of the financial industry, has identified financial indicators, or “red flags,” 
that may indicate financial activity related to human smuggling or human trafficking.  In 
addition to identifying red flags, this advisory provides common terms that financial 
institutions may use when reporting activity related to these crimes.  The use of common 
terms will assist law enforcement in better identifying possible cases of human smuggling or 
human trafficking reported through Suspicious Activity Reports (SARs).

Human Smuggling
Acts or attempts to bring unauthorized aliens to 
or into the United States, transport them within 
the U.S., harbor unlawful aliens, encourage 
entry of illegal aliens, or conspire to commit these 
violations, knowingly or in reckless disregard of 
illegal status.1

Human Trafficking
The act of recruiting, harboring, transporting, 
providing or obtaining a person for forced labor or 
commercial sex acts through the use of force, fraud 
or coercion.2
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Difference between Human Smuggling and Human Trafficking

Human Smuggling
(i) Involves persons choosing to immigrate 
illegally.

(ii) Is limited to illegal migration or the 
harboring of undocumented aliens.

(iii) Involves foreign nationals.

(iv) The crime involves an illegal border 
crossing or the harboring of someone that 
illegally crossed the border.

Human Trafficking
(i) Involves the use of force or coercion and the 
exploitation of victims.

(ii) Includes, but is not limited to, involuntary 
servitude, forced labor, debt bondage, peonage 
and sexual exploitation.

(iii) Anyone can be a victim regardless of 
origin, sex, age or legal status.  

(iv) There is no need for a person to cross a 
border to be trafficked; individuals can be 
trafficked within the borders of a country. 

Understanding How Human Smuggling and Human  
Trafficking Work

There are a number of identifiable stages involved in human smuggling and in human 
trafficking during which traffickers may need to interact with the financial system.  This 
advisory includes below a brief description of these stages to provide financial institutions 
with the necessary context to appropriately identify potential human smuggling and/or 
human trafficking-related transactions.  Financial indicators, including those described in 
Appendices A and B, may reflect transactions associated with actions that facilitate one or 
more of the stages of human smuggling and/or human trafficking.  

How Human Smuggling Works
Stages of Human Smuggling generally include:

Solicitation: A potential migrant may seek the services of a local facilitator/smuggler. Local 
facilitators/smugglers are often part of a larger smuggling network that works to bring 
migrants across a country border.  In the United States, illegal migrants often originate 
from Mexico and Central America, but they may originate from anywhere in the world. 

Transportation: Migrants may be smuggled through a number of different routes and 
transportation modes to avoid detection.  The person may be transported by air, sea and/or 
land over an international border.
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3. To view the industry sectors particularly vulnerable to human trafficking, please see the U.S. Department of State 
Trafficking in Persons Annual Report and the July 2011 FATF Report: Money Laundering Risks Arising from 
Trafficking in Human Beings and Smuggling of Migrants.

Payment: Payment to smugglers or to smuggling networks are generally conducted in one of 
three ways.

1. Pay In Advance: The migrant or the migrant’s relatives provide full payment to the 
smuggler before traveling.  This method of payment is often used by relatives of 
unaccompanied minors for their migration.

2. Partial Payment: A portion of the smuggling fees is paid prior to departure, with the 
remaining due upon arrival; final payment is often made by relatives of the migrant in 
the United States. 

3. On Arrival: After the migrant is successfully smuggled, the migrant’s relatives pay 
the full fee to the smuggler.  This method of payment is often used by relatives of 
unaccompanied minors for their migration. 

How Human Trafficking Works
Stages of Human Trafficking generally include:

Recruitment or Abduction: Traffickers obtain their victims through deception or force.   
For instance, traffickers may recruit victims through the use of kidnapping, false marriages, 
or advertisements offering employment or study abroad.  Individuals from countries and 
geographic areas that have been affected by economic hardship, armed conflicts or natural 
disasters are particularly vulnerable to these tactics. 

Transportation: After being collected, victims are transported to locations where they 
are exploited or sold to other traffickers.  Victims may originate from abroad or within 
the United States and may be transported by air, sea and/or land domestically or 
internationally. 

Exploitation:  During this stage, traffickers profit from exploiting victims through forced 
labor, sexual exploitation, involuntary participation in crimes or other activity.  Businesses 
in the service and manual labor industries (e.g., massage parlors, restaurants, farms, 
construction companies, domestic services) have been frequently used to exploit trafficked 
individuals.3  In contrast to the one-time illicit proceeds of human smuggling, this final 
phase of human trafficking may generate ongoing criminal proceeds.
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How to Identify Human Smuggling and Human  
Trafficking Transactions

To help identify and report transactions possibly associated with human smuggling and 
human trafficking, FinCEN has identified a number of red flags (see Appendices A and B) 
that financial institutions may consider incorporating into their monitoring programs.  In 
applying these red flags, financial institutions are advised that no single transactional red flag 
is a clear indicator of human smuggling or trafficking-related activity.  Accordingly, financial 
institutions should consider additional factors, such as a customer’s expected financial 
activity, when determining whether transactions may be associated with human trafficking.  

The red flags described in Appendices A and B may be associated with one or more of the 
stages of human smuggling or trafficking described above and may be considered by all 
financial institutions.  Some red flags may be common to several types of financial institutions 
(e.g., banks, money transmitters, credit unions) while other red flags may be unique to a specific 
type of financial institution. Appendices A and B describe the human smuggling/trafficking 
stages and/or types of financial institutions most closely associated with each red flag. 

In order to more effectively evaluate transactional activity, financial institutions may 
consider reviewing transactions at the relationship level rather than at the account level. 
Relationship level reviews allow financial institutions to analyze a customer’s transactions 
across multiple accounts instead of reviewing transactions that are conducted solely through 
one account. This approach may also be applied when monitoring for any type of suspicious 
activity to offer financial institutions a more comprehensive perspective on the customer’s 
behavior and activity.

Finally, direct interactions by branch or floor personnel with customers during the course 
of daily transactions can also alert financial institutions to human smuggling or trafficking-
related activity.  In many cases, smugglers and traffickers and/or their victims may hold 
accounts or receive services from financial institutions.  Observations made by branch or 
floor personnel can lead to the identification of anomalous activity that could alert a financial 
institution to initiate a review of a customer’s transactions.

FinCEN Guidance to Financial Institutions
Due to some similarities with legitimate financial activities, financial institutions may 
consider evaluating indicators of potential human smuggling or trafficking activity in 
combination with other red flags and factors, such as expected transaction activity, before 
making determinations of suspiciousness.  No one transaction or red flag by itself is a clear 
indicator of human smuggling or trafficking.  Additionally, in making a determination of 
suspiciousness, financial institutions are encouraged to use previous FinCEN advisories 
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and guidance as a reference when evaluating potential suspicious activity. For instance, in 
May 2014 FinCEN published an advisory on the use and structure of funnel accounts,4 one 
of the red flags identified in Appendices A and B of this advisory.  Financial institutions 
may consider incorporating the guidance outlined in this advisory in a manner that is 
commensurate with their risk profile and business model. 

In evaluating whether certain transactions are suspicious and/or related to human smuggling 
or trafficking, financial institutions are encouraged to share information with one another, 
as appropriate, under Section 314(b) of the USA PATRIOT Act.5  Section 314(b) establishes a 
voluntary information sharing mechanism allowing financial institutions to share information 
with one another regarding possible terrorist activity or money laundering and provides 
financial institutions with the benefit of a safe harbor from liability that might not otherwise 
exist with respect to the sharing of such information.6  Thus, suspected money laundering 
involving the proceeds of human smuggling or human trafficking activity could be shared 
amongst financial institutions under Section 314(b).

Suspicious Activity Reporting 

 SARs continue to be a valuable avenue for financial institutions to report suspected human 
smuggling or trafficking.  Consistent with the standard for reporting suspicious activity as 
provided for in 31 CFR Chapter X, if a financial institution knows, suspects, or has reason 
to suspect that a transaction has no business or apparent lawful purpose or is not the sort 
in which the particular customer would normally be expected to engage, and the financial 
institution knows of no reasonable explanation for the transaction after examining the 
available facts, including the background and possible purpose of the transaction, the financial 
institution should file a Suspicious Activity Report.

To assist law enforcement in targeting instances of human smuggling and trafficking, FinCEN 
requests that financial institutions include one or both of the below key term(s) in the 
Narrative and the Suspicious Activity Information:7

“ADVISORY HUMAN SMUGGLING” and/or “ADVISORY HUMAN TRAFFICKING”  

Financial institutions should include one or both terms to the extent that financial institutions 
are able to distinguish between human smuggling and human trafficking.  The narrative 
should also include an explanation of why the institution knows, suspects, or has reason to 

4. See, FinCEN (May, 2014) Advisory FIN-2014-A005 for a detailed description of funnel accounts.
5. Pub. L. No. 107-56, § 314(b). See also, 31 CFR 1010.540.
6. For further guidance related to the 314(b) Program, please see FinCEN’s Section 314(b) Fact Sheet and  FIN-2009-G002 

(June, 2009), Guidance on the Scope of Permissible Information Sharing Covered by Section 314(b) Safe Harbor of the 
USA PATRIOT Act.

7. Financial institutions may include any relevant key terms in the “Other” fields of items 29 through 38, as applicable, 
of Part II (Suspicious Activity Information) of the SAR.
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suspect that the activity is suspicious.  It is important to note that a potential victim of human 
smuggling or trafficking should not be reported as the subject of the SAR.  Rather, all available 
information on the victim should be included in the narrative portion of the SAR.

Questions or comments regarding the contents of this Advisory should be addressed to the FinCEN 
Resource Center at (800) 767-2825 or (703) 905-3591.  Financial institutions wanting to report 
suspicious transactions that may relate to terrorist activity should call the Financial Institutions 
Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a day). The purpose of the hotline 
is to expedite the delivery of this information to law enforcement.  Financial institutions should 
immediately report any imminent threat to local-area law enforcement officials.

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 

collection, analysis, and dissemination of financial intelligence and 
strategic use of financial authorities.

FinCEN Advisories Consolidated - Page 106



Transactional and Customer Red Flags Who would most likely see the Red Flag?
Multiple wire transfers, generally kept below the $3,000 
reporting threshold, sent from various locations across 

the United States to a common beneficiary located in a U.S 
or Mexican city along the Southwest Border.1

Money Transmitters Banks/Credit Unions

Multiple wire transfers conducted at different branches 
of a financial institution to or from U.S or Mexican 

cities along the Southwest Border on the same day or on 
consecutive days.

Money Transmitters/ 
Prepaid Card Providers Banks/Credit Unions

Money flows that do not fit common remittance 
patterns: 

 • Wire transfers that originate from countries with high 
migrant populations (e.g., Mexico, Guatemala, El 
Salvador, Honduras) are directed to beneficiaries 
located in a U.S or Mexican city along the Southwest 
Border.  

 • Beneficiaries receiving wire transfers from countries 
with high migrant populations (e.g., Mexico, 
Guatemala, El Salvador, Honduras) who are not 
nationals of those countries.

Money Transmitters Banks/Credit Unions

Unusual currency deposits into U.S. financial institutions, 
followed by wire transfers to countries with high migrant 

populations (e.g., Mexico, Guatemala, El Salvador, 
Honduras) in a manner that is inconsistent with expected 
customer activity. This may include sudden increases in 
cash deposits, rapid turnover of funds and large volumes of 
cash deposits with unknown sources of funds. 

Money Transmitters Banks/Credit Unions

Multiple, apparently unrelated, customers sending wire 
transfers to the same beneficiary, who may be located 

in a U.S or Mexican city along the Southwest Border.  These 
wire senders may also use similar transactional information 
including but not limited to common amounts, addresses 
and phone numbers.  When questioned to the extent 
circumstances allow, the wire senders may have no 
apparent relation to the recipient of the funds or know the 
purpose of the wire transfers. 

Money Transmitters Banks/Credit Unions

A customer’s account appears to function as a funnel 
account,2  where cash deposits (often kept below the 

$10,000 reporting threshold) occur in cities/states where the 
customer does not reside or conduct business.  Frequently, 
in the case of funnel accounts, the funds are quickly 
withdrawn (same day) after the deposits are made.

Banks/Credit Unions

APPENDIX A: Human Smuggling Red Flags
Financial institutions may choose to use this appendix as a handout for their investigations staff and/or branch 
personnel.  No one transaction or red flag by itself is a clear indicator of human smuggling; accordingly, financial 
institutions may consider applying these red flags in combination with other factors, such as a customer’s profile 
and expected transaction activity. 

1. The Southwest Border is generally described as the U.S. – Mexico land border. 
2. See, FinCEN (May, 2014) Advisory FIN-2014-A005 for a detailed description of funnel accounts.FinCEN Advisories Consolidated - Page 107



Transactional and Customer Red Flags Who would most likely see the Red Flag?
Checks deposited from a possible funnel account 
appear to be pre-signed, bearing different handwriting 

in the signature and payee fields.3
Banks/Credit Unions

Frequent exchange of small-denomination for larger 
denomination bills by a customer who is not in a 

cash intensive industry.  This type of activity may occur as 
smugglers ready proceeds for bulk cash shipments.4

Casinos Banks/Credit Unions

When customer accounts near the Southwest Border 
are closed due to suspicious activity, new customers 

may begin transacting on behalf of those customers 
whose accounts have been closed. This may be done 
as a means to continue illicit activities. In this case, new 
accounts often reflect activity similar to that of the 
closed accounts where transactions may be frequently-
occurring, currency-intensive and involve individuals that 
used to receive/send funds from/to accounts previously-
closed due to suspicious activity. 

Banks/Credit Unions

Unexplained/unjustified lifestyle incommensurate 
with employment or business line.  Profits/deposits 

significantly greater than that of peers in similar professions/
business lines. 

Casinos/ 
Money Transmitters/ 
Check Cashers/ 
Prepaid Card Providers

Banks/Credit Unions

Inflows are largely received in cash where substantial 
cash receipts are inconsistent with the customer’s line 

of business.  Extensive use of cash to purchase assets and 
to conduct transactions.

Money Transmitters/ 
Check Cashers Banks/Credit Unions

3. See, FinCEN (May, 2014) Advisory FIN-2014-A005 for a detailed description of funnel accounts.
4. See, FinCEN (April, 2006) Advisory FIN-2006-A003 for a detailed description of repatriation of currency smuggled into 

Mexico from the United States.

APPENDIX A: Human Smuggling Red Flags
continued...
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Transactional Red Flags: Behaviors observed 
as part of account activity

Who would most likely 
see the Red Flag?

When most likely to see 
the Red Flag?

A business customer does not exhibit normal payroll 
expenditures (e.g., wages, payroll taxes, social 

security contributions).  Payroll costs can be non-existent 
or extremely low for the size of the customer’s alleged 
operations, workforce and/or business line/model. 

Banks/Credit Unions Exploitation Stage

Substantial deductions to wages.  To the extent a 
financial institution is able to observe, a customer with 

a business may deduct large amounts from the wages of 
its employees alleging extensive charges (e.g., housing 
and food costs), where the employees only receive a small 
fraction of their wages; this may occur before or after the 
payment of wages. 

Check Cashers/ 
Prepaid Card Providers

Banks/Credit Unions

Exploitation Stage

Cashing of payroll checks where the majority of the 
funds are kept by the employer or are deposited 

back into the employer’s account.  This activity may be 
detected by those financial institutions that have access to 
paystubs and other payroll records.

Money Transmitters/ 
Check Cashers/ 
Prepaid Card Providers

Banks/Credit Unions

Exploitation Stage

The following two red flags may signal anomalous 
customer activity; however, they should be applied in 

tandem with other indicators when determining whether 
transactions are linked to human trafficking.

 • Transactional activity (credits and/or debits) 
inconsistent with a customer’s alleged employment, 
business or expected activity, or where transactions 
lack a business or apparent lawful purpose. 

 • Cash deposits or wire transfers are kept below $3,000 
or $10,000 in apparent efforts to avoid record keeping 
requirements or the filing of Currency Transaction 
Reports (CTRs), respectively.  

Casinos/ 
Money Transmitters/ 
Check Cashers/ 
Prepaid Card Providers

Banks/Credit Unions

Recruitment Stage

Transportation Stage

Exploitation Stage

Frequent outbound wire transfers, with no business 
or apparent lawful purpose, directed to countries at 

higher risk for human trafficking1 or to countries that are 
inconsistent with the customer’s expected activity.

Money Transmitters

Banks/Credit Unions

Recruitment Stage

Transportation Stage

Exploitation Stage

A customer’s account appears to function as a funnel 
account,2 where cash deposits occur in cities/states 

where the customer does not reside or conduct business.  
Frequently, in the case of funnel accounts, the funds are 
quickly withdrawn (same day) after the deposits are made.

Banks/Credit Unions Exploitation Stage

APPENDIX B: Human Trafficking Red Flags
Financial institutions may choose to use this appendix as a handout for their investigations staff and/or 
branch personnel.  No one transaction or red flag by itself is a clear indicator of financial institutions may 
consider applying these red flags in combination with other factors, such as a customer’s profile and expected 
transaction activity. 

1. To view the countries of origin, transit and destination of human trafficking victims, please refer to the U.S. Department of 
State Trafficking in Persons Annual Report and the July 2011 FATF Report: Money Laundering Risks Arising from Trafficking 
in Human Beings and Smuggling of Migrants.

2. See, FinCEN (May, 2014) Advisory FIN-2014-A005 for a detailed description of funnel accounts.FinCEN Advisories Consolidated - Page 109



Multiple, apparently unrelated, customers sending wire 
transfers to the same beneficiary.  These wire senders 

may also use similar transactional information including 
but not limited to a common address and phone number.  
When questioned to the extent circumstances allow, the 
wire senders may have no apparent relation to the recipient 
of the funds or know the purpose of the wire transfers.

Money Transmitters

Banks/Credit Unions

Exploitation Stage

Transactions conducted by individuals, escorted by 
a third party (e.g., under the pretext of requiring an 

interpreter), to transfer funds (that may seem to be their 
salaries) to other countries. 

Money Transmitters/ 
Check Cashers

Banks/Credit Unions

Exploitation Stage

Frequent payments to online escort services for 
advertising, including small posting fees to companies 

of online classifieds as well as more expensive, higher-end 
advertising and website hosting companies.

Money Transmitters/ 
Prepaid Card Providers

Banks/Credit Unions

Exploitation Stage

Frequent transactions, inconsistent with expected 
activity and/or line of business, carried out by a business 

customer in apparent efforts to provide sustenance to 
individuals (e.g., payment for housing, lodging, regular 
vehicle rentals, purchases of large amounts of food).

Money Transmitters/ 
Prepaid Card Providers

Banks/Credit Unions

Transportation Stage

Exploitation Stage

Payments to employment or student recruitment 
agencies that are not licensed/registered or that have 

labor violations. 

Money Transmitters/ 
Check Cashers/ 
Prepaid Card Providers

Banks/Credit Unions

Recruitment Stage

Transportation Stage

Exploitation Stage

Customer Interaction Red Flags: Behaviors 
observed while interacting with the public 

Who would most likely 
see the Red Flag?

When most likely to see 
the Red Flag?

A customer establishes an account or visits a branch to 
conduct transactions while always escorted by a third 

party (e.g., under the pretext of requiring an interpreter).  
Correspondingly, the third party escorting the customer 
may always have possession of the customer’s ID.

Money Transmitters/ 
Check Cashers

Banks/Credit Unions

Exploitation Stage

Common signer(s)/custodian(s) in apparently 
unrelated business and/or personal accounts.  Similarly, 

common information (e.g., address, phone number, 
employment information) used to open multiple accounts 
in different names.

Banks/Credit Unions Exploitation Stage

Accounts of foreign workers or students where the  
employer or employment agency serves as a custodian. 

Banks/Credit Unions Exploitation Stage

Unexplained/unjustified lifestyle incommensurate 
with employment or business line.  Profits/deposits 

significantly greater than that of peers in similar professions/
business lines.

Casinos/ 
Money Transmitters/ 
Check Cashers/ 
Prepaid Card Providers

Banks/Credit Unions

Recruitment Stage

Transportation Stage

Exploitation Stage

Inflows are largely received in cash where substantial 
cash receipts are inconsistent with the customer’s line 

of business.  Extensive use of cash to purchase assets and 
to conduct transactions.

Money Transmitters/ 
Check Cashers

Banks/Credit Unions

Recruitment Stage

Transportation Stage

Exploitation Stage

APPENDIX B: Human Trafficking Red Flags
continued...
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FIN-2016-A003 September 6, 2016 

This Advisory should be shared with:
• Cybersecurity departments

• Risk departments

• Fraud prevention units

• BSA/AML management

• AML intelligence units

• AML analysts/investigators

1. See the FBI Internet Crime Complaint Center (IC3) Public Service Announcement “Business Email Compromise: The
3.1 Billion Dollar Scam” (June 14, 2016) and 2015 Internet Crime Report.

Criminals are actively using e-mail schemes to defraud financial institutions and their 
customers—billions of dollars in possible losses.

Advisory to Financial Institutions on E-Mail Compromise Fraud Schemes

The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to help financial 
institutions guard against a growing number of e-mail fraud schemes, in which criminals 
misappropriate funds by deceiving financial institutions and their customers into conducting 
wire transfers.  This advisory also provides red flags—developed in consultation with the Federal 
Bureau of Investigation (FBI) and the U.S. Secret Service (USSS)—that financial institutions may use 
to identify and prevent such e-mail fraud schemes.

E-mail Compromise Fraud: Schemes in which criminals compromise the e-mail accounts 
of victims to send fraudulent wire transfer instructions to financial institutions in order to 
misappropriate funds.  The main types of e-mail compromise fraud include:

Business E-mail Compromise (BEC): Targets a financial institution’s commercial customers.

E-mail Account Compromise (EAC): Targets a victim’s personal accounts.

BEC and EAC schemes are among the growing trend 
of cyber-enabled crime adversely affecting financial 
institutions.  Since 2013, there have been approximately 
22,000 reported cases of BEC and EAC fraud involving 
$3.1 billion.1  In some cases, financial institutions 
have absorbed losses through reimbursing customers 
victimized by e-mail compromise fraud.  Financial 
institutions can play an important role in identifying, 
preventing, and reporting fraud schemes by promoting 
greater communication and collaboration among their 
internal anti-money laundering (AML), business, fraud 
prevention, and cybersecurity units.  
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How BEC and EAC Schemes Work 
Unlike account takeover activity, e-mail-compromise schemes involve impersonating victims 
to submit seemingly legitimate transaction instructions for a financial institution to execute.  In 
account takeover activity, criminals access victims’ accounts and are able to directly execute 
transactions without submitting transaction instructions.2

While BEC and EAC schemes have unique aspects, as noted below, both focus on using 
compromised e-mail accounts to mislead financial institutions and their customers into conducting 
unauthorized wire transfers.  Both BEC and EAC schemes can be broken down into three stages:

2. See FinCEN Advisory FIN-2011-A016 “Account Takeover Activity” (December 2011).
3. Social engineering refers to human interaction tactics used to deceive an individual into revealing information.

Stage 1 – Compromising Victim Information and E-mail Accounts:  Criminals first unlawfully 
access a victim’s e-mail account through social engineering3 or computer intrusion 
techniques.  Criminals subsequently exploit the victim’s e-mail account to obtain 
information on the victim’s financial institutions, account details, contacts, and 
related information.   

Stage 2 – Transmitting Fraudulent Transaction Instructions:  Criminals then use the victim’s 
stolen information to e-mail fraudulent wire transfer instructions 
to the financial institution in a manner appearing to be from the 
victim.  To this end, criminals will use either the victim’s actual 
e-mail account they now control or create a fake e-mail account 
resembling the victim’s e-mail.

Stage 3 – Executing Unauthorized Transactions:  Criminals trick the victim’s employee or financial 
institution into conducting wire transfers that appear legitimate but 
are, in fact, unauthorized.  The fraudulent transaction instructions 
direct the wire transfers to the criminals’ domestic or foreign bank 
accounts.  Banks in Asia—particularly in China and Hong Kong—are 
common destinations for these fraudulent transactions.

Business E-Mail Compromise (BEC) Schemes
BEC schemes target financial institutions’ commercial customers.  Criminals seek to access 
unlawfully the e-mail accounts of a company’s executives or employees to:

a) Directly submit fraudulent transaction instructions to the company’s financial institution 
by impersonating company employees through e-mails and documentation related to the 
requested transfer; or
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b) Mislead a company employee into submitting fraudulent transaction instructions to the 
company’s financial institution by impersonating a supplier or a company executive to 
authorize or order payment through seemingly legitimate internal e-mails.

To illustrate, BEC schemes often take the following forms:

Scenario 1 – Criminal Impersonates a Financial 
Institution’s Commercial Customer: A criminal hacks 
into and uses the e-mail account of a Company A 
employee to send fraudulent wire transfer instructions 
to Company A’s financial institution.  Based on this 
request, Company A’s financial institution issues a wire 
transfer and sends funds to an account the criminal 
controls.  In this scenario, the criminal impersonating 
the financial institution’s customer prompted the financial 
institution to execute an unauthorized wire transfer.

Scenario 2 – Criminal Impersonates an Executive: A 
criminal hacks into and uses the e-mail account of a 
Company B executive to send wire transfer instructions 
to a Company B employee who is responsible for 
processing and issuing payments.  The employee, 
believing the executive’s e-mailed instructions are 
legitimate, orders Company B’s financial institution to 
execute the wire transfer.  In this scenario, the criminal 
impersonating a company executive misled a company 
employee into unintentionally authorizing a fraudulent wire 
transfer to a criminal-controlled account.

Scenario 3 – Criminal Impersonates a Supplier: A 
criminal impersonates one of Company C’s suppliers 
to e-mail and inform Company C that future invoice 
payments should be sent to a new account number 
and location.  Based on this fraudulent e-mailed 
information, Company C updates its supplier’s 
payment information on record and submits the new 
wire transfer instructions to its financial institution 
that direct payments to an account controlled by the 
criminal.  In this scenario, the criminal impersonating a 
supplier provided fraudulent payment information to mislead 
a company employee into unintentionally directing wire transfers to a criminal-controlled account.
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E-Mail Account Compromise (EAC) Schemes
Unlike BEC, EAC schemes target individuals instead of businesses.  Individuals who conduct 
large transactions through financial institutions, lending entities, real estate companies, and  
law firms are the most likely targets of this type of scheme.  EAC schemes often take the 
following forms:

Scenario 1 – Lending/Brokerage Services: A criminal hacks into and uses the e-mail account of a 
financial services professional (such as a broker or accountant) to e-mail fraudulent instructions, 
allegedly on behalf of a client, to the client’s bank or brokerage to wire-transfer client’s funds to an 
account controlled by the criminal.

Scenario 2 – Real Estate Services: A criminal compromises the e-mail account of a realtor or of an 
individual purchasing or selling real estate, for the purposes of altering payment instructions and 
diverting funds of a real estate transaction (such as sale proceeds, loan disbursements, or fees).  
Alternately, a criminal hacks into and uses a realtor’s e-mail address to contact an escrow company, 
instructing it to redirect commission proceeds to an account controlled by the criminal.  

Scenario 3 – Legal Services: A criminal compromises an attorney’s e-mail account to access client 
information and related transactions.  The criminal then e-mails fraudulent transaction payment 
instructions to the attorney’s financial institution.  Alternatively, the criminal may compromise 
a client’s e-mail account to request wire transfers from trust and escrow accounts the client’s 
attorney manages.

BEC and EAC Fraud Red Flags
Success in detecting and stopping BEC and EAC schemes requires careful review and 
verification of customers’ transaction instructions and consideration of the circumstances 
surrounding such instructions.  

In applying the red flags below, financial institutions are advised that no single transactional red flag 
necessarily indicates suspicious activity.  Financial institutions should consider additional indicators 
and the surrounding facts and circumstances, such as a customer’s historical financial activity 
and whether the customer exhibits multiple red flags, before determining that a transaction is 
suspicious.  Financial institutions should also perform additional inquiries and investigations 
where appropriate.

BEC and EAC schemes are similar and, therefore, may exhibit similar suspicious behavior, which 
can be identified by one or more of the following red flags:

BB A customer’s seemingly legitimate e-mailed transaction instructions contain different language, 
timing, and amounts than previously verified and authentic transaction instructions.
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BB Transaction instructions originate from an e-mail account closely resembling a known 
customer’s e-mail account; however, the e-mail address has been slightly altered by adding, 
changing, or deleting one or more characters.  For example: 

Legitimate e-mail address

john-doe @abc. com

Fraudulent e-mail addresses

john_doe @abc. com

john-doe @bcd. com

BB E-mailed transaction instructions direct payment to a known beneficiary; however, the 
beneficiary’s account information is different from what was previously used.

BB E-mailed transaction instructions direct wire transfers to a foreign bank account that has been 
documented in customer complaints as the destination of fraudulent transactions. 

BB E-mailed transaction instructions direct payment to a beneficiary with which the customer has no 
payment history or documented business relationship, and the payment is in an amount similar 
to or in excess of payments sent to beneficiaries whom the customer has historically paid.

BB E-mailed transaction instructions include markings, assertions, or language designating the 
transaction request as “Urgent,” “Secret,” or “Confidential.”

BB E-mailed transaction instructions are delivered in a way that would give the financial 
institution limited time or opportunity to confirm the authenticity of the requested transaction. 

BB E-mailed transaction instructions originate from a customer’s employee who is a newly 
authorized person on the account or is an authorized person who has not previously sent wire 
transfer instructions.

BB A customer’s employee or representative e-mails a financial institution transaction 
instructions on behalf of the customer that are based exclusively on e-mail communications 
originating from executives, attorneys, or their designees.  However, the customer’s 
employee or representative indicates he/she has been unable to verify the transactions with 
such executives, attorneys, or designees. 

BB A customer e-mails transaction requests for additional payments immediately following a 
successful payment to an account not previously used by the customer to pay its suppliers/
vendors.  Such behavior may be consistent with a criminal attempting to issue additional 
unauthorized payments upon learning that a fraudulent payment was successful.

BB A wire transfer is received for credit into an account, however, the wire transfer names a 
beneficiary that is not the account holder of record.  This may reflect instances where a victim 
unwittingly sends wire transfers to a new account number, provided by a criminal impersonating a 
known supplier/vendor, while thinking the new account belongs to the known supplier/vendor, as 
described in the above BEC Scenario 3.  This red flag may be seen by financial institutions receiving 
wire transfers sent by another financial institution as the result of e-mail-compromise fraud.
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Guidance to U.S. Financial Institutions
A multi-faceted transaction verification process can help financial institutions guard 
against BEC and EAC fraud.  For instance, financial institutions may verify the authenticity 
of suspicious e-mailed transaction payment instructions by using multiple means of 
communication or by contacting others authorized to conduct the transactions.  The success 
of BEC and EAC schemes depends on criminals prompting financial institutions to execute 
seemingly legitimate but unauthorized transactions.  Such transactions are often irrevocable, 
which renders financial institutions and their customers unable to cancel payment or recall 
the funds.  Identifying fraudulent transaction payment instructions before payments are 
issued is therefore essential to preventing and reducing unauthorized transactions.

FinCEN has partnered with the FBI and the USSS to help financial institutions recover 
funds stolen as the result of BEC schemes.  Through this partnership, FinCEN has 
successfully assisted in the recovery of hundreds of millions of dollars in the past year.  
While the recovery of BEC stolen funds is not assured, FinCEN has had greater success 
in recovering funds when victims or financial institutions report BEC-unauthorized wire 
transfers to law enforcement within 24 hours.   

To request immediate assistance in recovering BEC-stolen funds, financial institutions 
should file a complaint with FBI’s IC3 at www.ic3.gov, or contact the nearest USSS field 
office through www.secretservice.gov/field_offices.shtml.  Contacting law enforcement 
for fund recovery assistance does not relieve a financial institution from its Suspicious 
Activity Report (SAR) filing obligations. 

As further described below, financial institutions should be prepared to provide 
transactional details and cyber-related information surrounding the BEC scheme when 
requesting assistance in recovering funds.

Suspicious Activity Reporting 

A financial institution may be required to file a SAR if it knows, suspects, or has reason 
to suspect a transaction conducted or attempted by, at, or through the financial institution 
involves funds derived from: illegal activity; attempts to disguise funds derived from 
illegal activity; is designed to evade regulations promulgated under the Bank Secrecy Act 
(BSA); lacks a business or apparent lawful purpose; or involves the use of the financial 
institution to facilitate criminal activity.4  With respect to e-mail-compromise fraud, a 
financial institution may have a SAR filing obligation regardless of whether the scheme or 
involved transactions were successful, and regardless of whether the financial institution 
or its customers incurred an actual loss.5

4. 31 C.F.R. §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.
5. Id.
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When filing a SAR, financial institutions should provide all pertinent available 
information, including cyber-related information in the SAR form and narrative.  
Specifically, providing the following information is highly valuable to law enforcement 
and FinCEN in investigating BEC and EAC fraud:

Wire transfer details:

• Dates and amounts of suspicious transactions;
• Sender’s identifying information, account number, and financial institution;
• Beneficiary’s identifying information, account number, and financial institution; and
• Correspondent and intermediary financial institutions’ information, if applicable.

Scheme details:

• Relevant e-mail addresses and associated Internet Protocol (IP) addresses with their 
respective timestamps and

• Description and timing of suspicious e-mail communications

Because some red flags associated with BEC and EAC fraud may actually reflect legitimate 
financial activities, financial institutions should evaluate indicators of potential BEC or 
EAC activity in combination with other red flags and the expected transaction activity 
before making determinations of suspiciousness.  Due to the nature of BEC and EAC 
schemes, FinCEN encourages communication among financial institutions under the 
auspices of Section 314(b) of the USA PATRIOT Act in determining transactions’ potential 
suspiciousness related to terrorist financing or money laundering activities, and in filing 
SARs, as appropriate.

FinCEN requests that financial institutions reference this advisory and include the  
key terms:

  “BEC FRAUD”   when businesses are the scheme victims  

  “EAC FRAUD”   when individuals are the scheme victims

in the SAR narrative and in SAR field 31(z) (Fraud-Other) to indicate a connection 
between the suspicious activity being reported and possible BEC or EAC fraud.  Financial 
institutions should include one or both key terms to the extent they are able to distinguish 
between BEC and EAC fraud.
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For Further Information

Additional questions or comments regarding the contents of this advisory should be addressed 
to the FinCEN Resource Center at FRC@fincen.gov, (800) 767-2825 (Option 9), or (703) 905-3591 
(Option 9).  Financial institutions wanting to report suspicious transactions that may potentially 
relate to terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 
(7 days a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this 
information to law enforcement.  Financial institutions should immediately report any imminent 
threat to local-area law enforcement officials.

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 
collection, analysis, and dissemination of financial intelligence and 
strategic use of financial authorities.
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FIN-2016-A005 October 25, 2016 

Advisory to Financial Institutions on Cyber-Events and Cyber-Enabled Crime

Cybercriminals target the financial system to defraud financial institutions and their 
customers and to further other illegal activities.  Financial institutions can play an 
important role in protecting the U.S. financial system from these threats.

This Advisory should be 
shared with:
• Cybersecurity units

• Network administrators

• Risk departments

• Fraud prevention units

• BSA/AML management

• AML intelligence units

• AML analysts/investigators

The proliferation of cyber-events and cyber-enabled crime represents a significant threat to 
consumers and the U.S. financial system.  The Financial Crimes Enforcement Network (FinCEN) 
issues this advisory to assist financial institutions in understanding their Bank Secrecy Act (BSA) 
obligations regarding cyber-events and cyber-enabled crime.  This advisory also highlights how 
BSA reporting helps U.S. authorities combat cyber-events and cyber-enabled crime.

Through this advisory FinCEN advises financial institutions on: 

I. Reporting cyber-enabled crime and cyber-events through 
Suspicious Activity Reports (SARs);

II. Including relevant and available cyber-related information 
(e.g., Internet Protocol (IP) addresses with timestamps, 
virtual-wallet information, device identifiers) in SARs; 

III. Collaborating between BSA/Anti-Money Laundering (AML) 
units and in-house cybersecurity units to identify suspicious 
activity; and

IV. Sharing information, including cyber-related information, among financial institutions to guard 
against and report money laundering, terrorism financing, and cyber-enabled crime. 

For the purpose of this advisory:1

Cyber-Event: An attempt to compromise or gain unauthorized electronic access to electronic 
systems, services, resources, or information.  

Cyber-Enabled Crime: Illegal activities (e.g., fraud, money laundering, identity theft) carried out 
or facilitated by electronic systems and devices, such as networks and computers.
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1. Unless otherwise defined by FinCEN, FinCEN uses the Glossary of Key Information Security Terms and other 
publications issued by the National Institute of Standards and Technology (NIST) for definitions of cyber-related 
terms.  NIST is a non-regulatory federal agency within the U.S. Department of Commerce.  Financial Institutions are 
encouraged to refer to the NIST Glossary for definitions.

For the purpose of this advisory (continued):

Cyber-Related Information: Information that describes technical details of electronic activity 
and behavior, such as IP addresses, timestamps, and Indicators of Compromise (IOCs).  Cyber-
related information also includes, but is not limited to, data regarding the digital footprint of 
individuals and their behavior. 

Background
The size, reach, speed, and accessibility of the U.S. financial system make financial institutions 
attractive targets to traditional criminals, cybercriminals, terrorists, and state actors.  These actors 
target financial institutions’ websites, systems, and employees to steal customer and commercial 
credentials and proprietary information; defraud financial institutions and their customers; or 
disrupt business functions.  Financial institutions can play an important role in safeguarding 
customers and the financial system from these threats through timely and thorough reporting of 
cyber-events and cyber-related information in SARs.

Value of BSA Reporting in Combating Cybercriminals and 
Cyber-Enabled Crime
FinCEN and law enforcement regularly use information financial institutions report under the BSA 
to initiate investigations, identify criminals, and disrupt and dismantle criminal networks.  The 
cyber-related information that financial institutions include in this reporting is a valuable source of 
investigatory leads.  Law enforcement has been able to use cyber-related information reported—
such as IP addresses with timestamps, cyber-event data, and virtual-wallet information—to track 
criminals, identify victims, and trace illicit funds.

For example, BSA reporting by more than 20 financial institutions—on transactions related to cyber-
enabled crimes—played an important role in the investigation of an internet-based company, its co-
founders, and other collaborators.  This company acted as an unregistered online money-transmitting 
business and offered digital currency services specifically designed to provide anonymity to facilitate 
international crime and money laundering.  Criminals used this company to conduct over $6 billion 
in illicit transactions involving proceeds from cyber-attacks, credit card fraud, child pornography, 
Ponzi schemes, identity theft, and trafficking in narcotics and other contraband.
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2. For previous guidance regarding cyber-related suspicious activity reporting, financial institutions may generally 
refer to: Suspicious Activity Report Instructions issued on June 2000, July 2003, and March 2011 (see in particular, 
instructions for when to make a report for unauthorized electronic intrusions a.k.a. computer intrusions); SAR 
Activity Review Trends, Tips, and Issues: Issue 3 (October 2001); FinCEN Advisory FIN-2011-A006 “Account 
Takeover Activity” (December 2011); and Frequently Asked Questions Regarding the FinCEN SAR (May 2013).  

3. Financial institutions supervised by the federal banking agencies may also refer to additional guidance such as the 
Federal Financial Institutions Examination Council (FFIEC) Joint Statement on Distributed Denial-of-Service (DDoS) 
Cyber-Attacks, Risk Mitigation, and Additional Resources (April 2014); FFIEC Joint Statements on Destructive 
Malware and Compromised Credentials (March 2015); FFIEC Joint Statement on Cyber Attacks Involving Extortion 
(November 2015); and the FFIEC IT Examination Handbook.

4. See, Pub. L. No. 114-113 and Guidance to Assist Non-Federal Entities to Share Cyber Threat Indicators and Defensive 
Measures with Federal Entities under the Cybersecurity Information Sharing Act of 2015 (June 2016).  CISA 
authorizes, among other things, non-federal entities to share voluntarily specifically defined cyber-threat indicators 
and defensive measures for cybersecurity purposes.

5. See, 31 C.F.R. §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.20; as well 
as, Guidance to Assist Non-Federal Entities to Share Cyber Threat Indicators and Defensive Measures with Federal 
Entities under the Cybersecurity Information Sharing Act of 2015 (June 2016).

6. See, 31 U.S.C. § 5318(g)(2).
7. See, 31 C.F.R. § 1010.540.
8. See generally, 18 U.S.C § 1030.

Regulatory Expectations 
This advisory does not change existing BSA requirements or other regulatory obligations 
for financial institutions.2  Financial institutions should continue to follow federal and state 
requirements and guidance on cyber-related reporting and compliance obligations.3

Financial institutions should also note that filing a SAR does not relieve financial institutions 
from any other applicable requirements to timely notify appropriate regulatory agencies of events 
concerning critical systems and information or of disruptions in their ability to operate.  In addition, 
the recently enacted Cybersecurity Act of 2015,4 also known as the Cybersecurity Information 
Sharing Act (CISA), does not change any SAR-reporting requirements under the BSA,5 SAR 
confidentiality rules,6 or the safe harbor protections under section 314 of the USA PATRIOT Act.7

Guidance to U.S. Financial Institutions
The following guidance explains how BSA regulations and requirements apply to cyber-
events, cyber-enabled crime, and cyber-related information.

I.  SAR Reporting of Cyber-Events

Cyber-events targeting financial institutions often constitute criminal activity and can serve 
as means to commit a wide range of further criminal activity.8  For instance, criminals may 
seek to obtain unauthorized electronic access to electronic systems, services, resources, or 
information to conduct unauthorized transactions.  Cyber-events can target or affect funds 
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directly—such as in cases of fraud, identity/credential theft, and misappropriation of funds.  
Similarly, cyber-events can generate illicit proceeds—such as in cases of ransomware attacks 
and the sale of stolen proprietary information and credit card numbers.

Mandatory SAR reporting of cyber-events

A financial institution is required to report a suspicious transaction conducted or attempted 
by, at, or through the institution that involves or aggregates to $5,000 or more in funds or 
other assets.9  If a financial institution knows, suspects, or has reason to suspect that a cyber-
event was intended, in whole or in part, to conduct, facilitate, or affect a transaction or a series 
of transactions, it should be considered part of an attempt to conduct a suspicious transaction 
or series of transactions.  Cyber-events targeting financial institutions that could affect a 
transaction or series of transactions would be reportable as suspicious transactions because 
they are unauthorized, relevant to a possible violation of law or regulation, and regularly 
involve efforts to acquire funds through illegal activities.

In determining whether a cyber-event should be reported, a financial institution should 
consider all available information surrounding the cyber-event, including its nature and 
the information and systems targeted.  Similarly, to determine monetary amounts involved 
in the transactions or attempted transactions, a financial institution should consider in 
aggregate the funds and assets involved in or put at risk by the cyber-event.10  

Financial institutions should also be familiar with any other cyber-related SAR-
filing obligations required by their functional regulator.  For instance, the Office of 
the Comptroller of the Currency (OCC) requires national banks to file SARs to report 
unauthorized electronic intrusions.11  The Board of Governors of the Federal Reserve System 
(FRB), the Federal Deposit Insurance Corporation (FDIC), and the National Credit Union 
Administration (NCUA) issued guidance concerning the filing of SARs to report certain 
computer-related crimes.12

9. See, 31 C.F.R. §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.20.  The 
monetary threshold for filing money services businesses SARs is, with one exception, set at or above $2,000.  31 C.F.R. 
§ 1022.320(a)(2).

10. Guidance on the reporting of Unauthorized Electronic Intrusions (UEIs) remains unchanged; see supra note 2.  
Financial institutions should report cyber-events as UEIs when such cyber-events meet the definition of a UEI. A UEI 
is defined as gaining access to a computer system of a financial institution to: a) remove, steal, procure or otherwise 
affect funds of the financial institution or the institution’s customers; b) remove, steal, procure or otherwise affect 
critical information of the financial institution including customer account information; or c) damage, disable, disrupt, 
impair or otherwise affect critical systems of the financial institution.

11. See, OCC Bulletin OCC 2000-14 “Infrastructure Threats—Intrusion Risks” (May 2000).
12. See, FRB Supervisory Letter SR 97-28 “Guidance Concerning Reporting of Computer Related Crimes by Financial 

Institutions” (November 1997); FDIC Financial Institution Letter FIL-124-97 “Guidance for Financial Institutions 
on Reporting Computer-Related Crimes” (December 1997); and NCUA Regulatory Alert 97-RA-12 “Guidance for 
Reporting Computer-Related Crimes” (December 1997).
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The following examples illustrate situations in which SAR reporting of cyber-events is 
mandatory.  These examples do not, however, describe all instances when cyber-events 
require the filing of a SAR.

Example 1: Through a malware intrusion (a type of cyber-event), cybercriminals gain access 
to a bank’s systems and information.  Following its detection, the bank determines 
the cyber-event put $500,000 of customer funds at risk, based on the systems and/or 
information targeted by the cyber-event.  Accordingly, the bank reasonably suspects 
the intrusion was in part intended to enable the perpetrators to conduct unauthorized 
transactions using customers’ funds. 

 The bank must file a SAR because it has reason to suspect the cybercriminals, through 
the malware-intrusion, intended to conduct or could have conducted unauthorized 
transactions aggregating or involving at least $5,000 in funds or assets.  As explained in 
the next section, the bank should include all available information in the SAR relevant 
to the suspicious activity, including cyber-related information such as a description and 
signatures of the cyber-event, attack vectors, command-and-control nodes, etc.

Example 2: Through a cyber-event, cybercriminals gain access to a financial institution’s 
systems/networks.  The cyber-event exposes sensitive customer information such 
as account numbers, credit card numbers, balances, limits, scores, histories, online-
banking credentials, passwords/PINs, challenge questions and answers, or other similar 
information useful or necessary to conduct, affect, or facilitate transactions.  

 By evaluating the cyber-event and the type of information sought by its perpetrators, the 
financial institution reasonably suspects the cyber-event may have targeted information 
for the purpose of conducting, facilitating, or affecting transactions aggregating to 
at least $5,000.  For instance, the financial institution could reasonably suspect the 
cybercriminals intended to steal and sell the exposed sensitive customer information 
to other criminals for financial exploitation to include unauthorized transactions at 
the institution.  As further described below, the targeted financial institution should 
file a SAR to report all relevant information, including cyber-related information and 
information pertaining to any related unauthorized transactions.

Examples 1 and 2 describe instances where a financial institution should file a SAR in 
response to a cyber-event.  Although no actual transactions may have occurred in these 
examples, the circumstances of the cyber-events and the systems and information targeted 
could reasonably lead the financial institutions to suspect the events were intended to be 
part of an attempt to conduct, facilitate, or affect an unauthorized transaction or series of 
unauthorized transactions aggregating or involving at least $5,000 in funds or assets.
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Example 3:  A Money Services Business (MSB) knows or suspects a Distributed Denial of 
Service (DDoS) attack prevented or distracted its cybersecurity or other appropriate 
personnel from immediately detecting or stopping an unauthorized $2,000 wire transfer.

In this case, the financial institution should file a single SAR to report both the 
unauthorized wire transfer and the related DDoS attack.  The financial institution should 
report the transaction because it was unauthorized and meets the filing threshold; and it 
should report the DDoS attack because the DDoS attack was perpetrated to conceal the 
unauthorized wire transfer.  

Voluntary reporting of cyber-events 

FinCEN encourages, but does not require, financial institutions to report egregious, 
significant, or damaging cyber-events and cyber-enabled crime when such events and crime 
do not otherwise require the filing of a SAR.

To illustrate, consider a DDoS attack that disrupts a financial institution’s website and 
disables the institution’s online banking services for a significant period of time.  After 
mitigating and investigating the DDoS attack, the affected financial institution determines 
the attack was not intended to and could not have affected any transactions.  Although a 
financial institution is not required to report such DDoS attack, FinCEN encourages the 
financial institution to consider filing a SAR because the attack caused online banking 
disruptions that were particularly damaging to the institution.  SAR reporting of cyber-
events, even those that may not meet mandatory SAR-filing requirements, is highly valuable 
in law enforcement investigations.

II.  Including Cyber-Related Information in SAR Reporting

Financial institutions are required to file complete and accurate reports that incorporate 
all relevant information available, including cyber-related information.  Because everyday 
financial transactions increasingly rely on electronic systems and resources, illicit financial 
activity often has a digital footprint, which may correspond to illicit actors and their 
associates, their activity, and related suspicious transactions.  

Thus, financial institutions should include available cyber-related information when 
reporting any suspicious activity, including those related to cyber events as well as those 
related to other activity, such as fraudulent wire transfers.  Cyber-related information 
includes, but is not limited to, IP addresses with timestamps, virtual-wallet information, 
device identifiers, and cyber-event information.  FinCEN also encourages the filing of all 
such cyber-related information when a financial institution files a voluntary SAR.  For 
additional information on reporting cyber-related information in SARs, please refer to these 
Frequently Asked Questions (FAQs) available on FinCEN’s website.
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Reporting cyber-related information involving cyber-events 

When filing a mandatory or voluntary SAR involving a cyber-event, financial institutions 
should provide complete and accurate information, including relevant facts in appropriate 
SAR fields, and information about the cyber-event in the narrative section of the SAR—in 
addition to any other related suspicious activity.  As needed, financial institutions may 
also attach a comma separated value (CSV) file to SARs to report data, such as cyber-event 
data and transaction details, in tabular form.13  For example, to the extent available, SARs 
involving cyber-events should include: 

• Description and magnitude of the event

• Known or suspected time, location, and characteristics or signatures of the event

• Indicators of compromise

• Relevant IP addresses and their timestamps

• Device identifiers

• Methodologies used

• Other information the institution believes is relevant

Financial institutions subject to large numbers of cyber-events may report them through 
a single cumulative SAR filing when such events are similar in nature.  For instance, 
a financial institution may file one SAR to report several malware intrusions if these 
events share common characteristics and indicators such as the methodology used, the 
vulnerability exploited, and IP addresses involved.14

FinCEN also encourages financial institutions to incorporate cyber-related information into 
their BSA/AML monitoring efforts and report relevant cyber-related information in SARs.  
In the event a financial institution’s filing software is not yet capable of including certain 
relevant information such as cyber-related information, as clarified by FinCEN in May 2013, 
the institution should manually complete discrete SAR filings until it updates its software 
to allow the inclusion such information.15  Financial institutions can submit discrete SARs 
through FinCEN’s BSA E-Filing System.

This advisory is not intended to, and does not, create any new obligation or expectation 
requiring financial institutions to collect cyber-related information as a matter of course.

13. A CSV file is a part of, but not a substitute for, the SAR narrative.  In addition, like other information prepared 
in connection with a SAR filing but not attached to a SAR, an unattached CSV file is considered supporting 
documentation and should be accorded confidentiality to the extent it indicates the existence of a SAR.

14. See FAQs regarding the Reporting Cyber-Events, Cyber-Enabled Crime, and Cyber-Related Information through 
SARs (October 2016). 

15. See Frequently Asked Questions Regarding the FinCEN SAR (May 2013).
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III. Collaboration between BSA/AML and Cybersecurity Units

As the examples above illustrate, collaboration and ongoing communication among 
BSA/AML, cybersecurity, and other units will help financial institutions conduct a more 
comprehensive threat assessment and develop appropriate risk management strategies 
to identify, report, and mitigate cyber-events and cyber-enabled crime.  Accordingly, 
financial institutions are encouraged to internally share relevant information from across the 
organization including, as appropriate, with BSA/AML staff, cybersecurity personnel, fraud 
prevention teams, and other potentially affected units.

Information provided by cybersecurity units could reveal additional patterns of suspicious 
behavior and identify suspects not previously known to BSA/AML units.  For instance, 
BSA/AML units can use cyber-related information, such as patterns and timing of cyber-
events and transaction instructions coded into malware among other things, to (1) help 
identify suspicious activity and criminal actors and (2) develop a more comprehensive 
understanding of their BSA/AML risk exposure.  Likewise, cybersecurity personnel can use 
information provided by BSA/AML units to help the institution guard against cyber-events 
and cyber-enabled crime.  In addition, this type of internal cooperation provides for more 
comprehensive and complete SAR reporting and is consistent with the principles involved 
in establishing a strong culture of compliance.16

IV.  Sharing Cyber-Related Information between Financial Institutions 

Financial institutions can work together to identify threats, vulnerabilities, and criminals.  
By sharing information with one another, financial institutions may gain a more 
comprehensive and accurate picture of possible threats, allowing for more precise decision 
making in risk mitigation strategies.  FinCEN continues to encourage financial institutions 
to use all lawful means to guard against money laundering and terrorist activities presented 
through cyber-events and cyber-enabled crime.

To encourage information sharing, Section 314(b) of the USA PATRIOT Act extends a safe 
harbor from liability to financial institutions—after notifying FinCEN and satisfying certain 
other requirements—that voluntarily share information with one another for the purpose 
of identifying and, where appropriate, reporting potential money laundering or terrorist 
activities.17  Under Section 314(b), financial institutions may share information, including 
cyber-related information, regarding individuals, entities, organizations, and countries for 

16. See, FinCEN Advisory FIN-2014-A007 “Advisory to U.S. Financial Institutions on Promoting a Culture of Compliance” 
(October 2014).

17. For further information regarding Section 314(b), including requirements for sharing information, please refer to the 
Section 314(b) Fact Sheet available on FinCEN’s website.
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the purposes of identifying and reporting money laundering and terrorist activities.  Thus, 
financial institutions may receive 314(b) safe harbor protections when sharing cyber-related 
information for the above mentioned purposes.18

Cyber-related information, such as information about specific malware signatures, IP addresses 
and device identifiers, and seemingly anonymous virtual currency addresses, for example, can 
help identify the individuals, entities, organizations, or countries involved or responsible for the 
cyber-event or cyber-enabled crime linked to money laundering or terrorist activities.  

For Immediate Assistance, Contact Regulatory and Law Enforcement Agencies

Financial institutions needing immediate assistance in the event of a cyber-event or a 
cyber-enabled crime should contact appropriate regulatory and law enforcement agencies.  
Regulatory and law enforcement agencies can help affected financial institutions normalize 
systems and operations and, in some cases, reduce monetary losses.  The U.S. Department 
of Homeland Security (DHS) published a fact sheet on obtaining threat and asset response 
assistance following a cyber incident.19  In addition, the U.S. Department of Justice 
published a guide outlining appropriate government agencies to contact in the event of 
computer hacking, fraud, and other internet-related crime.20

18. For information on sharing cyber-related information outside BSA safe harbor protections, please see the  
Guidance to Assist Non-Federal Entities to Share Cyber Threat Indicators and Defensive Measures with Federal Entities 
under the Cybersecurity Information Sharing Act of 2015.

19. The DHS fact sheet was issued pursuant to Presidential Policy Directive 41, which sets forth principles governing the 
Federal Government’s response to any cyber incident, whether involving government or private sector entities.  The 
DHS fact sheet also lists key points of federal contact and is available at  
https://www.dhs.gov/sites/default/files/publications/Cyber%20Incident%20Reporting%20United%20Message.pdf. 

20. Available at the Department of Justice website at  
http://www.justice.gov/criminal-ccips/reporting-computer-internet-related-or-intellectual-property-crime. 

For Further Information

Additional questions or comments regarding the contents of this advisory should be addressed 
to the FinCEN Resource Center at FRC@fincen.gov, (800) 767-2825 (Option 9), or (703) 905-3591 
(Option 9).  Financial institutions wanting to report suspicious transactions that may potentially 
relate to terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-
3974 (7 days a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this 
information to law enforcement.  Financial institutions should immediately report any imminent 
threat to local-area law enforcement officials.

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 
collection, analysis, and dissemination of financial intelligence and 
strategic use of financial authorities.
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Advisory to Financial Institutions Regarding  
Disaster-Related Fraud

Financial Institutions should be aware of potential fraudulent activity related to disaster 
relief efforts.

This Advisory should be 
shared with:
• Chief Risk Officers

• Chief Compliance Officers

• Legal Departments

• AML/BSA Departments

• AML/BSA Analysts

• Fraud Departments

The Financial Crimes Enforcement Network (FinCEN) is issuing 
this advisory to warn financial institutions about the potential 
for fraudulent transactions in the wake of disasters, including 
recent hurricanes and wild fires.  This advisory is not intended to 
deter legitimate donations and relief assistance efforts.  Rather, 
the purpose is to help financial institutions identify and prevent 
fraudulent activity that may interfere with legitimate relief efforts.  

The U.S. Department of Justice established the National Center 
for Disaster Fraud (NCDF) to investigate, prosecute, and deter 
fraud in the wake of Hurricane Katrina, when billions of dollars 

in federal disaster relief poured into the Gulf Coast region.1 

1. See https://www.justice.gov/usao-sdtx/pr/authorities-announce-formation-working-group-fight-hurricane-harvey-
related-illegal

 Its mission has expanded to include 
suspected fraud from any natural or manmade disaster, including Hurricanes Harvey, Irma, and 
Maria.  More than 30 federal, state, and local agencies participate in the NCDF, which allows the 
NCDF to act as a centralized clearinghouse of information related to disaster relief fraud of all types.  
Financial institutions are encouraged to use the resources made available by the NCDF to help 
identify and mitigate their potential for all types of disaster fraud risks.

Potential Frauds
While there are many indicators of general fraud, financial institutions should pay particular 
attention to benefits fraud, charities fraud, and cyber-related fraud.

Benefits Fraud
Benefits fraud typically occurs when individuals apply for emergency assistance benefits to which 
they are not entitled.  Financial institutions are at risk when fraudsters seek to deposit or obtain 
cash derived from the emergency assistance payments.  FinCEN has noted an increase in the use 
of wire transfers to perpetrate these frauds.  In those situations, requests for withdrawals are made 
and funds are wired to bank accounts, where the fraudster immediately withdraws the funds.  
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The NCDF has identified certain possible signs of fraudulent activity that may assist financial 
institutions in identifying and combating hurricane-related benefit fraud, including the following 
red flags:

Deposits of multiple Federal Emergency Management Agency (FEMA), Red Cross, or other 
 emergency assistance checks or electronic funds transfers into the same bank account, 
particularly when the amounts of the checks are the same or approximately the same (e.g., 
$2,000 or $2,358);

 
Cashing of multiple emergency assistance checks by the same individual;

Deposits of one or more emergency assistance checks, when the accountholder is a retail 
 business and the payee/endorser is an individual other than the accountholder; and

Opening of a new account with an emergency assistance check, where the name of the 
 potential accountholder is different from that of the depositor of the check.

The presence or absence of a red flag in any given transaction is not by itself determinative of 
whether a transaction is suspicious.  Financial institutions should take into account all relevant 
details of a customer or transaction and should not necessarily presume suspicious activity based 
on a single red flag.

Charities Fraud
Charities provide a vehicle for donations to assist hurricane victims.  However, during times of 
disaster, criminals seek to exploit these vehicles for their own gain.  Both legitimate and fraudulent 
contribution solicitations and schemes can originate from social media, e-mails, websites, door-to-
door collections, flyers, mailings, telephone calls, and other similar methods.  In the coming weeks 
and months, it is likely that millions of aid dollars will flow to areas affected by Hurricanes Harvey, 
Irma, and Maria. 

To ensure those contributions end up where donors intend, and not in the hands of criminals, 
the NCDF has identified possible signs of fraudulent activity to assist financial institutions in 
identifying and combating hurricane-related charities fraud,2 

2. See https://www.justice.gov/opa/pr/tips-avoiding-fraudulent-charitable-contribution-schemes 

which may include the following 
red flags:

Financial institutions may be able to identify potential fraudulent transactions where the 
 payee organization’s name is similar to, but not exactly the same as, those of reputable 
charities; or 

The use of money transfer services for charitable collections – generally, legitimate charities do 
 not solicit donations via money transfer services. 
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Cyber-Related Fraud
Cyber actors take advantage of public interest during natural disasters in order to conduct financial 
fraud and disseminate malware.  The Center for Internet Security expects this trend to continue 
as new and recycled scams emerge involving financial fraud and malware related to Hurricanes 
Harvey, Irma, and Maria.  As of September 2017, the Multi-State Information Sharing and Analysis 
Center (MS-ISAC) observed the registration of more than 743 domain names containing the word 
“Irma,” and most include a combination of the words “help,” “relief,” “victims,” “recover,” 
“claims,” or “lawsuits.”  They believe more domain registrations related to Hurricanes Harvey, 
Irma, and Maria are likely to follow.3 

3. See https://www.cisecurity.org/ms-isac/cyber-alert-cyber-threat-actors-expected-to-leverage-hurricane-irma/ 

 Financial institutions may want to be aware of public 
reporting on hurricane-related or wild fire phishing campaigns, malicious websites, and associated 
malware.  Institutions should be aware of the following red flags for potential cyber-related fraud:  

Crowdfunding platforms also can be exploited by criminal elements.  While many 
 crowdfunding efforts are legitimate and have platforms with the appropriate protections in 
place, some platforms have limited policies and procedures in place to protect customer funds 
and identification.  In these circumstances, financial institutions should be aware of the risk 
this can present for potential identity theft vulnerabilities of account holders who are donors.  
Information security units in financial institutions may have access to information that may 
help in the detection and reporting of such activity.

Some illicit crowdfunding sites are set up expressly to defraud donors.  Cyber actors often 
 create such sites using web designs or names that are virtually identical to legitimate charities 
and relief organizations to induce unwitting donors into making donations to criminal 
enterprises through these fraudulent sites.  These fraudulent websites often end with a “.com” 
or a “.net”, while most legitimate charities’ websites end in “.org”.  For example, www.
[charity].org (legitimate) versus www.[charity].net (potentially not legitimate).   Payments to 
such websites may indicate fraudulent activity.

Financial institutions can report any internet-based fraud and crimes to the FBI’s Internet Crime 
Complaint Center at https://www.ic3.gov/.

Suspicious Activity Reporting
Consistent with suspicious activity reporting requirements in 31 CFR Chapter X, if a financial 
institution knows, suspects, or has reason to suspect that a transaction has no business or 
apparent lawful purpose or is not the sort in which the particular customer would normally 
be expected to engage, and the financial institution knows of no reasonable explanation for the 
transaction after examining the available facts, including the background and possible purpose 
of the transaction, the financial institution should file a Suspicious Activity Report (SAR).4

4. 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.

FinCEN Advisories Consolidated - Page 130



F I N C E N  A D V I S O R Y

4

As noted above, the presence or absence of a red flag in any given transaction is not by itself 
determinative of whether a transaction is suspicious.  Financial institutions should consider 
additional factors such as a customer’s overall financial activity and whether it exhibits multiple 
red flags, as well as the specifics of their own risk profiles and business models as those relate to 
the information and red flags outlined in this advisory. 

When evaluating potential suspicious activity, financial institutions should also be mindful that 
some red flags may be observed during general transactional monitoring, whereas others may 
be more readily identified during in-depth case reviews.

FinCEN requests, though does not require, that financial institutions reference this advisory 
and include the key term, “Disaster-related Fraud” in the SAR narrative and in SAR field 31(z) 
(Fraud-Other) to indicate a connection between the suspicious activity being reported and 
possible misuse of relief funds.  Financial institutions should provide a detailed description 
of the known or suspected criminal violation or suspicious activity in the narrative sections of 
Suspicious Activity Reports.

If financial institutions encounter any of these situations, or other situations that they suspect may 
involve hurricane or other disaster-related benefit fraud or other potentially illicit transactions, 
they should complete and file a Suspicious Activity Report and, in these instances, also contact 
their local office of the Federal Bureau of Investigation or the United States Secret Service.5

5. See 31 CFR §§ 1020.320(e)(1)(ii)(A)(2)(i), 1021.320(e)(1)(ii)(A)(2), 1022.320(d)(1)(ii)(A)(2), 1023.320(e)(1)(ii)(A)(2), 
1024.320(d)(1)(ii)(A)(2), 1025.320(e)(1)(ii)(A)(2)(i), 1026.320(e)(1)(ii)(A)(2)(i), 1029.320(d)(1)(ii)(A)(2), and 1030.320(d)
(1)(ii)(A)(2) regarding joint SAR sharing.  See Pub. L. No. 107-56, § 314(b) promulgated under 31 CFR § 1010.540 
regarding Section 314(b) voluntary information sharing.   

For Further Information
Additional questions or comments regarding the contents of this advisory should be addressed 
to the FinCEN Resource Center at FRC@fincen.gov.  Financial institutions wanting to report 
suspicious transactions that may potentially relate to terrorist activity should call the Financial 
Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a day).  The purpose of 
the hotline is to expedite the delivery of this information to law enforcement.  Financial institutions 
should immediately report any imminent threat to local-area law enforcement officials.

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 
collection, analysis, and dissemination of financial intelligence and 
strategic use of financial authorities.
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Advisory on North Korea’s Use of the  
International Financial System

North Korea uses front and trade companies to disguise, move, and launder funds to 
finance its nuclear and ballistic missile programs.

This Advisory should be 
shared with:
• Chief Risk Officers

• Chief Compliance Officers

• Legal Departments

• AML/BSA Departments

• AML/BSA Analysts

• Sanctions Analysts

The Financial Crimes Enforcement Network (FinCEN) is issuing 
this advisory to further alert financial institutions to North 
Korean schemes being used to evade U.S. and United Nations 
(UN) sanctions, launder funds, and finance the North Korean 
regime’s weapons of mass destruction (WMD) and ballistic 
missile programs.  This advisory is being issued in tandem 
with the final rule issued by FinCEN under Section 311 of the 
USA PATRIOT Act prohibiting U.S. financial institutions from 
opening or maintaining a correspondent account for, or on 
behalf of, Bank of Dandong, and as a follow up to the September 
26, 2017, designations by Treasury’s Office of Foreign Assets 

Control (OFAC), which targeted several representatives of designated North Korean financial 
institutions.1 

1. See https://www.fincen.gov/resources/statutes-and-regulations/311-special-measures for more information on today’s 
FinCEN Section 311 final rule related to the Bank of Dandong.  For more information on the most recent  OFAC 
sanctions, see https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20170926_33.aspx. 

 This advisory provides financial red flags of illicit North Korean schemes, including the 
use of financial representatives world-wide.  It also highlights the use of China-based front or shell 
companies, trading companies, and financial institutions operating in areas bordering the Democratic 
People’s Republic of Korea (DPRK).  These red flags will assist financial institutions in identifying 
and reporting suspected illicit activity by the North Korean government and its financial institutions.

Recent Treasury Actions
The U.S. Department of the Treasury is implementing a strategy designed to impose maximum 
pressure on the DPRK and to protect the U.S. and international financial systems from misuse 
by the DPRK.  The Treasury Department continues to take actions targeting the DPRK’s ongoing 
development of its WMD and ballistic missile programs, as well as its continued violations of UN 
Security Council resolutions (UNSCRs).2  

2. Relevant UNSCRs include 2375 (September 2017), 2371 (August 2017), 2356 (June 2017), 2321 (November 2016), 2270 
(March 2016), 2094 (March 2013), 2087 (January 2013), 1874 (June 2009), and 1718 (October 2006).  See  
http://www.un.org/en/sc/documents/resolutions/ for more information.

Recent Treasury Department actions include the following:

1
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• OFAC has issued a number of DPRK-related designations and identifications, including 
pursuant to the new Executive Order 13810, which was announced on September 21, 2017.  
This executive order significantly expands Treasury’s authorities to target persons who 
continue to finance and facilitate North Korea’s economic activity.  The OFAC designations 
and identifications, to include over 250 persons to date, expose the North Korean regime’s 
international reach and continued access to the international financial system;3

3. OFAC’s sanctions prohibit U.S. persons, including U.S. financial institutions, from engaging in most transactions 
involving the DPRK, the Government of North Korea, and the Korean Workers’ Party.  In addition to OFAC’s  actions 
on September 26, 2017, OFAC recently imposed DPRK-related sanctions actions pursuant to Executive Orders 13382 and 
13722 on August 22, 2017.  OFAC imposed DPRK-related sanctions pursuant to those same authorities on June 29, 2017.  
See https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20170629.aspx for more information.  
OFAC also imposed DPRK-related sanctions actions pursuant to those same Executive Orders and/or Executive Order 
13687 on June 1, 2017, March 31, 2017, December 2, 2016, and September 26, 2016.  For the complete listing of all OFAC 
actions related to the DPRK, see https://www.treasury.gov/resource-center/sanctions/Programs/pages/nkorea.aspx.  

• FinCEN has designated the DPRK as a jurisdiction of primary money laundering concern 
subject to special countermeasures under Section 311 of the USA PATRIOT Act to safeguard the 
U.S. financial system;4

4. FinCEN’s Section 311 rule imposing the fifth special measure against the DPRK:  a) prohibits covered financial 
institutions from opening or maintaining in the United States correspondent accounts for, or on behalf of, North Korean 
banking institutions; b) requires covered financial institutions to take reasonable steps not to process a transaction for 
the correspondent account of a foreign bank in the United States if such a transaction involves a North Korean financial 
institution; and c) requires covered financial institutions to apply special due diligence to their foreign correspondent 
accounts that is reasonably designed to guard against their use to process transactions involving North Korean financial 
institutions.  See https://www.treasury.gov/press-center/press-releases/Pages/jl0603.aspx and https://www.fincen.gov/
sites/default/files/shared/2016-27049.pdf [81 FR 78715 (November 9, 2016)] as codified in 31 CFR § 1010.659.  FinCEN 
issued the finding and initial notice of proposed rulemaking (NPRM) on June 1, 2016 [81 FR 35441 (June 2, 2016) and 81 
FR 35665 (June 3, 2016)], respectively; see https://www.fincen.gov/sites/default/files/shared/2016-13038(DPRK_Finding).
pdf and https://www.fincen.gov/sites/default/files/shared/2016-13037(DPRK_NPRM).pdf.  FinCEN issued the final rule 
on November 2, 2017: see https://www.fincen.gov/resources/statutes-and-regulations/311-special-measures.

• In tandem with this advisory, FinCEN has issued a final rule that prohibits covered financial 
institutions from opening or maintaining in the United States correspondent accounts for, 
or on behalf of, Bank of Dandong.5 

5. In July 2017, FinCEN issued a Notice of Proposed Rulemaking (NPRM) finding the China-based Bank of Dandong to 
be a “foreign financial institution of primary money laundering concern” under Section 311 of the USA PATRIOT Act.  
See 82 FR 31537 (July 2017) and “Proposal of Special Measure Against Bank of Dandong as a Financial Institution of 
Primary Money Laundering Concern” (July 2017).

 FinCEN found Bank of Dandong to be of “primary 
money laundering concern” for serving as a gateway for North Korea to access the U.S. and 
international financial systems despite U.S. and UN sanctions.  Covered financial institutions 
are also required to apply special due diligence measures to their foreign correspondent 
accounts reasonably designed to guard against such accounts being used to process transactions 
involving the Bank of Dandong; and

• FinCEN has issued advisories and guidance about the increased risk that the DPRK and North 
Korean entities pose to U.S. and foreign financial institutions.6

6. See FinCEN Advisories pertaining to the DPRK:  FIN-2013-A005 (July 2013), FIN-2009-A002 (June 2009), and FinCEN 
Advisory – Issue 40 (December 2005).  See also FIN-2017-A005 (September 2017) regarding the June 23, 2017, Financial 
Action Task Force (FATF) “Public Statement” on the DPRK.



F I N C E N  A D V I S O R Y

3

How North Korea Accesses the International Financial System 
Although international sanctions have significantly isolated North Korean banks, the North Korean 
government continues to use state-owned entities and banks, as well as bulk-cash smuggling and 
trade, to access the international financial system.  Such access occurs through aliases, agents, and 
individuals in strategic jurisdictions, as well as through long-standing networks of front or shell 
companies and embassy personnel.7  

7. See United Nations Security Council “Report of the Panel of Experts established pursuant to resolution 1874” 
(February 2016).

North Korea’s illicit financial activity supports, among other 
things, its proliferation of WMD-related technology and missile systems as well as conventional 
weapons programs.

As explained in the February 2016 United Nations Security Council “Report of the Panel of Experts 
established pursuant to resolution 1874” (hereafter referred to as “UN Report”), the North Korean 
government uses state-owned entities and banks to conduct transactions in support of its WMD 
and ballistic missile programs.  These North Korean state-owned enterprises in turn use foreign-
based front or shell companies and covert representatives based abroad to obfuscate the true 
originator, beneficiary, and purpose of transactions, enabling millions of dollars of North Korean 
illicit financial activity to flow through U.S. correspondent accounts. 

To conduct these transactions, the UN Report notes that North Korean state-owned enterprises 
typically orchestrate elaborate trade-based payment schemes.  For instance:

(1) Sale/Export of Natural Resources:  The DPRK sells/exports natural resources (e.g., coal, iron 
ore, and minerals) to China-based companies, often located near the North Korean border, such 
as in Liaoning province.8 

8. UNSCR 2371 prohibits imports of North Korean coal, iron and iron ore, lead and lead ore, and seafood.  UNSCR 2375 
prohibits imports of textiles, among other new measures.

 The Chinese companies, in turn, sell such natural resources to the 
Asian market.

(2) Indirect Payment for Natural Resources:  Rather than directly paying the DPRK, the China-
based companies divide their payments into smaller outflows in a complex layering scheme 
directed to front companies, shell companies, shipping or trade businesses based in Asia (often 
registered in Hong Kong), and other companies based in various offshore jurisdictions (e.g., 
British Virgin Islands, Marshall Islands, and the Seychelles).  Various financial representatives 
and corporate service providers may establish the front or shell companies or serve as 
representatives of the various involved entities.

(3) Import/Smuggling of Goods:  The front or shell companies then use the received payments to 
purchase and ship commodities to the DPRK.  These commodity shipments in turn may be used 
to smuggle goods that the North Korean government uses to build its WMD and ballistic missile 
programs (see below graphic).   
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These types of trade-based schemes allow the North Korean government to evade U.S. and UN 
sanctions by directing payments for natural resource sales to its front and shell companies.  The 
North Korean government can then use these laundered proceeds, through its front and shell 
companies, to access the international financial system and acquire technology for use in its 
WMD and ballistic missile programs.  North Korean representatives often use these companies to 
establish bank accounts at local banks and take orders from sanctioned North Korean entities.  

Treasury believes that the DPRK uses and maintains a network of financial representatives, 
primarily in China, who operate as agents for North Korean financial institutions.  In this 
capacity, these representatives orchestrate schemes, set up front or shell companies, and manage 
surreptitious bank accounts to move and disguise illicit funds, evade sanctions, and finance the 
proliferation of the DPRK’s WMD and ballistic missile programs.

For example, on August 22, 2017, and on September 26, 2017, OFAC designated Mingzheng 
International Trading Limited (Mingzheng), a China- and Hong Kong-based front company, 
additional persons, several dozen North Korean individuals, as well as a number of banks, for 
their involvement in evading sanctions and laundering funds on behalf of the North Korean 
regime.  Treasury believes that the bank accounts used by these sanctioned persons are maintained 
predominantly at major Chinese financial institutions.  These sanctioned North Korean persons 
have used their accounts to access the U.S. and international financial systems in support of the 
DPRK’s WMD and ballistic missile and conventional weapons programs.

U.S. Forfeiture Actions Reveal Complex  
North Korean Schemes to Evade Sanctions

Recent actions by the Department of Justice also highlight the DPRK’s methods to evade sanctions:

Mingzheng International Trading Limited (Mingzheng).  On June 14, 2017, the U.S. Department 
of Justice (DOJ) initiated a forfeiture action against Mingzheng International Trading Limited 
(Mingzheng), for allegedly operating as a Hong Kong-based front company for a foreign-
based branch of the North Korea-based Foreign Trade Bank (FTB).9  

9. See “United States Files Complaint to Forfeit More Than $1.9 Million From China-Based Company Accused of Acting 
as a Front for Sanctioned North Korean Bank” (June 2017).

The forfeiture complaint 
illustrates how the DPRK allegedly used a network of front companies and corporate 
representatives to evade U.S. sanctions by acting on behalf of a designated North Korean bank.  
According to the forfeiture complaint, “North Korea has used the state-run Foreign Trade Bank 
(“FTB”) to work with a host of front companies in order to access the U.S. financial system 
and evade the U.S. sanctions imposed on FTB and its sanctioned affiliates,”10 

10. At the time of this forfeiture action, Foreign Trade Bank was a U.S. designated entity; see  
https://www.treasury.gov/press-center/press-releases/Pages/jl1876.aspx. 

and “Mingzheng 
acts as a front company to make U.S. dollar payments on behalf of a covert foreign branch of 
FTB, which is otherwise barred from making such U.S. dollar payments.”  According to the 
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complaint, Mingzheng has no website, stated no business purpose in corporate documents, 
made payments for products in unrelated industries, and served as a counterparty to multiple 
wire transfers over a short period of time.  In this case, Mingzheng allegedly conducted 20 wire 
transfers in U.S. dollars, totaling about $1.9 million, between October and November 2015.

Velmur Management Pte Ltd (Velmur) and Transatlantic Partners Pte. Ltd (TransAtlantic); Dandong 
Chengtai Trading Co. Ltd, also known as Dandong Zhicheng Metallic Material Co., Ltd (Dandong 
Zhicheng).  On August 22, 2017, in conjunction with OFAC’s DPRK-related sanctions, the 
DOJ initiated similar forfeiture actions involving more than $11 million against 1) Velmur, 
a Singapore-based company, and TransAtlantic and 2) Dandong Zhicheng, a company in 
Dandong, China.11 

11. See “United States Files Complaints to Forfeit More Than $11 Million From Companies That Allegedly Laundered 
Funds To Benefit Sanctioned North Korean Entities” (August 2017) (noting that “the complaints are the first filed 
actions based on the 2016 North Korea Sanction and Policy Enhancement Act.”)  For information on the OFAC 
designation of IPC, see https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20170601.aspx.

 The forfeiture complaints allege, “(T)he companies have participated in 
schemes to launder U.S. dollars on behalf of sanctioned North Korean entities….(and) the 
companies participated in financial transactions in violation of the International Emergency 
Economic Powers Act (IEEPA), the North Korean Sanctions and Policy Enhancement Act of 
2016, and federal conspiracy and money laundering statutes.”  In the case of Velmur and 
TransAtlantic, the companies acted as fronts for designated North Korean banks to facilitate 
U.S. dollar payments to an OFAC-sanctioned Russian oil products supplier involved in the 
shipping oil and other petroleum products to the DPRK.  The Dandong Zhicheng complaint 
also involved the facilitation of U.S. dollar payments to benefit a U.S.-designated entity, the 
North Korean Workers Party, through the purchase of Chinese coal.

Red Flags of Potential North Korean Illicit Financial Activity
Many North Korean-related front companies, financial representatives, and corporate service 
providers working on behalf of the North Korean government often share similar characteristics.  
While none of these characteristics are per se indicative of North Korean involvement, financial 
institutions may consider treating these characteristics as red flags to ensure that a financial 
institution’s correspondent accounts are not being utilized by entities or other financial facilitators 
on behalf of North Korean financial institutions and the DPRK.  These red flags also will assist 
financial institutions in identifying potentially suspicious transactions that are required to be 
reported promptly to FinCEN.

Geography:  As illustrated above, many North Korean front or shell companies, banking 
 and financial representatives, and corporate service providers used by the North Korean 
government are based in China and/or use Chinese banks to facilitate the movement of illicit 
funds on behalf of the North Korean government.  
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o Financial Representatives Areas of Activity:  These representatives are typically North 
Korean-born and often use Chinese aliases or Chinese facilitators to establish and operate 
bank accounts and front or shell companies, particularly in Liaoning province and the 
Hong Kong Special Administration Region.  Each representative may appear as a corporate 
officer of multiple, seemingly unrelated, front or shell companies that also often transact 
with each other.  North Korean representatives may also appear as authorized signers for 
accounts maintained by the front or shell companies.

o Corporate Registration and Shared Business Addresses:  Based on information from 
the UN Report and other information available to Treasury, a number of front and shell 
companies operating on behalf of the North Korean government are registered in either 
Liaoning province, China—specifically in the municipalities of Dalian, Dandong, Jinzhou, 
and Shenyang—which borders the DPRK, or in Hong Kong, a major financial center with 
a variety of corporate service providers.  Additionally, front and shell company addresses 
are frequently recycled and used for multiple business registrations.  A key example of this 
is the Jiadi Square area in the city of Dandong, Liaoning province.  The OFAC-sanctioned 
corporation Dandong Hongxiang Industrial Development Co. Ltd, and several suspected 
(and possibly related) shell companies, maintained Jiadi Square addresses, which is also 
home to North Korea’s Dandong-based consulate.

o Liaoning-Based Banking:  The proximity of the Chinese province of Liaoning to the North 
Korean border makes it an attractive location for North Korean illicit actors to access the 
international financial system.  FinCEN has observed North Korean-related financing 
involving correspondent account transactions conducted by, or on behalf of, Liaoning-
based banks, including, but not 
limited to, institutions located 
in the cities of Dalian, Dandong, 
Jinzhou, and Shenyang.  For 
example, FinCEN finalized its 
Section 311 rulemaking against 
Bank of Dandong, which is 
located in Liaoning province.   
FinCEN found that Bank of 
Dandong acts as a conduit for 
North Korea to access the U.S. 
and international financial 
systems, including by facilitating 
millions of dollars of transactions 
for companies involved in North 
Korea’s WMD and ballistic 
missile programs.12

12. See Footnote 5.
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Surge Activity Cycles:  North Korean representatives use and deposit funds through 
 seemingly unrelated companies that share the same address.  These companies are usually 
“cycled,” or used for a short period of time before being retired.  However, associated bank 
accounts may stay open during lengthy periods of inactivity.  Financial activity transacted 
through these companies can often occur in cycles, whereby one company (Company A) will 
pay a common beneficiary for a period of time and then cease payments.  Once Company A 
ceases making payments, a different company (Company B, which shares an address with 
Company A), pays the same beneficiary.  Reviewing the timing of transactions and associated 
payees may allow financial institutions to determine whether seemingly unrelated companies 
are being utilized for this type of financial cycling.

Common Front Companies and Supporting Indicators:  FinCEN has identified that shipping 
 and import/export businesses are often employed as fronts for illicit North Korean activity.  
Law enforcement information available to FinCEN has identified that textile, garment, fishery, 
and seafood businesses are also frequently listed as the business lines for various front 
companies.  The UN Report also highlighted the North Korean government’s reliance on coal 
exports to access foreign currency.  Other potential related indicators include:

o Companies Sharing Owners or Managers, Phones, or Employees:  DPRK-linked financial 
facilitators often establish and use multiple companies with the same owners or 
managers.  These companies also frequently share addresses, telephone numbers, and 
employees, and they may transact with similar business partners.  The use of multiple 
companies provides financial facilitators with alternatives in the event that one company is 
compromised.  Multiple companies also allow financial facilitators to divert attention from 
any particular company, avoiding scrutiny, and increasing their ability to launder money.  
The Department of Justice’s complaint against U.S.-designated Mingzheng highlighted 
an example of companies sharing managers and employees.  In addition, Luo Chuanxu, 
a U.S.-designated Chinese national, allegedly established multiple front companies to 
facilitate payments on behalf of UN- and U.S.-designated Korea Kwangsong Banking 
Corporation (KKBC).  Luo allegedly facilitated numerous payments for both Dandong 
Hongxiang Industrial Development Company Ltd (DHID), which was designated by 
OFAC in September 2016, and Mingzheng.13

13. See https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20160926.aspx and  
https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20170822.aspx, respectively.

o Substantial Financial Activity Unrelated to Stated Areas of Business:  North Korean 
front companies often lack a stated business purpose, and the payments they receive for 
products and services are unrelated to an entity’s specified lines of business.  For example, 
as noted in the UN Report and highlighted in the DOJ complaint against Dandong 
Zhicheng, one company (Company A) imports coal from the DPRK—without prepaying 
for it—and resells it to coal customers around the world.  Company A then retains the 
proceeds of these U.S. dollar sales, including the money owed to the DPRK.  The DPRK 
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subsequently sends payment instructions to Company A for items the regime would like 
to purchase.  Company A then uses the retained proceeds to purchase the items for export 
to the DPRK.  The items are typically in unrelated industries, such as bulk commodities 
(sugar, rubber, petroleum products, soybean oil), cell phones, luxury items, or dual-use 
technology.

o Lack of Online Presence:  Businesses serving as front companies for illicit North Korean 
activity frequently do not maintain a website or other online presence despite their 
significant transactions.

Regulatory Obligations for U.S. Financial Institutions.

Prohibition on Use of Correspondent Accounts  
involving North Korean Financial Institutions

FinCEN’s November 2016 Section 311 action against the DPRK and November 2017 Section 
311 action against the Bank of Dandong prohibit covered financial institutions from opening 
or maintaining in the United States correspondent accounts for, or on behalf of, North 
Korean banking institutions and the Bank of Dandong.14 

14. See 81 FR 35441 (June 2016), 31 CFR § 1010.659 and 31 CFR § 1010.660.  See Footnote 5.

 Under these Section 311 actions, 
covered financial institutions must take reasonable steps to not process a transaction for the 
correspondent account of a foreign bank in the United States if such a transaction involves a 
North Korean financial institution.

Special Due Diligence of Correspondent Accounts
31 CFR § 1010.659 and 1010.660 also require covered financial institutions to apply special due 
diligence to their foreign correspondent accounts that is reasonably designed to guard against 
their use to process transactions involving North Korean financial institutions and Bank of 
Dandong.  At a minimum, that special due diligence must include:

• Notifying those foreign correspondent account holders, which the covered financial 
institution knows or has reason to believe provide services to a North Korean financial 
institution and Bank of Dandong, that they may not provide a North Korean financial 
institution or Bank of Dandong with access to the correspondent account maintained at the 
covered financial institution;15 

15. 31 CFR § 1010.659(b)(3)(i)(A) and 31 CFR § 1010.660(b)(3)(i)(A).

and
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• Taking reasonable steps to identify any use of its foreign correspondent accounts by a 
North Korean financial institution or Bank of Dandong, to the extent that such use can be 
determined from transactional records maintained in the covered financial institution’s 
normal course of business.16

16. 31 CFR § 1010.659(b)(3)(i)(B) and 31 CFR § 1010.660(b)(3)(i)(B).

Covered financial institutions shall take a risk-based approach when deciding what, if any, 
other due diligence measures it reasonably must adopt to guard against the use of its foreign 
correspondent accounts to process transactions involving North Korean financial institutions or 
Bank of Dandong.17

17. 31 CFR § 1010.659(b)(3)(ii) and 31 CFR § 1010.660(b)(3)(ii).

Covered financial institutions that know or have reason to believe that a foreign bank’s 
correspondent account has been or is being used to process transactions involving a North 
Korean financial institution or Bank of Dandong must take all appropriate steps to further 
investigate and prevent such access, including the notification of its correspondent account 
holder (as mentioned above) and, where necessary, termination of the correspondent account.18

18. 31 CFR § 1010.659(b)(3)(iii) and 31 CFR § 1010.660(b)(3)(iii).

Suspicious Activity Reporting
Consistent with suspicious activity reporting requirements in 31 CFR Chapter X, if a financial 
institution knows, suspects, or has reason to suspect that a transaction has no business or 
apparent lawful purpose or is not the sort in which the particular customer would normally 
be expected to engage, and the financial institution knows of no reasonable explanation for the 
transaction after examining the available facts, including the background and possible purpose 
of the transaction, the financial institution should file a Suspicious Activity Report (SAR).19

19. 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.

The presence or absence of a red flag in any given transaction is not by itself determinative of 
whether a transaction is suspicious.  Due to some similarities with legitimate financial activities, 
financial institutions may want to consider evaluating indicators of potential DPRK-related 
illicit activity in combination with other red flags and factors before making determinations of 
suspiciousness.  Financial institutions are encouraged to use previous FinCEN advisories and 
guidance related to the DPRK as a reference when evaluating potential suspicious activity.20  

20. FinCEN Advisories pertaining to the DPRK: FIN-2013-A005 (July 2013), FIN-2009-A002 (June 2009), and FinCEN 
Advisory – Issue 40 (December 2005).

Financial institutions may also want to consider the specifics of their own risk profiles and 
business models as those relate to the guidance and red flags outlined in this advisory.
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In evaluating whether certain transactions are suspicious and related to North Korean illicit 
finance, financial institutions are encouraged to share information with one another, as 
appropriate, either for the purposes of filing a joint SAR or under Section 314(b) of the USA 
PATRIOT Act.21  

21. See 31 CFR § 1020.320(e)(1)(ii)(A)(2)(i), 1021.320(e)(1)(ii)(A)(2), 1022.320(d)(1)(ii)(A)(2), 1023.320(e)(1)(ii)(A)(2), 
1024.320(d)(1)(ii)(A)(2), 1025.320(e)(1)(ii)(A)(2)(i), 1026.320(e)(1)(ii)(A)(2)(i), 1029.320(d)(1)(ii)(A)(2), and 1030.320(d)
(1)(ii)(A)(2) regarding joint SAR sharing.  See Pub. L. No. 107-56, § 314(b) promulgated under 31 CFR § 1010.540 
regarding Section 314(b) voluntary information sharing.    

Section 314(b) establishes a voluntary information sharing mechanism allowing 
financial institutions to share information with one another regarding possible terrorist activity 
or money laundering and provides financial institutions with the benefit of a safe harbor from 
liability that might not otherwise exist with respect to the sharing of such information.22

22. For further guidance related to the 314(b) Program, please see FinCEN’s Section 314(b) Fact Sheet and FIN-2009-G002 
“Guidance on the Scope of Permissible Information Sharing Covered by Section 314(b) Safe Harbor of the USA 
PATRIOT Act” (June 2009).

For Further Information

Additional questions or comments regarding the contents of this advisory should be addressed 
to the FinCEN Resource Center at FRC@fincen.gov.  Financial institutions wanting to report 
suspicious transactions that may potentially relate to terrorist activity should call the Financial 
Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a day).  The purpose of 
the hotline is to expedite the delivery of this information to law enforcement.  Financial institutions 
should immediately report any imminent threat to local-area law enforcement officials.

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 
collection, analysis, and dissemination of financial intelligence and 
strategic use of financial authorities.
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FIN-2018-A003 June 12, 2018

Advisory on Human Rights Abuses Enabled by  
Corrupt Senior Foreign Political Figures and  

their Financial Facilitators

This Advisory should be 
shared with:
• Chief Executive Officers

• Chief Operations Officers

• Chief Risk Officers

• Legal Departments

• Chief Compliance/BSA 
Officers

• AML Officials

• Sanctions Compliance   
Officials

The U.S. Department of the Treasury (Treasury) is committed 
to protecting both the U.S. and international financial systems, 
not only from those who engage in corruption and human 
rights abuses, but from those who facilitate such activities as 
well.  High-level political corruption undermines democratic 
institutions and public trust, damages economic growth, and 
fosters a climate where financial crime and other forms of 
lawlessness can thrive.  Corrupt senior foreign political figures, 
their subordinates and facilitators, through their corrupt actions, 
often contribute directly or indirectly to human rights abuses, 
which have a devastating impact on individual citizens and 
societies, undermining markets and economic development and 
creating instability in a region.  The use of financial facilitators 
is one way that corrupt senior foreign political figures access the 
U.S. and international financial system to move or hide illicit 

proceeds, evade U.S. and global sanctions, or otherwise engage in illegal activity, including related 
human rights abuses.

Treasury employs its unique tools, consistent with applicable authorities, to impose financial 
consequences on those who pillage the wealth and resources of their people, generate ill-gotten 
profits from corruption, cronyism, and other criminal activity, and engage in human rights 
abuses.  These tools include the ability to sanction corrupt actors and human rights abusers around 
the world under an Executive Order implementing the Global Magnitsky Act of 2016,1 

1. See Executive Order 13818, “Blocking the Property of Persons Involved in Serious Human Rights Abuse and 
Corruption,” December 20, 2017; see also United States Sanctions Human Rights Abusers and Corrupt Actors Across 
the Globe December 21, 2017. 

taking 
enforcement action against financial facilitators of corrupt senior foreign political figures, as well 
as issuing advisories to financial institutions to help them identify, mitigate, and report on these 
risks.  Treasury will also continue to partner with others that are active in this area, such as the U.S. 
Department of Justice, the Financial Action Task Force (FATF), civil society, and non-governmental 
organizations (NGOs) to identify, constrain, and deprive corrupt actors and those who support 
their access to financial systems.
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The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to U.S. financial 
institutions to highlight the connection between corrupt senior foreign political figures and their 
enabling of human rights abuses.  The advisory describes a number of typologies used by them 
to access the U.S. financial system, obscure, and further their illicit activity.  The advisory also 
provides red flags that may assist financial institutions in identifying the methods used by corrupt 
senior foreign political figures,2 

2. The term “senior foreign political figure” means a current or former senior official in the executive, legislative, 
administrative, military or judicial branches of a foreign government (whether elected or not); a senior official 
of a major foreign political party; or a senior executive of a foreign government-owned commercial enterprise; a 
corporation, business, or other entity that has been formed by, or for the benefit of, any such individual; an immediate 
family member of any such individual; and a person who is widely and publicly known (or is actually known by 
the relevant covered financial institution) to be a close associate of such individual. 31 CFR § 1010.605(p).  For the 
purposes of this definition, “senior official or executive” means an individual with substantial authority over policy, 
operations, or the use of government-owned resources and ‘immediate family member’ means spouses, parents, 
siblings, children and a spouse’s parents and siblings. 31 CFR § 1010.605(p).  See also generally 31 CFR § 1010.620.   
Note that the term “senior foreign political figure” connotes a subset within the concept of “politically exposed 
persons” (PEPs).  The term PEP is not included in FinCEN’s regulations and should not be confused with “senior 
foreign political figure.”  In the United States, AML obligations with respect to PEPs collectively include 1) the specific 
enhanced due diligence obligations for private banking accounts that are established, maintained, administered, or 
managed in the United States for senior foreign political figures, and 2) the general due diligence procedures required 
for all politically exposed persons, incorporated into the institution’s anti-money laundering program as appropriate.  
See SAR Activity Review Trends, Tips, and Issues:  Issue 19 May 2011. 

including the use of facilitators, to move and hide the proceeds 
of their corruption, which contribute directly or indirectly to human rights abuses or other illicit 
activity, through the U.S. financial system.  

FinCEN will update these red flags and typologies as it continues investigating the methodologies 
associated with corrupt senior foreign political figures and their financial facilitators.  This advisory 
also reminds U.S. financial institutions of their due diligence and suspicious activity report (SAR) 
filing obligations related to such corrupt senior foreign political figures and their financial facilitators.  

Targeted Financial Sanctions against Corruption and  
Human Rights Abuse
Treasury’s Office of Foreign Assets Control (OFAC) has a range of authorities to designate corrupt 
senior foreign political figures, human rights abusers and their financial facilitators.  OFAC has 
numerous country sanction programs, including those for Venezuela, South Sudan, Iran, Russia, 
Syria, the Democratic Republic of the Congo (DRC), North Korea, and Somalia, that allow OFAC to 
broadly prohibit U.S. persons, including U.S. financial institutions, from engaging in transactions 
involving designated individuals and entities that have engaged in corruption, undermined 
democratic processes, or engaged in human rights abuse.  All assets of the designated individuals 
and entities subject to U.S. jurisdiction are frozen and U.S. persons, including U.S. financial 
institutions, are prohibited from dealing with the designated person.3

3. See OFAC Website, Sanctions Programs and Country Information.
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The Global Magnitsky sanctions program provides Treasury with a powerful tool for targeting 
corrupt officials, human rights abusers, and corrupt actors and their facilitators, regardless of 
the country in which they reside or where they operate.4 

4. See Executive Order 13818, “Blocking the Property of Persons Involved in Serious Human Rights Abuse and 
Corruption,” December 21, 2017; see also United States Sanctions Human Rights Abusers and Corrupt Actors Across 
the Globe December 21, 2017.

 The Global Magnitsky Executive Order 
empowers OFAC to cut off from the U.S. financial system any person determined by the Secretary 
of the Treasury, in consultation with the Secretary of State and the Attorney General, to be, among 
other things, engaging in human rights abuse, or engaging in corruption.  The prohibitions of 
Global Magnitsky can extend to those who provide goods or services to such actors, including 
financial institutions.  

Financial Action Task Force Initiatives and Recommendations 
Related to Politically Exposed Persons (PEPs)
To address the financial risks associated with PEPs, the FATF issued Recommendation 12, which 
requires countries to ensure that financial institutions implement measures to prevent the misuse of 
the financial system by PEPs and to detect such potential abuse, if and when it occurs.5  

5. See FATF Guidance: Politically Exposed Persons (Recommendations 12 and 22) June 2013.

The FATF 
recommends that family members and close associates of PEPs should be considered PEPs because 
of the potential for abuse of the relationship for the purpose of moving the proceeds of crime, 
facilitating placement and disguise of the proceeds, as well as for terrorist financing purposes.6

6. See FATF Guidance: Politically Exposed Persons (Recommendations 12 and 22) June 2013, page 13.  FinCEN’s 
regulations similarly include family members and known close associates within the definition of senior foreign 
political figure. 31 CFR § 1010.605(p). 

In the United States, Recommendation 12 is implemented through FinCEN rules and guidance 
and complemented by supervisory expectations articulated in the Federal Financial Institutions 
Examination Council (FFIEC) BSA Examination Manual.  Among other things, with regard to 
foreign PEPs, banks should exercise reasonable judgment in designing and implementing policies, 
procedures, and processes regarding foreign PEPs as a part of their anti-money laundering (AML) 
program.  This could include obtaining risk-based due diligence information on PEPs, such as 
countries of residence of the accountholder(s) and beneficial owner(s) and the level of corruption 
and money laundering risk associated with those countries, source of wealth and funds, and 
information on immediate family members and close associates.7

7. See 31 CFR § 1010.620.  See also FFIEC BSA Examination Manual, “Politically Exposed Persons - Overview,” 2015, page 
87.
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How Corrupt Foreign PEPs and their Facilitators Access the  
U.S. Financial System 
To further assist U.S. financial institutions’ effort to insulate themselves from corruption and 
protect the U.S. financial system from foreign PEP facilitators’ illicit use, this advisory highlights 
a number of typologies used by foreign PEP facilitators to access the U.S. financial system and to 
obscure and launder the illicit proceeds of high-level political corruption.  Appendix 1 provides 
additional general case studies of financial facilitation methods.

For example, the typologies used by financial facilitators of corrupt PEPs may include the 
misappropriation of state assets, the use of shell companies, the exploitation of the real estate 
sector, or any combination of these typologies.

Misappropriation of State Assets

Foreign corrupt PEPs, through their facilitators, may amass fortunes through the misappropriation 
of state assets and often exploit their own official positions to engage in narcotics trafficking, 
money laundering, embezzlement of state funds, and other corrupt activities.8  

8. See Treasury Targets Influential Former Venezuelan Official and His Corruption Network May 18, 2018.

Such PEPs may 
exploit corporations, including financial institutions that wish to do business with the government 
to redirect government resources for their own profit.  For example, some PEPs have used offshore 
leasing companies to sell a commodity such as oil, and do so in a way that benefits particular PEPs 
(e.g., through the use of shell companies misleadingly named to give the appearance of being 
related to the government) instead of the government as a whole.9

9. See United States Sanctions Human Rights Abusers and Corrupt Actors Across the Globe December 21, 2017. 

Use of Shell Companies

PEP facilitators commonly use shell companies to obfuscate ownership and mask the true source 
of the proceeds of corruption.  Shell companies are typically non-publicly traded corporations or 
limited liability companies (LLCs) that have no physical presence beyond a mailing address and 
generate little to no independent economic value.  Shell companies often are formed by individuals 
and businesses for legitimate purposes, such as to hold stock or assets of another business entity 
or to facilitate domestic and international currency trades, asset transfers, and corporate mergers.  
Financial institutions should refer to previously published materials from FinCEN to better 
understand risks associated with these entities.10

10. See FinCEN Guidance FIN-2006-G014 “Potential Money Laundering Risks Related to Shell Companies” (November 
2006) and SAR Activity Review Issues:  Issue 1 (Oct. 2000), Issue 2 (June 2001), and Issue 7 (Aug. 2004). 
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Corruption in the Real Estate Sector

Real estate transactions and the real estate market have certain characteristics that make them 
vulnerable to abuse by illicit actors, including corrupt foreign PEPs or PEP facilitators.  For 
example, many real estate transactions involve high-value assets, opaque entities, and processes 
that can limit transparency because of their complexity and diversity.  In addition, the real estate 
market can be an attractive vehicle for laundering illicit gains because of the manner in which real 
estate appreciates in value, “cleans” large sums of money in a single transaction, and shields ill-
gotten gains from market instability and exchange-rate fluctuations.11  

11. See Advisory to Financial Institutions and Real Estate Firms and Professionals August 22, 2017.

For these reasons and others, 
drug traffickers, corrupt officials, and other criminals have used real estate to conceal the existence 
and origins of their illicit funds.

Red Flags Related to Corrupt Foreign PEPs and their Facilitators
The red flags noted below may help financial institutions identify suspected schemes that corrupt 
foreign PEPs and their facilitators may use.  In applying the red flags below, financial institutions 
are advised that no single transactional red flag necessarily indicates suspicious activity.  Financial 
institutions should consider additional indicators and the surrounding facts and circumstances, 
such as a customer’s historical financial activity and whether the customer exhibits multiple 
red flags, before determining that a transaction is suspicious.  Financial institutions should also 
perform additional inquiries and investigations where appropriate.

 1. Use of third parties when it is not normal business practice.

 2. Use of third parties when it appears to shield the identity of a PEP.

 3. Use of family members or close associates as legal owners.

 4. Use of corporate vehicles (legal entities and legal arrangements) to obscure i) ownership, 
ii) involved industries, or iii) countries.

 5. Declarations of information from PEPs that are inconsistent with other information, such 
as publicly available asset declarations and published official salaries.

 6. The PEP or facilitator seeks to make use of the services of a financial institution or a 
designated non-financial business or profession (DNFBP)12 

12. See FATF Guidance: Politically Exposed Persons (Recommendations 12 and 22) June 2013.  DNFBPs include real estate 
agents, dealers in precious metals, attorneys, accountants, and company formation agents.

that would normally not 
cater to foreign or high-value clients.
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 7. The PEP or facilitator repeatedly moves funds to and from countries with which the PEP 
does not appear to have ties.

 8. The PEP or facilitator has a substantial authority over or access to state assets and funds, 
policies, and operations.

 9. The PEP or facilitator has an ownership interest in or otherwise controls the financial 
institution or DNFBP (either privately or ex officio) that is a counterparty or a 
correspondent in a transaction.

 10. Transactions involving government contracts that are directed to companies that operate 
in an unrelated line of business (e.g., payments for construction projects directed to 
textile merchants).

 11. Transactions involving government contracts that originate with, or are directed to, 
entities that are shell corporations, general “trading companies,” or companies that 
appear to lack a general business purpose.

 12. Documents corroborating transactions involving government contracts (e.g., invoices) 
that include charges at substantially higher prices than market rates or that include 
overly simple documentation or lack traditional details (e.g., valuations for goods and 
services).  

 13. Payments involving government contracts that originate from third parties that are not 
official government entities (e.g., shell companies).

 14. Transactions involving property or assets expropriated or otherwise taken over by 
corrupt regimes, including individual senior foreign officials or their cronies. 

Reminder of Regulatory Obligations for U.S. Financial 
Institutions Regarding Senior Foreign Political Figures and 

Suspicious Activity Reporting

Consistent with existing regulatory obligations, financial institutions should take reasonable, 
risk-based steps to identify and limit exposure they may have to funds and other assets 
associated with individuals and entities involved in laundering illicit proceeds, including the 
proceeds of foreign corruption.  However, financial institutions are reminded that the bulk of 
PEPs are dedicated public servants and concerns over the criminal and corrupt conduct of some 
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should not be used as the basis to engage in wholesale or indiscriminate de-risking of any class 
of customers or financial institutions.  FinCEN also reminds financial institutions of previous 
interagency guidance on providing services to foreign embassies, consulates, and missions.13

13. See Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation, Financial Crimes 
Enforcement Network, National Credit Union Administration, Office of the Comptroller of the Currency, and 
Office of Thrift Supervision, “Interagency Advisory:  Guidance on Accepting Accounts from Foreign Embassies, 
Consulates, and Missions,” March 24, 2011 and Board of Governors of the Federal Reserve System, Federal Deposit 
Insurance Corporation, Financial Crimes Enforcement Network, National Credit Union Administration, Office of 
the Comptroller of the Currency, and Office of Thrift Supervision, “Interagency Advisory:  Guidance on Accepting 
Accounts from Foreign Governments, Foreign Embassies, and Foreign Political Figures,” June 15, 2004.

Due diligence obligations
FinCEN is providing the information in this advisory to assist U.S. financial institutions in 
meeting their risk-based due diligence obligations to identify individuals providing financial 
facilitation for, or on behalf of, corrupt PEPs and to not knowingly or wittingly assist such 
individuals.  Financial institutions should establish risk-based controls and procedures that 
include reasonable steps to ascertain the status of an individual as a foreign PEP and to conduct 
scrutiny of assets held by such individuals.14  

14. See 31 CFR § 1010.620(c) and Guidance on Enhanced Scrutiny for Transactions that May Involve the Proceeds of Foreign 
Official Corruption (Jan. 16, 2001). See also FFIEC BSA Examination Manual, “Politically Exposed Persons - Overview,” 
2015, pages 290-293.

Financial institutions should assess the risk for 
laundering of the proceeds of public corruption associated with particular customers, products 
and services, countries, industries, and transactions.  

As of May 11, 2018, FinCEN’s Customer Due Diligence (CDD) Rule requires banks; brokers or 
dealers in securities; mutual funds; and futures commission merchants and introducing brokers 
in commodities to identify and verify the identity of beneficial owners of legal entity customers, 
subject to certain exclusions and exemptions.15  

15. See Customer Due Diligence Requirements for Financial Institutions May 11, 2016.

Among other things, this should facilitate the 
identification of legal entities that may be owned or controlled by PEPs.

Enhanced due diligence obligations for private banking accounts
In addition to these general risk-based due diligence obligations, under section 312 of the USA 
PATRIOT Act (31 U.S.C. § 5318(i)) and its implementing regulations, U.S. financial institutions 
have regulatory obligations to implement a due diligence program for private banking accounts 
held for non-U.S. persons that is designed to detect and report any known or suspected money 
laundering or other suspicious activity.16  

16. See 31 CFR § 1010.620(a-b).  The definition of “covered financial institution” is found in 31 CFR § 1010.605(e).  The 
definition of “private banking account” is found in 31 CFR § 1010.605(m).  The definition for the term “non-U.S. 
person” is found in 31 CFR § 1010.605(h).

This program must be designed to identify any such 
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account owned by, or on behalf of, a senior foreign political figure, and financial institutions are 
required to apply enhanced scrutiny to such accounts reasonably designed to detect and report 
transactions that may involve the proceeds of foreign corruption.17

17. See 31 CFR § 1010.620(c).

General obligations for correspondent account due diligence and  
AML programs

U.S. financial institutions also are reminded to comply with their general due diligence 
obligations under 31 CFR § 1010.610(a), in addition to their general AML program obligations 
under 31 U.S.C. § 5318(h) and its implementing regulations.18 

18. See 31 CFR § 1010.210.

 As required under 31 CFR § 
1010.610(a), covered financial institutions should ensure that their due diligence programs, 
which address correspondent accounts maintained for foreign financial institutions, include 
appropriate, specific, risk-based, and, where necessary, enhanced policies, procedures, 
and controls that are reasonably designed to detect and report known or suspected money 
laundering activity conducted through or involving any correspondent account established, 
maintained, administered, or managed in the United States.

Suspicious activity reporting
A financial institution may be required to file a SAR if it knows, suspects, or has reason to 
suspect a transaction conducted or attempted by, at, or through the financial institution involves 
funds derived from illegal activity, or attempts to disguise funds derived from illegal activity; is 
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful 
purpose; or involves the use of the financial institution to facilitate criminal activity, which may 
include foreign corruption.19

19. See generally 31 CFR § § 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.

Additional SAR reporting guidance on senior foreign political figures
In April 2008, FinCEN issued Guidance to assist financial institutions with reporting suspicious 
activity regarding proceeds of foreign corruption.20  

20. See FinCEN Guidance FIN-2008-G005: “Guidance to Financial Institutions on Filing Suspicious Activity Reports 
Regarding the Proceeds of Foreign Corruption,” April 2008.

A related FinCEN SAR Activity Review, 
which focused on foreign political corruption, also discusses indicators of transactions that may 
be related to proceeds of foreign corruption.21  

21. See SAR Activity Review, Issue 19, Focus:  Foreign Political Corruption May 2011, particularly pages 29-69.

Financial institutions may find this Guidance 
and the SAR Activity Review useful in assisting with suspicious activity monitoring and due 
diligence requirements related to senior foreign political figures.
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SAR filing instructions
When filing a SAR, financial institutions should provide all pertinent available information in 
the SAR form and narrative.  FinCEN further requests that financial institutions select SAR 
field 35(l) (Suspected Public/Private Corruption (Foreign)) and reference this advisory by 
including the key term:

“Financial Facilitator FIN-2018-A003”

in the SAR narrative and in SAR field 35(z) (Other Suspicious Activity-Other) to indicate 
a connection between the suspicious activity being reported and the persons and activities 
highlighted in this advisory.  

SAR reporting, in conjunction with effective implementation of due diligence requirements and 
OFAC obligations by financial institutions, has been crucial to identifying money laundering 
and other financial crimes associated with foreign and domestic political corruption.  SAR 
reporting is consistently beneficial and critical to FinCEN and U.S. law enforcement analytical 
and investigative efforts, enforcement of U.S. sanctions, and the overall security and stability of 
the U.S. financial system.22

22. See example case studies in SAR Activity Review, Issue 19, May 2011, beginning on page 25 and Law Enforcement 
Case Examples.  

For Further Information

Additional questions or comments regarding the contents of this advisory should be addressed 
to the FinCEN Resource Center at FRC@fincen.gov,.  Financial institutions wanting to report 
suspicious transactions that may potentially relate to terrorist activity should call the Financial 
Institutions Toll-Free Hotline at (866) 556-3974 (7 days a week, 24 hours a day).  The purpose of 
the hotline is to expedite the delivery of this information to law enforcement.  Financial institutions 
should immediately report any imminent threat to local-area law enforcement officials.

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 
collection, analysis, and dissemination of financial intelligence and 
strategic use of financial authorities.
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APPENDIX 1:  Case Examples of Financial  
Facilitation Methods

This appendix includes general case examples which illustrate some of the methods used by 
financial facilitators.

DRC:  Use of Tax Haven Shell Companies by Financial Facilitator of DRC 
President to Move and Launder Stolen Mining Revenues 
On December 20, 2017, the President of the United States included Dan Gertler (Gertler) in the 
Annex to Executive Order (E.O.) 13818, “Blocking the Property of Persons Involved in Serious 
Human Rights Abuses and Corruption.”  In an action simultaneous to E.O. 13818, OFAC 
designated 19 companies and one individual affiliated with Gertler.23 

23. See Executive Order 13818, “Blocking the Property of Persons Involved in Serious Human Rights Abuse and 
Corruption,” December 20, 2017; see also United States Sanctions Human Rights Abusers and Corrupt Actors Across 
the Globe December 21, 2017. 

 Gertler is an international 
businessman and billionaire who has amassed hundreds of millions of dollars through opaque 
and corrupt shell company-facilitated mining and oil deals in the Democratic Republic of 
Congo (DRC), in part, by leveraging his close friendship with DRC President Joseph Kabila.  
Alongside Gertler’s designation, Treasury identified 19 entities owned or controlled by Gertler 
or his Gibraltar-registered Fleurette Properties Limited (Fleurette), which owns stakes in various 
Congolese mines through holding companies in offshore tax havens such as the British Virgin 
Islands (BVI) and the Cayman Islands.  Of the companies Treasury designated, six are registered 
in the BVI and all known addresses correspond to P.O. Box mailing addresses, with multiple 
companies using the same addresses.  Although Gertler does business more publicly through 
Fleurette, it is the names of these offshore companies that appear on contracts and agreements.  
The companies appear to have been created for a singular purpose and were rarely disclosed 
until said agreements had been completed.24  

24. See United States Sanctions Human Rights Abusers and Corrupt Actors Across the Globe December 21, 2017.

Between 2010 and 2012 alone, the DRC reportedly 
lost over $1.36 billion in revenues from the underpricing of mining assets that were sold to 
offshore companies linked to Gertler.  In those instances, Gertler used his close friendship with 
Kabila to act as an intermediary for mining asset sales in the DRC, requiring some multinational 
companies to go through Gertler to do business with the Congolese state.25

25. Ibid.

The Gambia, Hizballah, and Iran:  Laundering of Stolen Government Funds
On May 17, 2018, OFAC designated Mohammad Ibrahim Bazzi (Bazzi) and Abdallah Safi-Al-
Din as Specially Designated Global Terrorists (SDGTs) pursuant to E.O. 13224, which targets 
terrorists and those providing support to terrorists or acts of terrorism.  Bazzi, is a key Hizballah 
financier who provided Hizballah financial assistance for many years, including millions of 
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dollars generated from his business activities.  Bazzi was a close associate of Yahya Jammeh, 
the former President of The Gambia, whose administration was accused of many human rights 
abuses, including harsh and potentially life threatening prison conditions; arbitrary arrests; lack 
of accountability in cases involving violence against women, including rape and female genital 
mutilation/cutting; trafficking in persons; and child labor.26  

26. “Annual Country Reports on Human Rights Practices” 2017 (aka the Human Rights Reports), United States 
Department of State, see background in link, https://www.state.gov/documents/organization/277247.pdf

Jammeh personally, or through 
facilitators (such as Bazzi) acting under his instructions, directed the unlawful withdrawal of at 
least $50 million of state funds from The Gambia.  OFAC also designated that day five companies 
located in West Africa, Europe, and the Middle East for being owned or controlled by Mohammad 
Bazzi and another Specially Designated Global Terrorist.27  

27. See Treasury Targets Key Hizballah Financing Network and Iranian Conduit May 17, 2018.

According to Treasury, Bazzi operates 
or transacts in or through Belgium, Lebanon, Iraq, and several countries in West Africa.28 

28. Ibid.

 Bazzi 
also has business ties to the designated Ayman Joumaa Drug Trafficking and Money Laundering 
Organization.  Between 2009 and 2010, Bazzi also worked with Abdallah Safi-Al-Din, Hizballah’s 
representative to Iran, and the Central Bank of Iran to expand banking access between Iran and 
Lebanon.29 

29. See Treasury Targets Key Hizballah Financing Network and Iranian Conduit May 17, 2018. 

 Bazzi maintains ties to Hizballah financiers Adham Tabaja and Ali Youssef Charara, 
who facilitate commercial investments on behalf of Hizballah.30

30. See Treasury Sanctions Hizballah Financier and His Company January 7, 2016.

Corruption in South Sudan
On December 21, 2017, the President imposed sanctions on Benjamin Bol Mel (Bol Mel).31  

31. See United States Sanctions Human Rights Abusers and Corrupt Actors Across the Globe December 21, 2017.

Bol 
Mel is the President of ABMC Thai-South Sudan Construction Company Limited (ABMC), 
and has served as the Chairman of the South Sudan Chamber of Commerce, Industry, and 
Agriculture.32  

32. Ibid.

Bol Mel has also served as South Sudanese President Salva Kiir’s principal 
financial advisor, has been Kiir’s private secretary, and was perceived within the government as 
being close to Kiir and the local business community.33  

33. Ibid

Several officials were linked to ABMC in 
spite of a constitutional prohibition on top government officials transacting commercial business 
or earning income from outside the government. 

Bol Mel oversees ABMC, which has been awarded contracts worth tens of millions of dollars 
by the Government of South Sudan.  ABMC allegedly received preferential treatment from 
high-level officials, and the Government of South Sudan did not hold a competitive process 
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for selecting ABMC to do roadwork on several roads in Juba and throughout South Sudan.34 

34. Ibid

Although this roadwork had been completed only a few years before, the government budgeted 
tens of millions of dollars more for maintenance of the same roads.

In September 2017, Treasury took action pursuant to E.O. 13664 in response to the continued 
deterioration of the humanitarian situation in South Sudan and the role of officials of the South 
Sudanese Government in undermining the peace, security, and stability of the country.35 

35. Treasury Targets South Sudanese Government Officials and Related Companies for Continued Destabilization 
September 6, 2017.

 OFAC 
designated two South Sudanese government officials and one former official for their roles 
in destabilizing South Sudan and three companies that are owned or controlled by one of the 
officials.  Additionally, FinCEN issued an advisory to financial institutions concerning the 
potential movement of assets belonging to South Sudanese politically exposed persons.36

36. See Advisory on Political Corruption Risks in South Sudan August 22, 2017.

Laundering of Embezzled Funds by a Former Venezuelan Official and 
Financial Facilitator
On May 18, 2018, OFAC designated Diosdado Cabello Rondón (Cabello) pursuant to E.O. 13692, 
for being a current or former official of the Government of Venezuela.37  

37. See Treasury Targets Influential Former Venezuelan Official and His Corruption Network May 18, 2018.

Cabello is a former 
Venezuelan official and is the First Vice-President of the United Socialist Party of Venezuela 
(PSUV), the political party of Venezuelan President Nicolas Maduro Moros.  Cabello is a former 
army lieutenant who forged a close link at the Venezuelan military academy with former, now-
deceased Venezuelan President Hugo Chavez.  Cabello has conducted a significant amount of 
illicit business with others, including Francisco Jose Rangel Gomez (Rangel Gomez), who reported 
to Cabello.  Cabello, Rangel Gomez, and their associates laundered money from the embezzlement 
of Venezuelan state funds and their dealings with drug traffickers through leasing a series of 
apartment buildings and commercial shopping centers, and also worked together to illegally 
access and exploit mines through a subsidiary of a state-owned Venezuelan conglomerate.38  

38. Ibid

Although the subsidiary was a legitimate business, Cabello and his associates had front men 
inside the company who facilitated the illegal extraction and export of natural resources.  
Venezuelan officials have also used state-owned enterprises to launder money intentionally, to 
include state-owned enterprises as a cover for drug trafficking and money laundering.

OFAC also designated three other individuals for being current or former officials, or for 
acting for or on behalf of designated individuals as key figures in Cabello’s corruption 
network including Rafael Alfredo Sarria Diaz, Cabello’s front man (“testaferro”), designated 
for acting for or on behalf of Cabello. Rafael Alfredo Sarria Diaz (Sarria) has laundered 
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money for Venezuelan officials by buying real estate since 2010.39  

39. Ibid

The two have maintained 
an illicit business relationship since at least 2010, when Sarria and Cabello had partnerships 
and corporations in Panama, and Sarria owned several real estate properties in Florida that 
were registered under his own name.  In reality, Sarria acted as the named representative for 
Cabello in the ownership of these properties.40  

40. Ibid

As of 2015, Sarria continued to manage multiple 
properties and financial arrangements for Cabello, and in 2016, he was involved in drug 
trafficking activities on Cabello’s behalf.41 

41. Ibid

 As of 2018, Sarria advises and assists Cabello, and he 
profits from the investment of Cabello’s corruptly obtained wealth.  OFAC has blocked three 
companies that are owned or controlled by Sarria in Florida:  SAI Advisors Inc., Noor Plantation 
Investments LLC, and 11420 Corp.  

Lord’s Resistance Army Facilitators Involved in the Illicit Trade of Ivory, 
Weapons, and Money in Central Africa
On December 13, 2017, OFAC designated Okot Lukwang and Musa Hatari pursuant to E.O. 
13667, which targets certain persons contributing to the conflict in the Central African Republic 
(CAR), including those that support armed groups involved in activities that threaten the peace, 
security, or stability of the CAR through the illicit trade of natural resources.42 

42. See Treasury Sanctions Lord’s Resistance Army Facilitators Involved in the Illicit Trade of Ivory, Weapons, and Money 
in Central Africa May 18, 2018.

 Both designated 
persons facilitated the transfer of ivory, weapons, and money in support of the Lord’s 
Resistance Army (LRA).  

Lukwang was designated for activities including acting as the LRA’s intelligence officer and 
overseeing supply logistics for Joseph Kony’s LRA group, which maintains command and 
control over three other LRA groups and is composed of his most trusted personnel.43  

43. Ibid

Lukwang 
has coerced civilians to provide him with information on military forces in the area and 
provided Joseph Kony and other LRA commanders with intelligence reports.  Lukwang has also 
run day-to-day operations of Joseph Kony’s LRA group.  

In addition, Lukwang acted as the LRA’s ivory broker, in charge of selling or trading the LRA’s 
ivory for U.S. dollars, Sudanese pounds, food, weapons, and ammunition, including rocket-
propelled grenades and machine gun ammunition.44  

44. Ibid

Joseph Kony entrusted Lukwang with 
the location of hidden tusk caches and used Lukwang and Ali Kony to deal with Darfur-area 
traders who purchased LRA-trafficked ivory.
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Hatari is the primary supplier of ammunition, mines, weapons, food, supplies, and other goods 
to the LRA.45 

45. Ibid

 Hatari, the owner of five shops in the Songo Market in the disputed region of 
Kafia Kingi, has traded with the LRA since at least 2013.46 

46. Ibid

 Hatari buys regularly from the LRA, 
has sold or traded ivory from the LRA at the Songo Market, and has promised to trade anything 
the LRA wants for ivory. 

In May 2015, Lukwang, Ali Kony, and a third LRA commander met with Hatari and other 
merchants to purchase supplies and plan additional trades.47  

47. Ibid

Lukwang translated between the 
LRA and the merchants to trade ivory for supplies.  

Misappropriation of State Assets into Legal Entities Controlled by Facilitators
In 2014, the United States filed a civil forfeiture complaint seeking assets allegedly stolen 
from the government of Nigeria by dictator, General Sani Abacha (Abacha), and various co-
conspirators.  The assets are allegedly linked to a scheme to embezzle money from the Nigerian 
Government during the 1990s and early 2000s through a number of schemes.  In one alleged 
scheme, Abacha and his co-conspirators falsified numerous letters declaring national security 
emergencies requiring the disbursement of funds by the Central Bank.  Through this procedure, 
the Central Bank disbursed funds worth over $2 billion to Abacha and his associates, who then 
engaged in a series of complex transactions to transfer those funds to overseas accounts held by 
legal entities.48

48. See United States v. All Assets Held in Account Number 80020796, in the Name of Doraville Props. Corp., Case No. 
1:13-cv-01832 (D.D.C. Nov.18, 2013).

Corruption and Residential Real Estate
A high-profile case illustrating money laundering risks in the real estate sector involves Teodoro 
Nguema Obiang Mangue, (Obiang) the Vice President of Equatorial Guinea, in which the U.S. 
Department of Justice filed a forfeiture complaint seeking forfeiture of over $68 million in assets—
including a $30 million Malibu estate—associated with funds allegedly misappropriated from the 
Equatoguinean government.  In laundering these funds in or through the United States from in 
or about 2006 through 2010, Obiang used several U.S. nominees to open shell accounts and banks 
accounts on his behalf while concealing from U.S. banks his ownership, control and association 
with these funds.  The nominees identified included lawyers, and other employees of his.  The 
assets purchased using the proceeds of this scheme included a 10-acre estate in Beverly Hills, a 
$38 million jet aircraft, a Ferrari and several items of Michael Jackson memorabilia.49

49. See One Michael Jackson Signed Thriller Jacket, et al., No. CV-13-9169-GW-SS (C.D. Cal. Oct. 10, 2014).
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FinCEN’s analysis of Bank Secrecy Act (BSA) and other data, particularly data gathered through 
the use of FinCEN’s recent Geographic Targeting Orders requiring the collection of beneficial 
ownership information of companies purchasing real estate in a number of markets in the 
United States, indicates that high-value residential real estate markets are vulnerable to misuse 
by foreign and domestic criminal organizations and corrupt actors, especially those misusing 
otherwise legitimate limited liability companies or other legal entities to shield their identities.50  

50. See Advisory to Financial Institutions and Real Estate Firms and Professionals August 22, 2017.

In addition, when these transactions are conducted without any financing (e.g., “all-cash”), 
they mostly avoid traditional anti-money laundering measures adopted by lending financial 
institutions, presenting increased risk.

Iran:  Treasury Targets Human Rights Abuses, Censorship, and Enhanced 
Monitoring by the Iranian Government
On May 30, 2018, OFAC designated Ansar-e Hizballah pursuant to E.O. 13553 for being an 
official of the Government of Iran or a person acting on behalf of the Government of Iran 
(including members of paramilitary organizations) who is responsible for or complicit in, or 
responsible for ordering, controlling, or otherwise directing, the commission of serious human 
rights abuses against persons in Iran or Iranian citizens or residents, or the family members 
of the foregoing.51  

51. See Treasury Targets Key Hizballah Financing Network and Iranian Conduit May 17, 2018.

Ansar-e Hizballah is an organization supported by the Iranian regime that 
is responsible for ordering, controlling, or otherwise directing, serious human rights abuses 
against the Iranian people.  Ansar-e Hizballah has been involved in the violent suppression of 
Iranian citizens and has collaborated with the Basij Resistance Force to attack Iranian students 
with knives, tear gas, and electric batons.  In addition, the U.S. Government has linked Ansar-e 
Hizballah to acid attacks against women in the city of Isfahan.  Multiple women who were not 
dressed in accordance with the regime’s standards had acid thrown at them, severely injuring 
them and creating a climate of fear.  Abdolhamid Mohtasham, a founding member and key 
leader of the group, plays a significant role in overseeing the group’s actions.  He has threatened 
to use Ansar-e Hizballah to patrol Iranian streets and attack women whom he deems to be 
unvirtuous.  Additionally, OFAC designated Hanista Programing Group, an entity that has 
operated information or communications technology that facilitates monitoring or tracking that 
could assist or enable serious human rights abuses by or on behalf of the Government of Iran.  
Hanista Programing Group is responsible for creating and distributing alternative versions of 
the popular messaging and social media application Telegram that facilitate the Iranian regime’s 
monitoring and tracking of Iranian and international users.  This monitoring and tracking 
functionality could assist or enable serious human rights abuses by the Government of Iran.



1

FIN-2018-A005 October 4, 2018

Advisory to Financial Institutions on the Risk of Proceeds of 
Corruption from Nicaragua

Growing instability in Nicaragua may result in proceeds of crime and corruption 
originating from senior foreign political figures entering the U.S. financial system.

This advisory should be 
shared with:
• Private Banking Units

• Chief Risk Officers

• Chief Compliance Officers

• AML/BSA Analysts

• Sanctions Analysts

• Legal Departments

Background
The Financial Crimes Enforcement Network (FinCEN) is issuing 
this advisory to alert financial institutions of the increasing risk 
that proceeds of political corruption from Nicaragua may enter 
or traverse the U.S. financial system.  In particular, FinCEN 
expects that senior foreign political figures1 

1. “The term ‘senior foreign political figure’ as defined in 31 CFR § 1010.605(p) is a current or former senior official in the 
executive, legislative, administrative, military or judicial branches of a foreign government (whether elected or not); 
a senior official of a major foreign political party; or a senior executive of a foreign government-owned commercial 
enterprise; a corporation, business, or other entity that has been formed by, or for the benefit of, any such individual; 
an immediate family member of any such individual; and a person who is widely and publicly known (or is actually 
known by the relevant covered financial institution) to be a close associate of such individual.  For the purposes of this 
definition, ‘senior official or executive’ means an individual with substantial authority over policy, operations, or the 
use of government-owned resources; and ‘immediate family member’ means spouses, parents, siblings, children and 
a spouse’s parents and siblings.”  See 31 CFR § 1010.605(p).  See also FIN-2017-A006 “Advisory on Widespread Public 
Corruption in Venezuela,” September 20, 2017.

connected to the 
regime of Nicaraguan President Daniel Ortega could react to the 
perceived threat of further unrest, potential sanctions, or other 
factors by moving assets that are the proceeds of corruption out 
of their accounts in Nicaragua or elsewhere.

FinCEN requests that financial institutions file Suspicious 
Activity Reports (SARs), consistent with their existing Bank Secrecy Act (BSA) obligations, when they 
identify potential misuse of Nicaraguan public funds or potential proceeds of political corruption 
associated with senior foreign political figures connected to the Ortega regime.  In its June 2018 
“Advisory on Human Rights Abuses Enabled by Corrupt Senior Foreign Political Figures and Their 
Financial Facilitators,” FinCEN identified typologies and red flags illustrating how corrupt senior 
foreign political figures and their facilitators access the U.S. financial system to obscure and launder 
the proceeds of high-level political corruption, which may be applicable here as well.2

2. See FIN-2018-A003, “Advisory on Human Rights Abuses Enabled by Corrupt Senior Foreign Political Figures and 
Their Financial Facilitators,” June 12, 2018.
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This advisory is focused on potentially suspicious transactions involving senior members of the 
Ortega regime or those acting for or on their behalf.  Other Nicaraguans—who are not connected 
to the Ortega regime or to any misuse of public funds—might also be moving assets out of the 
country for legitimate reasons, including due to concerns about general political instability.  This 
advisory should not serve as a basis to restrict such legitimate transactions, and it is not intended 
to affect the maintenance of normal relationships between financial institutions in the United States 
and Nicaragua, conducted in accordance with financial institutions’ compliance obligations and 
absent other risk indicators.

Targeted Financial Sanctions against Corruption and  
Human Rights Abuse in Nicaragua
The U.S. Government has strongly condemned the ongoing violence in Nicaragua perpetrated by 
the Ortega regime, the regime’s corruption, and the human rights abuses committed by the Ortega 
regime in response to civilian protests.3 

3. See “Statement from the Press Secretary on Nicaragua,” July 30, 2018.

 This condemnation coincides with a broader effort to combat 
serious human rights abuse and corruption around the world using, among other mechanisms, 
the Global Magnitsky sanctions program, which is administered by the U.S. Department of the 
Treasury’s Office of Foreign Assets Control (OFAC) under the authority of Executive Order (E.O.) 
13818, which implements the Global Magnitsky Human Rights and Accountability Act.

To date, the United States has designated four Nicaraguan officials under the Global Magnitsky 
sanctions program, which enables Treasury to target corrupt officials, human rights abusers, and 
corrupt actors and their facilitators.  In an Annex to E.O. 13818, the President imposed sanctions 
on more than one dozen serious human rights abusers and corrupt actors, including senior 
Nicaraguan official Roberto Jose Rivas Reyes (Rivas), then-President of Nicaragua’s Supreme 
Electoral Council.4  

4. See Executive Order 13818, December 20, 2017.  Rivas resigned from the Supreme Electoral Council in May 2018.  For 
more information on sanctions relating to Nicaragua, see https://home.treasury.gov/news/press-releases/sm0243.

As Treasury noted when E.O. 13818 was issued, Rivas has been accused in the 
press of amassing sizeable personal wealth—including multiple properties, private jets, luxury 
vehicles, and a yacht—while earning a reported government salary of $60,000 per year.  The 
Nicaraguan Comptroller General has described Rivas as “above the law,” and investigations into 
his corruption have been blocked by Nicaraguan government officials.5

5. See https://home.treasury.gov/news/press-releases/sm0243. 

Most recently, in July 2018, OFAC designated Nicaraguan National Police Commissioner Francisco 
Javier Diaz Madriz and Secretary of the Mayor’s Office of Managua Fidel Antonio Moreno Briones for 
being responsible for, or the leaders of entities involved in, serious human rights abuse in Nicaragua.  
OFAC also designated Jose Francisco Lopez Centeno, the Vice President of ALBA de Nicaragua 
(ALBANISA), the company that imports and sells Venezuelan petroleum products, and then-
President of Petronic, the Nicaraguan state-owned oil company, for engaging in corrupt activities.6

6. See https://home.treasury.gov/news/press-releases/sm422.  Lopez resigned from Petronic days after his designation in 
July 2018.
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In announcing these designations, OFAC highlighted a variety of corrupt activities involving these 
persons.  For example, Moreno has been accused of stealing large sums of money from Managua 
municipal projects, as well as using municipal funds to pay for Sandinista National Liberation 
Front (FSLN) party activities.  Lopez maintained access to large amounts of government funds that 
he could exploit, including for the personal use of Nicaraguan leaders.  Lopez also syphoned funds 
from infrastructure projects by negotiating personal fees, placed numerous individuals throughout 
the government who have helped him steal millions of dollars on an annual basis, and used his 
position to his and his family’s benefit by using companies they own to win government contracts.  
OFAC also noted that senior officials within the Nicaraguan government and the FSLN have 
used ALBANISA funds to purchase television and radio stations, hotels, cattle ranches, electricity 
generation plants, and pharmaceutical laboratories.7

7. See https://home.treasury.gov/news/press-releases/sm422.  

Reminder of Bank Secrecy Act Obligations  
for U.S. Financial Institutions

FinCEN reminds U.S. financial institutions that they must comply with their due diligence 
obligations under the BSA and its implementing regulations.8 

8. See 31 U.S.C § 5318(h) and 31 CFR § 1010.210 for AML program requirements, and as applied to specific financial 
institutions in 31 CFR §§ 1020.210, 1021.210, 1022.210, 1023.210, 1024.210, 1025.210, 1026.210, 1027.210, 1028.210, 
1029.210, and 1030.210.

 In addition to their general due 
diligence requirements, covered financial institutions are required to implement a due diligence 
program for private banking accounts held for non-U.S. persons designed to detect and report 
any known or suspected money laundering or other suspicious activity through those accounts.9  

9. See USA PATRIOT Act § 312, codified at 31 U.S.C. § 5318(i) and 31 CFR § 1010.620(a).  The definition of “covered 
financial institution” is found in 31 CFR § 1010.605(e).  The definition of “private banking account” is found in 31 CFR 
§ 1010.605(m).  The definition for the term “non-U.S. person” is found in 31 CFR § 1010.605(h).

This program must also be designed to determine whether any such account is held by, or on 
behalf of, a senior foreign political figure; and, if so, these institutions must apply enhanced 
scrutiny reasonably designed to detect and report “transactions that may involve the proceeds 
of foreign corruption.”10 

10. See 31 CFR § 1010.620(b)-(c).

 As part of their risk-based implementation of these requirements, 
financial institutions should consider whether they have any financial contact with persons or 
entities (foreign or otherwise) that may be acting directly or indirectly for or on behalf of any 
senior political figures of the Government of Nicaragua.

FinCEN also reminds covered financial institutions of their obligation to implement due 
diligence programs for correspondent accounts they maintain for foreign financial institutions 
that include appropriate, specific, risk-based and, where necessary, enhanced policies, 
procedures and controls reasonably designed to detect and report known or suspected money 
laundering activity involving such accounts.11

11. See USA PATRIOT Act § 312 (31 U.S.C. § 5318(i)); 31 CFR § 1010.610(a).
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Suspicious Activity Reporting
A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect a 
transaction conducted or attempted by, at, or through the financial institution involves funds 
derived from illegal activity, or attempts to disguise funds derived from illegal activity; is 
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful 
purpose; or involves the use of the financial institution to facilitate criminal activity, including 
foreign corruption.12 

12. See 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.

 FinCEN issued Guidance in April 2008 and similar information in a SAR 
Activity Review issued in May 2011 to assist financial institutions with reporting suspicious 
activity regarding proceeds of foreign corruption.13

13. See FinCEN Guidance FIN-2008-G005, “Guidance to Financial Institutions on Filing Suspicious Activity Reports 
regarding the Proceeds of Foreign Corruption,” April 17, 2008; and The SAR Activity Review, Issue 19, “In Focus:  
Foreign Corruption,” Sections 4 and 5, May 2011.

SAR Filing Instructions

When filing a SAR, financial institutions should provide all pertinent available information in 
the SAR form and narrative.  FinCEN further requests that financial institutions select SAR 
field 35(l) (“Suspected Public/Private Corruption (Foreign)”) and reference this advisory by 
including the key term:

“Nicaragua FIN-2018-A005”

in the SAR narrative and in SAR field 35(z) (“Other Suspicious Activity-Other”) when using 
the SAR Form on or prior to December 31, 2018.  Beginning January 1, 2019, when using the 
new, mandatory SAR Form, financial institutions should select SAR field 38(m) (“Suspected 
Public/Private Corruption (Foreign)”) and reference this advisory using the above key term 
in SAR field 2 (“Filing Institution Note to FinCEN”) to indicate a connection between the 
suspicious activity being reported and the persons and activities highlighted in this advisory.  
SAR reporting, in conjunction with effective implementation of due diligence requirements and 
OFAC obligations by financial institutions, has been crucial to identifying money laundering 
and other financial crimes associated with foreign and domestic political corruption.  SAR 
reporting is consistently beneficial and critical to FinCEN and U.S. law enforcement analytical 
and investigative efforts, OFAC designation efforts, and the overall security and stability of the 
U.S. financial system.14

14. See The SAR Activity Review, Issue 19, “In Focus:  Foreign Corruption,” beginning with Section 3, May 2011; and  
“The Value of FinCEN Data” and its subsection on law enforcement case examples.
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For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

Financial institutions wanting to report suspicious transactions that may potentially relate to 
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days 
a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this information 
to law enforcement.  Financial institutions should immediately report any imminent threat to local-
area law enforcement officials.

FinCEN’s mission is to safeguard the financial system from illicit use and 
combat money laundering and promote national security through the 
collection, analysis, and dissemination of financial intelligence and 
strategic use of financial authorities.
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FIN-2018-A006 October 11, 2018

Advisory on the Iranian Regime’s Illicit and Malign 
Activities and Attempts to Exploit the Financial System

This advisory should be 
shared with:
• 	Chief	Executive	Officers

• 	Chief	Operating	Officers

• 	Chief	Compliance	Officers

• 	Chief	Risk	Officers

• 	AML/BSA	Departments

• 	Legal	Departments

The Financial Crimes Enforcement Network (FinCEN) is issuing this advisory to help U.S. financial 
institutions (particularly banks; money services businesses (MSBs), such as virtual currency 
administrators and exchangers; and dealers in precious metals, stones, and jewels) better detect 

potentially illicit transactions related to the Islamic Republic 
of Iran (Iran).  This advisory will also help foreign financial 
institutions better understand the obligations of their U.S. 
correspondents, avoid exposure to U.S. sanctions, and address 
the Anti-Money Laundering/Combating the Financing of 
Terrorism (AML/CFT) risks that Iranian activity poses to the 
international financial system.1

1. For general information on U.S. sanctions on Iran, see the “U.S. Sanctions” section on p.15 of this advisory. 

The Iranian regime has long used front and shell companies to 
exploit financial systems around the world to generate revenues 
and transfer funds in support of malign conduct, which includes 
support to terrorist groups, ballistic missile development, 
human rights abuses, support to the Syrian regime, and other 
destabilizing actions targeted by U.S. sanctions. 

This advisory highlights the Iranian regime’s exploitation of financial institutions worldwide, and 
describes a number of typologies used by the regime to illicitly access the international financial 
system and obscure and further its malign activity.  It also provides red flags that may assist 
financial institutions in identifying these methods.2

2. While this advisory addresses U.S. sanctions that prohibit U.S. persons and U.S.-owned or -controlled foreign entities 
from engaging in transactions involving Iran, including persons “ordinarily resident” in Iran, financial institutions 
should not take this to mean that all transactions involving Iran, Iranian citizens, or persons with connections to Iran 
are suspicious or prohibited.  Institutions should instead regard an Iranian nexus and the typologies listed in this 
advisory as factors to consider when assessing whether any specific transaction or activity has an illicit nexus or is 
otherwise prohibited.  

  Additionally, this advisory is intended to 
assist financial institutions in light of the United States’ withdrawal from the Joint Comprehensive 
Plan of Action (JCPOA) and the re-imposition of U.S. sanctions previously lifted under the JCPOA 
following the 90- and 180-day wind-down periods for certain activities, while also reminding 
financial institutions of regulatory obligations under the Bank Secrecy Act (BSA) and the 
Comprehensive Iran Sanctions, Accountability, and Divestment Act of 2010 (CISADA).3

3. For more information about the withdrawal of the United States from the JCPOA, please see  
https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20180508.aspx and  
https://www.treasury.gov/resource-center/sanctions/Programs/Pages/iran.aspx.
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Iran’s Abuse of the International Financial System

Some of the methods used by the Iranian regime to access the financial system through covert 
means and to further its malign activities include misusing banks and exchange houses, operating 
procurement networks that utilize front or shell companies, exploiting commercial shipping, and 
masking illicit transactions using senior officials, including those at the Central Bank of Iran (CBI).  
Iran also has a history of using precious metals to evade sanctions and gain access to the financial 
system and may seek to use virtual currencies in the future.  Often, these efforts serve to fund the 
regime’s nefarious activities, including providing funds to the Islamic Revolutionary Guard Corps 
(IRGC) and its Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF), as well to Lebanese 
Hizballah, Hamas, and other terrorist groups.  

The Iranian Regime’s Use of CBI Officials and Exchange Houses to 
Facilitate Malign Activity

Use	of	CBI	Officials

Senior officials of the CBI have played a critical role in enabling illicit networks, using their official 
capacity to procure hard currency and conduct transactions for the benefit of the IRGC-QF and its 
terrorist proxy group, Lebanese Hizballah.4  

4. See https://home.treasury.gov/index.php/news/press-releases/sm0385.  In addition, on May 15, 2018 and May 17, 2018, 
OFAC issued new designations relating to the Central Bank of Iran and its senior officials.

The CBI has also been complicit in these activities.

On May 15, 2018, the Office of Foreign Assets Control (OFAC) designated then-CBI Governor 
Valiollah Seif and the assistant director of the CBI’s International Department, Ali Tarzali, 
adding them to OFAC’s List of Specially Designated Nationals and Blocked Persons (SDN List) 
for conducting transactions through Iraq’s banking sector for the benefit of the IRGC-QF and 
Lebanese Hizballah, which has acted as a proxy for the IRGC-QF.5

5. See https://home.treasury.gov/news/press-releases/sm0385. 

  Specifically, Valiollah Seif 
conspired with the IRGC-QF to move millions of dollars, in a variety of currencies, through 
the international financial system to allow the IRGC-QF to fund its activities abroad.  Seif also 
supported the transfer of IRGC-QF-associated funds to al-Bilad Islamic Bank, an Iraq-based bank 
that was also designated by OFAC.  Ali Tarzali worked with Lebanese Hizballah and proposed 
that the terrorist group send funds through al-Bilad Islamic Bank.  On May 15, 2018, OFAC 
also designated the Chairman and Chief Executive of al-Bilad Islamic Bank, who acted as an 
intermediary to enable and conceal these transactions.6

6. See https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20180515.aspx and  
https://home.treasury.gov/index.php/news/press-releases/sm0385. 

Financial institutions should be aware that the U.S. Department of the Treasury has repeatedly 
observed CBI officials and the IRGC-QF using regional financial institutions as intermediaries to 
conceal illicit transactions.  In exercising appropriate due diligence, financial institutions should be 
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aware that some counterparty financial institutions may not be equipped to identify or address CBI 
officials’ deceptive transactions.7

7. See https://home.treasury.gov/news/press-releases/sm0383.   

  IRGC-QF front companies are known to retrieve funds—some of 
which are generated by the sale of Iranian oil—in various currencies from foreign bank accounts 
held by the CBI and then transfer the funds back to Iran.

Use	of	Exchange	Houses

Financial institutions are also advised to exercise appropriate due diligence when dealing with 
transactions involving exchange houses that may have exposure to Iran or Iranian persons, given 
that the Iranian regime, senior CBI officials, and the CBI have used such entities to conceal the 
origin of funds and procure foreign currency for the IRGC-QF.

For example, on May 10, 2018, the United States, in a joint action with the United Arab Emirates 
(UAE), disrupted an extensive currency exchange network in Iran and the UAE.  The network 
procured and then transferred millions of U.S. dollar-denominated bulk cash through the UAE 
to the IRGC-QF.  As part of this joint action, OFAC designated six individuals and three entities, 
including Jahan Aras Kish, the Joint Partnership of Mohammadreza Khedmati and Associates, 
and the Rashed Exchange.8

8. Ibid.   

  The CBI was complicit in the IRGC-QF’s scheme, actively supported 
this network’s currency conversion, and enabled it to access funds that it held in its foreign bank 
accounts.  To mask ties to Iran and particularly to the IRGC-QF, this network of cash couriers 
and currency exchangers established the three now-designated front companies.  At least one 
of these companies, the Rashed Exchange, advertised its currency exchange and international 
money transfer business all over the world on its website and through social media in an effort 
to portray its activities as legitimate, while in reality its management was using the company to 
facilitate the transfers for the IRGC-QF.  Khedmati, the managing director of Rashed Exchange, also 
worked with the IRGC-QF to forge documents to conceal their illicit financial activities from UAE 
authorities.  Using these front companies, these individuals and entities procured and transferred 
millions in U.S. dollar-denominated bulk cash to the IRGC-QF to fund its malign activities and 
regional proxy groups.9

9. See https://home.treasury.gov/index.php/news/press-releases/sm0385.

The diagram below depicts this type of exchange house-related scheme:  
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As financial institutions are aware, during previous periods of heightened sanctions pressure, 
Iran relied heavily on third-country exchange houses and trading companies to move funds to 
evade sanctions.10

10. Third-country exchange houses are financial institutions licensed to deal in foreign exchange and transmit funds on 
behalf of individuals and companies.  Trading companies are entities that are not licensed to transmit funds, but in 
practice operate as exchange houses and rely upon their bank accounts to transmit funds on behalf of third parties.  
See https://www.treasury.gov/resource-center/sanctions/Programs/Documents/20130110_iran_advisory_exchange_
house.pdf.

  As the sanctions on Iran that were lifted under the JCPOA are coming back into 
effect, Iranian financial institutions can be expected to increase the use of these or other evasive 
practices.  These practices include the use of third-country exchange houses or trading companies 
to act as money transmitters in processing funds transfers through the United States to third-
country beneficiaries, in support of business with Iran that is not exempt or otherwise authorized 
by OFAC.  These third-country exchange houses or trading companies frequently lack their own 
U.S. dollar accounts and instead rely on the correspondent accounts of their regional banks to 
access the U.S. financial system.  Often these entities are located in jurisdictions considered high 
risk for transactions implicating OFAC sanctions, and they appear to process primarily commercial 
transactions rather than personal remittances, which are authorized by OFAC.

OFAC’s January 10, 2013 advisory identified the following evasive practices used by such third-
country exchange houses or trading companies: omission of references to Iranian addresses, 
omission of names of Iranian persons or entities in the originator or beneficiary fields, and 
transmission of funds without referencing the involvement of Iran or the designated persons.11

11. In 2013, OFAC issued an advisory that highlighted some of the practices used at that time to circumvent U.S. and 
international economic sanctions concerning Iran, including relying heavily on third-country exchange houses 
and trading companies to move funds.  See https://www.treasury.gov/resource-center/sanctions/Programs/
Documents/20130110_iran_advisory_exchange_house.pdf.  Neither the 2013 OFAC advisory nor this advisory are 
intended to suggest that U.S. financial institutions close accounts they hold for third-country exchange houses and/
or trading companies.  Additionally, neither advisory should be interpreted as a signal that third-country exchange 
houses and/or trading companies are necessarily facilitating illicit finance.

Financial institutions should be aware when monitoring payments involving third-country exchange 
houses or trading companies that, as informed by such firms’ risk profile, a financial institution 
may be processing commercial transactions related to Iran or Iranian persons.  As appropriate, 
financial institutions should consider (1) requesting additional information from correspondents 
on the nature of such transactions and the parties involved; (2) while monitoring these payments, 
conducting account and transaction reviews for individual exchange houses or trading companies 
that have repeatedly violated or attempted to violate U.S. sanctions against Iran; and (3) contacting 
their correspondents that maintain accounts for, or facilitate transactions on behalf of, third-country 
exchange houses or trading companies that engage in one of the above-referenced examples in order 
to request additional information and to alert them to the use of these practices.
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Iran’s Use of Procurement Networks 
Malign Iran-related actors use front and shell companies12

12. Shell companies are typically non-publicly traded corporations or limited liability companies (LLCs) that have no 
physical presence beyond a mailing address and generate little to no independent economic value.  See FinCEN 
Guidance FIN-2006-G014 “Potential Money Laundering Risks Related to Shell Companies” (November 2006) and 
SAR Activity Review: Issue 1 (October 2000), Issue 2 (June 2001), and Issue 7 (August 2004).

 around the world to procure technology 
and services that allow them to evade sanctions and continue their destabilizing behaviors.  
Through these procurement networks, Iran has gained goods and services related to currency 
counterfeiting, dual-use equipment, and the commercial aviation industry.  As part of a risk-based 
approach, financial institutions should familiarize themselves with these deceptive practices and 
take steps to avoid direct or indirect facilitation of them.

Printing	Equipment	and	Materials	for	Counterfeiting	Currency

In November 2017, OFAC designated two individuals, Reza Heidari and Mahmoud Seif, and 
four entities, Pardazesh Tasvir Rayan Co., ForEnt Technik GmbH Co., Printing Trade Center 
GmbH, and Tejarat Almas Mobin Holding, for their respective roles assisting the IRGC-QF to 
counterfeit currency.  This network used two German-based front companies to deceive European 
suppliers, circumvent European export restrictions, and surreptitiously procure advanced printing 
machinery, security printing machinery, and raw materials such as watermarked paper and 
specialty inks.  The network used these items to print counterfeit Yemeni bank notes for the IRGC-
QF.  Mahmoud Seif was previously involved with the procurement of weapons for the IRGC-QF.13

13. See https://www.treasury.gov/press-center/press-releases/Pages/sm0219.aspx.

Dual-Use	Equipment	Procurement	for	Ballistic	Missile	Proliferation

In February 2017, OFAC designated multiple individuals and entities that are part of the Abdollah 
Asgharzadeh network for the procurement of dual-use and other goods on behalf of organizations 
involved in Iran’s ballistic missile programs.  This network coordinated procurement through 
intermediary companies that obfuscated the final recipient of the goods.  Asgharzadeh and his 
associates relied on a network of trusted China-based brokers and their companies to assist his 
procurement of dual-use and other goods.14

14. OFAC also designated MKS International, a UAE-based company that used multiple front companies in order to 
circumvent export laws and sanctions to procure technology and/or materials to support Iran’s ballistic missile 
program, as well as for acting for or on behalf of, or providing support to, Iran’s IRGC-QF.  See https://www.treasury.
gov/press-center/press-releases/Pages/as0004.aspx. 
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Commercial	Aviation	Industry	

Designated Iranian airlines and their agents and affiliates have used deceptive schemes to procure 
aviation-related materials using front companies.  Treasury has issued numerous rounds of 
sanctions related to efforts by designated Iranian airlines to evade sanctions via the use of front or 
shell companies.15

15. For example, front companies or other companies that have been designated by OFAC for assisting designated 
Iranian airline Mahan Air in procuring aircraft and related parts and services include Blue Sky Aviation Co FZE; 
Pioneer Logistics; Asian Aviation Logistics; Avia Trust FZE; Grandeur General Trading FZE ; Aviation Capital 
Solutions; Aircraft, Avionics, Parts & Support Ltd.; and HSI Trading FZE.  For OFAC press releases related to Mahan 
Air sanctions see October 12, 2011; September 19, 2012; May 31, 2013; February 6, 2014; August 29, 2014; May 21, 2015; 
March 24, 2016; September 14, 2017; October 16, 2017; May 24, 2018; and July 9, 2018 at  
https://home.treasury.gov/news/press-releases.

Financial institutions providing services to the commercial aviation industry should be aware of 
prior actions by designated Iranian airlines to evade sanctions, and they are advised to exercise 
appropriate due diligence to ensure compliance with legal requirements.  Foreign financial 
institutions are reminded that they may be subject to sanctions for knowingly conducting 
significant transactions for or with certain Iran-related persons16

16. These Iran-related persons include: (1) Iranian persons on the SDN List; (2) the IRGC and its designated agents or 
affiliates; and (3) any other person on the SDN List designated in connection with Iran’s proliferation of weapons of 
mass destruction or their means of delivery or Iran’s support for international terrorism.

 (such as Mahan Air, Caspian Air, 
Dena Airways, Meraj Air, Pouya Air, Al-Naser Wings Airlines, Syrian Air, Khors Aircompany, 
Dart Airlines, and UM Air), including prohibitions or strict conditions on their ability to open 
or maintain correspondent or payable-through accounts in the United States.  Non-U.S. persons, 
including foreign financial institutions, may also be subject to designation and listing on the SDN 
List for, e.g., providing material support to designated Iranian airlines.  

Mahan Air
For many years, the Iranian commercial airline Mahan Air has transferred weapons, funds, 
and people on behalf of the IRGC-QF and provided support to the Syrian Assad regime and 
Lebanese Hizballah.  In 2011, OFAC designated Mahan Air for providing financial, material, 
and technological support to the IRGC-QF.  To evade sanctions, Mahan Air front companies 
have negotiated sales contracts and obtained U.S. parts and services for Mahan Air’s aircraft in 
violation of U.S. sanctions.17

17. See https://www.treasury.gov/press-center/press-releases/Pages/jl2618.aspx, https://www.treasury.gov/press-center/
press-releases/Pages/jl0395.aspx and https://www.treasury.gov/press-center/press-releases/Pages/jl2287.aspx.

  These front companies facilitate the transfer of funds to vendors 
and service providers on behalf of Mahan Air, while also aiding in the procurement of goods, 
such as aviation parts and services from neighboring countries, Europe, and Asia.  The aviation-
related materials are then shipped to either the same company, or a different front company, 
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sometimes in another country, to be forwarded to Iran.  Mahan Air has moved payments 
through several front companies and financial institutions in the United States, Canada, the 
United Kingdom, Belize, France, Belgium, Czech Republic, the UAE, Bahrain, Saudi Arabia, 
Kyrgyzstan, Sri Lanka, and Bangladesh.  

Mahan Air and other designated Iranian airlines’ use of front companies is illustrated by recent 
Treasury actions targeting a procurement network.  For example, on May 24, 2018, Treasury 
designated a network of Turkish front companies that procured U.S.-origin parts for Mahan Air.  
This network purchased aviation parts—including export-controlled U.S. goods such as U.S.-
origin engines—from foreign vendors.  The parts were delivered to Istanbul and then forwarded 
to Mahan Air.18

18. See https://home.treasury.gov/news/press-releases/sm0395.

  OFAC has previously designated airlines in Ukraine, Kyrgyzstan, and Iraq that 
have served as intermediaries for Mahan Air to acquire aircraft, as well as front companies in 
the UAE, Thailand, Turkey, and the United Kingdom that purchase parts or facilitate payments 
on behalf of Mahan Air.  For example, in May 2015, Treasury designated Iraq-based Al-Naser 
Airlines, now operating as Al-Naser Wings Airlines, for purchasing nine Airbus aircraft for 
Mahan Air from unwitting European suppliers.  Al-Naser Airlines also attempted to purchase 
at least two Airbus aircraft located in the United States for Mahan Air, with payments for the 
planes wired from the account of a Dubai-based general trading company.  Additionally, on 
July 9, 2018, Treasury designated a Malaysia-based general sales agent (GSA) of Mahan Air, 
Mahan Travel and Tourism Sdn Bhd, which provides Mahan with reservation and ticketing 
services.  This action notified to the aviation community of the sanctions risk of maintaining 
commercial relationships with Mahan Air.19

19. See https://home.treasury.gov/news/press-releases/sm423.

  Likewise, on September 14, 2018, Treasury 
designated Thailand-based My Aviation Company Limited for acting for or on behalf of Mahan 
Air.  This Thailand-based company disregarded numerous U.S. warnings, issued publicly and 
delivered bilaterally to the Thai government, to sever ties with Mahan Air.20

20. See https://home.treasury.gov/news/press-releases/sm484. 
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Iran-Related Shipping Companies’ Access to the Financial System
During previous periods of heightened sanctions pressure, Treasury identified Iranian or Iran-related 
companies using deceptive shipping practices to evade U.S. sanctions.  As detailed in previous OFAC 
advisories and designation actions, these practices include: the use of falsified documents,21

21. See https://www.treasury.gov/resource-center/sanctions/Programs/Documents/20110331_advisory.pdf.  In this 
March 31, 2011 advisory, OFAC alerted shippers, importers/exporters, and freight forwarders to practices used by 
the Islamic Republic of Iran Shipping Lines (IRISL), which at the time was designated pursuant to E.O. 13382, and 
companies acting on its behalf to evade U.S. and international economic sanctions by hiding the involvement of IRISL 
in shipping transactions, including (1) using container prefixes registered to another carrier; (2) omitting or listing 
invalid, incomplete, or false container prefixes in shipping container numbers; and/or (3) naming non-existent ocean 
vessels in shipping documents.  See https://www.treasury.gov/press-center/press-releases/Pages/hp1130.aspx.  IRISL 
and its affiliates, as well as a large number of vessels in which these entities held an interest, were removed from 
OFAC’s SDN List on January 16, 2016 in connection with the JCPOA.  No later than November 5, 2018, OFAC will re-
impose, as appropriate, the sanctions that applied to persons removed from SDN List and/or other lists maintained by 
OFAC on January 16, 2016.  

 the 
reflagging of vessels,22

22. See https://www.treasury.gov/resource-center/sanctions/Programs/Documents/ofac_irisl_advisory_07192012.pdf.  In 
this July 19, 2012 advisory, OFAC alerted the maritime industry that IRISL operated vessels despite their flags having 
been revoked.  International sanctions at the time, and IRISL’s efforts to evade them through deceptive practices, led 
to increased vigilance by the maritime industry and prompted an increasing number of countries to revoke or refuse 
to issue a flag to vessels in which IRISL or its affiliates had an interest.  See https://www.treasury.gov/press-center/
press-releases/Pages/hp1130.aspx and https://www.treasury.gov/press-center/press-releases/Pages/jl1933.aspx.

 and the involvement of third parties, such as brokers and trading companies, 
to mask the underlying payments and business activity with Iran.23

23. See https://www.treasury.gov/press-center/press-releases/Pages/TG981.aspx.

  For example, in the pre-JCPOA 
period, Treasury identified shipping companies around the world that falsified documents to hide 
ships docking in Iranian ports and the accompanying trade-related payments.  In addition, in the 
past, as the United States has added entities or individuals to OFAC’s SDN List, there have been 
instances where a vessel’s ownership or operation was transferred from a newly-designated person to 
a front company or other person acting for or on behalf of the designated person.24

24. See https://www.treasury.gov/press-center/press-releases/Pages/jl1933.aspx and  
https://www.treasury.gov/press-center/press-releases/Pages/TG981.aspx.

As the sanctions on Iran that were lifted under the JCPOA come back into effect following the 
90-and 180-day wind-down periods, Iranian shipping companies may return to the use of these 
or other evasive practices.  Financial institutions may see indications of these deceptive shipping 
practices in the information contained in international wires, payment requests, and letters of 
credit.  Documents may also be falsified, and include bills of lading and shipping invoices to 
conceal shipping routes, embarkation ports, or shipping agents.  Financial institutions may find 
maritime databases and reports—such as those generated by the International Maritime Bureau or 
other available services—helpful when verifying trade-related documents.25

25. See https://www.icc-ccs.org/icc/imb.

  Financial institutions 
should be aware of changes regarding the issuing or writing of letters of credit and other trade-
related financial transactions.  Financial institutions should report those changes in their SAR 
filings if the changes appear to be related to malign activity.  In addition, among other deceptive 
conduct, Iranian vessels may attempt to hide their origin and purpose by potentially fabricating 
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vessel registration and flag credentials at ports of call and canal entrances.  Malign Iran-related 
actors and sanctioned entities engage in these activities to bypass financial institutions’ SDN filters 
so they may evade sanctions.  Financial institutions should continue to conduct appropriate due 
diligence to ensure they are not directly or indirectly providing services to sanctioned parties. 

The Iranian Regime’s Illicit Use of Precious Metals 
Iran has previously used precious metals, such as gold, to evade U.S. sanctions and facilitate the 
sale of Iranian oil and other goods abroad.  In response to these schemes, the United States enacted 
sanctions specifically targeting Iran’s trade in precious metals, including section 1245 of the Iran 
Freedom and Counter-Proliferation Act of 2012.  As the United States re-imposes sanctions lifted 
under the JCPOA, financial institutions should be aware of prior schemes used by entities with a 
nexus to Iran to evade sanctions using gold and other commodities.    

Virtual Currency
Since 2013, Iran’s use of virtual currency includes at least $3.8 million worth of bitcoin-denominated 
transactions per year.  While the use of virtual currency in Iran is comparatively small, virtual 
currency is an emerging payment system that may provide potential avenues for individuals and 
entities to evade sanctions.  Despite public reports that the CBI has banned domestic financial 
institutions from handling decentralized virtual currencies, individuals and businesses in Iran can 
still access virtual currency platforms through the Internet.  For example, virtual currency can be 
accessed through: (1) Iran-located, Internet-based virtual currency exchanges; (2) U.S.- or other third 
country-based virtual currency exchanges; and (3) peer-to-peer (P2P) exchangers. 

Institutions should consider reviewing blockchain ledgers for activity that may originate or 
terminate in Iran.  Institutions should also be aware that the international virtual currency industry 
is highly dynamic; new virtual currency businesses may incorporate or operate in Iran with little 
notice or footprint.  Further, P2P exchangers—natural or legal persons who offer to buy, sell, or 
exchange virtual currency through online sites and in-person meetups—may offer services in Iran.  
These P2P exchangers may operate as unregistered foreign MSBs in jurisdictions that prohibit such 
businesses; where virtual currency is hard to access, such as Iran; or for the purpose of evading 
the prohibitions or restrictions in place against such businesses or virtual currency exchanges and 
other similar business in some jurisdictions.  Institutions can utilize technology created to monitor 
open blockchains and investigate transactions to or from P2P exchange platforms.

Activity of these exchangers may involve wire transactions from many disparate accounts or 
locations combined with transfers to or from virtual currency exchanges.  These transactions may 
occur when account holders fund an account or withdraw value from an account, especially if the 
foreign exchanger operates in multiple currencies. 

Financial institutions and virtual currency providers that have BSA and U.S. sanctions obligations 
should be aware of and have the appropriate systems to comply with all relevant sanctions 
requirements and AML/CFT obligations.  Sanctions requirements may include not only screening 
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against the SDN List but also appropriate steps to comply with other OFAC-administered sanctions 
programs, including those that impose import and/or export restrictions with respect to particular 
jurisdictions.26

26. If a financial institution or virtual currency provider has questions concerning OFAC sanctions, they can either call 
OFAC’s Toll-Free Hotline at 1-800-540-6322, or email OFAC’s Feedback Account at OFAC_Feedback@treasury.gov.

  Further, a non-U.S.-based exchanger or virtual currency provider doing substantial 
business in the United States is subject to AML/CFT obligations and OFAC jurisdiction.  

U.S. individuals and institutions involved in virtual currency should be aware of OFAC’s March 
2018 Frequently Asked Questions (FAQs) on sanctions issues associated with virtual currencies.27

27. See FAQ 559 to 563, available at https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx.

  
The FAQs remind U.S. persons that their compliance obligations with respect to transactions are 
the same, regardless of whether a transaction is denominated in virtual currency or not.  OFAC also 
states as a general matter that U.S. persons and persons otherwise subject to OFAC jurisdiction, 
including firms subject to OFAC jurisdiction that facilitate or engage in online commerce or process 
transactions using “digital currency,” are responsible for ensuring that they do not engage in 
unauthorized transactions prohibited by OFAC sanctions, such as dealings with blocked persons 
or property, or engaging in prohibited trade or investment-related transactions.28

28. For the purposes of OFAC sanctions programs, the term “digital currency” includes digital fiat currency or sovereign 
cryptocurrency, virtual currency (non-fiat), and digital representations of fiat currency.  

  Prohibited 
transactions include transactions that evade or avoid, have the purpose of evading or avoiding, 
cause a violation of, or attempt to violate prohibitions imposed by OFAC under various sanctions 
authorities.  Additionally, persons that provide financial, material, or technological support for or 
to a designated person may be designated by OFAC under the relevant sanctions authority.29

29. See FAQ 560, available at https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx.

Financial Action Task Force’s Findings Related to Iran’s Anti-Money 
Laundering/Combating the Financing of Terrorism Regime
The Financial Action Task Force (FATF) has listed Iran as a jurisdiction with systemic deficiencies 
in its AML/CFT regime.  Despite Iran’s commitment in June 2016 to an action plan with the FATF 
to address its AML/CFT deficiencies, Iran has failed to complete the majority of its action plan.  The 
FATF therefore continues to call upon its members and all jurisdictions to advise their financial 
institutions to apply enhanced due diligence measures to business relationships and transactions 
with natural and legal persons from Iran.

In addition to keeping Iran on its Public Statement, on June 29, 2018, the FATF expressed 
disappointment with Iran’s failure to implement its action plan, and it reiterated its concern with 
the terrorist financing risk emanating from Iran and the threat this poses to the international 
financial system.  The FATF noted that Iran “should fully address its remaining action items, 
including by: (1) adequately criminalising terrorist financing, including by removing the exemption 
for designated groups ‘attempting to end foreign occupation, colonialism and racism’; (2) 
identifying and freezing terrorist assets in line with the relevant United Nations Security Council 
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resolutions; (3) ensuring an adequate and enforceable customer due diligence regime; (4) ensuring 
the full independence of the Financial Intelligence Unit and requiring the submission of STRs 
[Suspicious Transaction Reports] for attempted transactions; (5) demonstrating how authorities 
are identifying and sanctioning unlicensed money/value transfer service providers; (6) ratifying 
and implementing the Palermo and TF [Terrorist Financing] Conventions and clarifying the 
capability to provide mutual legal assistance; (7) ensuring that financial institutions verify that 
wire transfers contain complete originator and beneficiary information; (8) establishing a broader 
range of penalties for violations of the ML [Money Laundering] offense; and (9) ensuring adequate 
legislation and procedures to provide for confiscation of property of corresponding.”30

30. See http://www.fatf-gafi.org/publications/high-riskandnon-cooperativejurisdictions/documents/public-statement-
june-2018.html. 

  The 
FATF will decide upon the appropriate action in October 2018 if Iran has not by then enacted the 
necessary amendments to its AML and CFT laws and ratified the Terrorist Financing and Palermo 
Conventions.  All available advisories on FATF Plenaries, including previous years, are available at 
https://www.fincen.gov/resources/advisoriesbulletinsfact-sheets/advisories.

Red Flags Related to Deceptive Iranian Activity
The following red flags may help financial institutions identify suspicious activity involving the 
schemes discussed above.  In applying these red flags, financial institutions are advised that no 
single transactional red flag necessarily indicates suspicious activity, and institutions should 
ensure that their assessments are in line with their internal risk profile.  Financial institutions 
should consider additional indicators and the surrounding facts and circumstances, such as a 
customer’s historical financial activity and the existence of other red flags, before determining 
that a transaction is suspicious.  Financial institutions should also perform additional inquiries 
and investigations where appropriate.  Foreign financial institutions may find the information 
beneficial for their risk and threat assessments and suspicious transaction reporting requirements.  
The appropriate financial crimes compliance/sanctions compliance within the financial institution 
should be apprised of any transactions that are determined to involve Iran.

Illicit	Activity	by	the	CBI	or	Its	Officials

 Use of Personal Account.  The CBI or CBI officials route transactions to personal accounts 
instead of central bank or government-owned accounts.  Individuals or entities with no central 
bank or government affiliation withdraw funds from such accounts.

Unusual Wire Transfers.  The CBI engages in multiple wire transfers to banks or financial 
 institutions that the CBI would not normally engage in, or that are not related to traditional 
central bank activity.31

31. Effective November 5, 2018, foreign financial institutions will be subject to correspondent or payable-through account 
sanctions for conducting or facilitating certain significant financial transactions with the CBI, pursuant to section 1245 
of the National Defense Authorization Act for Fiscal Year 2012 (NDAA).
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 Use of Forged Documents.  Front companies acting for or on behalf of designated persons use 
forged documents to conceal the identity of parties involved in the transactions.  For example, 
as a part of the IRGC-QF’s currency exchange network scheme, documents were forged by an 
IRGC-QF front company manager to mislead authorities and conceal the true customers of the 
entities involved in the scheme. 

Illicit	Activity	through	Exchange	Houses

 Use of Multiple Exchange Houses.  Customers may have transactions moving through 
multiple exchange houses, adding additional fees and costs as they progress through the 
system.  The fees, number of transactions, and patterns of transactions are atypical to standard 
and customary commercial practices. 

 Multiple Depositors.  Account holders that receive deposits—that do not appear to match the 
customer’s profile or provided documentation—from numerous individuals and entities.

Use	of	Procurement	Networks	

 Shell or Front Companies.  Transactions involving companies that originate with, or are directed 
to, entities that are shell corporations, general “trading companies”, or companies that have a 
nexus with Iran.  For example, a company has an affiliate in Iran or is owned by individuals 
known to be loyal to the Iranian regime, and appears to lack a general business purpose.  Iran 
uses front companies incorporated across the world, including in Asia and Europe.  Other 
indicators of possible shell companies include opaque ownership structures, individuals/entities 
with obscure names that direct the company, or business addresses that are residential or co-
located with other companies.  

 Suspicious Declarations.  Declarations of information that are inconsistent with other 
information, such as previous transaction history or nature of business.  Declarations of goods 
that are inconsistent with the associated transactional information. 

 Unrelated Business.  Transactions that are directed to companies that operate in unrelated 
businesses, and which do not seem to comport with the Customer Due Diligence (CDD) and other 
customer identification information collected during client onboarding and subsequent refreshes.

Illicit	Procurement	of	Aircraft	Parts	

 Use of Front Companies and Transshipment Hubs to Source Aircraft Parts.  Financial 
institutions that facilitate commercial aviation-related financial transactions where the 
beneficial ownership of the counterparty is unknown and the delivery destination is a 
common transshipment point for onward delivery to Iran.  Iran-linked persons have 
attempted to source U.S.-origin aircraft and related parts from third countries known to be 
hubs for maintenance, repair, and overhaul operations, and then use front companies located 
in third-countries to conceal or obfuscate the ultimate Iranian beneficiary of the U.S.-origin 
aircraft, parts, and aviation-related materials.
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 Misrepresentation of Sanctions.  Misrepresenting to suppliers, dealers, brokers, re-insurers, 
and other intermediaries that sanctions against Iran have been lifted or are no longer 
applicable as a result of the JCPOA, or falsely claiming without supporting documentation 
that an OFAC license has been obtained.

Iran-Related	Shipping	Companies’	Access	to	the	U.S.	Financial	System

 Incomplete and Falsified Documentation.  Transactions and wire transfers that include bills of 
lading with no consignees or involving vessels that have been previously linked to suspicious 
financial activities.  Documentation, such as bills of lading and shipping invoices, submitted 
with wire and payment requests that may appear to be falsified, or with key information 
omitted, in an attempt to hide the Iranian nexus.  

 Inconsistent Documentation for Vessels Using Key Ports.  Inconsistencies between shipping-
related documents and maritime database entries that are used for conducting due diligence.  
For example, the maritime database may indicate that a vessel docked in an Iranian port, even 
though this information is not included in the shipping documents submitted to financial 
institutions for payment processing.  Major ports in Iran are Bandar Abbas, Assaluyeh, and 
Bandar-e Emam Khomenyi, which is also known as Abadan.  Port cities on the Gulf include: 
Ahvaz, Bushehr, Bandar-e Lengeh, Bandar-e Mahshahr, Chabahar, Kharg Island, and Lavan 
Island.  Kharg Island and Lavan Island are major oil and gas ports.

 Previous Ship Registration to Sanctioned Entities.  Vessels whose ownership or operation is 
transferred to another person—following OFAC’s designation of its owner or operator—on 
behalf of the designated person, but the designated owner or operator maintains an interest 
in the vessel.  

Suspicious	Funds	Transfers

 Lack of Information Regarding Origin of Funds.  Wire transfers or deposits that do not contain 
any information about the source of funds, contain incomplete information about the source of 
funds, or do not match the customer’s line of business.  

 Unusual or Unexplainable Wire Transfers.  Multiple, unexplained wire transfers and transfers 
that have no apparent connection to a customer’s profile.  For example, individuals may claim 
that the unusually high-value wire transfers they receive from one or more foreign countries 
are merely funds sent from relatives in Iran.  In addition, wire transfers to accounts in the 
United States from high-risk jurisdictions that have no apparent connection to the customer’s 
line of business.
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 Using Funnel Accounts.  Third parties from across the United States who deposit funds 
into the accounts of U.S.-based individuals with ties to Iran.32

32. Funnel account activity often involves a customer structuring currency deposits into an account in one geographic 
area, with the funds subsequently withdrawn in a different geographic region with little time elapsing between 
deposit and withdrawal.  The rapid flow of funds may also span a large geographic area between the deposits and 
withdrawals, including instances where the deposit location is thousands of miles away from the withdrawal location. 
In some instances, these disparate deposits have been consolidated into a single account and withdrawn from the 
consolidated account.  The currency deposits and withdrawals often have no apparent lawful or business purpose 
and do not reflect the stated occupation of the account holder.  For a detailed description of funnel accounts,  
see https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2012-a006 and  
https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2014-a005. 

  The deposits and associated 
transactions do not match the account holder’s normal geographical footprint, and the source 
of the funds is unknown or unclear. 

 Structuring Transactions.  U.S. persons send or receive money to or from Iran by structuring 
the cash portion of the transactions to avoid the currency transaction reporting threshold of 
$10,000.  Individuals returning to the United States from Iran also may make large deposits of 
monetary instruments rather than cash. 

 Gold.  Given Iran’s prior use of gold as a substitute for cash to evade U.S. sanctions, financial 
institutions should consider conducting additional due diligence on transactions related to 
precious metals, particularly in geographic regions in close proximity to Iran (such as Turkey) 
that engage in significant gold-related transactions.  Additionally, financial institutions may 
notice transactions not obviously linked to Iran, but related to the purchase of unusually high 
volumes of gold.   

Virtual	Currency	

 Logins from Iranian Internet Protocol Addresses or with Iranian Email.  Internet Protocol (IP) 
login activity from entities in Iran or using an Iranian email service in order to transact virtual 
currencies through a virtual currency exchange.  In such cases, financial institutions may also 
be able to provide associated technical details such as IP addresses with time stamps, device 
identifiers, and indicators of compromise that can provide helpful information to authorities.33 

33. See Question #1 in “FAQs regarding the Reporting Cyber-Events, Cyber-Enabled Crime, and Cyber-Related 
Information through SARs” (October 2016) as well as “Advisory to Financial Institutions on Cyber-Events and Cyber-
Enabled Crime,” available at: https://www.fincen.gov/sites/default/files/shared/FAQ_Cyber_Threats_508_FINAL.
PDF and https://www.fincen.gov/sites/default/files/advisory/2016-10-25/Cyber%20Threats%20Advisory%20-%20
FINAL%20508_2.pdf. 

 Payments to/from Iranian Virtual Currency Entity.  A customer or correspondent payment to 
or from virtual currency exchanges that appear to be operating in Iran.

 Peer-to-Peer (P2P) Exchangers.  Unexplained transfers into a customer account from multiple 
individual customers combined with transfers to or from virtual currency exchanges.  Wire 
transfers are usually associated with funding an account or withdrawing value, especially 
with foreign exchanges that may operate in multiple currencies. 
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FinCEN expects that Iranian financial institutions, the Iranian regime, and its officials will increase 
their efforts to evade U.S. sanctions to fund malign activities and secure hard currency for the 
Government of Iran, following the re-imposition of sanctions lifted under the JCPOA.  Treasury 
and the U.S. Government are interested in information related to Iran’s efforts outlined in this 
advisory, as well as information pertaining to how Iran or Iranian entities subject to sanctions, 
including the CBI, otherwise evade the sanctions and access the U.S. financial system. 

This advisory does not describe all of the methods the Government of Iran may use to gain access 
to the U.S. financial system or evade sanctions, such as using funnel accounts or informal value 
transfer systems (IVTS).34

34. The term Informal Value Transfer System (IVTS), as originally stated in the March 2003 “IVTS Advisory,” refers 
to any system, mechanism, or network of people that receives money for the purpose of making the funds or an 
equivalent value payable to a third party in another geographic location, whether or not in the same form.  See  
https://www.fincen.gov/sites/default/files/shared/advis33.pdf.  

  FinCEN encourages financial institutions to review past advisories 
relating to Iran, including FinCEN Advisory FIN-2018-A004 “Advisory on the FATF-Identified 
Jurisdictions with AML/CFT Deficiencies” (September 2018),35

35. See https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2018-a004.

 FinCEN Advisory FIN-2010-A008 
“Update on the Continuing Illicit Finance Threat Emanating from Iran” (June 2010),36

36. See https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2010-a008.

 FinCEN 
Advisory FIN-2008-A002 “Guidance to Financial Institutions on the Continuing Money Laundering 
Threat Involving Illicit Iranian Activity” (March 2008),37

37. See https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2008-a002.

 and FinCEN Advisory FIN-2007-A001 
“Guidance to Financial Institutions on the Increasing Money Laundering Threat Involving Illicit 
Iranian Activity” (October 2007).38

38. See https://www.fincen.gov/resources/advisories/fincen-advisory-fin-2007-a001.

U.S. Sanctions
U.S. primary sanctions on Iran are those sanctions administered by OFAC that broadly prohibit 
U.S. persons and U.S.-owned or -controlled foreign entities from engaging in virtually all 
transactions or dealings with or involving Iran, the Government of Iran, or Iranian financial 
institutions, unless the transactions are exempt from regulation or expressly authorized by the 
U.S. Government.39

39. See Iranian Transactions and Sanctions Regulations, 31 CFR Part 560.

  These prohibitions also apply to transactions in or transiting through the 
United States, as well as other types of activities.  Section 560.204 of the Iranian Transactions and 
Sanctions Regulations (ITSR) prohibits the exportation of goods, services (including financial 
services), or technology directly or indirectly from the United States, or by a U.S. person, to Iran.  
Pursuant to this provision, U.S. financial institutions are prohibited from opening or maintaining 
correspondent accounts for or on behalf of Iranian financial institutions.  Absent an exemption or 
OFAC authorization, foreign persons, including foreign financial institutions, are prohibited from 
processing transactions to or through the United States in violation of this provision, including 
transactions through U.S. correspondent accounts for or on behalf of Iranian financial institutions, 
other Iranian persons, or where the benefit is otherwise received in Iran.
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The importation into the United States of any goods or services of Iranian origin or owned 
or controlled by the Government of Iran is also prohibited unless exempt from regulation or 
expressly authorized by the U.S. Government.  There are also prohibitions on re-exports by non-
U.S. persons of goods with 10 percent or more controlled U.S. origin content.

U.S. persons are also subject to broad prohibitions on dealings with, and must block the 
property and interests in property of, among others, Iran-related persons designated pursuant 
to authorities targeting specific malign conduct, such as support for terrorism, proliferation of 
weapons of mass destruction or their means of delivery, and human rights abuses.40

40. See, e.g., E.O. 13224 and the Global Terrorism Sanctions Regulations, 31 CFR Part 594; E.O. 13382 and the Weapons 
of Mass Destruction Proliferators Sanctions Regulations; and E.O. 13553 and the Iranian Human Rights Abuses 
Sanctions Regulations, 31 CFR Part 562.

  All Iranian 
financial institutions are blocked under Executive Order 13599 and section 560.211 of the ITSR 
and, absent an exemption or OFAC authorization, U.S. persons must block the property and 
interests in property of all Iranian financial institutions.  

Pursuant to the Iranian Financial Sanctions Regulations (IFSR) and multiple statutory and 
executive authorities, foreign financial institutions may be subject to sanctions for knowingly 
conducting significant transactions for or with certain Iran-related persons, including prohibitions 
or strict conditions on their ability to open or maintain correspondent or payable-through accounts 
in the United States.  Non-U.S. persons, including foreign financial institutions, may also be subject 
to blocking sanctions for, e.g., providing material support to designated persons.  U.S. and non-U.S. 
financial institutions should be conscious of their obligations under OFAC sanctions to prevent 
any use (both direct and indirect) of their U.S. correspondent accounts for transactions involving 
an Iranian financial institution.  OFAC has issued penalties to both U.S. and non-U.S. financial 
institutions for processing prohibited transactions through the U.S. financial system that involve 
an indirect, underlying interest of Iranian individuals and entities, including Iranian financial 
institutions.  As a result, the industry should continue to develop controls designed to curtail 
indirect involvement of Iranian persons in transactions that transit through or otherwise involve 
the U.S. financial system.  In many cases, this requires institutions to employ higher Know-Your-
Customer (KYC) and CDD requirements for Iranian entities or clients who do business with Iran.  

In addition, U.S. and non-U.S. financial institutions should continue to implement robust and 
multi-tiered levels of screening and review for transactions originating from or otherwise involving 
jurisdictions in close proximity to Iran.  Financial institutions engaged in cross-border wire activity 
should be aware of transactions involving jurisdictions with strong geographical and economic 
ties to Iran.  These practices generally result in significant oversight of correspondent accounts 
that may involve Iranian interests, as well as create a relatively high-degree of vigilance related to 
payments and funds transfers on behalf of Iran-related individuals and entities.  

Additional information on these sanctions, including sanctions that are being re-imposed 
following the withdrawal of the United States from the JCPOA, can be found at  
https://www.treasury.gov/resource-center/sanctions/Programs/Pages/iran.aspx#legal.
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Reminder of Regulatory Obligations for  
U.S. Financial Institutions

Consistent with existing regulatory obligations, U.S. financial institutions should take 
reasonable, risk-based steps to identify and limit any exposure they may have to funds and 
other assets associated with individuals and entities involved in laundering illicit proceeds, 
including those associated with sanctions evasion.  

Reminder of AML and Regulatory Obligations 
for U.S. Financial Institutions Regarding Due Diligence,  

Correspondent Accounts, CISADA, and Suspicious Activity Reporting
FinCEN is providing the information in this advisory to assist U.S. financial institutions in 
meeting these risk-based due diligence obligations and to help identify individuals who are 
providing financial facilitation for or on behalf of sanctioned individuals and entities.  

Enhanced	Due	Diligence	Obligations	for	Private	Banking	Accounts

In addition to these general risk-based due diligence obligations, under section 312 of the USA 
PATRIOT Act (31 U.S.C. § 5318(i)) and its implementing regulations, U.S. financial institutions 
have regulatory obligations to implement a due diligence program for private banking accounts 
held for non-U.S. persons that is designed to detect and report any known or suspected money 
laundering or other suspicious activity.41

41. See 31 CFR § 1010.620(a-b).  The definition of “covered financial institution” is found in 31 CFR § 1010.605(e).  The 
definition of “private banking account” is found in 31 CFR § 1010.605(m).  The definition of “non-U.S. person” is 
found in 31 CFR § 1010.605(h).

Customer	Due	Diligence	and	Identification	of	 
Beneficial	Owners	of	New	Legal	Entity	Accounts

As of May 11, 2018, FinCEN’s CDD Rule requires banks; brokers or dealers in securities; 
mutual funds; and futures commission merchants and introducing brokers in commodities to 
identify and verify the identity of beneficial owners of legal entity customers, subject to certain 
exclusions and exemptions.42

42. See 31 CFR § 1010.230 (describing beneficial ownership requirements for legal entity customers).

  This could facilitate the identification of legal entities that may be 
owned or controlled by individuals and entities impacted by Iran-related sanctions.
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General	Obligations	for	Correspondent	Account	 
Due	Diligence	and	Anti-Money	Laundering	Programs

U.S. financial institutions also are reminded to comply with their general due diligence 
obligations under 31 CFR § 1010.610(a), in addition to their general AML Program obligations 
under 31 U.S.C. § 5318(h) and its implementing regulations.43

43. See 31 CFR § 1010.210 (regarding anti-money laundering program requirements).

  As required under 31 CFR § 
1010.610(a), covered financial institutions should ensure that their due diligence programs, 
which address correspondent accounts maintained for foreign financial institutions, include 
appropriate, specific, risk-based, and, where necessary, enhanced policies, procedures, 
and controls that are reasonably designed to detect and report known or suspected money 
laundering activity conducted through or involving any correspondent account established, 
maintained, administered, or managed in the United States.

Comprehensive	Iran	Sanctions,	Accountability,	and	Divestment	Act	of	2010

FinCEN also reminds U.S. banks of the reporting requirements associated with Comprehensive 
Iran Sanctions, Accountability, and Divestment Act (CISADA) under 31 CFR § 1060.300, upon 
receipt of a written request from FinCEN, to inquire of a specified foreign bank for which it 
maintains a correspondent account, for information with respect to the following: whether the 
foreign bank maintains a correspondent account for, or has processed transfers of funds on 
behalf of, an Iranian-linked financial institution designated under the International Emergency 
Economic Powers Act (IEEPA); and whether the foreign bank has processed transfers of funds 
for the IRGC or any of its agents or affiliates designated under IEEPA.44

44. See 31 CFR § 1060.300(a).

Suspicious	Activity	Reporting

A financial institution may be required to file a SAR if it knows, suspects, or has reason to 
suspect a transaction conducted or attempted by, at, or through the financial institution involves 
funds derived from illegal activity, or attempts to disguise funds derived from illegal activity; is 
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful 
purpose; or involves the use of the financial institution to facilitate criminal activity, which may 
include sanctions evasion.45

45. See generally 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320
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SAR	Filing	Instructions

When filing a SAR, financial institutions should provide all pertinent available information in 
the SAR form and narrative.  FinCEN further requests that financial institutions reference this 
advisory by including the key term:

“Iran FIN-2018-A006”

to indicate a connection between the suspicious activity being reported and the persons and 
activities highlighted in this advisory.

For Further Information

Additional questions or comments regarding the contents of this advisory should be addressed to 
the FinCEN Resource Center at FRC@fincen.gov.

Financial institutions wanting to report suspicious transactions that may potentially relate to 
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days 
a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this information 
to law enforcement.  Financial institutions should immediately report any imminent threat to local-
area law enforcement officials.

Financial institutions or virtual currency providers having questions concerning OFAC sanctions 
should either call OFAC’s Toll-Free Hotline at 1-800-540-6322, or email OFAC’s Feedback Account 
at OFAC_Feedback@treasury.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering, and 
promote national security through the strategic use of financial authorities 
and the collection, analysis, and dissemination of financial intelligence.
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FIN-2019-A002 May 3, 2019

Updated Advisory on Widespread Public Corruption  
in Venezuela

Reports from financial institutions are critical to stopping, deterring, and preventing the 
proceeds tied to suspected Venezuelan public corruption from moving through the 
financial system, and perpetuating the humanitarian crisis of the Venezuelan people.

This advisory should be 
shared with:
• Private Banking Units

• Chief Risk Officers

• Chief Compliance Officers

• AML/BSA Analysts

• Sanctions Analysts

• Legal Departments

The Financial Crimes Enforcement Network (FinCEN) is issuing 
this update to the “Advisory on Widespread Public Corruption 
in Venezuela” issued by FinCEN on September 20, 20171

1. See FIN-2017-A006,“Advisory on Widespread Public Corruption in Venezuela,” September 20, 2017.

 
(“2017 Venezuela Advisory”) to alert financial institutions of 
continuing widespread public corruption in Venezuela under 
the regime of Nicolas Maduro, which the U.S. Government 
considers illegitimate.  It also alerts financial institutions to 
additional methods utilized by corrupt Venezuelan senior 
political figures2

2. “The term ‘senior foreign political figure’ means a current or former senior official in the executive, legislative, 
administrative, military or judicial branches of a foreign government (whether elected or not); a senior official 
of a major foreign political party; or a senior executive of a foreign government-owned commercial enterprise; a 
corporation, business, or other entity that has been formed by, or for the benefit of, any such individual; an immediate 
family member of any such individual; and a person who is widely and publicly known (or is actually known by the 
relevant covered financial institution) to be a close associate of such individual.  For the purposes of this definition, 
‘senior official or executive’ means an individual with substantial authority over policy, operations, or the use of 
government-owned resources and ‘immediate family member’ means spouses, parents, siblings, children and a 
spouse’s parents and siblings.”  31 CFR § 1010.605(p).  See also 31 CFR § 1010.620.

 (and their associates, family members, and 
front persons) to move and hide corruption proceeds—money 
stolen from the Venezuelan people—and contribute to the dire 

humanitarian situation in Venezuela, which includes, among other things, starvation, human rights 
violations, lack of medicine or medical care, and children and the elderly being separated from 
their families because they cannot care for them.3

3. See FinCEN Advisory FIN-2018-A003, “Advisory on Human Rights Abuses Enabled by Corrupt Senior Foreign 
Political Figures and their Financial Facilitators,” June 12, 2018 (highlighting the connection between corrupt senior 
foreign political figures and their enabling of human rights abuses).

These updates to the 2017 Venezuela Advisory primarily:

(1) renew the description of public corruption in Venezuela;

(2) add information regarding example U.S. Government actions;
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(3) describe how corrupt Venezuelan senior political figures exploit a Venezuelan government-
administered food program by directing overvalued, no-bid contracts to co-conspirators 
that use an over-invoicing trade-based money laundering (TBML) scheme that can involve 
(i) front4

4. Front companies are functioning businesses that combine illicit proceeds with earnings from legitimate operations, 
obscuring the source, ownership, and control of the illegal funds. When a company is used as a front to deposit, 
move, or use illicit proceeds it can be difficult for the bank holding the account to know that the company’s banking 
activity includes money laundering.  See U.S. Department of the Treasury, National Money Laundering Assessment 
2015, pg. 43.

 or shell5

5. Shell companies are non-publicly traded corporations, limited liability companies (LLCs), and trusts that typically 
have no physical presence (other than a mailing address) and generate little to no independent economic value.  
Most shell companies are formed by individuals and businesses for legitimate purposes, such as to hold stock or 
intangible assets of another business entity or to facilitate domestic and cross-border currency and asset transfers 
and corporate mergers.  See FinCEN Advisory FIN-2006-G014, “Potential Money Laundering Risks Related to Shell 
Companies,” November 9, 2006. 

 companies to layer and obfuscate financial transactions; (ii) non-dollar 
denominated accounts; and (iii) nested accounts in an attempt to evade sanctions and anti-
money laundering and countering the financing of terrorism (AML/CFT) controls;

(4) highlight the attempt to use digital assets, specifically digital currency, to evade sanctions 
and AML/CFT controls by the corrupt illegitimate regime of Nicolas Maduro; and

(5) provide revised financial red flags to assist in identifying and reporting to FinCEN 
suspicious activity that may be indicative of corruption by Venezuelan senior political 
figures, including (i) the abuse of Venezuelan government contracts, particularly those from 
non-official Venezuelan government accounts located in jurisdictions outside Venezuela and 
(ii) transactions for the purchase of high value assets, such as aircraft and real estate6

6. See FinCEN Advisory FIN-2017-A003, “Advisory to Financial Institutions and Real Estate Firms and Professionals,” 
August 22, 2017 (describing certain money laundering risks in the real estate sector).

 that are 
not commensurate with the official salaries of the corrupt Venezuelan senior political figures 
making the purchase.  

Awareness of money laundering schemes – and their associated crimes and bad acts – used by 
corrupt Venezuelan senior political figures may help financial institutions differentiate between 
illicit and legitimate transactions.  It may also assist financial institutions in identifying and 
reporting transactions involving suspected corruption proceeds being held or moved by their 
customers, including through their private and correspondent banking relationships.

Consistent with a risk-based approach, financial institutions should be aware that normal business 
and other transactions involving Venezuelan nationals and businesses do not necessarily represent 
the same high risk as transactions and relationships identified as being connected to the illegitimate 
Maduro regime or to corrupt Venezuelan senior political figures and Venezuelan state-owned 
enterprises (SOEs) that exhibit the red flags below or other similar indicia of public corruption.
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Public Corruption in Venezuela
On January 23, 2019, the United States recognized Juan Guaidó as the Interim President of 
Venezuela and the legitimate leader of the Venezuelan people.  The illegitimate Maduro regime has 
engaged in massive corruption through state-owned enterprises (SOEs) and offshore third-parties.  
Endemic corruption, such as that seen in Venezuela, impairs economic growth and stability.  Such 
corruption, particularly related to government contracts and resources, deprives populations 
of their wealth; interferes with efforts to promote economic development; discourages private 
investment; destroys democratic institutions; and fosters a climate where financial crime and other 
forms of lawlessness can thrive.  

Financial institutions have reported to FinCEN increased activity with suspected links to 
Venezuelan public corruption, including corruption involving government contracts.  Based on 
this reporting and other information, it is FinCEN’s assessment that all Venezuelan government 
agencies and bodies, including SOEs, appear vulnerable to public corruption, money laundering, 
and other financial crimes.  The illegitimate Maduro regime appears to use its control over large 
parts of the economy to generate significant wealth for senior political figures and SOE executives, 
their families, and associates.  In this regard, FinCEN assesses there is a high risk of corruption 
involving senior political figures of the illegitimate Maduro regime and employees at all levels, 
including those managing or working at Venezuelan SOEs.

Example U.S. Government Actions

1. Sanctions and Related Actions

Multiple Executive Orders (E.O.s) address the situation in Venezuela, including:

• E.O. 13692 authorizes the Secretary of the Treasury to designate persons, inter alia, involved 
in public corruption by senior officials within the Government of Venezuela or persons who 
have materially assisted, sponsored, or provided financial, material, or technological support 
for, or goods or services to or in support of, such designated persons.7

7. Executive Order 13692 (March 8, 2015).

• E.O. 13808 imposes additional sanctions prohibiting certain debt, equity, and profit and 
dividend disbursement activities with the Government of Venezuela, including Venezuelan 
state-owned oil company, Petroleos de Venezuela, S.A. (PDVSA).8

8. Executive Order 13808 (August 25, 2017).

• E.O. 13827 prohibits a United States person or a person operating within the United States 
from engaging in any transactions related to, providing financing for, and other dealings 
in, any digital currency, digital coin, or digital token, issued by, for, or on behalf of the 
Government of Venezuela, including the “petro”.9

9. Executive Order 13827 (March 19, 2018).  See also the OFAC’s Frequently Asked Questions (FAQs) Index.
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• E.O. 13835 prohibits certain transactions, by a U.S. person or within the United States, 
related to any debt owed to the Government of Venezuela or any equity interest in an entity 
in which the Government of Venezuela has a 50 percent or greater ownership interest.10

10. Executive Order 13835 (May 21, 2018).

• E.O. 13850 authorizes the imposition of blocking sanctions on persons determined, inter alia, 
to be (i) operating in the gold sector of Venezuela’s economy or in any other sector of the 
Venezuelan economy as determined by the Secretary of the Treasury in consultation with 
the Secretary of State, (ii) responsible for or complicit in, or to have directly or indirectly 
engaged in, any transactions involving deceptive practices or corruption and the Government 
of Venezuela or projects or programs administered by the Government of Venezuela, or to 
be an immediate adult family member of such a person.11

11. Executive Order 13850 (November 1, 2018).

  The Secretary of the Treasury, 
in consultation with the Secretary of State, determined (i) on January 28, 2019, that persons 
operating in the oil sector of Venezuela may be subject to sanctions,12

12. Treasury’s Resource Center, “Issuance of a New Venezuela-related Executive Order and General Licenses; Venezuela-
related Designation” (January 28, 2019).

 and (ii) on March 22, 
2019, that persons operating in the financial sector of Venezuela may be subject to sanctions.13

13. Treasury’s Resource Center, “Treasury Sanctions BANDES, Venezuela’s National Development Bank, and 
Subsidiaries, in Response to Illegal Arrest of Guaido Aide” (March 22, 2019).

• E.O. 13857 amends prior Venezuela E.O.s to define the term “Government of Venezuela” 
to include the state and Government of Venezuela, any political subdivision, agency, or 
instrumentality thereof, including the Central Bank of Venezuela and PDVSA, any person 
owned or controlled, directly or indirectly, by the foregoing, and any person who has acted 
or purported to act directly or indirectly for or on behalf of, any of the foregoing, including 
as a member of the illegitimate Maduro regime.14

14. Executive Order 13857 (January 25, 2019).

The U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) administers 
sanctions-related authorities.  Comprehensive information about OFAC sanctions is available at 
OFAC’s Resource Center for Venezuela-related Sanctions and the OFAC Recent Actions web page.

OFAC has designated, among others, the following Venezuela-related individuals and entities:

• Nicolas Maduro Moros, the illegitimate former President of Venezuela.15

15. Treasury’s Resource Center, “Treasury Sanctions the President of Venezuela” (July 31, 2017).

• PDVSA, the Venezuelan state-owned oil company and primary source of Venezuela’s income 
and foreign currency.16

16. Treasury’s Resource Center, “Treasury Sanctions Venezuela’s State-Owned Oil Company Petroleos de Venezuela, 
S.A.” (January 28, 2019).

  This designation highlighted how the state-owned oil company was 
the target of years of extortion and theft at the hands of government officials.17

17. Treasury’s Resource Center, “Treasury Sanctions Venezuela’s State-Owned Oil Company Petroleos de Venezuela, 
S.A.” (January 28, 2019).  See also, relevant Federal court cases discussed infra section 2(A)(i) and 2(A)(ii) of “Example 
U.S. Government Actions.”
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• Tareck El Aissami (El Aissami), the illegitimate Maduro regime’s vice president, for playing 
a significant role in international narcotics trafficking pursuant to the Foreign Narcotics 
Kingpin Designation Act, as well as Samark Lopez Bello, for materially assisting El Aissami 
and acting on his behalf.18

18. Treasury’s Resource Center, “Treasury Sanctions Prominent Venezuelan Drug Trafficker Tareck El Aissami and 
His Primary Frontman Samark Lopez Bello” (February 13, 2017).  See also, Department of Justice Press Release, 
“Venezuelan Minister and Former Vice President Tareck Zaidan El Aissami Maddah Charged with Violations of the 
Foreign narcotics Kingpin Designation Act” (March 8, 2019).

• Venezuela Currency Exchange Network Scheme, a network in which Treasury targeted seven 
key individuals and 23 entities involved in a corruption scheme designed to take advantage 
of the Government of Venezuela’s currency exchange practices that generated more than $2.4 
billion in corrupt proceeds.19

19. Treasury’s Resource Center, “Treasury Targets Venezuela Currency Exchange Network Scheme Generating Billions of 
Dollars for Corrupt Regime Insiders” (January 8, 2019).  See also, relevant Federal court cases discussed infra sections 
2(A)(i) and 2(B) of “Recent U.S. Government Actions.”

• Banco de Desarrollo Económico y Social de Venezuela (BANDES) and four additional financial 
institutions owned or controlled by BANDES, for, inter alia, operating in the financial sector 
of the Venezuelan economy.20

20. Treasury’s Resource Center, “Treasury Sanctions BANDES, Venezuela’s National Development Bank, and 
Subsidiaries, in Response to Illegal Arrest of Guaido Aide” (March 22, 2019).

• Evrofinance Mosnarbank, a Moscow-based bank jointly owned by Russian and Venezuelan 
state-owned companies that materially assisted, sponsored, or provided financial, material, 
or technological support for, or goods or services to or in support of PDVSA.21

21. Treasury’s Resource Center, “Treasury Sanctions Russia-based Bank Attempting to Circumvent U.S. Sanctions on 
Venezuela” (March 11, 2019).  See also, relevant Federal court case discussed infra sections 2(A)(i) of “Recent U.S. 
Government Actions.”

  When 
the failed Venezuelan cryptocurrency, called the “petro”, launched in 2018, Evrofinance 
Mosnarbank emerged as the primary international financial institution willing to finance 
the petro.22

22. Treasury’s Resource Center, “Treasury Sanctions Russia-based Bank Attempting to Circumvent U.S. Sanctions on 
Venezuela” (March 11, 2019).

• Banco Central de Venezuela, or the Central Bank of Venezuela, for operating in the financial sector 
of the Venezuelan economy.23

23. Treasury’s Resource Center, “Treasury Sanctions Central Bank of Venezuela and Director of the Central Bank of 
Venezuela” (April 17, 2019).
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In addition to the actions listed above, OFAC has announced other sanctions actions since FinCEN 
issued the 2017 Venezuela Advisory, including designations highlighting corruption among 
Venezuelan senior political figures.24

24. Further information about OFAC sanctions is available at OFAC’s Resource Center for Venezuela-related Sanctions 
and the OFAC Recent Actions web page.  Other OFAC sanctions actions related to Venezuela since the issuance 
of the 2017 Venezuela Advisory include the following: On April 26, 2019, OFAC designated Jorge Alberto Arreaza 
Montserrat, the Venezuelan Minister of Foreign Affairs, and Carol Bealexis Padilla de Arretureta.  On April 17, 2019, 
along with designating the Central Bank of Venezuela, OFAC designated Iliana Josefa Ruzza Terán.  On April 12, 2019, 
the U.S. increased pressure on Cuba to end support to the illegitimate Maduro regime by designating four companies 
that operate in the oil sector of the Venezuelan economy and identifying nine vessels as blocked property.  On April 
5, 2019, OFAC designated two companies operating in the oil sector of the Venezuelan economy and identified 35 
vessels as blocked property.  On March 19, 2019, OFAC delisted certain persons and designated CVG Compania 
General de Mineria de Venezuela CA (“Minerven”) and its president, to target the illicit gold operations that prop up 
the illegitimate Maduro regime.  On March 1, 2019, OFAC designated six Venezuelan government officials associated 
with violence and obstruction of humanitarian aid delivery.  On February 25, 2019, OFAC designated four officials 
aligned with the Maduro regime.  On February 15, 2019, OFAC designated five officials aligned with Maduro and 
involved in repression and corruption.  On September 25, 2018, OFAC designated four members of Maduro’s inner 
circle and targeted proceeds of corruption in the United States.  On May 18, 2018, OFAC designated an influential 
former Venezuelan official and three individuals for being current or former officials, or for acting for or on behalf 
of designated individuals.  On March 19, 2018, OFAC designated four current or former Venezuelan government 
officials as part of Treasury’s ongoing efforts to highlight the economic mismanagement and endemic corruption that 
have been the defining features of the illegitimate Maduro regime.  On January 5, 2018, OFAC designated four senior 
military officers associated with corruption and repression in Venezuela.  On November 9, 2017, OFAC designated 
10 current or former Venezuelan government officials associated with undermining electoral processes, media 
censorship, or corruption in government-administered food programs in Venezuela.

  The E.O.s and the OFAC designations increase the likelihood 
that other non-designated Venezuelan senior political figures of the illegitimate Maduro regime 
may seek to protect their assets, including those that are likely to be associated with political 
corruption, to avoid potential future blocking actions.  

2. Recent Venezuela-Related Prosecutions

United States law enforcement has pursued several criminal cases involving large-scale corruption in 
Venezuela, some of which are described below.  As of February 2019, 33 individuals have been charged 
by the U.S. Department of Justice and 19 individuals have already pleaded guilty in U.S. federal courts.  

A. PDVSA-Related Corruption:

(i) United States v. Abraham Edgardo Ortega (Southern District of Florida).  On October 31, 2018, 
Abraham Edgardo Ortega, 51, a Venezuelan national who was PDVSA’s executive director of 
financial planning, pleaded guilty to one count of conspiracy to commit money laundering.  
As part of his plea, Ortega admitted that in his position with PDVSA, he accepted $5 million 
in bribes to give priority loan status to a French company and a Russian bank, which were 
both minority shareholders in joint ventures with PDVSA.  Ortega was paid for this bribery 
scheme with the proceeds of a currency exchange scheme, through which $1.2 billion was 
embezzled, through bribery and fraud from PDVSA.  Ortega also admitted that in his 
position with PDVSA, he accepted $12 million in bribes for his participation in a PDVSA 
embezzlement scheme involving a loan and foreign-exchange contract.25

25. See Department of Justice Press Release, “Former Executive Director at Venezuelan State-Owned Oil Company, Petroleos 
De Venezuela, S.A., Pleads Guilty to Role in Billion-Dollar Money Laundering Conspiracy” (October 31, 2018).
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(ii) United States v. Rafael Enrique Pinto Franceshi and Franz Herman Muller Huber (Southern 
District of Texas).  On February 21, 2019, Rafael Enrique Pinto Franceshi (Pinto) and Franz 
Herman Muller Huber (Muller) were charged with foreign bribery, wire fraud, and money 
laundering for their alleged roles in a scheme to corruptly secure business advantages, 
including contracts and payment on past due invoices, from PDVSA.  The defendants allegedly 
conspired with others to bribe three PDVSA officials in exchange for providing assistance 
in connection with a certain company’s PDVSA business.  According to the indictment, in 
exchange for bribe payments the PDVSA officials allegedly assisted the company in obtaining 
additional PDVSA contracts, inside information and payment on past due invoices.  The 
indictment alleges that when the company received a payment from PDVSA, Pinto would alert 
one of the PDVSA officials who would, in turn, create a fictitious invoice from a Panamanian 
shell company charging the company three percent of whatever payment the company had 
received from PDVSA and directing the company to send payment to a Swiss bank account.  
The false invoice then would be sent to Muller, who would ensure that the invoices were paid.26

26. Department of Justice Press Release, “Two Businessmen Charged with Foreign Bribery in Connection with Venezuela 
Bribery Scheme” (February 26, 2019).

The indictment charging Pinto and Muller was unsealed on February 25, 2019.27

27. Ibid.

B. Illicit Use of Currency Exchange and Purchase of Real Estate and High-Value Assets:

United States v. Alejandro Andrade Cedeno (Andrade) (Southern District of Florida).  On 
November 27, 2018, Andrade, a former Venezuelan national treasurer, was sentenced to 
10 years in prison for his role in a billion-dollar currency exchange and money laundering 
conspiracy.  Andrade admitted receiving over $1 billion in bribes in exchange for using 
his position as Venezuelan national treasurer to select co-conspirators to conduct currency 
exchange transactions at favorable rates for the Venezuelan government.  Andrade received 
cash as well as private jets, yachts, cars, homes, champion horses, and high-end watches 
from his co-conspirators.  As part of his plea agreement, Andrade agreed to a forfeiture 
money judgment of $1 billion and forfeiture of all assets involved in the corrupt scheme, 
including real estate, vehicles, horses, watches, aircraft and bank accounts.28

28. Department of Justice Press Release, “Former Venezuelan National Treasurer Sentenced to 10 Years in Prison for 
Money Laundering Conspiracy Involving Over $1 Billion in Bribes” (November 27, 2018).

Misuse of Venezuela’s CLAP Program
In addition to the United States’ concerns of Venezuela’s SOEs, the United States is increasingly 
concerned about the misuse of Venezuela’s government-sponsored food distribution program:  
Los Comités Locales de Abastecimiento y Producción (“Local Supply and Production Committees”), 
commonly referred to as the “CLAP program.”  The illegitimate Maduro regime created the CLAP 
program in 2016 for the publicly-stated purpose of providing subsidized food rations to Venezuelan 
citizens.  Instead, according to publicly-available information, the illegitimate Maduro regime is using 
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the CLAP program as a political weapon, providing subsidized food shipments to its supporters, 
withholding those shipments from Venezuelan citizens who do not support the illegitimate Maduro 
regime, and forcing innocent citizens to choose between political support or starvation.

According to FinCEN analysis of Bank Secrecy Act (BSA) data and other information, corrupt 
Venezuelan government officials and their support networks also profit from the CLAP program 
through embezzlement and price manipulation schemes involving TBML and front and shell 
companies.  Senior Venezuelan officials and business associates affiliated with the illegitimate 
Maduro regime have been identified as increasing their wealth and assets by colluding with 
front persons who use their shell companies to skim money from the commercial contracts and 
business activity facilitated through the program.  These front persons typically rely on offshore, 
non-Venezuelan entities—which may be located in Mexico, Turkey, Panama, or Hong Kong, 
among other geographies—to support CLAP operations.  This in turn may impede U.S. financial 
institutions’ ability to identify activity not consistent with CLAP-related food operations.

Venezuela-Related TBML Schemes
FinCEN analysis of BSA data and other information has identified TBML as a primary mechanism 
used by high-level, corrupt Venezuelan senior political figures, their family members, and associates to 
evade sanctions and facilitate the movement and laundering of proceeds related to corruption, fraud, 
and embezzlement, including to divert Venezuelan government funding for the CLAP program into 
their own accounts.  These sophisticated TBML schemes use layered international wire transfers, over-
invoicing methods, front and shell companies across multiple international jurisdictions, and nested 
accounts29

29. “Nested accounts” occur when a foreign financial institution gains access to the U.S. financial system by operating 
through a U.S. correspondent account belonging to another foreign financial institution.  If the U.S. bank is unaware 
that its foreign correspondent financial institution customer is providing such access to third-party foreign financial 
institutions, these third-party financial institutions can effectively gain anonymous access to the U.S. financial system.  
Unacceptable nested activity and other potentially suspicious activity include transactions to jurisdictions in which 
the foreign financial institution has no known business activities or interests and transactions in which the total 
volume and frequency significantly exceeds expected activity for the foreign financial institution, considering its 
customer base or asset size.  U.S. banks should also focus on nested account transactions with any entities the bank 
has designated as higher risk.  See Federal Financial Institutions Examination Council Bank Secrecy Act/Anti-Money 
Laundering Examination Manual—Correspondent Accounts (Foreign)—Overview.

 in foreign-denominated currency to divert illicit gains into personal accounts.  Many of 
these front and shell companies and their nested accounts are located in jurisdictions whose corporate 
formation regimes and financial sector offer limited transparency that impedes AML/CFT controls.

The TBML scheme that exploits the CLAP program shows that corrupt Venezuelan senior political 
figures direct CLAP-related, no-bid, and overvalued contracts to front and shell companies (“CLAP-
contracted companies”) controlled by co-conspirators who are also the beneficial owners of these 
companies.  The contract issuance process is non-transparent.  Typically, the CLAP-contracted 
companies and their related companies bearing similar names are incorporated in Hong Kong, Spain, 
Portugal, Panama, Florida, and Delaware (some of the companies incorporated in Delaware have 
disclosed Miami-area addresses to their financial institutions).  Having received the no-bid contract, 
the CLAP-contracted companies obtain the required authorization from the Venezuelan Corporation 
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of Foreign Trade (CORPOVEX) to import food into Venezuela.  Often, these CLAP-contracted 
companies receive a prepayment for the contract from CORPOVEX or through BANDES.  Both the 
importers and the receiving corrupt government officials often divert a portion of the merchandise to 
the black market, where profits are higher. 

In the past, corrupt Venezuelan senior political figures awarded these overvalued CLAP-related 
contracts for payment in U.S. dollars.  However, more recently, the corrupt Venezuelan senior 
political figures have issued such contracts in euros to evade U.S. dollar clearing and the sanctions 
and AML controls implemented by U.S. financial institutions.  In some cases, CLAP-contracted 
companies received these prepayments in their euro-denominated accounts held in offshore 
banking sectors or at institutions such as the International Banking Entities or the International 
Financial Entities established under the laws of Puerto Rico.  Then, using the same financial 
institution that holds the euro-denominated accounts, they convert the currency to U.S. dollars 
by transfering the funds to their U.S.-dollar accounts held at the same financial institution or 
potentially to separate, foreign-based financial institutions.

After receiving the prepayment, the beneficial owners of the CLAP-contracted shell or front 
companies act as intermediaries for kickbacks to the corrupt Venezuelan senior political figures.  
The value of the kickbacks is the difference in value between the deliberately-inflated contract price 
and the market-rate value of the goods and services. 

Acting as intermediaries, the beneficial owners of the CLAP-contracted shell or front companies 
divert the kickback amount, minus commissions into nested corporate accounts they control 
through their ownership and control of other front and shell companies.  These nested 
correspondent bank accounts are typically held at financial institutions in the Caribbean, Panama, 
and Hong Kong.  As part of this layering process, the intermediaries may transfer funds to U.S. 
financial institutions that are unknowingly holding accounts for these front or shell companies or 
accounts for the beneficial owners of these companies.  Sometimes funds are diverted into personal 
bank accounts that are often located in the Caribbean, Panama, Switzerland, and Hong Kong.  

Additional layering occurs when the front and shell companies send a portion of the skimmed money 
to the business accounts of related companies—whose commercial financial activity does not suggest 
food supply facilitation—to further obscure that funds originate from exploited contracts under 
the CLAP program.  To avoid attracting increased scrutiny, the beneficial owners of these related 
companies rely on the diverse nature of the business activities of their companies to justify the high 
volumes of wire transfers to counterparties in foreign jurisdictions generated by this scheme.  Then, 
using these business accounts, the co-conspirators send a portion of the skimmed amount to the 
corrupt Venezuelan senior political figures, their family members, and associates via wire transactions 
to the foreign accounts of those front and shell companies controlled by the corrupt Venezuelan senior 
political figures, their family members, and associates.  Often, these accounts that receive kickbacks 
are located in foreign jurisdictions where bank secrecy and corporate formation structures impede 
AML/CFT controls.  The series of transactions between contracted companies, nested corporate 
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accounts, and front and shell companies controlled by corrupt Venezuelan senior political figures, 
their family members, and associates is designed to obfuscate payments to corrupt figures; and to 
attempt to circumvent sanctions and AML/CFT controls implemented by U.S. financial institutions. 

In furtherance of the TBML schemes, the CLAP-contracted companies will create a fraudulent 
invoice reflecting the purchase of goods worth an amount consistent with the original, overvalued 
contract.  Typically, the CLAP-contracted company will sub-contract with other companies to fulfill 
the obligations of the CLAP-related contract, such as purchasing food and assembling food boxes.  
In some instances, CLAP-contracted companies controlled by corrupt Venezuelan senior political 
officials, their family members, and associates also control the subcontracted companies, which 
provides additional vehicles to layer any remaining CLAP contract payment overages.

The final step in the process occurs throughout the transport of food shipments to Venezuelan Ports 
of Entry.  This step provides yet another opportunity to make money through corruption.  For 
example, CLAP-contracted companies work with shipping and insurance companies controlled 
by corrupt Venezuelan senior political officials or their business associates to participate in the 
physical transport of food to Venezuelan ports.  Upon port arrival, an SOE, such as Corporación 
Única de Servicios Productivos y Alimentarios C.A. (CUSPAL), takes custody of the food shipments 
for further distribution to the Venezuelan population.  Prior to distribution, sometimes corrupt 
Venezuelan senior political officials, their family members, and associates remove higher-quality 
items to sell on the black market.  This corrupt activity further decreases the aid supplied to the 
intended recipients of the CLAP program.

Corrupt Venezuelan government officials direct overvalued government contracts to 
co-conspirators that control shell and front companies to deliver supplies for the CLAP program

CLAP-contracted companies 
send the skimmed money to the 
accounts of front and shell 
companies, NOT involved in food 
procurement, located in off-shore 
banking jurisdictions

CLAP-contracted companies work with logistics and insurance companies controlled by 
corrupt Venezuelan officials to arrange food shipments to Venezuelan ports for distribution to 
the Venezuelan population
• Venezuelan officials in charge of distribution remove higher quality goods to sell on the 

black market

Venezuelan Government Entities (e.g. CORPOVEX) authorize import activity and issue 
prepayment to CLAP-contracted companies

CLAP-contracted companies 
controlled by co-conspirators receive 
payment and pocket the difference 
between the real and inflated values 
of procured food
• Subcontracted companies acquire 

and assemble food stuffs to then 
facilitate shipments on behalf of the 
CLAP- contracted companies

1

2

3

4

5
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Venezuelan Government Agencies and State-Owned Enterprises
Transactions involving Venezuelan government agencies and SOEs, particularly those engaged in 
government contracting, can be used as vehicles to move, launder, and conceal embezzled and stolen 
corruption proceeds.  SOEs (as well as their officials) may try to use the U.S. financial system to move 
or hide proceeds of public corruption.  Among the SOEs referenced in OFAC’s designations related 
to Venezuela are the National Center for Foreign Commerce (CENCOEX), Suministros Venezolanos 
Industriales, CA (SUVINCA), the Foreign Trade Bank (BANCOEX), the National Telephone Company 
(CANTV), the National Electric Corporation (CORPOELEC), BANDES,30

30. On March 22, 2019, OFAC designated BANDES and four additional financial institutions owned or controlled 
by BANDES, inter alia, for operating in the financial sector of the Venezuelan economy.  See supra “Recent U.S. 
Government Actions.”

 and similar state-controlled 
entities.  As law enforcement and financial institutions increase scrutiny of transactions involving 
Venezuelan SOEs, corrupt officials may try to channel illicit proceeds through lesser-known or newly-
created SOEs or affiliated enterprises.

Venezuelan Government-Issued Digital Currency
Venezuela has experimented with the use of digital currency to circumvent sanctions and generate 
revenue.31

31. Treasury’s Resource Center, “OFAC FAQs: Sanctions Compliance - Questions on Virtual Currency” (March 19, 2018).  
As stated in the FAQs, for the purposes of OFAC sanctions programs, the term “digital currency” includes digital fiat 
currency or sovereign cryptocurrency, virtual currency (non-fiat), and digital representations of fiat currency.

  It has developed a state-backed digital currency called the “petro” and reportedly 
continues to develop new tokens.  Financial institutions are reminded that E.O. 13827, issued on 
March 19, 2018, prohibits U.S. persons from any involvement in the petro digital currency.

In 2018, Evrofinance Mosnarbank, a Moscow-based bank jointly owned by Russian and 
Venezuelan state-owned companies, emerged as the primary international financial institution 
willing to finance the petro.  Early investors in the petro were invited to buy the digital currency 
by wiring funds to a Venezuelan government account at Evrofinance Mosnarbank.  Evrofinance 
Mosnarbank’s involvement in the petro demonstrated the illegitimate Maduro regime’s continuing 
efforts to develop the petro and increase its utility to circumvent U.S. financial sanctions.  On 
March 11, 2019, OFAC designated Evrofinance Mosnarbank, pursuant to E.O. 13850.32

32. OFAC designated Evrofinance on March 11, 2019.  See Treasury’s Resource Center, “Treasury Sanctions Russia-based 
Bank Attempting to Circumvent U.S. Sanctions on Venezuela” (March 11, 2019) and see supra section 1 of “Recent U.S. 
Government Actions.”
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The Role of Currency Controls
Currency controls in Venezuela limit the supply of U.S. dollars for most economic activities, 
which encourages demand for foreign currency and smuggled goods in the parallel market. 
Although illegal, Venezuela’s parallel market is a highly profitable business for those with 
connections to the illegitimate Maduro regime, enabling them to access inexpensive U.S. dollars 
and goods.  The parallel market relies upon unregulated brokers, whose clients often include 
criminals who integrate illicit proceeds into the legal economy.  Venezuelan officials and select 
business associates who receive preferential access to U.S. dollars at a more favorable, official 
exchange rate also exploit the multi-tier exchange rate system for profit.33

33. See supra at “Sanctions and Related Actions.” 

On January 8, 2019, the U.S. Department of the Treasury sanctioned Venezuelan individuals 
and companies involved in a significant corruption scheme designed to take advantage of 
the Government of Venezuela’s currency exchange practices, which had generated more than 
$2.4 billion in corrupt proceeds.34

34. Treasury’s Resource Center, “Treasury Targets Venezuela Currency Exchange Network Scheme Generating Billions of 
Dollars for Corrupt Regime Insiders” (January 8, 2019) and supra at “Sanctions and Related Actions.”

  This designation, pursuant to E.O. 13850, targeted seven 
individuals35

35. OFAC has since delisted two of these seven individuals.  See Treasury’s Resource Center, “Venezuela-related 
Designations, Designations Updates, and Designations Removals” (March 19, 2019).

, including former Venezuelan National Treasurer Claudia Patricia Diaz Guillen 
(Diaz) and Raul Antonio Gorrin Belisario (Gorrin), who bribed the Venezuelan Office of the 
National Treasury (ONT, or Oficina Nacional del Tesoro) in order to conduct illicit foreign 
exchange operations in Venezuela.36

36. Treasury’s Resource Center, “Treasury Targets Venezuela Currency Exchange Network Scheme Generating Billions of 
Dollars for Corrupt Regime Insiders” (January 8, 2019) and see supra “Sanctions and Related Actions.”

  In addition to Diaz and Gorrin, OFAC designated five 
other individuals and 23 entities, pursuant to E.O. 13850, for their roles in the bribery scheme, 
and identified one private aircraft as blocked property.37

37. Ibid.

Venezuelan Government Corruption – Red Flags
The red flags below may help financial institutions identify and report suspicious activity related to 
corrupt Venezuelan senior political figures, their family members, and associates. 

 Transactions involving government contracts of the illegitimate Maduro regime that are 
directed to personal accounts. 

 Transactions involving government contracts of the illegitimate Maduro regime that are 
directed to companies that operate in an unrelated line of business (e.g., payments for 
construction projects directed to textile merchants).



F I N C E N  A D V I S O R Y

13

 Transactions involving government contracts of the illegitimate Maduro regime that originate 
with, or are directed to, entities that are front and shell corporations, general “trading 
companies,” or companies that lack a general business purpose.

 Documentation corroborating transactions involving government contracts of the illegitimate 
Maduro regime (e.g., invoices) that include charges at substantially higher prices than market 
rates or that include over-simplified documentation or lack expected details (e.g., valuations 
for goods and services).  

 Payments involving government contracts of the illegitimate Maduro regime that originate 
from non-official Venezuelan accounts, particularly accounts located in jurisdictions outside of 
Venezuela (e.g., Panama or the Caribbean) and held by offshore financial institutions (e.g., in 
Dominica). 

 Export businesses operating in South Florida—especially those with subsidiaries in Venezuela, 
or that own companies incorporated in Venezuela with similar names—that are engaged in 
the trade of heavy equipment, auto parts, and electronics from Florida to Venezuela pose a 
higher risk of being facilitators of TBML. 

 Payments involving government contracts of the illegitimate Maduro regime that originate 
from third parties that are not official Venezuelan government entities (e.g., shell companies).  
Third parties, or brokers, may be used to deal with government entities in Venezuela and are 
a significant source of risk.  Brokers, particularly when colluding with corrupt government 
officials, can facilitate overseas transactions in a way that circumvents currency controls and 
masks payments from SOEs.  

 Cash deposits instead of wire transfers in the accounts of companies involved in Venezuelan 
government contracts originating from the illegitimate Maduro regime.

 Transactions for high-value assets such as the purchase of real estate or aircraft involving 
corrupt senior political figures, family members, or associates of the illegitimate Maduro 
regime that are not commensurate with the official salaries of the purchaser.  Regions of 
concern include: South Florida; the area of Houston, Texas; the Caribbean; and southern 
Europe.

 Corrupt Venezuelan senior political figures, their family members, and associates seeking 
to abuse a U.S. or foreign bank’s wealth management units by using complex financial 
transactions to move and hide corruption proceeds. 
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Reminder of Bank Secrecy Act Obligations for  
U.S. Financial Institutions

FinCEN reminds U.S. financial institutions that they must comply with their due diligence 
obligations under the BSA and its implementing regulations.38

38. See 31 U.S.C § 5318(h) and 31 CFR § 1010.210 for AML program requirements, and as applied to specific financial 
institutions in 31 CFR §§ 1020.210, 1021.210, 1022.210, 1023.210, 1024.210, 1025.210, 1026.210, 1027.210, 1028.210, 
1029.210, and 1030.210.

  In addition to their general 
due diligence requirements, covered financial institutions are required to implement a due 
diligence program for private banking accounts held for non-U.S. persons designed to detect 
and report any known or suspected money laundering or other suspicious activity through 
those accounts.39

39. See USA PATRIOT Act § 312, codified at 31 U.S.C. § 5318(i) and 31 CFR § 1010.620(a).  The definition of “covered 
financial institution” is found in 31 CFR § 1010.605(e).  The definition of “private banking account” is found in 31 CFR 
§ 1010.605(m).  The definition for the term “non-U.S. person” is found in 31 CFR § 1010.605(h).

  This program must also be designed to determine whether any such account is 
held by, or on behalf of, a senior foreign political figure; and, if so, these institutions must apply 
enhanced scrutiny reasonably designed to detect and report “transactions that may involve 
the proceeds of foreign corruption.”40

40. See 31 CFR § 1010.620(b)-(c).

  As part of their risk-based implementation of these 
requirements, financial institutions should consider whether they have any financial contact 
with persons or entities (foreign or otherwise) that may be acting directly or indirectly for or on 
behalf of any senior political figures of the Government of Venezuela.

FinCEN also reminds covered financial institutions of their obligation to implement due 
diligence programs for correspondent accounts they maintain for foreign financial institutions 
that include appropriate, specific, risk-based and, where necessary, enhanced policies, 
procedures and controls reasonably designed to detect and report known or suspected money 
laundering activity involving such accounts.41

41. See USA PATRIOT Act § 312 (31 U.S.C.§ 5318(i)); 31 CFR §1010.610(a).

Suspicious Activity Reporting (SAR)
A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect a 
transaction conducted or attempted by, at, or through the financial institution involves funds 
derived from illegal activity, or attempts to disguise funds derived from illegal activity; is 
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful 
purpose; or involves the use of the financial institution to facilitate criminal activity, including 
foreign corruption.42

42. See 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.

  FinCEN issued Guidance in April 2008 and similar information in a SAR 
Activity Review issued in May 2011 to assist financial institutions with reporting suspicious 
activity regarding proceeds of foreign corruption.43

43. See FinCEN Guidance FIN-2008-G005, “Guidance to Financial Institutions on Filing Suspicious Activity Reports 
Regarding the Proceeds of Foreign Corruption,” April 17, 2008; and The SAR Activity Review, Issue 19, “In focus:  
Foreign Corruption,” Sections 4 and 5, May 2011.
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SAR Filing Instructions

When filing a SAR, financial institutions should provide all pertinent available information in 
the SAR form and narrative.  FinCEN requests financial institutions only use the updated 
mandatory SAR form (as of February 1, 2019).  FinCEN further requests that financial 
institutions select SAR field 38(m) (“Suspected Public/Private Corruption (Foreign)”) and 
reference this advisory by including the key term:

“Venezuela Corruption FIN-2019-A002”

in SAR field 2 (“Filing Institution Note to FinCEN”) to indicate a connection between the 
suspicious activity being reported and the persons and activities highlighted in this advisory.  

SAR reporting, in conjunction with effective implementation of due diligence requirements and 
OFAC obligations by financial institutions, has been crucial to identifying money laundering 
and other financial crimes associated with foreign and domestic political corruption.  SAR 
reporting is consistently beneficial and critical to FinCEN and U.S. law enforcement analytical 
and investigative efforts, OFAC designation efforts, and the overall security and stability of the 
U.S. financial system.44

44. For example case studies, see SAR Activity Review, Issue 19, beginning on page 25 and Law Enforcement Case 
Examples.

For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

Financial institutions wanting to report suspicious transactions that may potentially relate to 
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days 
a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this information 
to law enforcement.  Financial institutions should immediately report any imminent threat to local-
area law enforcement officials.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering, and 
promote national security through the strategic use of financial authorities 
and the collection, analysis, and dissemination of financial intelligence.



1

FIN-2019-A003 May 9, 2019

Advisory on Illicit Activity Involving Convertible  
Virtual Currency

Criminals continue to exploit virtual currency to support illegal activity, money 
laundering, and other behavior endangering U.S. national security, including through 
entities facilitating its anonymous use.

This Advisory should be shared 
with:
• Chief Executive Officers

• Chief Operations Officers

• Chief Risk Officers

• Chief Compliance/BSA 
Officers

• BSA/AML Analysts/
Investigators

• Information Technology staff

• Cybersecurity Units

• Fraud Prevention Units

• Legal Departments

The Financial Crimes Enforcement Network (FinCEN) is issuing 
this advisory to assist financial institutions in identifying and 
reporting suspicious activity concerning how criminals and 
other bad actors exploit convertible virtual currencies (CVCs) for 
money laundering, sanctions evasion, and other illicit financing 
purposes, particularly involving darknet marketplaces, peer-to-
peer (P2P) exchangers, foreign-located Money Service Businesses 
(MSBs), and CVC kiosks.  Virtual currencies, particularly CVCs, 
are increasingly used as alternatives to traditional payment 
and money transmission systems.  As with other payment and 
money transmission methods, financial institutions should 
carefully assess and mitigate any potential money laundering, 
terrorist financing, and other illicit financing risks associated 
with CVCs.  This advisory highlights prominent typologies and 
red flags associated with such activity and identifies information 
that would be most valuable to law enforcement, regulators, and 

other national security agencies in the filing of suspicious activity reports (SARs).1

1. Many business models of entities dealing with CVC operate as money transmitters.  As money transmitters, persons 
accepting and transmitting CVC are required, like any money transmitter, to register with FinCEN as MSBs and 
comply with anti-money laundering/countering the financing of terrorism (AML/CFT) program, recordkeeping, and 
reporting requirements.  These requirements apply equally to domestic and foreign-located CVC money transmitters 
doing business in whole or substantial part within the United States, even if the foreign-located entity has no physical 
presence in the United States.  For more detail on how FinCEN regulations apply to varying business models 
involving virtual currency, see FinCEN Guidance FIN-2019-G001, “Application of FinCEN’s Regulations to Certain 
Business Models Involving Convertible Virtual Currencies,” May 9, 2019 (“2019 CVC Guidance”). 

The Risks Posed by Virtual Currencies
CVCs may create illicit finance vulnerabilities due to the global nature, distributed structure, 
limited transparency, and speed of the most widely utilized virtual currency systems.  New types 
of anonymity-enhanced CVCs have emerged that further reduce the transparency of transactions 
and identities as well as obscure the source of the CVC through the incorporation of anonymizing 
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features, such as mixing and cryptographic enhancements.2

2. Mixing or tumbling involves the use of mechanisms to break the connection between an address sending CVC and 
the addresses receiving CVC.

  Some CVCs appear to be designed 
with the express purpose of circumventing anti-money laundering/countering the financing of 
terrorism (AML/CFT) controls.  All of these factors increase the difficulty for law enforcement and 
other national security agencies’ efforts to combat money laundering, terrorist financing, and other 
financial crimes facilitated through CVC.

A financial institution that fails to comply with its AML/CFT program, recordkeeping and 
reporting obligations, as well as other regulatory obligations, such as those administered by the 
Office of Foreign Assets Control (OFAC), risks exposing the financial system to greater illicit 
finance risks.  This is particularly true among unregistered MSBs that may be attempting to evade 
supervision and fail to implement appropriate controls to prevent their services from being 
leveraged in money laundering, terrorist financing, and other related illicit activities.  Without 
sufficient controls in place, financial institutions cannot reasonably assess and mitigate the potential 
risks posed by a customer’s source of funds or a customer’s counterparty, and criminals can exploit 
the U.S. financial system by engaging in illicit transactions.  Individuals engaged in illicit activity 
will continue to exploit these vulnerabilities as long as the perceived risk of detection is less than 
that of using traditional financial institutions.

The prevalence of unregistered CVC entities without sufficient AML/CFT controls and the limited 
transparency of CVC transactions makes CVCs an attractive method of money transmission 
by those engaged in illicit conduct and other criminal acts that threaten U.S. national security.  
According to FinCEN’s analysis of BSA and other data, illicit actors have used CVCs to facilitate 
criminal activity such as human trafficking, child exploitation, fraud, extortion, cybercrime, drug 
trafficking, money laundering, terrorist financing, and to support rogue regimes and facilitate 
sanctions evasion.  Additionally, the increased use of CVC has made legitimate users and financial 
intermediaries the target of sophisticated cyber intrusions aimed at theft of CVC.  Of particular 
concern is that CVC has come to be one of the principal payment and money transmission methods 
used in online darknet marketplaces that facilitate the cybercrime economy.3

3. Darknet marketplace content is not indexed by traditional search engines and requires unique software or 
authorization to access.  See Federal Bureau of Investigation, “A Primer on DarkNet Marketplaces: What They Are 
and What Law Enforcement is Doing to Combat Them,” Nov. 1, 2016; see also U.S. Department of Homeland Security, 
U.S. Immigration and Customs Enforcement, “ICE Investigators Expose Darknet Criminals to the Light,” last updated 
Nov. 2017. 

Virtual Currency Abuse Typologies
FinCEN and U.S. law enforcement have observed unregistered entities being exploited or 
wittingly allowing their platforms to be utilized by criminals in the United States and abroad to 
further illicit activity, including through darknet marketplaces, P2P exchangers, foreign-located 
MSBs, and CVC kiosks.4

4. The typologies and red flags discussed in this advisory apply to any decentralized ledger-based currency or CVC.
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Darknet Marketplaces

Darknet marketplaces are websites that are only available in anonymized overlay networks that 
require specific software to access.5

5. An overlay network is a telecommunications network that is built on top of another network and is supported by its 
infrastructure.  The Onion Router (Tor) network, accessible through specialized software, is an example of an overlay 
network.

  Some require additional vetting or configurations to access.  
These marketplaces frequently include offers for the sale of illicit goods and services and specify 
virtual currency as a method – sometimes the sole method – of payment.  The use of CVC in 
conjunction with darknet market activity may indicate drug purchases or sales, child exploitation, 
cybercrime, or other criminal activity.  Accordingly, detectable darknet marketplace linkages, 
such as through a customer’s online behavior, may indicate CVC use in support of illicit activity.  
Additionally, darknet marketplaces often directly facilitate transactions denominated in CVC to 
facilitate purchases of goods or services.  Entities facilitating the transmission of CVCs are required 
to register with FinCEN as an MSB.  If such an entity has not registered with FinCEN, it may be 
operating illegally as an unregistered MSB.

Seller

Marketplace

Darknet

Buyer

Administrator

Illicit Goods  
& Sevices 

Darknet Marketplace—AlphaBay and Alexandre Cazes (a.k.a. Alpha02, Admin): In July 
2017, U.S. law enforcement agencies announced a multi-national effort that dismantled 
AlphaBay, the largest criminal darknet market in operation at the time.  On July 5, 2017, Thai 
authorities, on behalf of the United States, arrested Alexandre Cazes for his role as the creator 
and administrator of AlphaBay on charges that included conspiracy to commit identity theft, 
distribution of narcotics, and money laundering conspiracy.  AlphaBay operated as a hidden 
service on the Tor network to hide the locations of its underlying servers and the identities of 
its administrators, moderators, and users.  In a two-year span, AlphaBay was used by hundreds 
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of thousands of people to buy and sell illegal drugs (e.g., fentanyl and heroin), in addition to 
other illicit products, often through transactions denominated in CVCs such as bitcoin, monero, 
and ether.   U.S. law enforcement authorities worked with international partners to freeze 
and preserve millions of dollars’ worth of CVC-denominated proceeds of AlphaBay’s illegal 
activities that were subject to forfeiture counts in the indictment.

6

6. AlphaBay had approximately 200,000 users, 40,000 vendors, 250,000 listings, and facilitated more than $1 billion 
in CVC transactions between 2015 and 2017.  See U.S. Department of Justice Press Release, “AlphaBay, the Largest 
Online ‘Dark Market,’ Shut Down,” July 20, 2017.

Unregistered Peer-to-Peer (P2P) Exchangers

 P2P exchangers are individuals or entities offering to exchange fiat currencies for virtual currencies 
or one virtual currency for another virtual currency.  P2P exchangers usually operate informally, 
typically advertising and marketing their services through online classified advertisements, online 
forums, social media, and through word of mouth.  P2P exchangers may provide their services 
online, or may arrange to meet prospective customers in person to purchase or sell virtual currency.

Sender
CVC Address

Receiver
CVC Address

CVC
Network

CVC
Private Key

CVC
Private Key

Receiver CVC 
Address Embedded

Receiver’s 
Cash

Receiver

CVC
Wallet

CVC
Wallet

Sender
(Receives 

CVC for cash)
(Sends CVC 

for cash)

As explained in FinCEN’s recent Guidance 
issued on May 9, 2019, in undertaking 
these activities, P2P exchangers function 
as MSBs and, therefore, must comply with 
all requirements for MSBs under the Bank 
Secrecy Act (BSA) and its implementing 
regulations.

7

7. See U.S. Department of Justice Press Release, “AlphaBay, the Largest Online ‘Dark Market,’ Shut Down,” July 20, 2017.

8

8. See 2019 CVC Guidance, at 14-15.

  FinCEN is aware of cases in 
which unregistered entities fraudulently 
represent themselves as individual account 
holders or misrepresent the nature of 
their business to conceal their money 
transmission activity and avoid MSB AML/
CFT requirements.

Some P2P exchangers employ techniques, 
such as mixing or the use of money 
mules, to further conceal or anonymize 
transactions.  Mixing refers to mechanisms 
that allow a CVC user to mask their 

identity through blending the proceeds of their transaction with those of other users.  Money mules 
refer to third parties used to carry out transactions on behalf of another individual.9

9. See also supra, at 2 n.2.
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Financial institutions may identify P2P exchangers through perceived funnel account activity, as 
many of the P2P exchangers’ clients deposit funds into the P2P exchanger’s account.10

10. For a detailed description of funnel accounts, see FinCEN Advisory, FIN-2014-A005, “Update on U.S. Currency 
Restriction in Mexico: Funnel Accounts and TBML,” May 28, 2014.

  Financial 
institutions may be able to distinguish P2P exchangers from traditional funnel account activity by 
identifying frequent interactions with CVC-focused MSBs.

P2P exchangers are distinct from online P2P trading platforms that match potential virtual currency 
buyers and sellers with one another in order to facilitate in-person, direct exchanges between 
individuals.  Some buyers and sellers also engage in ongoing, repeated exchange transactions, 
thereby operating as small-scale unregistered CVC exchangers.  Recent cases suggest that CVC 
buyers and sellers involved in small-volume exchanges are increasingly used for money laundering 
purposes, possibly without their knowledge, such as to launder proceeds from drug trafficking.11

11. For examples of cases involving P2P trading platforms, see U.S. Department of Justice Press Release, U.S. Attorney’s 
Office Western District of New York, “Rochester Man Pleads Guilty in Case Involving Bitcoins, ” April 27, 2017; see 
also U.S. Department of Justice Press Release, U.S. Attorney’s Office District of Arizona, “Arizona-Based Peer-to-Peer 
Bitcoin Trader Convicted of Money Laundering, Mar. 29, 2018” 

Unregistered P2P Exchanger—Eric Powers: On April 18, 2019, FinCEN assessed a $35,350 civil 
money penalty against Eric Powers for willfully violating the BSA’s registration, program, and 
reporting requirements during his operations as a P2P exchanger of CVC.  The action included 
an industry bar that prohibits him from providing money transmission services or engaging in 
any other activity that would make him a “money services business” for purposes of FinCEN 
regulations.  This was FinCEN’s first enforcement action against a P2P CVC exchanger.  Powers 
failed to register as an MSB, had no written policies or procedures for ensuring compliance with 
the BSA, and failed to report suspicious transactions and currency transactions.  He advertised 
his intent to purchase and sell bitcoin on the Internet and completed transactions by either 
physically delivering or receiving currency in person, sending or receiving currency through the 
mail, or coordinating transactions by wire through a depository institution.  Powers processed 
numerous suspicious transactions without ever filing a SAR, including doing business related to 
the illicit darknet marketplace “Silk Road,” as well as servicing customers through Tor without 
taking steps to determine customer identity and whether funds were derived from illegal 
activity.  Powers conducted over 200 transactions involving the physical transfer of more than 
$10,000 in currency, yet failed to file a single CTR.12

12. See FinCEN Press Release, “FinCEN Penalizes Peer-to-Peer Virtual Currency Exchanger for Violations of Anti-Money 
Laundering Laws,” April 18, 2019.

P2P Exchangers Facilitating Malicious Cyber Activity—Ali Khorashadizadeh and 
Mohammad Ghorbaniyan: On November 28, 2018, OFAC took action against two Iranian 
individuals operating as digital currency13

13. For the purposes of OFAC sanctions programs, “digital currency” includes sovereign cryptocurrency, virtual 
currency, and digital representations of fiat currency.  See U.S. Department of the Treasury Resource Center, “OFAC 
FAQs: Sanctions Compliance – Questions on Virtual Currency.”

 P2P exchangers, Ali Khorashadizadeh and 
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Mohammad Ghorbaniyan, helped exchange bitcoin ransom payments into Iranian rial on behalf 
of malicious Iranian cyber actors involved with the SamSam ransomware scheme that targeted 
over 200 known victims.  As part of these designations, OFAC identified two digital currency 
addresses associated with these designated Iranian financial facilitators.  This marked OFAC’s 
first public attribution of digital currency addresses to designated individuals.14

14. See Treasury Press Release, “Treasury Designates Iran-Based Financial Facilitators of Malicious Cyber Activity and for 
the First Time Identifies Associated Digital Currency Addresses,” Nov. 28, 2018.

Unregistered Foreign-Located MSBs

Foreign-located MSBs, like P2P exchangers, offer to exchange fiat and CVCs.  They may also 
accept one type of CVC and transmit the same or a different type of CVC to a different person or 
location.  A foreign-located business qualifies as an MSB if it does business as an MSB “wholly or 
in substantial part within the United States.”15

15. 31 U.S.C. §§ 5312(a)(6), 5312(b), and 5330(d); 31 C.F.R. § 1010.100(ff).

  Foreign-located MSBs seeking to avoid regulatory 
coverage generally choose to operate in jurisdictions that lack or have limited AML/CFT laws 
governing the use of CVC.  These foreign-located MSBs often do not comply with the AML/CFT 
regime of the United States, despite doing business wholly or in substantial part within the United 
States.  Foreign-located MSBs that do not adhere to AML/CFT requirements and standards are 
popular among illicit users of CVC seeking to move funds in and out of the United States and 
represent a significant money laundering vulnerability.  Further, the absence of effective AML/CFT 
regulatory and supervisory frameworks for CVC activities across jurisdictions can exacerbate illicit 
financing risks and may create opportunities for legal and regulatory arbitrage.

Unregistered Foreign-Located MSB—BTC-e (a.k.a. Canton Business Corporation) and 
Alexander Vinnik: In January 2017, BTC-e and its alleged owner and operator, Alexander 
Vinnik, were indicted in the U.S. District Court for the Northern District of California for 
operating an unlicensed MSB, conspiracy to commit money laundering, money laundering, and 
engaging in unlawful monetary transactions.  Further, FinCEN simultaneously imposed civil 
money penalties on BTC-e and Alexander Vinnik of $110,003,314 and $12,000,000 respectively 
for willful violations of the BSA and its implementing regulations.16

16. See FinCEN Assessment of Civil Money Penalty, “Assessment of Civil Money Penalty In the matter of BTC-E a/k/a 
Canton Business Corporation and Alexander Vinnik,” July 2017.

  BTC-e was a foreign-
located money transmitter doing business in the United States that exchanged fiat currency as 
well as CVCs such as bitcoin, litecoin, namecoin, novacoin, peercoin, ether, and dash.  It was 
among the largest virtual currency exchanges by volume in the world.  In addition to being an 
unlicensed MSB, BTC-e and Vinnik failed to comply with their AML program, reporting, and 
recordkeeping obligations, including the obligation to know your customer (KYC).  BTC-e and 
Vinnik provided users and transactions anonymity by allowing users to access their services 
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indirectly through a system of BTC-e shell companies and affiliate entities.  The structure of 
BTC-e and its business dealings made it a leading outlet for money laundering among criminals, 
including cybercriminals.  BTC-e facilitated transactions involving ransomware, computer 
hacking, identity theft, tax refund fraud schemes, public corruption, and drug trafficking.  From 
2011 through 2017, BTC-e processed several billion dollars in exchanges.17

17. See U.S. v. BTC-e, A/K/A Canton Business Corporation and Alexander Vinnik (Jan. 2017).

CVC Kiosks

CVC kiosks (also called bitcoin Automated Teller Machines (ATMs) or crypto ATMs) are ATM-
like devices or electronic terminals that allow users to exchange cash and virtual currency.  CVC 
kiosks generally facilitate money transmission between a CVC exchange and a customer’s wallet 
or operate as a CVC exchange themselves.  While some kiosk operators have registered and 
implemented AML/CFT controls, other kiosks have operated in ways that suggest a willful effort 
to evade BSA requirements.  For example, some kiosk operators have assisted in structuring 
transactions, failed to collect and retain required customer identification information, or falsely 
represented the nature of their business—for instance by claiming involvement in cash intensive 
activities—to their CVC exchange and depository institutions.

CVC Kiosks―Khalil Wright: In 2017, the U.S. District Court for the District of Maryland 
sentenced Khalil Wright to two years’ imprisonment for possession with intent to distribute 
a controlled substance.  During the course of the investigation underlying the conviction, law 
enforcement obtained evidence that Wright purchased at least $112,797 of bitcoin from a bitcoin 
kiosk in Baltimore, Maryland and sent the bitcoin purchased at the kiosk directly to AlphaBay, a 
now-defunct darknet marketplace that facilitated drug sales.18

18. See United States v. Khalil Wright, No. 1:16-mj-02987 (Nov. 2016).

Red Flag Indicators of the Abuse of Virtual Currencies
CVC-focused MSBs and other financial institutions can play key roles in identifying unregistered 
MSB activity and suspicious virtual currency purchases, transfers, and transactions through the 
application of certain red flags or indicators of illicit conduct.  As no single red flag is necessarily 
indicative of CVC activity linked to illicit conduct, institutions should consider additional 
contextual information and the surrounding facts and circumstances, such as a customer’s 
historical financial activity and whether the customer exhibits multiple indicators before 
determining that CVC activity is suspicious.  When evaluating potential suspicious activity, 
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institutions should be mindful that some red flags might be more readily observable during 
general transactional screening, while others may be more readily observable during transaction-
specific reviews.

Darknet Marketplaces

 A customer conducts transactions with CVC addresses that have been linked to darknet 
marketplaces or other illicit activity.

 A customer’s CVC address appears on public forums associated with illegal activity.

 A customer’s transactions are initiated from IP addresses associated with Tor.

 Blockchain analytics indicate that the wallet transferring CVC to the exchange has a suspicious 
source or sources of funds, such as a darknet marketplace.

 A transaction makes use of mixing and tumbling services, suggesting an intent to obscure the 
flow of illicit funds between known wallet addresses and darknet marketplaces.

Unregistered or Illicitly Operating P2P Exchangers

 A customer receives multiple cash deposits or wires from disparate jurisdictions, branches 
of a financial institution, or persons and shortly thereafter uses such funds to acquire virtual 
currency.

 A customer receives a series of deposits from disparate sources that, in aggregate, amount 
to nearly identical aggregate funds transfers to a known virtual currency exchange platform 
within a short period of time.

 Customer’s phone number or email address is connected to a known CVC P2P exchange 
platform advertising exchange services.

Unregistered Foreign-Located MSBs

 A customer transfers or receives funds, including through traditional banking systems, to 
or from an unregistered foreign CVC exchange or other MSB with no relation to where the 
customer lives or conducts business.

 A customer utilizes a CVC exchanger or foreign-located MSB in a high-risk jurisdiction 
lacking, or known to have inadequate AML/CFT regulations for CVC entities, including 
inadequate KYC or customer due diligence measures.

 A customer directs large numbers of CVC transactions to CVC entities in jurisdictions with 
reputations for being tax havens.
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 A customer that has not identified itself to the exchange, or registered with FinCEN, as a 
money transmitter appears to be using the liquidity provided by the exchange to execute 
large numbers of offsetting transactions, which may indicate that the customer is acting as an 
unregistered MSB.

Unregistered or Illicitly Operating CVC Kiosks

 A customer operates multiple CVC kiosks in locations that have a relatively high incidence of 
criminal activity.

 Large numbers of transactions from different customers sent to and from the same CVC wallet 
address but not operating as a known CVC exchange.

Illicit Activity Leveraging CVC Kiosks

 Structuring of transactions just beneath the CTR threshold or the CVC kiosk daily limit to the 
same wallet address either by using multiple machines (i.e., smurfing) or multiple identities 
tied to the same phone number.

Other Potentially Illicit Activity

 A customer conducts transactions with CVC addresses that have been linked to extortion, 
ransomware, sanctioned CVC addresses, or other illicit activity.

 A customer’s transactions are initiated from non-trusted IP addresses, IP addresses from 
sanctioned jurisdictions, or IP addresses previously flagged as suspicious.

 Use of virtual private network (VPN) services or Tor to access CVC exchange accounts.

 A customer initiates multiple rapid trades between multiple virtual currencies with no related 
purpose, which may be indicative of attempts to break the chain of custody on the respective 
blockchains or further obfuscate the transaction.

 A customer provides identification or account credentials (e.g., non-standard password, IP 
address, or flash cookies) shared by another account.

 A customer conducts transactions or rapidly executes multiple conversions between various 
types of different CVCs below relevant due diligence, recordkeeping, or reporting thresholds 
and then transfers the value off of the exchange.

 Discrepancies arise between IP addresses associated with the customer’s profile and the IP 
addresses from which transactions are being initiated.

 A customer significantly older than the average age of platform users opens an account and 
engages in large numbers of transactions, suggesting their potential role as a CVC money 
mule or a victim of elder financial exploitation.
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 A customer shows limited knowledge of CVC despite engagement in CVC transactions or 
activity, which may indicate a victim of a scam.

 A customer declines requests for “know your customer” documents or inquiries regarding 
sources of funds.

 A customer purchases large amounts of CVC not substantiated by available wealth or 
consistent with his or her historical financial profile, which may indicate money laundering, a 
money mule, or a victim of a scam.

 A common wallet address is shared between accounts identified as belonging to two different 
customers.

 Deposits into an account or CVC address significantly higher than ordinary with an unknown 
source of funds, followed by conversion to currency of legal tender, which may indicate theft 
of funds.

 Multiple changes to email address and other contact information for an account or customer 
which may indicate an account takeover against a customer.

 Use of language in CVC message fields indicative of the transactions being conducted in support 
of illicit activity or in the purchase of illicit goods, such as drugs or stolen credit card information.

Valuable Information in Reporting Suspicious Activity  
Involving CVC

CVC transactions generate a significant variety of information elements that may be extremely 
useful to law enforcement and other national security agencies in investigating potential illicit 
conduct involving CVC transactions.  Specifically, the following information is particularly helpful 
to law enforcement: 

• virtual currency wallet addresses

• account information

• transaction details (including virtual currency transaction hash and information on the 
originator and the recipient)

• relevant transaction history

• available login information (including IP addresses)

• mobile device information (such as device IMEI)

• information obtained from analysis of the customer’s public online profile and communications.

When filing a SAR, financial institutions should provide all pertinent available information in the 
SAR form and narrative.
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Reminder of Regulatory Obligations for U.S. Financial 
Institutions Regarding Suspicious Activity Reporting and Illicit 

Activity Involving CVC

Suspicious Activity Reporting
A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect 
a transaction conducted or attempted by, at, or through the financial institution involves 
funds derived from illegal activity, or attempts to disguise funds derived from illegal activity; 
is designed to evade regulations promulgated under the BSA; lacks a business or apparent 
lawful purpose; or involves the use of the financial institution to facilitate criminal activity.19

19. See generally 31 CFR §§ 1010.320, 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 
1030.320.

  
Suspicious activity involving CVC may be observable by financial institutions specializing 
in commerce related to CVC, financial institutions servicing such businesses, or financial 
institutions with customers actively involved in the use of CVC.

Because some red flags associated with abuse of CVC may reflect legitimate financial activities, 
financial institutions should evaluate indicators of potential CVC misuse in combination with 
other red flags and the expected transaction activity before determining that a particular 
transaction is suspicious.  Due to the technical nature of blockchain analysis and other 
frameworks of analyzing CVC activity, FinCEN encourages communication within financial 
institutions among AML, fraud and information technology departments, as appropriate.  
FinCEN also encourages communication among financial institutions under the auspices of 
Section 314(b) of the USA PATRIOT Act in determining transactions’ potential suspiciousness 
related to terrorist financing or money laundering activities, and in filing SARs, as appropriate.

SAR Filing Instructions

FinCEN requests that financial institutions reference this advisory by including the key term:

“CVC FIN-2019-A003”

in the SAR narrative to indicate a connection between the suspicious activity being reported 
and possible illicit activity involving CVC.  Using the new, mandatory SAR Form that took 
effect on January 1, 2019, financial institutions should reference this advisory using the above 
key term in SAR field 2 (“Filing Institution Note to FinCEN”).
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OFAC Obligations20

20. U.S. persons, including U.S. financial institutions, have other regulatory obligations as well, including the obligation 
to comply with U.S. sanctions.  The Office of Foreign Assets Control issued guidance specific to digital currency, 
including CVCs, in March 2018 (see Treasury Resource Center, “OFAC FAQs: Sanctions Compliance – Questions on 
Virtual Currency”).

U.S. individuals and institutions involved in digital currency use or transactions should be 
aware of their responsibilities for ensuring that they do not engage in unauthorized transactions 
prohibited by OFAC.  OFAC sanctions requirements include not only screening against OFAC’s 
Specially Designated Nationals (SDN) list, but also undertaking appropriate steps to prohibit 
persons in sanctioned countries and jurisdictions from opening accounts and trading in digital 
currency.  Businesses and entities dealing in digital currency should implement policies and 
procedures that allow them to: block IP addresses associated with a sanctioned country or 
region; disable the accounts of all holders identified from a sanctioned country or region; 
install a dedicated Compliance Officer with authority to ensure compliance with all OFAC-
administered sanctions programs; screen all prospective users to ensure they are not from 
geographic regions subject to U.S. sanctions; and ensure OFAC compliance training for all 
relevant personnel.

For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

Financial institutions wanting to report suspicious transactions that may potentially relate to 
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days 
a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this information 
to law enforcement.  Financial institutions should immediately report any imminent threat to local-
area law enforcement officials.

Financial institutions or virtual currency providers having questions concerning OFAC sanctions 
should either call OFAC’s Toll-Free Hotline at 1-800-540-6322 or email OFAC’s Feedback Account 
at OFAC_Feedback@treasury.gov

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering, and 
promote national security through the strategic use of financial authorities 
and the collection, analysis, and dissemination of financial intelligence.
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FIN-2019-A005 July 16, 2019

Updated Advisory on Email Compromise Fraud Schemes 
Targeting Vulnerable Business Processes

Criminals continue to exploit vulnerable business processes with business email 
compromise schemes – over $9 billion in possible losses affecting U.S. financial 
institutions and their customers since 2016.

This Advisory should be  
shared with:
• Chief Executive Officers

• Chief Operations Officers

• Chief Risk Officers

• Chief Compliance/BSA Officers

• BSA/AML Analysts/Investigators

• Information Technology staff

• Cybersecurity Units

•  Fraud Prevention Units

•  Legal Departments

The Financial Crimes Enforcement Network (FinCEN) 
is issuing this update to the “Advisory to Financial 
Institutions on E-mail Compromise Fraud Schemes” 
issued by FinCEN on September 6, 20161

1. See FinCEN Advisory FIN-2016-A003, “Advisory to Financial Institutions on E-mail Compromise Fraud Schemes,” 
September 6, 2016.

 (“2016 BEC 
Advisory”) to alert financial institutions to predominant 
trends in reported business email compromise (BEC) 
fraud, including key sectors, entities, and vulnerable 
business processes targeted in many BEC schemes.  This 
advisory (1) offers updated operational definitions for 
email compromise fraud; (2) provides information on 
the targeting of non-business entities and data by BEC 
schemes; (3) highlights general trends in BEC schemes 
targeting sectors and jurisdictions; and (4) alerts financial 
institutions to risks associated with the targeting of 
vulnerable business processes by BEC criminals.  The 
information in this advisory, which complements the 

typologies and red flags identified in the 2016 BEC Advisory, may assist financial institutions in 
detecting, preventing, and reporting BEC fraud and associated money laundering activity.  The 
red flags from the 2016 BEC Advisory remain relevant and can be useful to financial institutions in 
better identifying and reporting instances of BEC fraud.2

2. For additional information regarding typologies and red flags of email compromise schemes in Suspicious Activity 
Reports (SARs), see FinCEN Advisory FIN-2016-A003, “Advisory to Financial Institutions on Email Compromise 
Fraud Schemes,” September 6, 2016.

Based on FinCEN analysis of Bank Secrecy Act (BSA) data, discussions with law enforcement 
and other data, this advisory will assist financial institutions in recognizing and guarding against 
increasing email compromise fraud schemes and in considering their own or their customers’ 
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potential vulnerability to compromise of payment authorization and communications from email 
compromise fraud.3

3. Aside from the updated operational definitions of email compromise fraud and business email compromise, the 
information in this advisory is complementary to the 2016 BEC Advisory.  Financial institutions should refer to the 
2016 BEC Advisory for additional information on general email account compromise (EAC) and BEC typologies and 
red flags.

  This advisory also highlights the potential for financial institutions to share 
information about subjects and accounts affiliated with email compromise schemes in the interest 
of identifying risks of fraudulent transactions, money laundering, and related crimes.

While the U.S. government and industry are heavily engaged in efforts to prevent email 
compromise fraud, reported incidents and aggregate attempted fraudulent wire amounts continue 
to rise.  For example, the Federal Bureau of Investigation (FBI) reported over $12 billion in potential 
losses domestically and internationally from October 2013 to May 2018 from email compromise 
fraud.4

4. See FBI Alert I-071218-PSA, “Business E-mail Compromise the 12 Billion Dollar Scam,” July 12, 2018.

  Since the 2016 BEC Advisory was issued, FinCEN has received over 32,000 reports 
involving almost $9 billion in attempted theft from BEC fraud schemes affecting U.S. financial 
institutions and their customers.  This represents a significant economic impact on the businesses, 
individuals, and even governments that are targeted by these schemes.

Financial institutions have provided valuable reporting to FinCEN regarding the nature and 
victims of email compromise schemes, some of which this advisory will highlight.  Financial 
institutions can continue to play an important role in identifying, preventing, and reporting fraud 
schemes.  FinCEN notes the importance of communication and collaboration among internal anti-
money laundering and countering financing of terrorism (AML/CFT), compliance, business, fraud 
prevention, legal, and cybersecurity departments within financial institutions as well as with other 
financial institutions across the sector.5

5. See FinCEN Advisory FIN-2016-A005, “Advisory to Financial Institutions on Cyber-Events and Cyber-Enabled 
Crime,” October 25, 2016.

  FinCEN continues to encourage this collaboration where 
resources and authorities permit and whenever feasible.

Updated Operational Definitions for Email Compromise Fraud
FinCEN analysis of emerging email compromise fraud typologies indicated a need to update 
the original definitions of email compromise fraud, BEC, and email account compromise (EAC) 
provided in the 2016 BEC Advisory.  FinCEN broadens its definitions of email compromise fraud 
activities below to clarify that such fraud targets a variety of types of entities and may be used to 
misdirect any kind of payment or transmittal of other things of value.  For example, while many 
email compromise fraud scheme payments are carried out via wire transfers (as originally stated 
in the 2016 BEC Advisory definition), FinCEN has observed BEC schemes fraudulently inducing 
funds or value transfers through other methods of payment, to include convertible virtual currency 
payments, automated clearing house transfers, and purchases of gift cards.  The updated and 
expanded definitions below may be useful for financial institutions to consider as they refine their 
AML/CFT frameworks to better identify and report suspected illicit finance activity, including 
instances of email compromise fraud affecting transactions.
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Email Compromise Fraud:  Schemes in which 1) criminals compromise6

6. Criminals engaged in email compromise fraud may directly compromise email accounts through unauthorized 
electronic intrusions in order to leverage the compromised account for sending messages, or they may instead 
impersonate an email account through spoofing the email address or using an email account closely resembling a 
known counterparty or customer’s email address (i.e., that is slightly altered by adding, changing, or deleting one or 
more characters).

 the email accounts 
of victims to send fraudulent payment instructions to financial institutions or other business 
associates in order to misappropriate funds or value; or in which 2) criminals compromise the 
email accounts of victims to effect fraudulent transmission of data that can be used to conduct 
financial fraud.  The main types of email compromise, the definitions of which have been 
modified to reflect the expansion of victims being targeted, include:

Business Email Compromise (BEC):  Targets accounts of financial institutions or customers 
of financial institutions that are operational entities, including commercial, non-profit, non-
governmental, or government entities.

Email Account Compromise (EAC):  Targets personal email accounts belonging to an 
individual.7

7. The definitions of email compromise fraud, BEC, and EAC supersede the definitions in the 2016 BEC Advisory.

Other Victims of BEC
FinCEN analysis has indicated criminal groups use a variety of techniques to conduct BEC fraud 
against individuals, particularly and increasingly those with high net worth, and entities that 
routinely use email to make or arrange payments between partners, customers, or suppliers.  We 
have recently observed that targets of these schemes fall outside of the definition of traditional 
business customers, such as government entities and non-profit organizations or even the financial 
institutions themselves.

BEC Fraud against Governments

Dozens of government organizations, ranging from foreign national governments to municipal 
government offices, have been targets of BEC fraud.  Such thefts have targeted accounts used for 
pension funds, payroll accounts, and contracted services, losses of which can impact government 
operations as well as government employees, citizens, and vendors.

Schemes against government victims are consistent with other common typologies in BEC fraud.  
For example, criminals hack accounts and spoof domains to send familiar-looking messages 
seemingly from a trusted party in the government—often someone in a leadership role in an 
agency or in an office that manages finances and contracts—requesting that a counterparty in the 
agency with the appropriate authority initiate or process a transaction.  BEC schemes targeting 
government entities also often include vendor impersonation.
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BEC Fraud against Educational Institutions

Schools and universities, many of which are non-profit institutions, are also targets of BEC fraud.  
In 2016, financial institutions reported to FinCEN over 160 incidents of BEC targeting educational 
institutions where criminals attempted to steal over $50 million.  The education sector has the largest 
concentration of high-value BEC attempts in financial sector reporting, even though only approximately 
2% of BEC incidents affected educational institutions in 2017.  Academic institutions regularly conduct 
or receive high dollar transactions in the form of tuition payments, endowments, grants, and renovation 
and construction costs, among others.  This concentration of high value transactions establish both 
academic institutions and attending scholars as appealing targets for BEC criminals.

Schemes against educational institutions frequently involve vendor impersonation.  Specifically, 
attackers will use compromised or spoofed email accounts to exploit existing business relationships 
between academic institutions and contracted service providers, such as facilities maintenance 
providers.  Attackers use authentic-looking payment requests to direct funds to domestic bank 
accounts they control.  Large-scale construction and renovation projects have repeatedly been 
targets of high-dollar thefts.

BEC Fraud against Financial Institutions

In some cases, BEC actors directly target the financial institutions themselves.  This scheme 
typically involves spoofing bank domains and sending what appear to be credible messages to 
imitate official communications between bank employees, such as sending emails that appear to 
be from a financial institution’s Society for Worldwide Interbank Financial Telecommunication 
(SWIFT) department with payment instructions and SWIFT reference numbers in the email text to 
enhance its apparent legitimacy to the victim.

Operation WireWire—Joint U.S.-International Law Enforcement Effort to Dismantle BEC 
Networks:  In June 2018, federal authorities announced a major coordinated law enforcement effort 
by the U.S. Department of Justice, the U.S. Department of Homeland Security, the U.S. Department 
of the Treasury, the U.S. Postal Inspection Service, and international law enforcement authorities8

8. Operation WireWire involved international cooperation between U.S. law enforcement and authorities in Canada, 
Indonesia, Malaysia, Mauritius, Nigeria, and Poland.  See, FBI News, “International Business E-Mail Compromise 
Takedown: Multiple Countries Involved in Coordinate Law Enforcement Effort,” June 11, 2018.

 
to disrupt international BEC schemes and money laundering networks.  The operation, called 
“Operation WireWire,” resulted in 74 arrests across the United States and overseas, specifically, 42 
arrests in the United States, 29 arrests in Nigeria, and one each in Canada, Mauritius, and Poland.  
Authorities seized nearly $2.4 million, and disrupted and recovered approximately $14 million in 
fraudulent wire transfers.  U.S. law enforcement also charged 15 alleged money mules, which play 
a significant role in the laundering of proceeds fraudulently derived from BEC schemes, for their 
roles in defrauding victims in schemes targeted under Operation WireWire.9

9. Id.
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General Trends in BEC Schemes and Financial Flows
Financial institution reporting of suspicious activity involving BEC schemes continues to grow 
since the issuance of the 2016 BEC Advisory.  Instances of BEC reported to FinCEN have climbed 
from averaging just under 500 reports per month (averaging $110 million monthly in total 
attempted BEC thefts) in 2016 to over 1,100 monthly reports (averaging over $300 million monthly 
in total attempted BEC thefts) in 2018.  FinCEN analysis of sensitive financial data revealed 
several prominent trends in BEC schemes affecting U.S. financial institutions and their customers, 
including a concentration of targeting of particular sectors as well as a prevalence of BEC schemes 
and movement of their proceeds through several key jurisdictions.

Top Sectors Targeted in BEC

FinCEN analysis reveals that the top three sectors commonly targeted in BEC schemes are (1) 
manufacturing and construction (25% of reported BEC cases); (2) commercial services (18%); and 
(3) real estate (16%).  BEC criminals are likely tailoring their methods to targeted industries in 
order to increase their likelihood of success.  For example, BEC scams, especially those targeting 
financial firms,10

10. FinCEN analysis revealed that approximately half of all BEC fraud targeting financial institutions was facilitated via 
emails impersonating the CEO or president.

 continue to leverage common typologies of impersonating organization executives 
(otherwise known as “Chief Executive Officer [CEO] Fraud”)11

11. For specific information on this scenario in BEC fraud, refer to Scenario 2 – “Criminal Impersonates an Executive,” 
from the FinCEN 2016 BEC Advisory.

 to discourage employees receiving 
the fraudulent payment instructions from challenging or confirming the order.

Perpetrators of BEC fraud are using fraudulent vendor invoices when targeting certain industries 
(such as the education sector, as described above).  Fraudulent vendor and client invoices are 
generally affiliated with larger BEC transaction amounts than even the CEO fraud scheme, 
likely due to higher expected and previously recurrent transaction amounts to pay for goods 
and services.  Additionally, vendor impersonation scams often involve foreign intermediary 
beneficiaries receiving the initial flow of illicit funds.  BEC criminals are likely exploiting the 
common use of foreign vendors and attempting to reduce the likelihood of (or at least cause a delay 
in) financial institutions and customers recognizing the suspicious nature of the transaction.

U.S. Accounts as the Top Destinations for BEC Proceeds 

The majority of BEC incidents affecting U.S. financial institutions and their customers are 
increasingly involving initial domestic funds transfers, rather than international, likely taking 
advantage of money mule networks across the United States to move stolen funds.12

12. In the context of this advisory, money mules refer to persons and their accounts that are used to receive and transfer 
illegally acquired funds, generally on behalf of or at the direction of another and can be witting or unwitting.  The 
FBI has highlighted the role that money mules play in moving stolen funds internationally to avert the scrutiny of 
financial institutions and mask the identity of individuals in criminal activity, including Internet-enabled crimes.  
For more information, see FBI News, “Don’t Be a Mule: FBI Joins International Campaign to Stop Money Mules,” 
December 17, 2018.

  For BEC-
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related transactions that either initially or subsequently transfer fraudulently derived funds outside 
of the United States, the FBI has reported China, Hong Kong, the United Kingdom, Mexico, and 
Turkey as prominent destinations of BEC-derived funds.13

13. See FBI Alert I-071218-PSA, “Business E-mail Compromise the 12 Billion Dollar Scam,” July 12, 2018.

Vulnerable Business Processes Compromised14

14. The term “business processes” here refers to activities, protocols, and systems that support an organization’s line of 
business and could be used in the conduct, facilitation, or affecting of transactions.  This can include an organization’s 
communications methods and schedules of transmitting payment information and the organization’s payment 
authorization and authentication processes. 

BEC perpetrators continue to refine their methodologies to ensure the greatest likelihood of success, 
taking into consideration industry, company size, existing relationships, and potential financial 
counterparties in planning their schemes.  BEC perpetrators identify processes vulnerable to 
compromise, whether through openly available information about their targets or through cyber-
enabled reconnaissance efforts (enabled through methods such as spear phishing or malware), 
and then insert themselves into communications by impersonating a critical player in a business 
relationship or transaction.15

15. BEC perpetrators may leverage cyber-enabled reconnaissance efforts such as skillful social engineering or computer 
intrusions to gain sufficient knowledge of the organizations’ business processes.

  A scheme’s probability of success and the potential payout from 
fraudulent payment instructions often depends on the criminal’s knowledge of their victim’s normal 
business processes, as well as weaknesses in the victim’s authorization and authentication protocols.

Industries with public-facing information about their business transactions and processes can 
present attractive targets for BEC schemes.  Such schemes have targeted the education, real estate, 
and agriculture sectors by leveraging publicly available information about the victim organization’s 
vendors, contracts, and business processes. 

Business Process Compromise Example—BEC Targeting Real Estate Transactions:  Real 
estate transactions have been a particularly lucrative target for BEC schemes.  The large dollar 
volumes involved in such transactions, whether for down payments on a property or the final 
transfer of proceeds upon closing, are an attractive target of opportunity for criminals engaged 
in BEC activity.  FinCEN analysis reveals that BEC criminals often targeted several potential 
vulnerabilities of common real estate-related business processes:

a) Readily availability detailed public information regarding potential real estate transactions 
and counterparties (e.g., real estate agents and homeowners);

b) General communication of transactions between real estate counterparties conducted via 
email; and

c) A common lack of strong authentication processes for verifying identity and validity of 
instructions in associated communications.
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Communications that integrate publicly available information with private information obtained 
via email compromise can be extremely effective in fraudulently inducing an individual to send 
wires to accounts controlled by a BEC criminal.  By understanding the nature of these social 
engineering schemes and assessing and mitigating their business process vulnerabilities to 
compromise, financial institutions and their customers can reduce their susceptibility to BEC fraud.

BEC Data Theft

As financial institutions consider their risk from BEC fraud, they should also consider their 
authentication and authorization processes for receiving sensitive data about the organization or 
their customers.  The FBI and FinCEN have noted that email compromise scams have been used to 
deceive victims into providing criminals with protected information, such as Personally Identifiable 
Information (PII) or Wage and Tax Statement (W-2) forms for a business’s employees.16

16. For the FBI’s latest Public Service Announcement on email compromise fraud, see FBI Alert I-071218-PSA “Business 
E-mail Compromise the 12 Billion Dollar Scam,” July 12, 2018.

  Criminals 
often use stolen information in future fraudulent transactions, account takeovers, or other crimes.

Opportunities for Information Sharing Related to BEC Fraud
Many beneficiaries of BEC schemes play roles in larger networks of criminal activity and 
laundering of funds from illicit activity.  Under the USA PATRIOT Act 314(b) safe harbor 
protections,17

17. See Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism 
Act of 2001 (“USA PATRIOT Act”) Pub. L. No. 107-56, § 314(b); and 31 CFR § 103.110(b)(5).

 financial institutions may share information surrounding BEC fraud for purposes 
of identifying and, where appropriate, reporting activities that they suspect may involve possible 
terrorist activity or money laundering.18

18. For FinCEN’s guidance clarifying that 314(b) participants may share information related to transactions, as well as the 
underlying specified unlawful activities, under the protection of the 314(b) safe harbor if the participant suspects that 
transactions may involve the proceeds of specified unlawful activities under money laundering statutes, see FinCEN 
Guidance FIN-2009-G002 “Guidance on the Scope of Permissible Information Sharing Covered by Section 314(b) Safe 
Harbor of the USA PATRIOT Act,” June 16, 2009.

  Such information sharing may assist fellow institutions in 
identifying risks to the industry amounting to billions of dollars.  

Since November 2016, financial institutions reported over 6,000 instances and over $2.6 billion in 
attempted and successful transactions affiliated with suspected money laundering activity through 
BEC schemes.  FinCEN encourages financial institutions to share valuable information about BEC 
beneficiaries and perpetrators, for purposes of identifying and, where appropriate, reporting 
activities that they suspect may involve possible terrorist activity or money laundering.  Doing 
so may also help protect those institutions and their customers from facing the devastating losses 
often caused by these schemes and help identify and prevent financial crime and movement of 
funds through broader criminal money laundering networks.
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Information for U.S. Financial Institutions19 

19. This section supersedes the information for financial institutions in the 2016 BEC Advisory.  The information in this 
section is consistent with that in the previous advisory but includes updated elements to account for trends FinCEN 
identified in the email compromise fraud reporting.

Risk Management Considerations
FinCEN encourages financial institutions and their customers to assess the vulnerability of their 
business processes to compromise and consider if there are appropriate steps within their risk 
management approach to “harden” or increase the resiliency of their processes and systems 
against email fraud schemes.  This can include considering the risk surrounding the financial 
institutions’ or organizations’ business processes and practices to 1) authenticate participants in 
communications, 2) authorize transactions, and 3) communicate information and changes about 
transactions.20

20. In considering the risk of their institution or organization’s business processes to compromise by BEC, entities should 
consider the level of information available publicly about key financial counterparties and processes, including information 
on public websites or on the darknet (e.g., email account login credentials that have been compromised and posted for sale).

  The FBI has posted suggestions for internal protection techniques against email 
compromise fraud schemes that have been highly successful in recognizing and deflecting BEC/
EAC attempts.  Considering these steps could assist financial institutions in identifying and 
preventing transactions not authorized by their customers but requested fraudulently in BEC 
schemes that communicate directly with the financial institution.

A multi-faceted transaction verification process, as well as training and awareness-building to 
identify and avoid spear phishing schemes, can help financial institutions guard against BEC 
and EAC fraud.  For instance, financial institutions may verify the authenticity of suspicious 
emailed transaction payment instructions by using multiple means of communication or by 
contacting others authorized to conduct the transactions.  The success of BEC and EAC schemes 
depends on criminals prompting financial institutions to execute seemingly legitimate but 
unauthorized or fraudulently induced transactions.  Such transactions are often irrevocable, 
which renders financial institutions and their customers unable to cancel payments or recall the 
funds.  Identifying fraudulent transaction payment instructions before payments are issued is 
therefore essential to preventing and reducing unauthorized transactions.

Response and Recovery of Funds
FinCEN, in partnership with the FBI, the U.S. Secret Service (USSS), HSI, and the U.S. Postal 
Inspection Service, as well as counterpart Financial Intelligence Units (FIUs) abroad, can help 
financial institutions recover funds stolen as the result of BEC schemes through its Rapid 
Response Program (RRP).  Through these partnerships, FinCEN has successfully assisted in the 
recovery of over $515 million with the assistance of 64 countries.  While the recovery of BEC 
stolen funds is not assured, FinCEN has had greater success in recovering funds when victims 
or financial institutions report BEC-unauthorized and fraudulently induced wire transfers to 
law enforcement within 24 hours.
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To request immediate assistance in recovering BEC-stolen funds, financial institutions should 
file a complaint with the FBI’s Internet Crime Complaint Center (IC3), contact their local FBI 
field office, or contact the nearest USSS field office.  Contacting law enforcement for fund 
recovery assistance does not relieve a financial institution from its Suspicious Activity Report 
(SAR) filing obligations.

Information Sharing
Due to the nature of BEC and EAC schemes, FinCEN encourages communication among 
financial institutions under the auspices of Section 314(b) of the USA PATRIOT Act for purposes 
of identifying and, where appropriate, reporting activities that they suspect may involve 
possible terrorist activity or money laundering.  Sharing of this information could also help 
prevent billions of dollars in potential losses to financial institutions and their customers.  
Financial institutions should be prepared to provide transactional details and cyber-related 
information surrounding the BEC scheme when requesting assistance in recovering funds.  

Suspicious Activity Reporting
A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect 
a transaction conducted or attempted by, at, or through the financial institution involves or 
aggregates to $5,000 or more in funds or other assets and involves funds derived from illegal 
activity, or attempts to disguise funds derived from illegal activity; is designed to evade 
regulations promulgated under the BSA; lacks a business or apparent lawful purpose; or 
involves the use of the financial institution to facilitate criminal activity.21

21. See, 31 CFR. §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.  The 
monetary threshold for filing money services businesses SARs is, with one exception, set at or above $2,000 (see 31 
CFR. § 1022.320(a)(2)).

  With respect to email 
compromise fraud involving fraudulent payment instructions, a financial institution has a SAR 
filing obligation regardless of whether the scheme or involved transactions were successful, and 
regardless of whether the financial institution or its customers incurred an actual loss.22

22. Id.

Financial institutions are required to file complete and accurate reports that incorporate all 
relevant information available, including cyber-related information.  When filing a SAR 
regarding suspicious transactions that involve cyber-events (such as BEC fraud), financial 
institutions should provide all pertinent available information on the event and associated 
suspicious activity, including cyber-related information, in the SAR form and narrative.23

23. See FinCEN Frequently Asked Questions, “Frequently Asked Questions (FAQs) regarding the Reporting of Cyber-
Events, Cyber-Enabled Crime, and Cyber-Related Information through Suspicious Activity Reports (SARs),” October 
25, 2016.

  
Specifically, the following information is highly valuable to law enforcement and FinCEN in 
investigating BEC/EAC fraud:
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Transaction details: 

1)  Dates and amounts of suspicious transactions;

2)  Sender’s identifying information, account number, and financial institution;  

3)  Beneficiary’s identifying information, account number, and financial institution; and

4)  Correspondent and intermediary financial institutions’ information, if applicable.

Scheme details:

1)  Relevant email addresses and associated Internet Protocol (IP) addresses with their  

      respective timestamps;

2)  Description and timing of suspicious email communications and any involved 
compromised or impersonated parties; and

3)  Description of related cyber-events and use (or compromise) of particular technology in 
the conduct of the fraud.  For example, financial institutions should consider including 
any of the following information or evidence related to the email compromise fraud:

a) Email auto-forwarding

b) Inbox sweep rules or sorting rules set up in victim email accounts

c) A malware attack

d) The authentication protocol that was compromised (i.e., single-factor or multi-factor, 
one-step or multi-step, etc.)

FinCEN continues to encourage financial institution collaboration among BSA/AML, 
cybersecurity, legal departments, fraud prevention, and other relevant units that can assist 
financial institutions to identify and report relevant technical indicators and other information 
related to cyber-events and cyber-enabled crime, including email compromise fraud schemes.24

24. See FinCEN Advisory FIN-2016-A005, “Advisory to Financial Institutions on Cyber-Events and Cyber-Enabled 
Crime,” October 25, 2016.

The trends and typologies reported in this advisory, in conjunction with the red flags and other 
information in the 2016 BEC Advisory, should assist financial institutions in better identifying 
BEC-related activity and risk.  As with red flags, financial activity involving the highlighted 
sectors and jurisdictions in this advisory associated with higher levels of BEC and EAC fraud 
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may actually reflect legitimate financial activities, therefore financial institutions should 
evaluate indicators of potential BEC or EAC activity in combination with other red flags and the 
expected transaction activity before making determinations of suspiciousness.25

25. For additional information regarding typologies and red flags of email compromise schemes in Suspicious Activity 
Reports (SARs), see FinCEN Advisory FIN-2016-A003, “Advisory to Financial Institutions on Email Compromise 
Fraud Schemes,” September 6, 2016.

FinCEN requests that financial institutions reference this advisory and include the following 
key terms in the SAR narrative:

“BEC FRAUD” when businesses or organizations are the scheme victims

“EAC FRAUD” when individuals are the scheme victims

Financial institutions should also select SAR field 42 (Cyber event) as the associated 
suspicious activity type to indicate a connection between the suspicious activity being reported 
and possible BEC or EAC fraud.  Financial institutions should include one or both key terms 
to the extent they are able to distinguish between BEC and EAC fraud.  Additionally, financial 
institutions should include any relevant technical cyber indicators related to the email 
compromise fraud and associated transactions within the available structured cyber event 
indicator SAR fields 44(a)-(j), (z).

In instances of reporting of BEC schemes that result in the communication of information that 
could be used to facilitate future fraudulent transactions, which may be voluntary, FinCEN 
requests that financial institutions include the following key term in the SAR narrative:

“BEC DATA THEFT”

This advisory does not establish new regulatory interpretations, expectations, or requirements.  The 
obligations of regulated persons and financial institutions under the Bank Secrecy Act are subject 
to the applicable sections of the Code of Federal Regulations, and to subsequent administrative 
rulings that clarify the application of the rules within the context of specific sets of facts and 
circumstances.  All definitions proposed in this advisory are for ease of reference only, and apply 
only within the scope of the advisory itself.
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For Further Information

Additional questions or comments regarding the contents of this advisory should be addressed to 
the FinCEN Resource Center at frc@fincen.gov.

Financial institutions wanting to report suspicious transactions that may potentially relate to 
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days 
a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this information 
to law enforcement.  Financial institutions should immediately report any imminent threat to local-
area law enforcement officials.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering, and 
promote national security through the strategic use of financial authorities 
and the collection, analysis, and dissemination of financial intelligence.
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FIN-2019-A006 August 21, 2019

Advisory to Financial Institutions on Illicit Financial 
Schemes and Methods Related to the Trafficking of 

Fentanyl and Other Synthetic Opioids

Transnational criminal organizations (TCOs), foreign fentanyl suppliers, and Internet 
purchasers located in the United States engage in the trafficking of fentanyl, fentanyl 
analogues, and other synthetic opioids and the subsequent laundering of the 
proceeds from such illegal sales.

This Advisory should be  
shared with:
• Chief Executive Officers

• Chief Operations Officers

• Chief Risk Officers

• Legal Departments

• Chief Compliance/BSA Officers

• AML Officials

• Sanctions Compliance Officials

• Cybersecurity Units

Introduction
The Financial Crimes Enforcement Network (FinCEN) is 
issuing this advisory1

1. This advisory is also part of a larger, United States government Fentanyl advisory covering the movement, 
manufacturing, marketing, and monetary aspects of the trafficking of fentanyl and other synthetic opioids.  A 
summary of the 21st Century Drug Trafficking: Advisories on Fentanyl and Other Synthetic Opioids, which includes 
links to each advisory, can be found here: https://www.whitehouse.gov/wp-content/uploads/2019/08/White-House-
Fentanyl-Advisories-Summary.pdf.

 to alert financial institutions to illicit 
financial schemes and mechanisms related to the trafficking 
of fentanyl, fentanyl analogues, and other synthetic 
opioids,2

2. The chemical names of synthetic opioids often sold online include: Acetylfentanyl, Butyrfentanyl, Carfentanil, FUF 
Fentanyl HCL, Furanylfentanyl, Isobutyrfentanyl, Lofentanil, 4’-methyl Acetyl fentanylHCL, Valerylfentanyl, and 
the U series, including U-47700.  According to the Drug Enforcement Administration (DEA), informal slang terms 
for these variants include: 30s, Blues, Dragon’s Breath, Fent, Fentanyl, Fenty, M-30s, etc.  Additional slang words for 
fentanyl and other synthetic opioids can be found in the: DEA Intelligence Report on Drug Slang CodeWords.

 and to assist them in detecting and reporting 
related activity. 

The United States is in the midst of an unparalleled 
epidemic of addiction and death, fueled by the illicit 
trafficking, sale, distribution, and misuse of fentanyl 
and other synthetic opioids.  The statistics are sobering; 
between 2013 and 2017, deaths in the United States from 
synthetic opioids, other than methadone, increased over 
800 percent.3

3. Centers for Disease Control and Prevention (CDC), National Center for Health Statistics, Multiple Cause of Death 
Files, 1999-2017 CDC WONDER Online Database, December 2018.  Accessed December 2018.

  Every day in the United States, more than 
130 people die from an opioid-related overdose.4

4. CDC/National Center for Health Statistics, National Vital Statistics System, Mortality.  CDC WONDER, Atlanta, GA: 
U.S. Department of Health and Human Services, CDC; 2018. https://wonder.cdc.gov.

  These numbers alone cannot fully capture the 
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devastation wrought by this epidemic, the consequences of which are far reaching and everlasting, 
from grieving parents and orphaned children, to the enormous economic and public policy costs,5

5. National Institute on Drug Abuse, “Opioid Overdose Crisis,” January 2019.

 
and the destruction of current and future generations.

The epidemic is tearing away at the social and economic fabric of our communities, while TCOs, 
international drug traffickers, money launderers, and other criminal actors profit off the misery 
of victims.  Criminal networks and others generate billions of dollars in illicit drug proceeds, and 
use the U.S. financial system and economy to advance their criminal enterprises and continue this 
epidemic to generate more criminal profits, resulting in more deaths and addictions.  FinCEN 
and other U.S. government agencies are collaboratively working with foreign partners, including 
Mexico, to end the fentanyl epidemic.  This advisory will assist financial institutions in detecting 
and reporting suspicious activity, making it harder and more costly for criminals to (i) commit these 
crimes; (ii) hide and use their illicit money; and (iii) continue fueling this epidemic.  By using the 
information in this advisory and safeguarding our financial system, financial institutions will help 
save lives, protect innocent families, and ensure the safety and future of our communities.  Indeed, 
this is the real value and utility behind information generated, maintained, and reported under the 
Bank Secrecy Act by financial institutions.  This advisory highlights the primary typologies and red 
flags derived from sensitive financial reporting which are associated with (i) the sale of these drugs 
by Chinese, Mexican, or other foreign suppliers; (ii) methods used by Mexican and other TCOs to 
launder the proceeds of fentanyl trafficking; and (iii) financial methodologies associated with the sale 
and procurement of fentanyl over the Internet by purchasers located in the United States.6

6. Note that under U.S. federal law, fentanyl is a Schedule II controlled substance, which is lawfully produced 
and distributed in the United States by manufacturers of prescription drugs approved by the Food and Drug 
Administration and is widely used in medicine.  This advisory focuses on the illicit manufacturing, importation, and/
or distribution of illegal fentanyl and other synthetic opioids.  Furthermore, while this advisory focuses on typologies 
involving fentanyl produced abroad and trafficked into the United States or purchased online, FinCEN is aware of 
trafficking in, and overprescribing of, pharmaceutical fentanyl in the United States and monitors and reports on illicit 
transactions associated with this activity.

  Fentanyl 
is sold in the United States in many forms, all of which can be deadly.  Fentanyl can be purchased 
alone; mixed with heroin, cocaine, or methamphetamine; or pressed into pill form and falsely sold as 
prescription opioids, many times being ingested by unsuspecting victims.

Typologies 
Fentanyl trafficking in the United States generally follows one of two pathways:  direct purchase of 
fentanyl from China by U.S. individuals for personal consumption or domestic distribution; or cross-
border trafficking of fentanyl from Mexico by TCOs and smaller criminal networks.  Within these two 
categories, the predominant funding mechanisms associated with fentanyl trafficking patterns include: 
(i) purchases from a foreign source of supply made using money services businesses (MSBs), bank 
transfers, or online payment processors; (ii) purchases from a foreign source of supply made using 
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convertible virtual currency7

7. A type of virtual currency that either has an equivalent value in real currency or acts as a substitute for real currency.  
FIN-2013-G001, “Application of FinCEN’s Regulations to Persons Administering, Exchanging, or Using Virtual 
Currencies,” March 18, 2013;  see also FIN-2019-G001, “Application of FinCEN’s Regulations to Certain Business 
Models Involving Convertible Virtual Currencies,” May 9, 2019, and FIN-2019-A003, “Advisory on Illicit Activity 
Involving Convertible Virtual Currency,” May 9, 2019.

 (CVC) (such as bitcoin, bitcoin cash, ethereum, or monero); (iii) purchases 
from a U.S. source of supply made using an MSB, online payment processor, CVC, or person-to-person 
sales8

8. Person-to-person in this context, refers to the physical method of meeting in person and exchanging cash for fentanyl.

; and (iv) other, more general money laundering mechanisms associated with TCO procurement 
and distribution.

Direct Purchase of Fentanyl from China by U.S.  
Individuals for Personal Consumption or Domestic Distribution

Purchases from a Foreign Source of Supply Using MSBs  
Such as Money Transmitters or Online Payment Systems 

Transactions related to the sale or purchase of fentanyl often involve money transfers to 
individuals in China and other foreign countries through MSBs, online payment processors, or 
bank transfers to individuals located in foreign countries.  An analysis of sensitive financial data 
illustrates that when U.S. individuals purchase fentanyl directly from China and other foreign 
countries, they often structure the money transfers to evade Bank Secrecy Act (BSA) reporting and 
recordkeeping requirements.9

9. “Structuring,” as the term is used in statute for criminal activity (see 31 U.S.C. §5324), includes not only attempts to 
evade reporting requirements, but also attempts to evade the Travel Rule and related recordkeeping requirements.  
FinCEN’s regulations on structuring (see generally 31 CFR § 1010.100(xx) and 31 CFR § 1010.314) focus on evasion of 
cash transaction reporting (CTR) requirements.

  Individuals frequently transfer the funds using multiple MSB agent 
locations.  Additionally, although payment recipients may seem to be unrelated to one another, in 
many cases, they often share the same phone numbers.  

These transactions generally begin with individuals located in the United States contacting foreign 
websites selling fentanyl or other prescription or illicit drugs10

10. To include fentanyl analogues or other synthetics with no legitimate medical use.

 regulated under the Controlled 
Substances Act.  The websites, which are typically registered to or operated by individuals located 
in China, direct users to contact a representative of the company or individual by telephone, 
message (e.g., video messaging, text messages, or the use of messaging applications), or email.

Once the buyer and the sales representative come to an agreement, the sales representative 
typically directs the buyer to send the payment to a particular person through an MSB located 
in the United States, online payment processor, or bank transfer (see Figure 1).  The contact 
information often includes a telephone number, which may be associated with the foreign-based 
website and may also be used by many other foreign payment recipients or likely couriers.  The 
payments to these foreign sources are typically low-dollar-value transactions (less than $1,000), 
sometimes conducted through multiple transactions or in a single transaction.  In other cases, the 
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foreign supplier may direct the individual to send a bank transfer directly to a front company 
operating in the chemical manufacturing field or to a shell company that is unrelated to chemicals 
or chemical production activity.  These payments are typically higher-dollar-value transactions 
(over $10,000) and may be associated with bulk drug or precursor chemical purchases.11

11. Fentanyl precursor chemicals refer to the basic or parent chemicals that form fentanyl.  See Controlled Substances Act 
and the List of Controlled Substances.   

  These 
companies, or their representatives, then typically mail or ship the illicit narcotics directly to the 
buyers in the United States for personal consumption or redistribution.12

12. See DEA, 2018 National Drug Threat Assessment, October 2018.

Figure 1: MSB, Online Payment Processor, or Bank Transfer to Foreign-based Contact

Purchases from a Foreign-located Supplier Using CVC

Drug traffickers and consumers increasingly use Clearnet and Darknet13

13. The Internet is typically separated into three distinct parts:  (i) the open Internet, also known as the Clearnet, which 
encompasses sites publicly accessible through well-known and publicly advertised search engines; (ii) the Deep 
Web, which consists of content not indexed and sites that cannot be found by normal search functions, such as 
paywall-protected pages; and (iii) the Darknet, which consists of many segments, which are areas of the Internet 
accessible only via specialized anonymizing software, such as the The Onion Router (Tor) network.  (Sites only 
reachable through the Tor network are recognizable through their “.onion” URL domain suffix.)  While Darknet 
content is varied, it is also home to hidden services such as criminal marketplaces that allow individuals to buy and 
sell illegal items, such as drugs, firearms, and other hazardous materials, with greater anonymity than is possible 
on the traditional Internet.  Generally, these Darknet market websites use a variety of anonymizing and encryption 
technologies in an attempt to shield communications and transactions from interception and monitoring. 

 e-commerce markets, 
paired with online payment systems and virtual currencies, to further anonymize fentanyl 
purchase and distribution.14

14. See DEA, 2018 National Drug Threat Assessment, October 2018.

  An analysis of sensitive financial data indicates that domestic illicit 
drug manufacturers, dealers, and consumers use online payment platforms or CVC to purchase 
precursor chemicals or completely synthesized narcotics primarily sourced from China.
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Filing institutions have identified potential drug traffickers based on embedded messages or 
references on websites that mention illegal drug transactions using CVC exchangers.15

15. An “exchanger” is a person engaged as a business in the exchange of virtual currency for real currency, funds, 
or other virtual currency.  See FIN-2019-G001, “Application of FinCEN’s Regulations to Certain Business Models 
Involving Convertible Virtual Currencies,” May 9, 2019; and see also FIN-2013-G001, “Application of FinCEN’s 
Regulations to Persons Administering, Exchanging, or Using Virtual Currencies,” March 18, 2013.

  Such 
messages and websites provide valuable financial intelligence on the source or destination of 
money and products.

CVC Payment to Foreign Contact Method

Similar to purchases from a foreign source of supply using MSBs or online payment processors, 
individuals located in the United States search for fentanyl and identify potential websites that may 
provide the opportunity to purchase illicit drugs online.  Foreign representatives will instruct the 
U.S.-based individual to send payments through CVC, such as bitcoin, bitcoin cash, ethereum, or 
monero16

16. FinCEN notes these are just examples of CVCs and that other types of CVCs may be also be used.

 (see Figure 2).

Additionally, U.S.-based individuals may find fentanyl dealers on Darknet markets and contact 
Darknet vendors located worldwide, including in the United States.  Individuals purchasing 
fentanyl on the Darknet will also pay vendors using CVC.  Darknet vendors and chemical 
companies then mail the illicit narcotics directly to the U.S.-based individuals.  The Darknet 
vendors may eventually seek to exchange CVC for traditional fiat currency such as U.S. dollars 
(USD) using both U.S.- and foreign-based CVC exchangers, or sell the virtual currency themselves 
to the public as unlicensed money transmitters.17

17. FinCEN regulations define “money transmitter” to include a “person that provides money transmission services” or 
“any other person engaged in the transfer of funds.”  31 CFR § 1010.100(ff)(5).

  Higher-amount transactions, coupled with other 
suspicious indicators, are more likely to be related to a vendor, redistributor, or street dealer 
compared with the activity of a personal consumer.

Figure 2: CVC Payment to Foreign-based Contact Method
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Purchases from a U.S.-located Supplier Using an MSB,  
Online Payment Processor, CVC, or Person-to-Person Transaction

Individuals located in the United States use the Internet or local connections to buy fentanyl 
from suppliers who are also located in the United States.  In this type of transaction, individuals 
typically make payments in one of two ways.  First, payments can be made using both MSBs and 
online payment platforms, similar to the way payments are made to foreign suppliers.  After the 
payment is received, the supplier typically ships or mails the fentanyl to the consumer.18

18. One common thread among these transactions is the potential use of mailing and shipping systems to disseminate 
fentanyl.  Traffickers regularly ship fentanyl and its analogues through the mail to drug dealers and users in the 
United States.  The shippers often layer transactions and mask their identities, making it difficult for the Postal 
Inspection Service or Customs and Border Protection to identify which packages, among the hundreds of thousands 
arriving every day, contain illicit drugs.

  Second, 
in more traditional drug trafficking transactions, individuals make payments in person with cash 
(person-to-person transactions).  In this scenario, fentanyl is hand-delivered in exchange for cash, 
and then the drug traffickers deposit or launder the cash.  The cash transaction dollar values may 
vary depending on variables, such as geographic location and the amount (or weight) of the illicit 
narcotics that are purchased.

Cross-border Trafficking of Fentanyl  
by TCOs and Smaller Criminal Networks

TCO Procurement and Distribution 

Mexico is a transit and production point for the trafficking of many illicit drugs and Mexican TCOs 
operate as the dominant purveyors of these illicit drugs, which also include fentanyl.19

19. See DEA, 2018 National Drug Threat Assessment, p. 21, October 2018.

  Mexican 
TCOs control the smuggling routes across the Southwest Border (SWB) and arrange the transport and 
distribution of fentanyl throughout the United States.20

20. See DEA, 2018 National Drug Threat Assessment, pp. 33-34, October 2018.

 

Subsequently, Mexican TCOs arrange the consolidation, placement, and movement of illicit 
proceeds derived from fentanyl sales in the United States.  FinCEN’s review of confidential financial 
information reveals transactions that involve structured cash deposits, money transfers, and wire 
transfers for the ultimate credit of accounts in the U.S. SWB region and Mexico.  FinCEN finds that 
this confidential financial information frequently describes individuals who conduct excessive 
cash transactions using ATMs, unsourced cash, and no verifiable or legitimate purpose for the 
transactions.  Drug trafficking networks often use shell companies to disguise the illicit drug proceeds 
as legitimate business transactions.  BSA data also shows that individuals located in the United States 
use their accounts to funnel funds between domestic and international locations.  Some of the more 
common money laundering methodologies used by Mexican TCOs are described below:
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1. Bulk Cash Smuggling21

21. In 2017, California, Ohio, and Arizona reported the highest dollar amounts in bulk cash seizures for a combined total 
of $138.8 million.  This amount decreased significantly, by approximately 49 percent, in comparison to the previous 
year’s top-three grossing states for seizures.  See Deputy Chief of Operations Office of Global Enforcement, DEA, 
“Statement Before The Subcommittee on Border Security and Immigration,” United States Senate, December 12, 2018.

:  To smuggle bulk cash across the border from the United States to 
Mexico, a TCO, or a third party it retains, conceals more than $10,000 in currency or other 
monetary instruments on a person, luggage, or in any conveyance for transportation from a 
place within the United States to a place in Mexico.

U.S. law enforcement suspects that most bulk currency smuggled into California from other 
U.S. states is payment for drug shipments.22

22. Deputy Chief of Operations Office of Global Enforcement, DEA, “Statement Before The Subcommittee on Border 
Security and Immigration,” United States Senate, December 12, 2018.

  The majority of this illicit bulk currency is then 
transported across the border into Mexico through privately owned vehicles or commercial 
tractor-trailers.23

23. Ibid.

2. Trade-Based Money Laundering:  Large amounts of bulk cash resulting from illegal drug sales, 
including fentanyl, can be difficult to transport across U.S. borders undetected, prompting 
drug traffickers to look to less conspicuous alternatives, such as trade-based money laundering 
(TBML) schemes.  TBML often involves using illicit proceeds to buy goods for export, as the 
subsequent sale of the goods effectively launders the proceeds.24

24. See 2018 National Money Laundering Risk Assessment (2018 NMLRA).

  The Financial Action Task 
Force (FATF) defines TBML as, “the process of disguising the proceeds of crime and moving 
value through the use of trade transactions in an attempt to legitimize their illicit origins.  In 
practice, this can be achieved through the misrepresentation of the price, quantity or quality of 
imports or exports.  Moreover, TBML techniques vary in complexity and are frequently used 
in combination with other money laundering techniques to further obscure the money trail.”25

25. See FATF, Trade Based Money Laundering, p. i, June 23, 2006.

  
In this context, TBML often involves converting physical U.S. banknotes into a commodity and 
then exporting or importing the commodity, without physical cross-border movement of the 
underlying currency.26

26. See FinCEN Advisory, “Update on U.S. Currency Restrictions in Mexico: Funnel Accounts and TBML,” FIN-
2014-A005, May 28, 2014; and see 2018 NMLRA.

  For example, drug traffickers will convert the monetary value of bulk 
currency (i.e., banknotes) into a good with an equivalent monetary value, such as a smartphone, 
automobile, or jewelry.

 To facilitate TBML, a TCO transfers funds from the United States back to international 
jurisdictions using either internal accountants or an independent accountant, also referred to as 
a “money broker.”  The following TBML example uses an external broker in Mexico (see Figure 
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3).27

27. There are many Black Market Peso Exchange variations, including nuances to this scenario.  TBML elements and 
the types of players in these transactions are normally consistent.  Also, while this advisory is specific to fentanyl 
trafficking from Mexico, the TBML methodology can also be used with many countries, to include Central/South 
America.

  The TCO and broker negotiate a money pick-up and transfer a commission fee prior to the 
TBML operation.  The TCO then informs the broker where to pick up the USD drug proceeds 
using an encrypted code, as a proceeds confirmation or validation means.  The broker may use 
an assistant or hire launderers (often called “smurfs”) to pick up the proceeds on the broker’s 
behalf.  Upon proceeds pick-up, the launderers may:

i. deposit proceeds into U.S. financial institutions (often structured to avoid recordkeeping 
and reporting requirements) and then transfer the funds as goods or debt payments to U.S. 
vendors and exporters; or 

ii. transport (also called “drop” or “hand off”) the bulk cash to third parties, including U.S. 
exporters, for subsequent deposit and integration into the U.S. financial system.

Prior to the money pick-up, the money broker negotiates a contract and exchange rate with a 
Mexican importer to pay for exported USD-denominated goods on the importer’s behalf (i.e., a 
third-party payment).  Once the broker receives the Mexican peso-denominated deposits from the 
importer, the broker’s account is “loaded,” and he can then facilitate the money pick-up by the 
launderer(s) or smurf(s) and make a simultaneous payment to the TCO to reconcile accounts.  In 
this type of offsetting transaction, often called a “mirror transfer,”28

28. See DEA, 2017 National Drug Threat Assessment, p. 128, October 2017.

  the launderer picks up the 
money, and confirms that the broker received the proper amount (normally via text or a phone 
call), and the broker then transfers or “hands off” a peso-equivalent amount of USD to the TCO.  
Sometimes this type of transaction commences when the Mexican importer pays the broker 
(thereby “loading” his account) prior to the initial money drop in the United States.

The vendor who receives USD from the launderer will then export the goods to the Mexican 
importer according to the money broker’s shipping directions.  After receiving the goods, the 
importer sells them on the Mexican open market at a markup, and the importer’s account is 
reconciled or balanced.
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Figure 3: Trade-based Money Laundering

3. Structured MSB Money Transfers:  Professional money laundering organizations hire loosely
associated parties (including “money mules”

29. The Federal Bureau of Investigation (FBI) defines “money mule” as “someone who transfers illegally acquired money
on behalf of or at the direction of another.” FBI, Money Mule Awareness Booklet, p. 2, December, 2018.

29) to send money transfers to Mexico via U.S. MSBs,
primarily money transmitters, structured to evade reporting requirements.  In this context, 
structuring (i.e., keeping the amount of the money transfer below the applicable threshold of 
$3,000 in order to avoid identification and reporting requirements) is accomplished through one 
of, or a combination of, the following:

• The illicit proceeds are divided between multiple individuals who send the transfers;

• An individual uses multiple MSB agent locations to send transfers; and/or

• An individual sends multiple transactions consecutively.
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4. Funnel Account Activity:  Multiple individuals acting on behalf of the TCO deposit cash proceeds 
of illicit drug sales into a personal or business account.  The deposits are often made in multiple 
states geographically distant from the branch in which the account was opened or domiciled 
and geographically different from the location of the withdrawal activity.30

30. See FinCEN Advisory, “Update on U.S. Currency Restrictions in Mexico: Funnel Accounts and TBML”, FIN-
2014-A005, (May 2014).

  The deposits 
are structured (i.e., kept below the applicable threshold of $10,000, in this instance, to avoid 
identification and recordkeeping requirements).31

31. Ibid.

  The use of funnel account activity by TCOs 
may have been partially disrupted by the decisions of certain large national banks to restrict 
third-party cash deposits for private customer accounts.

Case Studies of Fentanyl-related Illicit Finance

Example of Funnel Accounts Funding  
Wires to Mexico Disguised as Legitimate Business 

Financial Institution Type:  Depository Institutions

In December 2018, a federal jury convicted Herman E. Aguirre and Troy R. Gillon of narcotics 
conspiracy.  Aguirre was also convicted of operating a continuing criminal enterprise and 
money laundering conspiracy.32

32. Department of Justice, U.S. Attorney’s Office, Western District of New York, “Federal Jury Convicts Two Defendants 
of Narcotics Conspiracy Tied To The El Chapo Mexican Drug Cartel,” December 20, 2018.

  In 2016, these two individuals were indicted along with 15 co-
conspirators for their role in a criminal network of individuals and food and produce companies 
affiliated with the Sinaloa Cartel trafficking in thousands of kilograms of heroin, fentanyl, and 
cocaine from Mexico into the United States by disguising the shipments in pallets described as 
containing “sea cucumbers.”33

33. Western District of New York, “17 Defendants Indicted in International Drug Trafficking Ring,” August 9, 2016.

  The TCO’s operation spanned Mexico, Arizona, California, and 
elsewhere, with the Sinaloa Cartel, led by Joaquín “El Chapo” Guzmán and Ismael “El Mayo” 
Zambada, as its source of supply.34

34. Department of Justice, U.S. Attorney’s Office, Western District of New York, “Federal Jury Convicts Two Defendants 
of Narcotics Conspiracy Tied To The El Chapo Mexican Drug Cartel,” December 20, 2018.

  The TCO opened accounts in banks in southern California, 
which were used to receive cash deposits at drug sale locations in Northeastern cities.35

35. Western District of New York, “17 Defendants Indicted in International Drug Trafficking Ring,” August 9, 2016.
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Darknet and Clearnet Marketplace Fentanyl Transactions 

Financial Institution Type: MSBs and Depository Institutions

Matthew and Holly Roberts were sentenced to 135 and 96 months in federal prison, 
respectively,  for their roles in distributing fentanyl and other narcotics through multiple 
Darknet marketplace36

36. Dream Market, Silk Road, AlphaBay, Darknet Heroes League, Nucleus, and several others.

 accounts.37

37. Department of Justice, U.S. Attorney’s Office, Northern District of Ohio, “Texas couple sentenced to prison; they 
were the most prolific dark net fentanyl vendor in the world at the time of their arrest last year,” February 7, 2019. 
Department of Justice, U.S. Attorney’s Office, Northern District of Ohio, “Texas couple who had thousands of online 
sales of fentanyl and other drugs pleaded guilty to drug crimes,” October 23, 2018.  Department of Justice, Office of 
Public Affairs, “Operation Darkness Falls Results in Arrest of One of the Most Prolific Dark Net Fentanyl Vendors in 
the World,” August 22, 2018.

  At the time of their arrest in 2018, the couple were the most 
prolific Darknet fentanyl vendors in the world.  They used “private messaging, encryption 
software, Virtual Private Networks and proxies through the Tor network” as well as pre-paid 
Visa and gift cards, and mailed decoy items, such as glow bracelets, to hide the fact they were 
mailing narcotics.38

38. Department of Justice, U.S. Attorney’s Office, Northern District of Ohio, “Texas couple sentenced to prison; they were 
the most prolific dark net fentanyl vendor in the world at the time of their arrest last year,” February 7, 2019. 

 

Their customers made purchases with virtual currency, which the couple then sent to virtual 
currency exchangers to convert the funds into U.S. fiat currency.39

39. Department of Justice, Office of Public Affairs, “Operation Darkness Falls Results in Arrest of One of the Most Prolific 
Dark Net Fentanyl Vendors in the World,” August 22, 2018.

Note: Based on analysis of sensitive financial data, Holly Roberts added funds to stored value 
cards and immediately removed funds via ATM withdrawals and online purchases.  Matthew 
Roberts and associates received excessive cash deposits into their accounts from sources outside 
of the account’s geographic area followed immediately by cash withdrawals.

Kingpin Act Sanctions – Chinese Synthetic Opioid Traffickers

Through sanctions investigations into Chinese nationals involved in synthetic opioid trafficking, 
the U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC) designated 
Chinese national Jian Zhang as a significant foreign narcotics trafficker, the first fentanyl-
related designation pursuant to the Foreign Narcotics Kingpin Designation Act (Kingpin Act).40

40. See Treasury Press Release: “Treasury Sanctions Chinese Fentanyl Trafficker Jian Zhang,” April 27, 2018.

  
Zhang’s trafficking of fentanyl and other controlled substances to the United States was tied 
to the overdose deaths of U.S. citizens.  In addition to Zhang, OFAC designated a chemical 
company named Zaron Bio-Tech (Asia) Limited, a Hong Kong entity operating in Shanghai, 
China, that was owned and controlled by Zhang.  Zhang used Zaron Bio-Tech to facilitate 
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the unlawful importation of fentanyl and other controlled substances into the United States.  
OFAC also designated four individuals, including Zhang’s mother and father, who assisted his 
narcotics trafficking activities by using global MSBs to receive funds for fentanyl purchases from 
individuals located in the United States.41

41. Ibid.

 

In 2014, OFAC sanctioned two Chinese nationals, Bo Peng and Zhang Lei, as specially 
designated narcotics traffickers pursuant to the Kingpin Act,42

42. See Treasury Press Release: “Treasury Sanctions Prolific Chinese Synthetic Drug Traffickers,” April 27, 2018.

 as well as two Chinese 
companies, CEC Limited and Kaikai Technology Co., Ltd., for their role in international drug 
trafficking relating to synthetic opioids, cannabinoids, and cathinones.  OFAC also designated 
three additional Chinese nationals for their role on behalf of Zhang Lei.43

43. See Treasury Press Release: “Treasury Sanctions Members of a Chinese Synthetic Drug Trafficking Organization,” July 
29, 2014.

Darknet Fentanyl Purchases

The Darknet is commonly used for a number of illicit activities, including fentanyl trafficking.  
In July 2017, the U.S. Department of Justice seized AlphaBay servers and assets; AlphaBay was 
the largest criminal Darknet market on the Internet at the time.44

44. U.S. Department of Justice, “AlphaBay, Largest Online Dark Market, Shut Down,” July 20, 2017.

  AlphaBay required its users to 
transact in CVC (including bitcoin, monero, and ethereum) to obfuscate transactions and related 
parties.  The Darknet site was a major platform for transactions involving fentanyl and heroin, 
which were linked to overdose deaths.  AlphaBay operated for over two years on the Darknet, 
and hundreds of thousands of people around the world used the site to buy and sell deadly and 
illegal drugs, stolen and fraudulent identification documents and access devices, counterfeit 
goods, malware and other computer hacking tools, firearms, and toxic chemicals.  U.S. officials 
estimate, based on the law enforcement investigation, that AlphaBay was used to launder 
hundreds of millions of dollars linked to its illegal transactions.45

45. Ibid.

Red Flag Indicators for Fentanyl-related Activity
The red flags noted below may help financial institutions in identifying suspected schemes related 
to illicit fentanyl trafficking.  Some red flags listed may also be applicable more generally to drug 
trafficking, or apply to other trafficked drugs, or to other money laundering or illicit activity, but 
are detailed in order to provide context for financial activity related to fentanyl.  In applying the 
red flags, financial institutions are advised that no single transactional red flag necessarily indicates 
suspicious activity conclusively.  Financial institutions may consider additional contextual 
information and the surrounding facts and circumstances, such as a customer’s historical 
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financial activity and whether the customer exhibits multiple indicators, before determining that 
a transaction is suspicious.  Financial institutions may also perform additional inquiries and 
investigations where appropriate.

MSBs:  Money Transfer Red Flags

 The money transfer beneficiary lists a phone number or email address associated with a 
pharmaceutical company or chemical sales website.

 U.S. remitter sends low-dollar money transfers to an individual in China for no apparent 
legitimate purpose.  Individual transfers may range from $10 to $100, with an aggregated 
amount of multiple transfers totaling approximately $600.  Conversely, a U.S. remitter sends a 
high volume of money transfers to apparently unrelated individuals.

 Multiple U.S. remitters send money transfers to the same individual beneficiary in China (i.e., 
many to one).

 Seemingly unrelated beneficiaries share the same phone number or email address to receive 
transactions.

 The volume of outgoing money transfers is not consistent with the expected activity of a U.S. 
remitter.

 A U.S. remitter adjusts the money transfer amount to avoid BSA reporting and recordkeeping 
requirements (i.e., structuring).  When a U.S. remitter sends multiple structured money 
transfers, additional red flags may be involved:

• Remitter uses multiple agent locations.

• Remitter sends money transfers to the same beneficiary consecutively, instead of 
aggregated in a single sum.

• Two or more seemingly unrelated remitters are linked together by shared attributes such as 
common addresses or profile information.  These remitters then coordinate transactions to 
evade the recordkeeping threshold.

Depository Institutions:  Structuring and Funnel Account Activity Red Flags

 Account owners or third parties structure cash deposits at bank branches nationwide into the 
same account, which funds outgoing transactions on the SWB, including cash withdrawals or 
wire transfers to Mexico (i.e., funnel account activity and rapid movement of funds).

 The depository institutions have a suspicion concerning the physical condition of deposited 
banknotes (e.g., the bills smell of drugs, detergent, or are excessively worn).

 The source of funds cannot be corroborated.
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 Multiple transactions below the applicable Currency Transaction Report (CTR) threshold (i.e., 
structuring), which may involve additional indicators:

• Suspicious use of multiple locations.

• Two or more individuals working together.

• Suspicious use of multiple accounts.

 Transaction out of pattern for customers or business type.

 Transaction with no apparent business purpose.

Depository Institutions:  Shell Company Red Flags

 Unclear business model:

• The company’s North American Industry Classification System (NAICS) code(s) is/are in a 
different industry than the business name indicates.

• Commercial databases reveal the company is associated with multiple businesses in 
unrelated industries.

• Open source information reveals that the company lacks or has vague company websites.

 Company address or location discrepancy:

• Online or other open source searches on the address provided reveal a business with a 
different name, or an operating location inconsistent with the business model, such as a 
residence.

• Commercial databases associate the company with multiple active addresses or operating 
locations, but reveal few, if any, indications the company has franchises or multiple 
branches, subsidiaries, or agents.

 Company name discrepancy:

• The company’s name is vague, non-descriptive, or does not align with its business model.

• Commercial databases reveal the company has three or more name variations or has 
multiple “doing business as” (dba) names.

 Employer Identification Number (EIN) discrepancy:

• Commercial databases reveal the company is a small business with fewer than 500 
employees but has multiple EINs or shares EINs with other businesses.
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Depository Institutions and MSBs:  
Clearnet and Darknet Marketplace Fentanyl Purchase Red Flags

 Direct or indirect transactions with Darknet marketplaces or CVC mixing services.46

46. Tumbling or mixing involves the use of mechanisms to break the connection between an address sending CVC and 
the addresses receiving CVC.

  The 
names of several current popular Darknet marketplaces include:47

47. See the Red Flag section of the “Marketing Advisory,” which is a part of a larger, United States government Fentanyl 
advisory covering the movement, manufacturing, marketing, and monetary aspects of the trafficking of fentanyl and 
other synthetic opioids.  A summary of the 21st Century Drug Trafficking: Advisories on Fentanyl and Other Synthetic 
Opioids, which includes links to each advisory, can be found here: https://www.whitehouse.gov/wp-content/
uploads/2019/08/White-House-Fentanyl-Advisories-Summary.pdf.

• Empire

• Tochka/Point

• Valhalla

• Rapture

• Berlusconi

 Customers with past criminal histories for drug-related offenses.

 Customers discussing drug purchases in the transaction notes field available on the exchange, 
including referencing drugs or weight measurements like grams (e.g., “1 gram fent”).  
Customers may reference the informal slang names48

48. See DEA Intelligence Report on Drug Slang Code Words.

 (e.g., “Fenty”) or the actual chemical 
names (e.g., “Acetylfentanyl”).

 Use of virtual private network (VPN) services or Tor to access CVC exchange accounts.

Valuable Information in Reporting Suspicious Activity 

Suspicious Activity Involving Websites and Embedded Messages

Online payment systems or CVC exchangers may have access to embedded messages or other 
information that reference Internet purchases of illegal drugs.  This information can be extremely 
useful for financial institutions in determining suspicious activity linked to potential drug 
trafficking and to law enforcement for investigative purposes.

Suspicious Activity Involving CVC

CVC transactions generate a significant variety of information elements that may be extremely 
useful to law enforcement in investigating potential illicit conduct involving CVC transactions.  
Specifically, the following information is particularly helpful to law enforcement: 

• virtual currency wallet addresses
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• account information

• transaction details (including virtual currency transaction hash)

• relevant transaction history

• available login information (including IP addresses)

• mobile device information (such as device International Mobile Equipment Identity (IMEI)

• information obtained from analysis of the customer’s public, online profile and communications 
(such as device International Mobile Equipment Identity (IMEI))

When filing a Suspicious Activity Report (SAR), financial institutions should provide all pertinent 
available information in the SAR form and narrative.

Reminder of Regulatory Obligations for  
U.S. Financial Institutions 

Consistent with existing regulatory obligations, U.S. financial institutions should take 
reasonable, risk-based steps to identify and limit any exposure they may have to funds and 
other assets associated with individuals and entities engaged in the financial facilitation or 
trafficking in fentanyl or other synthetic opioids.

Reminder of Anti-Money Laundering (AML) and Regulatory Obligations for 
U.S. Financial Institutions Regarding Due Diligence, Customer Identification, 

and Suspicious Activity Reporting
FinCEN is providing the information in this advisory to assist U.S. financial institutions in 
meeting their risk-based due diligence and other BSA obligations to help identify individuals who 
may be engaged in the financial facilitation or trafficking in fentanyl or other synthetic opioids. 

Enhanced Due Diligence Obligations

FinCEN reminds U.S. financial institutions that they must comply with their due diligence 
obligations under the BSA and its implementing regulations.49

49. See 31 U.S.C § 5318(h) and 31 CFR § 1010.210 for AML program requirements, and as applied to specific financial 
institutions in 31 CFR §§ 1020.210, 1021.210, 1022.210, 1023.210, 1024.210, 1025.210, 1026.210, 1027.210, 1028.210, 
1029.210, and 1030.210.

  In addition to their general due 
diligence requirements, covered financial institutions are required to implement a due diligence 
program for private banking accounts held for non-U.S. persons designed to detect and report any 
known or suspected money laundering or other suspicious activity through those accounts.50

50. See USA PATRIOT Act § 312, codified at 31 U.S.C. § 5318(i) and 31 CFR § 1010.620(a).  The definition of “covered 
financial institution” is found in 31 CFR § 1010.605(e).  The definition of “private banking account” is found in 31 CFR 
§ 1010.605(m).  The definition for the term “non-U.S. person” is found in 31 CFR § 1010.605(h).
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FinCEN also reminds covered financial institutions of their obligation to implement due 
diligence programs for correspondent accounts they maintain for foreign financial institutions 
that include appropriate, specific, risk-based and, where necessary, enhanced policies, 
procedures, and controls reasonably designed to detect and report known or suspected money 
laundering activity involving such accounts.51

51. See USA PATRIOT Act § 312 (31 U.S.C.§ 5318(i)); 31 CFR §1010.610(a).

Customer Identification

In addition, certain financial institutions also must have a written customer identification 
program,52

52. See 31 CFR §§ 1020.220, 1023.220, 1024.220, and 1026.220.

 to allow the institution to form a reasonable belief that it knows the true identitfy 
of each of its customers.  At a minimum, these financial institutions must, at account opening, 
obtain and verify each customer’s name, date of birth for individuals listed on the account, 
address, and identification number.53

53. See, e.g., 31 CFR § 1020.220.

An MSB’s AML program must establish adequate and appropriate procedures and controls 
commensurate with the money laundering and terrorist financing risks posed by foreign agents 
or counterparties with which that MSB does business.54

54. See FinCEN Interpretive Release 2004-1, 69 FR 239, December 14, 2004.

Suspicious Activity Reporting

A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect a 
transaction conducted or attempted by, at, or through the financial institution involves funds 
derived from illegal activity, or attempts to disguise funds derived from illegal activity; is 
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful 
purpose; or involves the use of the financial institution to facilitate criminal activity.55

55. See 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.

SAR Filing Instructions

When filing a SAR, financial institutions should provide all pertinent available information in 
the SAR form and narrative.  FinCEN requests that financial institutions use only the updated 
mandatory SAR form (as of February 1, 2019) and reference this advisory using the following 
key term in SAR field 2 (Filing Institution Note to FinCEN):

“FENTANYL FIN-2019-A006”

to indicate a possible connection between the suspicious activities being reported and activities 
highlighted in this advisory.
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SAR reporting, in conjunction with effective implementation of due diligence requirements 
and OFAC obligations by financial institutions, has been crucial to identifying proliferation 
financing as well as money laundering and terrorist financing.  SAR reporting is consistently 
beneficial and critical to FinCEN and U.S. law enforcement analytical and investigative efforts, 
OFAC designation efforts, and the overall security and stability of the U.S. financial system.56

56. For Law Enforcement Case Examples, see SAR Activity Review, Issue 19, beginning on p. 19.

For Further Information

Additional questions or comments regarding the contents of this advisory should be addressed to 
the FinCEN Resource Center at frc@fincen.gov.

Financial institutions wanting to report suspicious transactions that may potentially relate to 
terrorist activity should call the Financial Institutions Toll-Free Hotline at (866) 556-3974 (7 days 
a week, 24 hours a day).  The purpose of the hotline is to expedite the delivery of this information 
to law enforcement.  Financial institutions should immediately report any imminent threat to local-
area law enforcement officials.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering, and 
promote national security through the strategic use of financial authorities 
and the collection, analysis, and dissemination of financial intelligence.
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FIN-2020-A002 May 18, 2020

Advisory on Medical Scams Related to the Coronavirus 
Disease 2019 (COVID-19)

Detecting, preventing, and reporting COVID-19-related scams and illicit activity is 
critical to our national security, safeguarding legitimate relief efforts, and protecting 
innocent people from harm.

This Advisory should be shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• AML/BSA Departments

• Legal Departments

• Cyber and Security Departments

• Customer Service Agents

• Bank Tellers

SAR Filing Request:
FinCEN requests financial institutions 
reference this advisory in SAR field 
2 (Filing Institution Note to FinCEN) 
and the narrative by including the 
following key term: “COVID19 FIN-
2020-A002” and select SAR field 34(z) 
(Fraud-other).  Additional guidance 
for filing SARs appears near the end 
of this advisory.

The Financial Crimes Enforcement Network (FinCEN) 
is issuing this advisory to alert financial institutions 
to rising medical scams related to the COVID-19 
pandemic.  This advisory contains descriptions of 
COVID-19-related medical scams, case studies, red 
flags, and information on reporting suspicious activity.1

1. While this advisory focuses on medical-related scams, financial institutions should note that criminal actors may use 
similar fraudulent methods involving non-medical-related goods or services.  Many COVID-19-related scams are 
similar to those observed before the pandemic, and illicit actors have modified their schemes to take advantage of, 
and profit from, the pandemic by victimizing innocent people and businesses.

 

This is the first of several advisories FinCEN intends 
to issue concerning financial crimes related to the 
COVID-19 pandemic.  These advisories are based on 
FinCEN’s analysis of COVID-19-related information 
obtained through public reports, Bank Secrecy Act 
(BSA) data, and law enforcement partners.  FinCEN will 
issue financial analyses and intelligence, as appropriate, 
to financial institutions to help them detect, prevent, 
and report suspected illicit activity.2

2. For up-to-date information on FinCEN COVID-19-related releases, please visit FinCEN Coronavirus Updates at 
https://www.fincen.gov/coronavirus.

  Additionally, 
FinCEN has temporarily expanded its Rapid Response 
Program, which supports law enforcement and financial 
institutions in the recovery of funds stolen via fraud, 
theft, and other financial crimes related to COVID-19.
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Financial Red Flag Indicators of COVID-19 Fraudulent Activity
BSA data, as well as information from other federal agencies, foreign government partners, and 
public sources indicate possible illicit activities related to the COVID-19 pandemic regarding (1) 
fraudulent cures, tests, vaccines, and services; (2) non-delivery scams; and (3) price gouging and 
hoarding of medical-related items, such as face masks and hand sanitizer.  FinCEN identified 
the following red flag indicators to help financial institutions identify COVID-19-related medical 
scams, and to assist financial institutions in detecting, preventing, and reporting suspicious 
transactions associated with the COVID-19 pandemic.  

As no single red flag is necessarily indicative of illicit or suspicious activity, financial institutions 
should consider additional contextual information and the surrounding facts and circumstances, 
such as a customer’s historical financial activity, whether the transactions are in line with 
prevailing business practices, and whether the customer exhibits multiple indicators, before 
determining if a transaction is suspicious or otherwise indicative of fraudulent COVID-19-related 
activities.  In line with their risk-based approach to compliance with the BSA, financial institutions 
also are encouraged to perform additional inquiries and investigations where appropriate.  Some 
of these red flags are common indicators of fraudulent merchant activity committed by shell or 
fraudulent retail or wholesale business operators.  Additionally, some of the red flag indicators 
outlined below may apply to multiple COVID-19-related fraudulent activities.

Medical-Related Frauds, Including  
Fraudulent Cures, Tests, Vaccines, and Services 

Several federal agencies have detected fraudulent COVID-19-related cures, tests, vaccines, and 
associated services being offered to the public.3

3. See Department of Justice (DOJ) Press Release, “Georgia resident arrested for selling illegal products claiming to 
protect against viruses,” (April 9, 2020); U.S. Department of Homeland Security News Release, “ICE HSI arrests 
Georgia resident for selling illegal pesticide, claiming it protects against coronavirus,” (April 14, 2020); U.S. Customs 
and Border Protection (CBP) National Media Release, “CBP Officers Seize Fake COVID-19 Test Kits at LAX,” (March 
14, 2020); FTC Press Release, “FTC, FDA Send Warning Letters to Seven Companies about Unsupported Claims 
that Products Can Treat or Prevent Coronavirus,” (March 9, 2020); and Federal Bureau of Investigation (FBI) Press 
Releases, “FBI Warns of Emerging Health Care Fraud Schemes Related to COVID-19 Pandemic,” (April 13, 2020); 
and “FBI Warns Health Care Professionals of Increased Potential for Fraudulent Sales of COVID-19-Related Medical 
Equipment,” (March 27, 2020).

  Examples of fraudulent medical services include 
claims related to purported vaccines or cures for COVID-19, claims related to products that 
purportedly disinfect homes or buildings, and the distribution of fraudulent or unauthorized 
at-home COVID-19 tests.  Some of these scams may be perpetrated by illicit actors who recently 
formed unregistered or unlicensed medical supply companies.  Financial indicators of these scams 
may include:
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 U.S. authorities, such as the Federal Trade Commission (FTC), the Food and Drug 
Administration (FDA), or the DOJ, have identified the company, merchant, or business owners 
as selling fraudulent products.4

4. For current lists of COVID-19-related warning letters and fraudulent products, visit FDA: “Fraudulent Coronavirus 
Disease 2019 (COVID-19) Products” and FTC: “FTC Coronavirus Warning Letters to Companies.” For information 
pertaining to COVID-19-related DOJ actions, visit: “Coronavirus Fraud News.” 

 A web-based search or review of advertisements indicates that a merchant is selling at-home 
COVID-19 tests,5

5. At the time of this publication, the FDA has authorized three at-home tests: the “LabCorp COVID-19 RT-PCR,” the 
Rutgers Clinical Genomics Laboratory’s molecular Laboratory Developed Test, and the Everlywell COVID-19 Test 
Home Collection Kit.  See FDA News Release, “Coronavirus (COVID-19) Update: FDA Authorizes First Test for 
Patient At-Home Sample Collection,” (April 21, 2020); FDA News Release, “Coronavirus (COVID-19) Update: FDA 
Authorizes First Diagnostic Test Using At-Home Collection of Saliva Specimens,” (May 8, 2020); and FDA News 
Release, “FDA Authorizes First Standalone At-Home Sample Collection Kit that can be used with Certain Authorized 
Tests,” (May 16, 2020).

 vaccines, treatments, or cures.

The customer engages in transactions to or through personal accounts related to the sale 
 of medical supplies, which could indicate that the selling merchant is an unregistered or 
unlicensed business or is conducting fraudulent medical-related transactions.

The financial institution’s customer has a website with one or more indicia of suspicion, 
 including a name/web address similar to real and well-known companies, a limited 
internet presence, a location outside of the United States, and/or the ability to purchase 
pharmaceuticals without a prescription when one is usually required.   

 
The product’s branding images found in an online marketplace appear to be slightly different 
from the legitimate product’s images, which may indicate a counterfeit product. 

The merchant is advertising the sale of highly sought-after goods related to the COVID-19 
 pandemic and response at either deeply discounted or highly inflated prices. 

The merchant is requesting payments that are unusual for the type of transaction or unusual 
 for the industry’s pattern of behavior.  For example, instead of a credit card payment, 
the merchant requires a pre-paid card, the use of a money services business, convertible 
virtual currency, or that the buyer send funds via an electronic funds transfer to a high-risk 
jurisdiction. 

Financial institutions might detect patterns of high chargebacks and return rates in their 
 customer’s accounts.  These patterns can be indicative of merchant fraud in general.

Case Study: U.S. Authorities Take Action Against Fraudulent COVID-19 Tests and Treatments
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Non-Delivery Fraud of Medical-Related Goods Scams

The COVID-19 pandemic has disrupted global shipping and created sudden and substantial 
demand for certain goods, especially medical-related goods.  This demand creates a situation 
where criminals may defraud consumers and companies through non-delivery of merchandise.  In 
these non-delivery scams, a customer pays a company for goods the customer will never receive.  
These bogus companies advertise test kits, masks, drugs, and other goods they never intend 
to deliver, and sometimes never possess at all.  Victims can include unsuspecting companies, 
hospitals, governments, and consumers.  These fraudulent transactions occur through websites, 
robocalls, or on the Darknet.  Some schemes involve shell companies6

6. Shell companies are defined as non-publicly traded corporations or limited liability companies (LLCs) that have 
no physical presence beyond a mailing address and generate little to no independent economic value.  See FinCEN 
Guidance, FIN-2006-G014 “Potential Money Laundering Risks Related to Shell Companies,” (November 2006); and 
Suspicious Activity Reports (SAR) Activity Review: Issue 1 (October 2000), Issue 2 (June 2001), and Issue 7 (August 
2004).

 to facilitate transactions.  In 
its March 27, 2020 warning to the health care industry, the FBI asked the medical community to 
exercise due diligence and appropriate caution when dealing with unfamiliar vendors and when 
relying on unidentified third-party brokers in the supply chain.7

7. See FBI Press Release, “FBI Warns Health Care Professionals of Increased Potential for Fraudulent Sales of COVID-19-
Related Medical Equipment,” (March 27, 2020).

  Financial indicators of these 
scams may include:

The merchant does not appear to have a lengthy corporate history (e.g., the business was 
 established within the last few months), lacks physical presence or address, or lacks an 
Employer Identification Number.  Additionally, if the merchant has an address, there are 
noticeable discrepancies between the address and a public record search for the company or 
the street address, multiple businesses at the same address, or the merchant is located in a 
high-risk jurisdiction or a region that is not usually associated with the merchandise they are 
selling.  

Searches in corporate databases reveal that the merchant’s listing contains a vague or 
 inappropriate company name, multiple unrelated names, a suspicious number of name 
variations, multiple “doing business as” (DBA) names, or does not align with its business 
model.  

 Merchants are reluctant to provide the customer or the financial institution that is processing 
the transactions with invoices or other documentation supporting the stated purpose of trade-
related payments.

 The financial institution does not understand the merchant’s business model, and has 
difficulty determining the true nature of the company and its operations.

The merchant cannot provide shipment-tracking numbers to the customer or proof of 
 shipment to a financial institution so it may process related financial transactions.  
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The merchant claims several last minute and suspicious delays in shipment or receipt of 
 goods.  For example, the merchant claims that the equipment was seized at port or by 
authorities, that customs has not released the shipment, or that the shipment is delayed on a 
vessel and cannot provide any additional information about the vessel to the customer or their 
financial institution. 

The merchant cannot explain the source of the goods or how the merchant acquired bulk 
 supplies of highly sought-after goods related to the COVID-19 pandemic.

 Domestic or foreign governments have identified the merchant or its owners/incorporators as 
being associated with fraudulent and criminal activities.

 A newly-opened account receives a large wire transaction that the accountholder failed to 
mention during the account opening process.     

Case Study: A Virginia Financial Institution Alerted the U.S. Secret Service (USSS) and Successfully 
Helped Prevent a $317 Million Non-Delivery Scam

Price Gouging and Hoarding of Medical-Related Items 

FinCEN and DOJ have received numerous reports of suspected hoarding and price gouging 
related to the COVID-19 pandemic.  DOJ established the Hoarding and Price Gouging Task 
Force on March 24, 2020, to address COVID-19-related market manipulation, hoarding, and price 
gouging.  According to DOJ, hoarding and price gouging are defined as the act by any person or 
company of accumulating an unreasonable amount of any of these materials for their personal 
use, or accumulating any of these materials for purposes of selling them far above prevailing 
market prices.8

8. See DOJ, “Department of Justice COVID-19 Hoarding and Price Gouging Task Force,” (March 24, 2020).

  In many cases, individuals have been selling surplus items or newly acquired 
bulk shipments of goods, such as masks, disposable gloves, isopropyl alcohol, disinfectants, hand 
sanitizers, toilet paper, and other paper products at inflated prices because of the COVID-19 
pandemic.  Payment methods vary by scheme and can include the use of pre-paid cards, money 
services businesses, credit card transactions, wire transactions, or electronic fund transfers.  On 
March 23, 2020, President Trump issued Executive Order (E.O.) 13910, pursuant to section 102 of 
the Defense Production Act, which prohibits hoarding of designated items.9

9. See E.O. 13910, “Executive Order on Preventing Hoarding of Health and Medical Resources to Respond to the Spread 
of COVID-19,” (March 23, 2020).  The E.O. does not define hoarding.  The E.O delegates the authority to prevent 
hoarding to the Secretary of Health and Human Services and to designate materials “the supply of which would be 
threatened by persons accumulating the material either in excess of reasonable demands of business, personal, or 
home consumption, or for the purpose of resale at prices in excess of prevailing market prices.”  Furthermore, the 
Attorney General of the United States stated that the “Department will investigate and prosecute those who acquire 
vital medical supplies in excess of what they would reasonably use or for the purpose of charging exorbitant prices 
to the healthcare workers and hospitals who need them.”  See DOJ, “Department of Justice COVID-19 Hoarding and 
Price Gouging Task Force,” (March 24, 2020).

  Financial indicators of 
these scams may include:
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 In addition to the use of personal accounts for business purposes (see indicator number 3 
above), a customer begins using their personal accounts for business-related transactions 
after January 2020, and sets up a medical supply company or is selling highly sought-after 
COVID-19-related goods online, such as hand sanitizer, toilet paper, masks, and anti-viral or 
disinfectant cleaning supplies. 

The customer begins using their money services or bank account differently.  For example, 
 prior to January 2020, the customer never linked their account to the sale of goods on the 
internet.  Since the COVID-19 pandemic began, however, the customer is receiving deposits 
with payment messages indicating that they are for the sale of medical goods, disinfectants, 
sanitizers, and paper products sold on the internet. 

 The customer’s accounts are receiving or sending electronic fund transfers (EFT) to/from a 
newly established company that has no known physical or internet presence. 

The customer’s account is used in transactions for COVID-19-related goods, such as masks 
 and gloves, with a company that is not a medical supply distributor, is involved in other 
non-medical-related industries, or is not known to have repurposed its manufacturing to 
create medical-related goods.  For example, the company is currently selling medical and 
sanitary supplies, and prior to January 2020, the company was listed as an automotive shop, a 
lumberyard, or a restaurant. 

The customer makes unusually large deposits that are inconsistent with the customer’s profile 
 or account history.  Upon further investigation, the customer states, or open-source research 
indicates, that the customer was selling COVID-19-related goods not usually sold by the 
customer.

Case Study: FBI Arrests Brooklyn Man for Possession and Sale of Scarce Medical Equipment
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Case Studies10

10. See Financial Action Tasks (FATF) publication, “COVID-19-related Money Laundering and Terrorist Financing Risks 
and Policy Responses,” (May 2020), which identifies FATF countries’ challenges, good practices, and policy responses 
to money laundering and terrorist financing threats and vulnerabilities arising from the COVID-19 pandemic.

Medical-Related Frauds, Including  
Fraudulent Cures, Tests, Vaccines, and Services11

11. Other U.S. law enforcement actions include COVID-19-related arrests made by the law enforcement partners of the 
National Intellectual Property Rights Coordination Center (IPR Center).  These arrests related to shipping mislabeled 
and unapproved “treatments” for patients suffering from COVID-19.  See IPR Center Newsroom, DOJ Press Release, 
“U.K. National Charged with Shipping Mislabeled and Unapproved ‘Treatments’ for Patients Suffering from 
COVID-19,” (April 1, 2020), and FDA, “Coronavirus Disease 2019 (COVID-19).”  During a weeklong operation held 
March 3-10, 2020, INTERPOL, the World Customs Organization (WCO), and Europol, in collaboration with United 
States and partners, seized more than 37,000 counterfeit medical devices, counterfeit surgical masks, and illicit 
pharmaceuticals, and they identified more than 2,000 websites with false advertisements and online marketplaces 
selling counterfeit goods.  See INTERPOL News, “Global operation sees a rise in fake medical products related to 
COVID-19,” (March 19, 2020), and WCO Newsroom, “COVID-19 Urgent Notice: counterfeit medical supplies and 
introduction of export controls on personal protective equipment,” (March 23, 2020).

U.S. Authorities Take Action Against Fraudulent COVID-19 Tests and Treatments

On March 12, 2020, CBP officers at Los Angeles International Airport (LAX) intercepted a 
package containing suspected counterfeit or fraudulent COVID-19 test kits arriving from the 
United Kingdom (U.K.).  The officers found six plastic bags containing various vials manifested 
as “Purified Water Vials,” and filled with a white liquid labeled as “Corona Virus 2019nconv 
(COVID-19)” and “Virus1 Test Kit.”12

12. See CBP National Media Release, “CBP Officers Seize Fake COVID-19 Test Kits at LAX,” (March 14, 2020). 

  The seizure triggered a joint U.S.-U.K. investigation and 
additional seizures.13

13. See WCO Newsroom, “COVID-19 Urgent Notice: counterfeit medical supplies and introduction of export controls on 
personal protective equipment,” (March 23, 2020).

In a separate case, DOJ charged and arrested a U.K. national for shipping from the U.K. to 
California and Utah mislabeled drugs purported to be a COVID-19 treatment.  In the scheme, 
the fraudster created packages labeled “Trinity COVID-19 SARS Antipathogenic Treatment” 
kits, even though the kits had not been approved by the FDA to treat COVID-19 or for any 
other use.  This matter was investigated jointly by the FDA’s Office of Criminal Investigation 
and Homeland Security Investigations, with assistance from CBP and the United States Postal 
Inspection Service.14

14. See DOJ Press Release, “U.K. National Charged with Shipping Mislabeled and Unapproved ‘Treatments’ for Patients 
Suffering from COVID-19,” (April 1, 2020).
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Non-Delivery Fraud Scams

A Virginia Financial Institution Alerted the U.S. Secret Service (USSS)  
and Successfully Helped Prevent a $317 Million Non-Delivery Scam

A foreign government contacted a reliable New York-based law firm for help procuring 30-50 
million N95 masks for the foreign country’s national police department.  The New York firm 
reached out to a healthcare/telemedicine telemarketing company (Company A), which in turn 
reached out to Company B, purportedly representing “a conglomerate of doctors” that had 
purchased millions of masks.  Company B supplied Company A with contracts falsely claiming 
that Company B had 50 million masks stored in a warehouse in Houston, Texas, and requiring a 
payment of $317 million into an escrow account.   

To execute the transactions, the foreign government sent $317 million to New York for further 
transfer to Company A’s account held at a Virginia financial institution.  The Virginia financial 
institution became suspicious that Company A’s account had only been opened the previous 
day, and the account owner never mentioned to the financial institution that the owner was 
expecting a $317 million wire transaction.  The Virginia financial institution contacted the USSS.

The USSS reviewed BSA data and interviewed the accountholder for Company A.  The 
investigation revealed that, although Company A had suspicions about Company B, Company 
A appeared to be a victim, hired as a “broker” for the $317 million non-delivery scam.  USSS 
interviewed the Chief Executive Officer (CEO) of Company B who admitted that there were no 
masks and that he never had possession of 50 million masks.  

Price Gouging and Hoarding of Medical-Related Items 

FBI Arrests Brooklyn Man for Possession and Sale of Scarce Medical Equipment

On March 30, 2020, FBI agents arrested a resident of Brooklyn, New York, for lying to them 
about his hoarding and sale of surgical masks, medical gowns, and other medical supplies.15

15. See DOJ Press Release, “Brooklyn Man Arrested for Assaulting FBI Agents and Making False Statements About His 
Possession and Sale of Scarce Medical Equipment,” (March 30, 2020). 

The individual allegedly sold certain designated materials, including N95 respirators, to doctors 
and nurses at inflated prices.  In one instance, a doctor in New Jersey contacted the individual 
via a WhatsApp chat group labeled “Virus2020!”  The individual agreed to sell to the doctor 
approximately 1,000 N95 masks and other assorted materials for $12,000, an approximately 700 
percent markup from the normal price charged for those materials.  The individual directed 
the doctor to an auto repair shop in Irvington, New Jersey, to pick up the order.  According to 
the doctor, the repair shop contained enough materials, including hand sanitizers, disinfecting 
products, chemical cleaning supply agents, and surgical supplies, to outfit an entire hospital.  In 
another instance, the individual allegedly offered to sell surgical gowns to a nurse and directed 
the nurse to his residence in Brooklyn.  
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Information on Reporting Suspicious Activity

Suspicious Activity Report (SAR) Filing Instructions

SAR reporting, in conjunction with effective implementation of due diligence requirements by 
financial institutions, is crucial to identifying possible financial crimes related to the COVID-19 
pandemic, as well as unrelated frauds and financial crimes associated with foreign and domestic 
political corruption, money laundering, terrorist financing, and other illicit finance.  Financial 
institutions should provide all pertinent available information in the SAR form and narrative.  
Adherence to the filing instructions below will improve FinCEN and law enforcement’s ability to 
effectively identify and pull actionable SARs and information from the FinCEN Query systems to 
support COVID-19-related cases.  

• FinCEN requests that financial institutions reference this advisory by including the key term 
“COVID19 FIN-2020-A002” in SAR field 2 (Filing Institution Note to FinCEN) and the narrative 
to indicate a connection between the suspicious activity being reported and the activities 
highlighted in this advisory.  

• Financial institutions should also select SAR field 34(z) (Fraud - other) as the associated 
suspicious activity type to indicate a connection between the suspicious activity being reported 
and COVID-19.  Financial institutions should include the type of fraud and/or name of the scam 
or product (e.g., Product Fraud – non delivery scam) in SAR field 34(z).

• Please refer to FinCEN’s Notice Related to the Coronavirus Disease 2019 (COVID-19) May 18 
Notice Related to COVID-19, which contains information regarding reporting COVID-19-related 
crime, and reminds financial institutions of certain BSA obligations.

For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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May 18, 2020

Notice Related to the  
Coronavirus Disease 2019 (COVID-19)

The Financial Crimes Enforcement Network (FinCEN) is issuing this Notice as part of FinCEN’s 
COVID-19-related response.  This Notice contains pertinent information regarding reporting 
COVID-19-related criminal and suspicious activity and reminds financial institutions of certain 
Bank Secrecy Act (BSA) obligations.  FinCEN intends to issue multiple COVID-19-related 
advisories.  Each advisory will refer financial institutions to this Notice.  

COVID-19-Related Updates to Financial Institutions

FinCEN has published notices on its website that provide information to assist financial institutions 
in complying with their BSA obligations during the COVID-19 pandemic, which include a direct 
contact mechanism for urgent COVID-19-related issues.  FinCEN encourages financial institutions 
to monitor FinCEN’s website and the Department of the Treasury’s website on The Coronavirus 
Aid, Relief, and Economic Security (CARES) Act for up-to-date information concerning compliance 
with BSA obligations.1

1. For up-to-date information on FinCEN’s COVID-19-related releases, please visit FinCEN’s Coronavirus Updates 
at https://www.fincen.gov/coronavirus.  Those interested in receiving notifications from FinCEN may sign up for 
FinCEN Updates, at no charge, to receive updates with links to new information when content is added to FinCEN’s 
website for any of the enrolled user’s selected categories.  For up-to-date information concerning the Department of 
the Treasury’s CARES Act information, please visit https://home.treasury.gov/policy-issues/cares.

BSA Reporting Obligations

Compliance with the BSA remains crucial to protecting our national security by combating money 
laundering and related crimes, including terrorism and its financing.  FinCEN expects financial 
institutions to continue following a risk-based approach and to diligently adhere to their BSA 
obligations.  FinCEN also appreciates that financial institutions are taking actions to protect 
employees, their families, and others in response to the COVID-19 pandemic.  FinCEN recognizes 
that current circumstances may create challenges with respect to certain BSA obligations, 
including the timing requirements for certain BSA report filings.  FinCEN will continue outreach 
to regulatory partners and financial institutions to ensure risk-based compliance with the BSA, and 
FinCEN will issue additional information as appropriate.2

2. See FinCEN Notice, “The Financial Crimes Enforcement Network Provides Further Information to Financial 
Institutions in Response to the Coronavirus Disease 2019 (COVID-19) Pandemic,“ (April 3, 2020).
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Financial institutions that wish to communicate their organizational COVID-19-related concerns, 
such as issues with the timely filing of BSA reports, should go to www.fincen.gov, click on “Need 
Assistance,” and select “COVID19” in the subject drop-down list.

SAR Filing Instructions

In light of the COVID-19 pandemic, some financial institutions have added COVID-19 statements 
to their disclaimers or are using SAR narratives to address COVID-19’s impact on their SAR filing 
abilities.  Financial institutions should not include in the SAR narrative their challenges during the 
pandemic; the SAR narrative should include COVID-19 when it is tied to suspicious activity only.  
However, filers who have already included references to COVID-19 in matters not related to the 
pandemic do not need to file corrected reports. 

Provision of SAR Supporting Documentation  
to Law Enforcement and FinCEN

In order to effectively respond to and combat fraud schemes, (e.g. those exploiting the COVID-19 
pandemic), law enforcement and FinCEN require full details related to SAR filings, including 
supporting documentation, as quickly as possible.  

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 
original or business record equivalent of any supporting documentation for a period of five years 
from the date of filing the SAR.3

3. See 31 C.F.R. §§ 1020.320(d), 1021.320(d), 1022.320(c), 1023.320(d), 1024.320(c), 1025.320(d), and 1026.320(d).

  Financial institutions must provide any requested SAR and all 
documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 
enforcement or supervisory agency.4

4. Id.  See also FinCEN Guidance, FIN-2007-G003, “Suspicious Activity Report Supporting Documentation,”  
(June 13, 2007).

  When requested to provide supporting documentation, 
financial institutions should verify that a requestor of information is, in fact, a representative of 
FinCEN or an appropriate law enforcement or supervisory agency.

Disclosure of SARs and supporting documentation to appropriate law enforcement and 
supervisory agencies is protected by the safe harbor provisions applicable to both voluntary and 
mandatory suspicious activity reporting by financial institutions.5

5. See 31 U.S.C. § 5318(g)(3).  

Information Sharing

Information sharing among financial institutions is critical to identifying, reporting, and preventing 
evolving fraud schemes, including those related to COVID-19.  Financial institutions sharing 
information under the safe harbor authorized by section 314(b) of the USA PATRIOT Act are 
reminded that they may share information relating to transactions that the institution suspects may 
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involve the proceeds of one or more specified unlawful activities (“SUAs”) and such an institution 
will still remain protected from civil liability under the section 314(b) safe harbor.  The SUAs listed 
in 18 U.S.C. §§ 1956 and 1957 include an array of fraudulent and other criminal activities, including 
fraud against individuals or the government.  FinCEN strongly encourages information sharing via 
section 314(b) where financial institutions suspect that a transaction may involve terrorist financing 
or money laundering, including one or more SUAs.

Reporting COVID-19-Related Criminal Activity

6

6. For further guidance related to the 314(b) Program, see FinCEN Fact Sheet, “Section 314(b)” (November 2016) and 
FinCEN Guidance, FIN-2009-G002, “Guidance on the Scope of Permissible Information Sharing Covered by Section 
314(b) Safe Harbor of the USA PATRIOT Act,” (June 16, 2009).

There are a variety of U.S. government agencies positioned to assist in investigating and combating 
COVID-19-related criminal activity.  Financial institutions and their customers should consider 
reporting COVID-19 crimes to the following agencies:

COVID-19-Related Fraud Schemes:  Department of Justice (DOJ) urges the public to report 
suspected fraud schemes related to COVID-19 by calling the National Center for Disaster 
Fraud (NCDF) hotline (1-866-720-5721).7

7. See DOJ Press Release, “Attorney General William P. Barr Urges American Public to Report COVID-19 Fraud,” (March 
20, 2020).  

  The NCDF can receive and enter complaints into 
a centralized system that can be accessed by all U.S. Attorney Offices, as well as DOJ law 
enforcement components, to identify, investigate, and prosecute fraud schemes.  The NCDF 
coordinates complaints with 16 additional federal law enforcement agencies, as well as state 
Attorneys General and local authorities.  The public may also report CARES Act-related fraud 
or other COVID-19-related financial crime to the U.S. Secret Service (USSS) by contacting their 
local USSS field office.  Additionally, Department of Homeland Security (DHS) (including 
Homeland Security Investigations (HSI) and Immigration and Customs Enforcement) encourages 
the reporting of COVID-19 financial, cyber, and import/export fraud via the Operation Stolen 
Promise website / intake email address.

Cyber- and Internet-related Crime:  Federal Bureau of Investigation’s (FBI) Crime Complaint Center 
(IC3);8

8. See the FBI’s IC3 website, https://www.ic3.gov/. 

 the DHS’s CISA National Cybersecurity Communications and Integration Center (NCCIC); 
and HSI’s Operation Stolen Promise fraud intake.9

9. See HSI “Operation Stolen Promise” website, HSI COVID-19 Fraud website,  https://www.ice.gov/topics/operation-
stolen-promise.

Identity Theft and Fraud:  The Federal Trade Commission and the Social Security Administration 
fraud hotline (1-800-269-0271).

Federal Tax Fraud:  Fraud involving payment of federal taxes should be reported to the Treasury 
Inspector General for Tax Administration.
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For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.

Response and Recovery of Funds

To better assist the public during the COVID-19 pandemic, FinCEN has temporarily expanded its 
Rapid Response Program to support law enforcement and financial institutions in the recovery of 
funds stolen via fraud, theft, and other financial crimes related to COVID-19.  FinCEN has already 
been involved in multiple Rapid Response matters involving allegations of COVID-19 fraud, to 
include assisting in the recovery of $300 million in one case.  To request immediate assistance 
in recovering cybercrime- and COVID-19-related stolen funds, financial institutions should file 
a complaint with the FBI’s IC3, contact their local FBI field office, or contact the nearest USSS 
field office.  Contacting law enforcement for fund recovery assistance does not relieve a financial 
institution from its SAR filing obligations.

FinCEN, in partnership with the FBI, the USSS, HSI, and the U.S. Postal Inspection Service, as well 
as counterpart Financial Intelligence Units abroad, can help financial institutions recover funds 
stolen as the result of business email compromise (BEC) and cybercrime schemes through its Rapid 
Response Program.  Through these partnerships, FinCEN has successfully assisted in the recovery 
of approximately $900 million with the assistance of 64 countries.  While FinCEN does not ensure 
recovery of BEC stolen funds, FinCEN has achieved greater success in recovering funds when 
victims or financial institutions report BEC-unauthorized and fraudulently induced wire transfers 
to law enforcement within 24 hours.
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FIN-2020-A003 July 7, 2020

Advisory on Imposter Scams and Money Mule Schemes 
Related to Coronavirus Disease 2019 (COVID-19)

Detecting, preventing, and reporting consumer fraud and other illicit activity related 
to COVID-19 is critical to our national security, safeguarding legitimate relief efforts, 
and protecting innocent people from harm.

This Advisory should be shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• AML/BSA Departments

•  Legal Departments

•  Cyber and Security Departments

• Customer Service Agents

•  Bank Tellers

SAR Filing Request:
FinCEN requests financial institutions 
reference this advisory in SAR field 
2 (Filing Institution Note to FinCEN) 
and the narrative by including the 
following key term: “COVID19 MM 
FIN-2020-A003” and select SAR field 
34(z) (Fraud - other).  Additional 
guidance for filing SARs appears 
near the end of this advisory.

Introduction
The Financial Crimes Enforcement Network (FinCEN) 
is issuing this advisory to alert financial institutions 
to potential indicators of imposter scams and money 
mule schemes, which are two forms of consumer fraud 
observed during the COVID-19 pandemic.  Many illicit 
actors are engaged in fraudulent schemes that exploit 
vulnerabilities created by the pandemic.  This advisory 
contains descriptions of imposter scams and money 
mule schemes, financial red flag indicators for both, and 
information on reporting suspicious activity. 

This advisory is intended to aid financial institutions in 
detecting, preventing, and reporting potential COVID-
19-related criminal activity.  This advisory is based on 
FinCEN’s analysis of COVID-19-related information 
obtained from Bank Secrecy Act (BSA) data, open source 
reporting, and law enforcement partners.  FinCEN 
will issue COVID-19-related information to financial 
institutions to help enhance their efforts to detect, prevent, 
and report suspected illicit activity on its website at 
https://www.fincen.gov/coronavirus, which also contains 
information on registering to receive FinCEN Updates.
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Financial Red Flag Indicators of COVID-19  
Imposter Scams and Money Mule Schemes

Consumer frauds include imposter scams and money mule schemes, where actors deceive victims 
by impersonating federal government agencies, international organizations, or charities.  FinCEN 
identified the financial red flag indicators described below to alert financial institutions to these 
frauds and to assist financial institutions in detecting, preventing, and reporting suspicious 
transactions associated with the COVID-19 pandemic.  

As no single financial red flag indicator is necessarily indicative of illicit or suspicious activity, 
financial institutions should consider additional contextual information and the surrounding facts 
and circumstances, such as a customer’s historical financial activity, whether the transactions are 
in line with prevailing business practices, and whether the customer exhibits multiple indicators, 
before determining if a transaction is suspicious or otherwise indicative of potentially fraudulent 
COVID-19-related activities. In line with their risk-based approach to compliance with the BSA, 
financial institutions are also encouraged to perform additional inquiries and investigations where 
appropriate. Additionally, some of the financial red flag indicators outlined below may apply to 
multiple COVID-19-related fraudulent activities. 

Imposter Scams

In imposter scams, criminals impersonate organizations such as government agencies, non-profit 
groups, universities, or charities to offer fraudulent services or otherwise defraud victims.  While 
imposter scams can take multiple forms, the basic methodology involves an actor (1) contacting 
a target under the false pretense of representing an official organization, and (2) coercing or 
convincing the target to provide funds or valuable information, engage in behavior that causes the 
target’s computer to be infected with malware, or spread disinformation.1

1. See Federal Trade Commission (FTC) Business Blog, “Seven Coronavirus Scams Targeting Your Business,” (March 25, 
2020).

  In the case of schemes 
connected to COVID-19, imposters may pose as officials or representatives from the Internal 
Revenue Service (IRS),2

2. For information on IRS imposter scams in general, see FTC’s “IRS Imposter Scams Infographic,” (January 2020). 

 the Centers for Disease Control and Prevention (CDC),3

3. See Federal Bureau of Investigation (FBI) Internet Crime Complaint Center (IC3) Public Service Announcement “FBI 
Sees Rise in Fraud Schemes Related to the Coronavirus (COVID-19) Pandemic,” (March 20, 2020).

 the World Health 
Organization (WHO), other healthcare or non-profit groups, and academic institutions.4

4. FTC maintains links to resources concerning scams and the current trends it has observed.  See FTC’s “Coronavirus 
Advice for Consumers.”
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Illicit actors can use imposter scams to defraud and deceive the vulnerable, including the elderly 
and unemployed, through the solicitation of payments (such as digital payments and virtual 
currency), donations, or personal information via email, robocalls, text messages,5

5. For information about COVID-19-related imposter scams conducted by text messages and phone calls, see the Federal 
Communications Commission (FCC), “COVID-19 Consumer Warnings and Safety Tips,” (May 20, 2020).  The FTC 
and the FCC have sent warning letters to multiple Voice over Internet Protocol (VoIP) service providers for allegedly 
routing illegal pandemic-related scam telemarketing or robocalls.  See FTC Press Release, “FTC and FCC Send 
Joint Letters to Additional VoIP Providers Warning against ‘Routing and Transmitting’ Illegal Coronavirus-related 
Robocalls,” (May 20, 2020). 

 or other 
communication methods.  For example, an imposter may contact potential victims by phone, email, 
or text to imply that the victim must verify personal information or send payments to scammers in 
return for COVID-19-related stimulus payments or benefits, including Economic Impact Payments 
(EIP)6

6. EIP may take the form of Automated Clearing House (ACH) deposits, U.S. Treasury checks, or prepaid debit cards.  
See U.S. Department of the Treasury (Treasury) Press Release “Treasury is Delivering Millions of Economic Impact 
Payments by Prepaid Debit Card,” (May 18, 2020). 

 under the Coronavirus Aid, Relief, and Economic Security (CARES) Act.7

7. The FTC, the IRS, and the Treasury Inspector General for Tax Administration (TIGTA) each published information 
about imposter scams, particularly as they relate to EIP.  See FTC Blog, “Want to Get Your Coronavirus Relief Check? 
Scammers do too,” (April 1, 2020) and “Coronavirus Checks: Flattening the Scam Curve,” (April 8, 2020); IRS News 
Release, “IRS Issues Warning About Coronavirus-related Scams; Watch Out For Schemes Tied To Economic Impact 
Payments,” (April 2, 2020) and the IRS’s Economic Impact Payment Information Center, (April 8, 2020); and TIGTA 
Press Release, “TIGTA Urges Taxpayers to “Be On High Alert” For Coronavirus Relief Payment Scams,” (April 7, 2020).

  Another instance 
includes imposters contacting victims and posing as government or health care representatives 
engaged in COVID-19 contact tracing activities, implying that a victim must share personal or 
financial information as part of contact tracing efforts.8

8. See Department of Justice (DOJ) Press Release “U.S. Attorney Warns Public of COVID-19 Contact Tracing Frauds,” 
(May 28, 2020).

  Multiple examples include phishing 
schemes, where imposters send communications appearing to come from legitimate sources, to 
collect victims’ personal and financial data and potentially infect their devices by convincing the 
target to download a malicious attachment or click malicious links.9

9. See Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency (CISA) and the 
United Kingdom’s (U.K.) National Cyber Security Centre (NCSC) Alert, “COVID-19 Exploited by Malicious 
Cyber Actors” (April 8, 2020); and DHS, “Common Scams: Know How to Spot a Fake.”  Additionally, see WHO 
Cybersecurity, “Beware of Criminals Pretending to be WHO,” (April 2020).  See also FTC Blog, “COVID-19 Scams 
Targeting College Students,” (May 27, 2020); and DOJ Press Release, “Federal Law Enforcement Encourages the 
Public to Remain Vigilant to Covid-19 Scams,” (April 22, 2020).

Scammers may also impersonate legitimate charities or create sham charities, taking advantage of 
the generosity of the public and embezzling donations intended for COVID-19 response efforts.10  

10. Multiple U.S. Attorneys’ Offices (USAOs) warn of criminals who may seek to exploit legitimate relief efforts for their 
own illicit gain by soliciting donations to sham charities or crowdfunding sites.  See USAO for the Southern District of 
Georgia, “U.S. Attorney Warns of Coronavirus Scams Targeting Vulnerable Victims,” (March 25, 2020); USAO for the 
Eastern District of Oklahoma, “Department of Justice Requests Citizens be Aware of And Report COVID-19 Fraud,” 
(March 24, 2020); and USAO for the Middle District of Tennessee, “U.S. Attorney and FBI Urge the Public to Report 
Suspected Fraud Related to Tornado Destruction and COVID-19,” (March 23, 2020).  Additionally, the U.S. Securities 
and Exchange Commission (SEC) noted the potential for charity investment frauds, where actors falsely claim that 
investments will provide financial support or medical treatment to people in need, with the money instead stolen.  See 
SEC Investor Alerts and Bulletins, “Frauds Targeting Main Street Investors -- Investor Alert,” (April 10, 2020).  See also 
FTC’s information to avoid charity scams, “Make Your Coronavirus Donations Count,” (May 5, 2020).
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Criminals often use social media accounts, door-to-door collections, flyers, mailings, telephone 
and robocalls, text messages, websites, and emails mimicking legitimate charities and non-profits 
to defraud the public.  These operations may include words like “relief,” “fund,” “donation,” and 
“foundation” in their titles to give the illusion that they are a legitimate organization.11

11. See FTC, “How to Donate Wisely and Avoid Charity Scams.”

Given that many scammers may be targeting customers as opposed to financial institutions 
directly, financial institutions, when interacting with their customers, should remain on the alert 
for potential suspicious activities.  Financial red flag indicators of imposter scams may include:

 A customer indicating that a person claiming to represent a government agency contacted 
him or her by phone, email, text message, or social media asking for personal or bank account 
information to verify, process, or expedite EIPs, unemployment insurance, or other benefits.12

12. For more information on EIPs, visit IRS, “Economic Impact Payment Information Center,” (June 30, 2020).

  
In particular, be alert to communications emphasizing “stimulus check” or “stimulus 
payment” in solicitations to the public, sometimes claiming that the fraudulent entity can 
expedite the “stimulus check” or other government payment on behalf of the beneficiary for a 
fee paid by gift card or prepaid card.

 Receipt of a document that appears to be a check or a prepaid debit card from the U.S. 
Treasury, often in an amount less than the expected EIP, with instructions to contact the 
fraudulent government agency, via a phone number or online, to verify personal information 
in order to receive the entire benefit.

 Unsolicited communications from purported trusted sources or government programs related 
to COVID-19, instructing readers to open embedded links or files or to provide personal or 
financial information, including account credentials (e.g., usernames and passwords).

 Email addresses in COVID-19 correspondence that do not match the name of the sender, 
contain misspellings, or do not end in the corresponding domain of the organization from 
which the message allegedly was sent.  For example, government agencies will use “.gov” 
or “.mil.”  Many legitimate charities will use “.org.”  WHO emails will contain “@who.int.”  
Fraudsters, however, may use “.com” or “.biz” in place of the expected domain.  

 Email correspondence that contains subject lines that government or industry have identified 
as being associated with phishing campaigns, or that contains embedded links or webpage 
addresses for purported COVID-19 resources that have irregular URLs (e.g., slight variations 
in domain extensions like “.com,” “.org,” and “.us”).  Examples of U.S. government-identified 
COVID-19 phishing email subject lines include “2020 Coronavirus Updates,” “Coronavirus 
Updates,” “2019-nCov: New confirmed cases in your City,” and “2019-nCov: Coronavirus 
outbreak in your city (Emergency).”13

13. See  DHS CISA and U.K. NCSC Alert, “COVID-19 Exploited by Malicious Cyber Actors,” (April 8, 2020).
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 Solicitations where the person, email, or social media advertisement seeks donations on 
behalf of a reputable organization, but is not affiliated with the reputable organization (e.g., 
the solicitor is not recognized or endorsed as an employee or volunteer by the organization, 
the email address is misspelled or not connected to the organization, or the social media 
advertisement directs individuals to an unaffiliated website). 

 A charitable organization soliciting donations that (1) does not have an in-depth history, 
financial reports, IRS annual returns, documentation of their tax-exempt status, or (2) cannot 
be verified by using various internet-based resources that may assist in confirming the group’s 
existence and its nonprofit status.

Money Mule Schemes

A money mule is “a person who transfers illegally acquired money on behalf of or at the direction 
of another.”14

14. See FBI, “Money Mule Awareness” (July 2019).  For more information on money mules in general, see FinCEN, 
“Updated Advisory on Email Compromise Fraud Schemes Targeting Vulnerable Business Processes,” (July 16, 2019); 
“FinCEN Analysis: Bank Secrecy Act Reports Filed by Financial Institutions Help Protect Elders from Fraud and Theft 
of Their Assets,” (December 4, 2019); and DOJ, “Justice Department Announces Landmark Money Mule Initiative,” 
(December 4, 2019).  

  Money mule schemes, including those related to the COVID-19 pandemic, span the 
spectrum of using unwitting, witting, or complicit money mules.15

15. For more information about unwitting, witting, and complicit individuals involved in money mule scams, see FBI, 
“Money Mule Awareness” (July 2019).  

  An unwitting or unknowing 
money mule is an individual who is “unaware that he or she is part of a larger criminal scheme.”  The 
individual is motivated by his/her trust in the actual romance, job position or proposition.16

16. For examples of how an unwitting money mule is recruited and used, see id., p. 4. 

  A witting 
money mule is an individual who “chooses to ignore obvious red flags or acts willfully blind to his/
her money movement activity.”  The individual is motivated by financial gain or an unwillingness 
to acknowledge his/her role.17

17. For examples of how a witting money mule is recruited and used, see id., p. 5. 

  A complicit money mule is an individual who is “aware of his/her 
role as a money mule and is complicit in the larger criminal scheme.”  The individual is motivated 
by financial gain or loyalty to a criminal group.18

18. For examples of how a complicit money mule is recruited and used, see id. 

  During the COVID-19 pandemic, U.S. authorities 
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have detected recruiters using money mule schemes, such as good-Samaritan, romance, and work-
from-home schemes.19

19. The FBI has released information on how criminals are taking advantage of the COVID-19 pandemic to steal money, 
access personal and financial information, and use individuals as money mules.  See FBI Press Release, “FBI Warns 
of Money Mule Schemes Exploiting the COVID-19 Pandemic,” (April 6, 2020).  In work-from-home schemes, for 
example, COVID-19 money mule recruiters, under a false charity or company label, may approach targets with a 
seemingly legitimate offer of employment under the pretense of work-from-home jobs, often through internet or 
social media advertisements, emails, or text messages.  Once the target accepts the “employment,” he or she receives 
instructions to move funds through accounts or to set up a new account in the target’s name for the “business.”  The 
target (i.e., the money mule) earns money by taking a percentage of the funds that he or she helps to transfer per the 
instructions of the “employer.”  For more information on fraudulent job offers, see FTC Blog, “Looking for work after 
Coronavirus layoffs?,” (April 13, 2020).

  U.S. authorities also have identified criminals using money mules to exploit 
unemployment insurance programs during the COVID-19 pandemic.20

20. See Washington State Employment Security Department, “Statement from Commissioner Suzi LeVine on the rise in 
unemployment imposter fraud attempts,” (May 14, 2020) and “Update on imposter fraud from Commissioner Suzi 
LeVine,” (May 18, 2020).  

  

Financial red flag indicators of COVID-19 money mule schemes may include: 

 The customer’s personal bank account starts to receive transactions that do not fit his or her 
transactional history profile, including overseas transactions, the purchase of large sums of 
convertible virtual currency, or transactions in large fiat amounts, or the account generally 
had a low balance until the customer became involved in a money mule scheme.  When asked 
about the changes in transactions, the customer declines requests for “know your customer” 
documents or inquiries regarding sources of funds, and may mention COVID-19, relief work, 
or a “work-from-home” opportunity as the source of the income.

 The customer opens a new bank account in the name of a business and, shortly thereafter, 
someone transfers the funds out of the account.  The person transferring the funds could be 
the registered accountholder or someone else, and may keep a portion of the money he or she 
transferred (per instruction of the scammer).  While this activity, in and of itself, may not be 
suspicious, it may become so if the individual provides unsatisfactory answers to the financial 
institution’s inquiries, declines to provide essential “know your customer” documents, or 
mentions COVID-19, relief work, or “work from home” opportunities as the source of the funds. 

 The customer opens accounts in his or her name at multiple banks so he or she may receive 
money from various individuals or businesses, then moves the money to other accounts at the 
direction of the customer’s purported employer.

 The customer receives multiple state unemployment insurance payments to his or her account, 
or to multiple accounts held at the same financial institution, within the same disbursement 
timeframe (e.g., weekly or biweekly payments) issued from one or multiple states.

 The customer’s account(s) receives an unemployment deposit from a different state in which 
he or she reportedly resides or has previously worked.  
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 The customer’s account receives unemployment insurance payments for numerous employees 
or the accountholder name and ACH payment “remit to” name do not match.

 Deposited funds are quickly diverted via wire transaction to foreign accounts located within 
countries known for having poor anti-money laundering controls.

 The customer makes one or more atypical transactions involving an overseas account, 
especially through unusual payment methods for the customer.  When asked about the 
transaction, the customer indicates it is for a person located overseas who is in need of 
financial assistance because of the COVID-19 pandemic. 

 Documentation from the customer shows that the purported employer or recruiter uses a 
common web-based, free email service instead of a company-specific email.  For example, 
instead of a company- or organization-specific email address, such as first.lastname@
ABCcompany.com or lastname@XYZ_NGO.org, the email address is from a common and free 
email address provider. 

 The customer provides information that his or her purported employer asked the customer 
to receive funds into his or her personal bank account, so that the employer can then process 
or transfer funds via wire transfer, ACH, mail, or money services businesses out of the 
customer’s personal account.

 The customer states, or information shows, that an individual, whom the customer may not 
have known previously, requested financial assistance to send/receive funds through the 
customer’s personal account, including requests by individuals claiming to be a: 

a. U.S. Service member who is reportedly stationed abroad;

b. U.S. citizen working or traveling abroad; or

c. U.S. citizen quarantined abroad.

Information on Reporting Suspicious Activity

Suspicious Activity Report (SAR) Filing Instructions
SAR reporting, in conjunction with effective implementation of due diligence requirements by 
financial institutions, is crucial to identifying and stopping financial crimes, including those 
related to the COVID-19 pandemic.  Financial institutions should provide all pertinent and 
available information in the SAR and narrative.  Adherence to the filing instructions below will 
improve FinCEN’s and law enforcement’s abilities to effectively identify actionable SARs using 
the FinCEN Query system and pull information to support COVID-19- related investigations.  
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• FinCEN requests that financial institutions reference this advisory by including the key term 
“COVID19 MM FIN-2020-A003” in SAR field 2 (Filing Institution Note to FinCEN) and the 
narrative to indicate a connection between the suspicious activity being reported and the 
activities highlighted in this advisory.  

• Financial institutions should also select SAR field 34(z) (Fraud - other) as the associated 
suspicious activity type to indicate a connection between the suspicious activity being 
reported and COVID-19.  Financial institutions should include the type of fraud and/or 
name of the scam or product (e.g., imposter scam or money mule scheme) in SAR field 
34(z).  In addition, FinCEN encourages financial institutions to report certain types of 
imposter scams and money mule schemes using fields such as SAR field 34(l) (Fraud- Mass-
marketing), or SAR field 38(d) (Other Suspicious Activities- Elder Financial Exploitation), as 
appropriate with the circumstances of the suspected activity.  

• Please refer to FinCEN’s Notice Related to the Coronavirus Disease 2019 (COVID-19), which 
contains information regarding reporting COVID-19-related crime, and reminds financial 
institutions of certain BSA obligations.

For Further Information

Financial institutions should send questions or comments regarding the contents of this advisory to 
the FinCEN Regulatory Support Section at  frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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FIN-2020-A005 July 30, 2020

Advisory on Cybercrime and Cyber-Enabled Crime 
Exploiting the Coronavirus Disease 2019  

(COVID-19) Pandemic

Detecting, preventing, and reporting illicit transactions and cyber activity will 
help protect legitimate relief efforts for the COVID-19 pandemic and help protect 
financial institutions and their customers against malicious cybercriminals and 
nation-state actors.

This Advisory should be shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• AML/BSA Departments

• Legal Departments

• Cyber and Security Departments

• Customer Service Agents

• Bank Tellers

SAR Filing Request:
FinCEN requests financial institutions 
reference this advisory in SAR field 
2 (Filing Institution Note to FinCEN) 
and the narrative by including the 
following key term: “COVID19-
CYBER FIN-2020-A005” and 
select SAR field 42 (Cyber Event).  
Additional guidance on filing 
SARs appears near the end of this 
advisory.

Introduction
The Financial Crimes Enforcement Network (FinCEN) 
is issuing this advisory to alert financial institutions to 
potential indicators of cybercrime and cyber-enabled  
crime observed during the COVID-19 pandemic.  Many 
illicit actors are engaged in fraudulent schemes that 
exploit vulnerabilities created by the pandemic.  This 
advisory contains descriptions of COVID-19-related 
malicious cyber activity and scams, associated financial 
red flag indicators, and information on reporting 
suspicious activity.

This advisory is intended to aid financial institutions in 
detecting, preventing, and reporting potential COVID-
19-related criminal activity.  This advisory is based on 
FinCEN’s analysis of COVID-19-related information 
obtained from Bank Secrecy Act (BSA) data, open source 
reporting, and law enforcement partners.  FinCEN 
will continue issuing COVID-19-related information 
to financial institutions to help enhance their efforts to 
detect, prevent, and report suspected illicit activity on its 
website at https://www.fincen.gov/coronavirus, which 
also contains information on how to register to receive 
FinCEN Updates.
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Financial Red Flag Indicators of Cybercrime and Cyber-Enabled 
Crime Exploiting COVID-19

This advisory addresses the primary means by which cybercriminals and malicious state actors 
are increasingly exploiting the COVID-19 pandemic in cyber-enabled crime through malware and 
phishing schemes, extortion, business email compromise (BEC) fraud, and exploitation of remote 
applications, especially against financial and healthcare systems.1

1. See Department of Justice (DOJ) Press Release, “Department of Justice Announces Disruption of Hundreds of Online 
COVID-19 Related Scams,” (April 22, 2020); the United Kingdom (U.K.) National Cyber Security Centre (NCSC) 
Press Release, “Public Urged to Flag Coronavirus Related Email Scams as Online Security Campaign Launches,” 
(April 21, 2020); Department of Homeland Security’s (DHS) Cybersecurity and Infrastructure Security Agency (CISA) 
Notification, “Defending Against COVID-19 Cyber Scams,” (March 6, 2020); Europol Report, “Pandemic Profiteering: 
How Criminals Exploit the COVID-19 Crisis,” (March 27, 2020); DHS CISA and Federal Bureau of Investigation (FBI) 
Public Service Announcement, “People’s Republic of China (PRC) Targeting of COVID-19 Research Organizations,” 
(May 13, 2020); FBI’s Internet Crime Complaint Center (IC3) Public Service Announcement, “Increased Use of Mobile 
Banking Apps Could Lead to Exploitation,” (June 10, 2020); and DHS CISA, National Security Agency, NCSC, and 
Canada Communications Security Establishment Joint Advisory, “APT29 Targets COVID-19 Vaccine Development,” 
(July 16, 2020).

FinCEN has identified the following red flag indicators of COVID-19 cyber-enabled crimes  to assist 
financial institutions in detecting, preventing, and reporting suspicious transactions associated with 
the COVID-19 pandemic.  As no single financial red flag indicator is necessarily indicative of illicit 
or suspicious activity, financial institutions should consider additional contextual information and 
the surrounding facts and circumstances, such as a customer’s historical financial activity, whether 
the transactions are in line with prevailing business practices, and whether the customer exhibits 
multiple indicators, before determining if a transaction is suspicious or otherwise indicative 
of potential fraudulent COVID-19-related activities.  In line with their risk-based approach to 
compliance with the BSA, financial institutions are also encouraged to perform additional inquiries 
and investigations where appropriate.  Additionally, some of the financial red flag indicators 
outlined below may apply to multiple COVID-19-related fraudulent activities.  Given that many 
scammers may be directly targeting customers, financial institutions should remain on the alert for 
potential suspicious activities involving their customers.

2

2. For the purpose of this advisory, cyber-enabled crime refers to illegal activities (e.g., fraud, identity theft, etc.)  
carried out or facilitated by electronic systems and devices, such as networks and computers.  See FinCEN Advisory, 
FIN-2016-A005, “Advisory to Financial Institutions on Cyber-Events and Cyber-Enabled Crime,” (October 25, 2016).

Targeting and Exploitation of Remote Platforms and Processes

The significant migration toward remote access in the pandemic environment presents 
opportunities for criminals to exploit financial institutions’ remote systems and customer-facing 
processes.  Cybercriminals and malicious state actors are targeting vulnerabilities in remote 
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applications and virtual environments to steal sensitive information, compromise financial 
activity, and disrupt business operations.3

3. For information related to publicly disclosed cybersecurity vulnerabilities and exposures, see U.S. Department of 
Commerce, National Institute for Standards and Technology (NIST), “National Vulnerability Database;” MITRE,  
“Common Vulnerabilities and Exposures: CVE List Home;” and FBI IC3 Public Service Announcements, “Cyber 
Actors Take Advantage of COVID-19 Pandemic to Exploit Increased Use of Virtual Environments,” (April 1, 2020) 
and “Increased Use of Mobile Banking Apps Could Lead to Exploitation,” (June 10, 2020).  See also FinCEN Director 
Kenneth A. Blanco’s, prepared remarks delivered at the Consensus Blockchain Conference, “Consensus Blockchain 
Conference (Virtual),” (May 13, 2020).

  Remote identity processes4

4. For the purposes of this advisory, “remote identity processes” include remote processes for customer onboarding and 
identity verification, as well as authentication of customers for account access purposes.  For more information on 
digital identity standards, see NIST, “Digital Identity Guidelines,” (December 1, 2017), and the Financial Action Task 
Force (FATF), “Guidance on Digital Identity,” (March 6, 2020).

 also face significant risks, 
which may include:

• Digital Manipulation of Identity Documentation: Criminals often seek to undermine online identity 
verification processes through the use of fraudulent identity documents, which can be created 
by manipulating digital images of legitimate government-issued identity documents to alter the 
information and/or photos displayed.5

5. Criminals exploiting identity verification processes will typically use either information associated with a real 
individual’s identity (i.e., identity theft) or create a new fabricated identity that usually consists of a real identifier, 
such as a social security number or driver’s license number, with other fake information (i.e., synthetic identity fraud).  
For more information on example typologies and financial red flag indicators involving identity theft and identity 
fraud, see FinCEN Report, “Identity Theft: Trends, Patterns, and Typologies Reported in Suspicious Activity Reports,” 
(October 2010).

• Leveraging Compromised Credentials Across Accounts: Cybercriminals commonly undermine 
weak authentication processes in attempted account takeovers via methods such as credential 
stuffing attacks.  In these attacks, cybercriminals generally use lists of stolen account credentials 
(typically usernames or email addresses, and associated passwords) to conduct automated login 
attempts to gain unauthorized access to victim accounts.

Financial red flag indicators of this sort of activity may include:6

6. Id.  See also Interagency Guidelines on Identity Theft Detection, Prevention, and Mitigation, 16 CFR Part 681, app. A.

 The spelling of names in account information does not match the government-issued identity 
documentation provided for online onboarding. 

 Pictures in identity documentation, especially areas around faces, are blurry or low resolution, or 
have aberrations.  Pictures in identity documentation or other images of persons in remote identity 
verification7

7. Images in identity verification other than identity documentation may include pictures or video of the customer (e.g., 
“selfie” images) taken as part of the financial institution’s onboarding process.

 show visual signs indicating possible image manipulation (e.g., incongruences in 
coloration near the edge of the face, or double edges or lines on delineated facial features). 

 Images of identity documentation have visual irregularities that indicate digital manipulation 
of the images, especially around information fields likely to have been changed to conduct 
synthetic identity fraud (e.g., name, address, and other identifiers).
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 A customer’s physical description on identity documentation does not match other images of 
the customer.

 A customer refuses to provide supplemental identity documentation or delays producing 
supplemental documentation.

 Customer logins occur from a single device or Internet Protocol (IP) address across multiple 
seemingly unrelated accounts, often within a short period of time.

 The IP address associated with logins does not match the stated address in identity 
documentation. 

 Customer logins occur within a pattern of high network traffic with decreased login success 
rates and increased password reset rates.

 A customer calls a financial institution to change account communication methods and 
authentication information, then quickly attempts to conduct transactions to an account that 
never previously received payments from the customer.

Phishing, Malware, and Extortion

FinCEN and U.S. law enforcement have observed significant increases in broad-based and 
targeted phishing campaigns that are attempting to lure companies, especially healthcare and 
pharmaceutical providers, with offers of COVID-19 information and supplies.8

8. The U.S. Secret Service (USSS) and DHS CISA have noted an increase in malware, phishing, and extortion campaigns 
related to COVID-19.  See USSS Press Release, “Secret Service Issues COVID-19 (Coronavirus) Phishing Alert,” (March 
9, 2020).

  Phishing scams 
target individuals with communications appearing to come from legitimate sources to collect 
victims’ personal and financial data and potentially infect their devices by convincing the target to 
download malicious programs.9

9. See DHS CISA and U.K. NCSC Joint Alert (AA20-099A), “COVID-19 Exploited by Malicious Cyber Actors,” (April 8, 
2020); and DHS, “Common Scams: Know How to Spot a Fake.”

  Cybercriminals usually send these phishing communications by 
email but may also use phone calls or text messages.  

In these new schemes, phishing scammers will often reference COVID-19 themes, such as payments 
related to the Coronavirus Aid, Relief, and Economic Security (CARES) Act,10

10. Pub. L. 116–136, 116th Congress (2020).

 in the subjects and 
bodies of emails.  Some phishing emails lure victims by advertising ways to make money, such as 
through investing in convertible virtual currencies (CVCs) or via domain names that mimic names 
of organizations, including those that provide or enable teleworking capabilities.11

11. Since January 2020, tens of thousands of new domains have been registered with terms related to COVID-19 and/or 
disaster and healthcare response efforts (e.g., “quarantine,” “vaccine,” and “CDC”), many including or mimicking 
names of companies that provide or enable teleworking capabilities.  U.S. law enforcement agencies have disrupted 
hundreds of malicious domains used to exploit the pandemic.  See FinCEN Advisory, FIN-2020-A003, “Advisory on 
Imposter Scams and Money Mule Schemes Related to Coronavirus Disease 2019 (COVID-19),” (July 7, 2020).  See 
also, FBI Press Release, “FBI Expects a Rise in Scams Involving Cryptocurrency Related to the COVID-19 Pandemic,” 
(April 13, 2020).

  Cybercriminals 
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are also distributing malware,12

12. Malware can enable criminals to access compromised computers and computer systems to steal credentials, exfiltrate 
sensitive information through mechanisms like screenshots or keylogging, alter account information, and conduct 
fraudulent transactions.

 including ransomware, through phishing emails, malicious 
websites and downloads, domain name system (DNS) hijacking or spoofing attacks, and fraudulent 
mobile applications.  These techniques can be applied in broader campaigns involving social 
media, such as the recent exploit targeting Twitter and prominent users of the platform.13

13. See FinCEN Alert, FIN-2020-Alert001, “FinCEN Alerts Financial Institutions to Convertible Virtual Currency Scam 
Involving Twitter,” (July 16, 2020).

  Financial 
institutions dealing in CVC should be especially alert to the potential use of their institutions to 
launder proceeds affiliated with cybercrime, illicit darknet marketplace activity, and other CVC-
related schemes and take appropriate risk mitigating steps consistent with their BSA obligations.  

FinCEN assesses that instances of extortion will also continue to grow in the wake of the COVID-19 
pandemic.  So far in 2020, FinCEN has received numerous suspicious activity reports (SARs) 
involving ransomware14

14. Ransomware, a specific type of malware, typically encrypts data on systems in the interest of extorting ransom 
payment from victims in exchange for decrypting the information and giving victims access to their systems again.

 targeting medical centers and municipalities.  Much of this ransomware 
was delivered by exploiting the COVID-19 lures described above.  We expect criminals to continue 
targeting entities that are vulnerable due to their involvement in pandemic response, such as 
researchers working on medical treatments or manufacturers of personal protective equipment.  
In other instances of extortion, criminals are threatening to expose victims and their families to 
COVID-19 if they do not pay the extortion fee.  In almost all cases, criminals require ransomware-
related extortion payments to be made in CVC.15

15. Financial institutions dealing in CVC should be especially alert to the laundering of proceeds affiliated with 
cybercrime, illicit darknet marketplace activity, and other CVC-related schemes.  See FinCEN Advisory, FIN-2019-003, 
“Advisory on Illicit Activity Involving Convertible Virtual Currency,” (May 9, 2019).

Financial red flag indicators of this sort of activity may include the following:

 Information technology enterprise activity related to transaction processes or information is 
connected to cyber indicators that have been associated with possible illicit activity.  Malicious 
cyber activity may be evident in system log files, network traffic, or file information.16

16. Because cyber indicators are helpful red flag indicators that financial institutions can use to identify related suspicious 
financial activity, FinCEN, DHS CISA, and the U.S. Department of the Treasury’s Office of Cybersecurity and 
Critical Infrastructure Protection (OCCIP) offer a broad range of helpful cyber indicator resources, including, but not 
limited to: FinCEN’s Cyber Indicator Lists (CILs), shared through the FinCEN Secure Information Sharing System; 
OCCIP’s CILs and circulars, available upon request; and DHS CISA’s cyber analytic products and services, including 
a comprehensive list of COVID-19-related indicators of compromise in CSV or STIX-formatted XML formats, the 
Cyber Information Sharing and Collaboration Program (CISCP), and the Automated Indicator Sharing (AIS) program.  
Public-private and industry partnerships, such as the Financial Services Information Sharing and Analysis Center, 
and open source and commercial cyber threat feeds can also be useful resources.

 Email addresses purportedly related to COVID-19 do not match the name of the sender or the 
corresponding domain of the company allegedly sending the message.
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 Unsolicited emails related to COVID-19 from untrusted sources encourage readers to open 
embedded links/files or to provide personal or financial information, such as usernames and 
passwords or other account credentials. 

 Emails from untrusted sources or addresses similar to legitimate telework vendor accounts 
offer remote application software, often advertised at no or reduced cost.

 Emails contain subject lines identified by government or industry as associated with phishing 
campaigns (e.g., “Coronavirus Updates,” “2019-nCov: New confirmed cases in your City,” 
and “2019-nCov: Coronavirus outbreak in your city (Emergency)”).

 Text messages have embedded links purporting to be from or associated with government 
relief programs and payments.

 Embedded links or webpage addresses for purported COVID-19 resources have irregular 
uniform resource locators (URLs) that do not match that of the expected destination site or are 
similar to legitimate sites but with slight variations in the domain (e.g., variations in domain 
extensions like “.com,” “.org,” and “.us”) or web address spelling.

Business Email Compromise (BEC) Schemes

Cybercriminals have increasingly exploited the COVID-19 pandemic by using BEC schemes, 
particularly targeting municipalities and the healthcare industry supply chain.  A common 
BEC scheme involves criminals convincing companies to redirect payments to new accounts, 
while claiming the modification is due to pandemic-related changes in business operations.  
BEC criminals often use spoofed or compromised email accounts to communicate these urgent, 
last-minute payment changes.  In the COVID-19 environment, criminals insert themselves into 
communications by impersonating a critical player in a business relationship or transaction, 
typically posing as providers of healthcare supplies, to intercept or fraudulently induce a payment 
for critically needed supplies.17

17. See FBI Press Release, “FBI Anticipates Rise in Business Email Compromise Schemes Related to the COVID-19 
Pandemic,” (April 6, 2020).  See also Europol Press Release, “Corona Crimes: Suspect Behind €6 Million Face Masks 
and Hand Sanitisers Scam Arrested Thanks to International Police Cooperation,” (April 6, 2020).

Financial red flag indicators of this sort of activity may include the following:18

18. For general BEC-scheme financial red flag indicators, see FinCEN Advisories, FIN-2016-A003, “Advisory to Financial 
Institutions on E-mail Compromise Fraud Schemes,” (September 6, 2016), and FIN-2019-A005, “Updated Advisory on 
Email Compromise Fraud Schemes Targeting Vulnerable Business Processes,” (July 16, 2019).

 A customer’s transaction instructions contain different language, timing, and amounts in 
comparison to prior transaction instructions, especially regarding transactions involving 
healthcare providers or supplies purchases. 
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 Transaction instructions, typically involving a healthcare-sector counterparty or referencing 
purchase of healthcare or emergency response supplies, originate from an email account 
closely resembling, but not identical to, a known customer’s email account.

 Emailed transaction instructions direct payment to a different account for a known 
beneficiary.  The transmitter may claim a need to change the destination account as part of 
a COVID-19 pandemic response, such as moving the account to a financial institution in a 
jurisdiction less affected by the disease, and assert urgency to conduct the transaction.

 Emailed transaction instructions request to move payment methods from checks to ACH 
transfers as a response to the pandemic.

Information on Reporting Suspicious Activity

Suspicious Activity Report (SAR) Filing Instructions
SAR reporting, in conjunction with effective implementation of due diligence requirements by 
financial institutions, is crucial to identifying and stopping financial crimes, including those 
related to the COVID-19 pandemic.  Financial institutions should provide all pertinent available 
information in the SAR and narrative.  Adherence to the filing instructions below will improve 
FinCEN and law enforcement’s ability to effectively identify and pull actionable SARs and 
information from the FinCEN Query system to support COVID-19-related cases.

• FinCEN requests that financial institutions reference this advisory by including the key term 
“COVID19-CYBER FIN-2020-A005” in SAR field 2 (Filing Institution Note to FinCEN) and 
the narrative to indicate a connection between the suspicious activity being reported and the 
activities highlighted in this advisory.

• Financial institutions that suspect fraudulent COVID-19-related activity should mark all 
appropriate check boxes on the SAR form to indicate a connection between COVID-19 and 
the suspicious activity being reported.  For example, if the activity includes a COVID-19-
related account takeover involving an ACH transfer, financial institutions can select SAR 
field 38a and 38z, and note in the “other” box, “COVID-19 account takeover fraud – ACH.”19

19. For additional guidance on identifying account takeover activity and related SAR filing instructions, see FinCEN 
Advisory, FIN-2011-A016, “Account Takeover Activity,” (December 19, 2011).

• Financial institutions should also include any relevant technical cyber indicators related to 
cyber events and associated transactions reported in a SAR within the available structured 
cyber event indicator fields.  For example, for a COVID-19-related cyber event against a 
financial institution, financial institutions can select SAR fields 42a and 42z (noting in the 
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“other” box the COVID-19-related cyber event), and SAR fields 44(a)-(j), (z), including 
email or CVC wallet addresses, malicious domains or URLs, and any other known cyber 
event indicators.

• For cyber-enabled crime involving fraud driven by COVID-19, financial institutions should 
select SAR field 34z (Fraud – other) as the associated suspicious activity type.  Additionally, 
financial institutions should include the type of cybercrime or scheme as a keyword (e.g., 
“COVID 19 BEC Fraud,” “EAC fraud,” or “BEC data theft”) in SAR field 34(z).

• Please refer to FinCEN’s May 18, 2020 Notice Related to the Coronavirus Disease 2019, 
which contains information regarding reporting COVID-19-related crime and FinCEN’s 
Rapid Response Program, and reminds financial institutions of certain BSA obligations.

For Further Information

Financial institutions should send questions or comments regarding the contents of this advisory to 
the FinCEN Regulatory Support Section at frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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Introduction
The Financial Crimes Enforcement Network (FinCEN) 
is issuing this advisory to alert financial institutions to 
predominant trends, typologies, and potential indicators 
of ransomware and associated money laundering 
activities. This advisory provides information on: (1) 
the role of financial intermediaries in the processing 
of ransomware payments; (2) trends and typologies of 
ransomware and associated payments; (3) ransomware-
related financial red flag indicators; and (4) reporting and 
sharing information related to ransomware attacks.

The information contained in this advisory is derived 
from FinCEN’s analysis of cyber- and ransomware-
related Bank Secrecy Act (BSA) data, open source 
reporting, and law enforcement partners.

Ransomware is a form of malicious software 
(“malware”) designed to block access to a computer 
system or data, often by encrypting data or programs 
on information technology (IT) systems to extort 
ransom payments from victims in exchange for 
decrypting the information and restoring victims’ 
access to their systems or data.1  In some cases, in 
addition to the attack, the perpetrators threaten 
to publish sensitive files belonging to the victims, 
which can be individuals or business entities 

1. Both extortion and computer fraud and abuse are specified unlawful activities and predicate offenses to money 
laundering.  See 18 USC § 1956(c)(7).

Advisory on Ransomware and the Use of the Financial 
System to Facilitate Ransom Payments

Detecting and reporting ransomware payments are vital to prevent and deter 
cybercriminals from deploying malicious software to extort individuals and businesses 
and hold ransomware attackers accountable for their crimes.

This Advisory should be shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• Chief Information Officers

• AML/BSA Departments

• Legal Departments

• Cyber and Security Departments

• Customer Service Agents

• Bank Tellers

FIN-2020-A006 October 1, 2020

SAR Filing Request:

FinCEN requests financial 
institutions reference this advisory 
in SAR field 2 (Filing Institution 
Note to FinCEN) and the narrative 
by including the following key 
term: “CYBER FIN-2020-A006” 
and select SAR field 42 (Cyber 
Event).  Additional guidance on 
filing SARs appears near the end of 
this advisory.
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(including financial institutions).  The consequences of a ransomware attack can be severe 
and far-reaching—with losses of sensitive, proprietary, and critical information and/or loss of 
business functionality.

The Role of Financial Intermediaries in  
Facilitating Ransomware Payments

Ransomware attacks are a growing concern for the financial sector because of the critical role 
financial institutions play in the collection of ransom payments.  Processing ransomware payments 
is typically a multi-step process that involves at least one depository institution and one or more 
money services business (MSB).  Many ransomware schemes involve convertible virtual currency 
(CVC), the preferred payment method of ransomware perpetrators.  Following the delivery of the 
ransom demand, a ransomware victim will typically transmit funds via wire transfer, automated 
clearinghouse, or credit card payment to a CVC exchange to purchase the type and amount of CVC 
specified by the ransomware perpetrator.  Next, the victim will send the CVC, often from a wallet 
hosted2 at the exchange, to the perpetrator’s designated account or CVC address.  The perpetrator 
then launders the funds through various means, including mixers and tumblers3 to convert funds 
into other CVCs, smurfing4 transactions across many accounts and exchanges, and/or moving the 
CVC to foreign-located exchanges and peer-to-peer (P2P) exchangers5 in jurisdictions with weak 
anti-money laundering and countering financing of terrorism (AML/CFT) controls. 

2. “Hosted wallets” are CVC wallets where the CVC exchange receives, stores, and transmits the CVCs on behalf of their 
accountholders.  See FinCEN Guidance, FIN-2019-G001, “Application of FinCEN’s Regulations to Certain Business 
Models Involving Convertible Virtual Currencies,” (May 9, 2019).

3. Mixing or tumbling involves the use of mechanisms to break the connection between an address sending CVC and 
the addresses receiving CVC.

4. Smurfing refers to a layering technique in money laundering that involves breaking total amounts of funds into 
smaller amounts to move through multiple accounts before arriving at the ultimate beneficiary.

5. P2P exchangers are individuals or entities offering to exchange fiat currencies for virtual currencies or one virtual 
currency for another virtual currency.  P2P exchangers usually operate informally, typically advertising and 
marketing their services through online classified advertisements or fora, social media, and by word of mouth.  See 
FinCEN Advisory, FIN-2019-A003, “Advisory on Illicit Activity Involving Convertible Virtual Currency,” (May 9, 
2019).
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Figure 1. Movement of CVC in Ransomware Attacks

Involvement of Digital Forensics and Incident Response  
and Cyber Insurance Companies in Ransomware Payments

The prevalence of ransomware attacks has led to the creation of companies that provide protection 
and mitigation services to victims of ransomware attacks.  Among these entities are digital forensics 
and incident response (DFIR) companies and cyber insurance companies (CICs).  Some DFIR 
companies and CICs, as well as some MSBs that offer CVCs, facilitate ransomware payments to 
cybercriminals, often by directly receiving customers’ fiat funds, exchanging them for CVC, and 
then transferring the CVC to criminal-controlled accounts.  Depending on the particular facts 
and circumstances, this activity could constitute money transmission.  Entities engaged in money 
services business activities (such as money transmission) are required to register as an MSB with 
FinCEN, and are subject to BSA obligations, including filing suspicious activity reports (SARs).6  
Persons involved in ransomware payments must also be aware of any Office of Foreign Assets 
Control (OFAC)-related obligations that may arise from that activity.  Today, OFAC issued an 
advisory highlighting the sanctions risks associated with facilitating ransomware payments on 
behalf of victims targeted by malicious cyber-enabled activities.

6. See generally 31 C.F.R. Part 1022 and 31 CFR § 1010.100(ff).
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Trends and Typologies of Ransomware and Associated Payments
The severity and sophistication of ransomware attacks continue to rise7 across various sectors, 
particularly across governmental entities, and financial, educational, and healthcare institutions.8  
Ransomware attacks on small municipalities and healthcare organizations have increased, likely 
due to the victims’ weaker cybersecurity controls, such as inadequate system backups and 
ineffective incident response capabilities.9

Cybercriminals using ransomware often resort to common tactics, such as wide-scale phishing 
and targeted spear-phishing campaigns that induce victims to download a malicious file or go to a 
malicious site, exploit remote desktop protocol endpoints and software vulnerabilities, or deploy 
“drive-by” malware attacks that host malicious code on legitimate websites.  Proactive prevention 
through effective cyber hygiene, cybersecurity controls, and business continuity resiliency is often 
the best defense against ransomware.10

Increasing Sophistication of Ransomware Operations

Big Game Hunting Schemes:  Ransomware actors are increasingly engaging in selective targeting of 
larger enterprises to demand bigger payouts – commonly referred to as “big game hunting.”11

Ransomware Criminals Forming Partnerships and Sharing Resources:  Many cybercriminals are sharing 
resources to enhance the effectiveness of ransomware attacks, such as ransomware exploit kits that 
come with ready-made malicious codes and tools.  These kits can be purchased, although they 
are also offered free of charge.  Some ransomware groups are also forming partnerships to share 
advice, code, trends, techniques, and illegally-obtained information over shared platforms.

“Double Extortion” Schemes:  Ransomware criminals are increasingly engaging in “double extortion 
schemes,” which involve removing sensitive data from the targeted networks and encrypting the 
system files and demanding ransom.  The criminals then threaten to publish or sell the stolen data 
if the victim fails to pay the ransom.

7. The Federal Bureau of Investigation (FBI) Internet Crime Complaint Center (IC3) received 37% more reports of 
ransomware incidents in 2019 than in 2018, with a 46% increase in associated financial losses.  BSA reporting shows 
a stark increase in financial losses per ransomware incident, with the average dollar amount in financial institution 
SARs on ransomware increasing approximately $87,000 from 2018 to 2019 ($417,000 to $504,000) and $280,000 from 
2019 to thus far in 2020 ($504,000 to $783,000).  See FBI IC3, “2019 Internet Crime Report,” (2019); and FBI IC3, “2018 
Internet Crime Report,” (2018).

8. See FinCEN Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the 
Coronavirus Disease 2019 (COVID-19) Pandemic,” (July 30, 2020).

9. Multi-State Information Sharing and Analysis Center (MS-ISAC), “Security Primer – Ransomware,” (May 2020).
10. For more information about ransomware risk, see Federal Financial Institutions Examination Council (FFIEC), 

Press Release, “FFIEC Releases Statement on Cyber Attacks Involving Extortion,” (November 3, 2015); Department 
of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency (CISA), “Security Tip (ST19-001): 
Protecting against Ransomware,” (April 11, 2019); and DHS CISA, MS-ISAC, National Governors Association (NGA), 
and National Association of State Chief Information Officers (NASCIO), Joint Alert, “CISA, MS-ISAC, NGA & NASCIO 
Recommend Immediate Action to Safeguard against Ransomware,” (July 29, 2019).

11. See FBI Public Service Announcement, Alert No. I-100219-PSA, “High-Impact Ransomware Attacks Threaten U.S. 
Businesses and Organizations,” (October 2, 2019).
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Use of Anonymity-Enhanced Cryptocurrencies (AECs):  Cybercriminals usually require ransomware 
payments to be denominated in CVCs, most commonly in bitcoin (see Figure 1).  However, they 
are also increasingly requiring or incentivizing victims to pay in AECs that reduce the transparency 
of CVC financial flows, including ransomware payments, through anonymizing features, such 
as mixing and cryptographic enhancements.12  Some ransomware operators have even offered 
discounted rates to victims who pay their ransoms in AECs.

Use of “Fileless” Ransomware:  Fileless ransomware is a more sophisticated tool that can be challenging 
to detect because the malicious code is written into the computer’s memory rather than into a file on a 
hard drive, which allows attackers to circumvent off-the-shelf antivirus and malware defenses.13

Financial Red Flag Indicators of  
Ransomware and Associated Payments

FinCEN has identified the following financial red flag indicators of ransomware-related illicit 
activity to assist financial institutions in detecting, preventing, and reporting suspicious 
transactions associated with ransomware attacks.  As no single financial red flag indicator is 
indicative of illicit or suspicious activity, financial institutions should consider the relevant facts 
and circumstances of each transaction, in keeping with their risk-based approach to compliance.14

 
IT enterprise activity is connected to cyber indicators that have been associated with 
possible ransomware activity or cyber threat actors known to perpetrate ransomware 
schemes.  Malicious cyber activity may be evident in system log files, network traffic, or file 
information.15

 When opening a new account or during other interactions with the financial institution, a 
customer provides information that a payment is in response to a ransomware incident. 

 A customer’s CVC address, or an address with which a customer conducts transactions, 
appears on open sources, or commercial or government analyses have linked those addresses 
to ransomware strains, payments, or related activity.

12. See FinCEN Advisory, FIN-2019-A003, “Advisory on Illicit Activity Involving Convertible Virtual Currency,” (May 9, 
2019).

13. The MS-ISAC observed a 153% increase of reported instances of ransomware targeting state, local, tribal, and 
territorial governments from 2018 to 2019.  See MS-ISAC, “Security Primer – Ransomware,” (May 2020).

14. For more information about red flags of illicit CVC use, see FinCEN Advisory, FIN-2019-A003, “Advisory on Illicit 
Activity Involving Convertible Virtual Currency,” (May 9, 2019).

15. For example cyber indicators of compromise on specific ransomware threats, see DHS CISA Technical Alerts, 
“Ransomware Alerts.”  For other cyber indicator resources, see also FinCEN’s Cyber Indicator Lists (CILs), 
shared through the FinCEN Secure Information Sharing System; the U.S. Department of the Treasury’s Office of 
Cybersecurity and Critical Infrastructure Protection’s CILs and circulars, available upon request; and DHS CISA’s 
cyber analytic products and services, including a comprehensive list of COVID-19-related indicators of compromise 
in CSV or STIX-formatted XML formats, the Cyber Information Sharing and Collaboration Program (CISCP), and the 
Automated Indicator Sharing (AIS) program.  Public-private and industry partnerships, such as the Financial Services 
Information Sharing and Analysis Center, and open source and commercial cyber threat feeds can also be useful 
resources.
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 A transaction occurs between an organization, especially an organization from a sector at high 
risk for targeting by ransomware (e.g., government, financial, educational, healthcare), and a 
DFIR or CIC, especially one known to facilitate ransomware payments.

 A DFIR or CIC customer receives funds from a customer company and shortly after receipt of 
funds sends equivalent amounts to a CVC exchange.

 A customer shows limited knowledge of CVC during onboarding or via other interactions 
with the financial institution, yet inquires about or purchases CVC (particularly if in a large 
amount or rush requests), which may indicate the customer is a victim of ransomware.

 A DFIR, CIC, or other company that has no or limited history of CVC transactions sends a 
large CVC transaction, particularly if outside a company’s normal business practices. 

 A customer that has not identified itself to the CVC exchanger, or registered with FinCEN as 
a money transmitter, appears to be using the liquidity provided by the exchange to execute 
large numbers of offsetting transactions between various CVCs, which may indicate that the 
customer is acting as an unregistered MSB.

 A customer uses a CVC exchanger or foreign-located MSB in a high-risk jurisdiction lacking, 
or known to have inadequate, AML/CFT regulations for CVC entities.

 A customer initiates multiple rapid trades between multiple CVCs, especially AECs, with no 
apparent related purpose, which may be indicative of attempts to break the chain of custody 
on the respective blockchains or further obfuscate the transaction.

Reminder of Regulatory Obligations for U.S. Financial Institutions 
Regarding Suspicious Activity Reporting Involving Ransomware 

and USA PATRIOT ACT Section 314(b) Information Sharing Authority

Suspicious Activity Reporting
Financial institutions can play an important role in protecting the U.S. financial system from 
ransomware threats through compliance with their BSA obligations.  Financial institutions 
should determine if filing a SAR is required or appropriate when dealing with an incident of 
ransomware conducted by, at, or through the financial institution, including ransom payments 
made by financial institutions that are victims of ransomware.  As a reminder, a financial 
institution is required to file a SAR if it knows, suspects, or has reason to suspect a transaction 
conducted or attempted by, at, or through the financial institution involves or aggregates to 
$5,000 (or, with one exception, $2,000 for MSBs)16 or more in funds or other assets and involves 

16. See 31 C.F.R. §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.20.  The 
monetary threshold for filing money services businesses SARs is, with one exception, set at or above $2,000.  See also 
31 C.F.R. § 1022.320(a)(2).
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funds derived from illegal activity, or attempts to disguise funds derived from illegal activity; is 
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful 
purpose; or involves the use of the financial institution to facilitate criminal activity.  Reportable 
activity can involve transactions, including payments made by financial institutions, related 
to criminal activity like extortion and unauthorized electronic intrusions that damage, disable, 
or otherwise affect critical systems.  SAR obligations apply to both attempted and successful 
transactions, including both attempted and successful initiated extortion transactions.17

Financial institutions are required to file complete and accurate reports that incorporate 
all relevant information available, including cyber-related information.  When filing a SAR 
regarding suspicious transactions that involve cyber events (including ransomware), financial 
institutions should provide all pertinent available information on the event and associated with 
the suspicious activity, including cyber-related information and technical indicators, in the 
SAR form and narrative.  When filing is not required, institutions may file a SAR voluntarily 
to aid law enforcement in protecting the financial sector.  Valuable cyber indicators for law 
enforcement investigations for ransomware can include relevant email addresses, Internet 
Protocol (IP) addresses with their respective timestamps, login information with location and 
timestamps, virtual currency wallet addresses, mobile device information (such as device 
International Mobile Equipment Identity (IMEI) numbers), malware hashes, malicious domains, 
and descriptions and timing of suspicious electronic communications.

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 
original or business record equivalent of any supporting documentation for a period of five 
years from the date of filing the SAR.18  Financial institutions must provide any requested 
SAR and all documentation supporting the filing of a SAR upon request by FinCEN or an 
appropriate law enforcement or supervisory agency.19  When requested to provide supporting 
documentation, financial institutions should take special care to verify that a requestor of 
information is, in fact, a representative of FinCEN or an appropriate law enforcement or 
supervisory agency.  A financial institution should incorporate procedures for such verification 
into its BSA compliance or anti-money laundering program.  These procedures may include, for 
example, independent employment verification with the requestor’s field office or face-to-face 
review of the requestor’s credentials.20

17. FinCEN assesses that ransomware-related activity is under-reported.
18. See 31 C.F.R. §§ 1020.320(d), 1021.320(d), 1022.320(c), 1023.320(d), 1024.320(c), 1025.320(d), and 1026.320(d).
19. Id. See also FinCEN Guidance, FIN-2007-G003,, “Suspicious Activity Report Supporting Documentation,” (June 13, 

2007).
20. FinCEN Guidance, FIN-2007-G003, “Suspicious Activity Report Supporting Documentation,” (June 13, 2007).
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SAR Filing Instructions
FinCEN requests that financial institutions reference this advisory by including the key term:

“CYBER-FIN-2020-A006”

in SAR field 2 (Filing Institution Note to FinCEN) and the narrative to indicate a connection 
between the suspicious activity being reported and ransomware-related activity. 

Financial institutions should also select SAR field 42 (Cyber event) as the associated 
suspicious activity type, as well as select SAR field 42z (Cyber event - Other) while including 
“ransomware” as keywords in SAR field 42z, to indicate a connection between the suspicious 
activity being reported and possible ransomware activity.  Additionally, financial institutions 
should include any relevant technical cyber indicators related to the ransomware activity and 
associated transactions within the available structured cyber event indicator SAR fields 44(a)-
(j), (z).

Information Sharing
Information sharing among financial institutions is critical to identifying, reporting, and 
preventing evolving ransomware schemes.  Financial institutions sharing information under 
the safe harbor authorized by section 314(b) of the USA PATRIOT Act are reminded that they 
may share information relating to transactions that the institution suspects may involve the 
proceeds of one or more specified unlawful activities (“SUAs”) and such an institution will still 
remain protected from civil liability under the section 314(b) safe harbor.  The SUAs listed in 18 
U.S.C. §§ 1956 and 1957 include an array of fraudulent and other criminal activities, including 
extortion and computer fraud and abuse.  FinCEN strongly encourages information sharing 
via section 314(b) where financial institutions suspect that a transaction may involve terrorist 
financing or money laundering, including one or more SUAs.21

For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.

21. For further guidance related to the 314(b) Program, see FinCEN Fact Sheet, “Section 314(b)” (November 2016) and 
FinCEN Guidance, FIN-2009-G002, “Guidance on the Scope of Permissible Information Sharing Covered by Section 
314(b) Safe Harbor of the USA PATRIOT Act,” (June 16, 2009).
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Introduction
The Financial Crimes Enforcement Network (FinCEN) 
is issuing this advisory to alert financial institutions to 
unemployment insurance (UI) fraud observed during the 
COVID-19 pandemic.  Many illicit actors are engaged in 
fraudulent schemes that exploit vulnerabilities created by the 
pandemic.  This advisory contains descriptions of COVID-
19-related UI fraud, associated financial red flag indicators, 
and information on reporting suspicious activity.

This advisory is based on FinCEN’s analysis of COVID-19-
related information obtained from Bank Secrecy Act (BSA) 
data, open source reporting, and law enforcement partners.  

Financial Red Flag Indicators of 
Unemployment Insurance Fraud Related to 

COVID-19 Relief

As unemployment claims in the United States have surged 
due to the pandemic, U.S. law enforcement and financial 
institutions have detected numerous instances of COVID-
19-related UI fraud.  The following are representative types 
of this illicit activity: 

• Fictitious employer-employee fraud: filers falsely claim they 
work for a legitimate company, or create a fictitious 
company and supply fictitious employee and wage 
records to apply for UI payments;

Advisory on Unemployment Insurance Fraud During the 
Coronavirus Disease 2019 (COVID-19) Pandemic 

Detecting and preventing unemployment insurance fraud and other illicit activity related 
to COVID-19 are critical to safeguarding the integrity of government relief efforts.

This Advisory should be 
shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• AML/BSA Departments

• Legal Departments

• Cyber and Security Departments

• Customer Service Agents

• Bank Tellers

FIN-2020-A007 October 13, 2020

SAR Filing Request:

FinCEN requests financial 
institutions reference this 
advisory in SAR field 2 (Filing 
Institution Note to FinCEN) and 
the narrative by including the 
following key term: “COVID19 
UNEMPLOYMENT INSURANCE 
FRAUD FIN-2020-A007” and 
select SAR field 34(z) 
(Fraud - other). Additional 
guidance for filing SARs appears 
near the end of this advisory.
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• Employer-employee collusion fraud: the employee receives UI payments while the employer 
continues to pay the employee reduced, unreported wages;

• Misrepresentation of income fraud: an individual returns to work and fails to report the income 
in order to continue receiving UI payments, or in an effort to receive higher UI payments, an 
applicant claims higher wages than he/she previously earned; 

• Insider fraud: state employees use credentials to inappropriately access or change UI claims, 
resulting in the approval of unqualified applications, improper payment amounts, or movement 
of UI funds to accounts that are not on the application; or

• Identity-related fraud: filers submit applications for UI payments using stolen or fake 
identification information to perpetrate an account takeover.1

As no single financial red flag indicator is necessarily indicative of illicit or suspicious activity, 
financial institutions should consider all surrounding facts and circumstances before determining 
if a transaction is suspicious or otherwise indicative of potentially fraudulent activities related to 
COVID-19.  In line with a risk-based approach to compliance with the BSA, financial institutions 
also are encouraged to perform additional inquiries and investigations where appropriate. 

FinCEN identified the financial red flag indicators described below to alert financial institutions to 
fraud schemes targeting UI programs, and to assist financial institutions in detecting, preventing, 
and reporting suspicious transactions related to such fraud.

Financial red flag indicators of UI fraud may include: 

 Account(s) held at the financial institution receive(s):

a. UI payments from a state other than the state in which the customer reportedly resides or 
has previously worked;

b. Multiple state UI payments within the same disbursement timeframe; 

c. UI payments in the name of a person other than the accountholder, or in the names of 
multiple unemployment payments recipients;

d. UI payments and regular work-related earnings, via direct deposit or paper checks;

e. Numerous deposits or electronic funds transfers (EFTs) that indicate they are UI payments 
from one or more states to persons other than the accountholder(s); 

f. A higher amount of UI payments in the same timeframe than similarly situated customers 
received.

1. See, FinCEN Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the Corona-
virus Disease 2019 (COVID-19) Pandemic,” (July 30, 2020).  In some situations, fraudsters use the stolen identification 
information to perpetrate an account takeover.  For additional information on identifying account takeover activity, 
see FinCEN Advisory, FIN-2011-A016, “Account Takeover Activity,” (December 19, 2011).
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 The customer withdraws the disbursed UI funds in a lump sum by cashier’s checks, by 
purchasing a prepaid debit card, or by transferring the funds to out-of-state accounts.

 The customer’s UI payments are quickly diverted via wire transfer to foreign accounts, 
particularly to accounts in countries with weak anti-money laundering controls. 

 The customer receives or sends UI payments to a peer-to-peer (P2P) application or app.  The 
funds are then wired to an overseas account, or withdrawn using a debit card, in a manner 
that is inconsistent with the spending patterns of similarly situated customers.   

 Individuals quickly withdraw disbursed UI funds via online bill payments addressed to an 
individual(s), as opposed to businesses, as payee(s), with some individual payees receiving 
multiple online bill paychecks over a short time period.

 The IP address associated with logins for an account conducting suspected UI-fraud activities 
does not map to the general location of stated address in identity documentation for the 
customer or where the UI payment originated. 

 Individuals direct UI-related EFTs, or deposit UI checks into suspected shell/front company 
accounts, which may be indicative of money mules transferring these funds in and out of the 
accounts. 

 Multiple accounts receiving UI payments at one or more financial institutions are associated 
with the same free, web-based email account that may appear in more than one UI application. 

 A newly opened account, or an account that has been inactive for more than thirty days, starts 
to receive numerous UI deposits.  After a financial institution suspects UI fraud and requests 
additional identification documentation to verify the  identity(ies) of the customer(s), queried 
individuals provide documents that are incorrect or forged, which may be an indicator of an 
account takeover or identity theft. 

 After a financial institution suspects UI fraud and conducts due diligence, it determines 
that the customer does not have a history of living at, or being associated with, the address 
to which the UI check or UI debit card is sent, or within the geographical area in which the 
registered debit card is being used. 

Information on Reporting Suspicious Activity

Suspicious Activity Report (SAR) Filing Instructions
SAR reporting, in conjunction with effective implementation of due diligence requirements 
by financial institutions, is crucial to identifying and stopping unemployment insurance fraud 
related to the COVID-19 pandemic.  Financial institutions should provide all pertinent and 
available information in the SAR and narrative.  
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• FinCEN requests that financial institutions reference this advisory by including the key 
term “COVID19 UNEMPLOYMENT INSURANCE FRAUD FIN-2020-A007” in SAR field 
2 (Filing Institution Note to FinCEN) and the narrative to indicate a connection between the 
suspicious activity being reported and the activities highlighted in this advisory.  

• Financial institutions also should select SAR field 34(z) (Fraud - other) as the associated 
suspicious activity type to indicate a connection between the suspicious activity being 
reported and COVID-19.  When addressing unemployment fraud in a SAR, financial 
institutions should include the keywords “unemployment fraud” in SAR field 34(z).  

• When filing a SAR, in addition to standard transaction data, providing the following 
information is highly valuable to law enforcement: relevant email addresses, IP addresses 
with their respective timestamps, login information with location and timestamps, cyber-
related information and technical indicators, virtual currency wallet addresses, mobile 
device information (such as device International Mobile Equipment Identity (IMEI)), phone 
numbers, monikers, and description and timing of suspicious electronic communications.

• Please refer to FinCEN’s Notice Related to the Coronavirus Disease 2019 (COVID-19), which 
contains information regarding reporting COVID-19-related crime, and reminds financial 
institutions of certain BSA obligations.

For Further Information

Financial institutions should send questions or comments regarding the contents of this advisory 
to the FinCEN Regulatory Support Section at frc@fincen.gov.  To report suspected illicit activity 
please visit our website at https://www.fincen.gov/coronavirus, which also contains information on 
registering to receive FinCEN Updates.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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The Financial Crimes Enforcement Network 
(FinCEN) is issuing this advisory to help save lives, 
and to protect the most vulnerable in our society 
from predators and cowards who prey on the 
innocent and defenseless for money and greed.  This 
advisory supplements the 2014 FinCEN Guidance 
on Recognizing Activity that May be Associated 
with Human Smuggling and Human Trafficking – 
Financial Red Flags (“2014 Advisory”).1

1. FinCEN Advisory, FIN-2014-A008, “Guidance on Recognizing Activity that May be Associated with Human 
Smuggling and Human Trafficking – Financial Red Flags,” (September 11, 2014).

2. See U.S. Department of Homeland Security, Blue Campaign, “What is Human Trafficking?”
3. See U.S. Department of State, “Trafficking in Persons Report,” (June 2019); see also Financial Action Task Force, 

“Financial Flows from Human Trafficking,” p. 15 (July 2018).

Human traffickers and their facilitators exploit 
adults and children in the United States, and 
around the world, for financial gain, among other 
reasons.  Victims are placed into forced labor, 
slavery, involuntary servitude, and peonage, and/
or forced to engage in commercial sex acts.  Anyone 
can be a victim regardless of origin, sex, age, or 
legal status.2  And anyone can be a trafficker, from 
a single individual, such as a family member, 
to a criminal network, terrorist organization, or 
corrupt government regime.3  The global COVID-19 
pandemic can exacerbate the conditions that 
contribute to human trafficking, as the support 
structures for potential victims collapse, and 

Supplemental Advisory on Identifying and Reporting 
Human Trafficking and Related Activity

Human traffickers and their facilitators exploit the innocent and most vulnerable of 
our society for financial gain, employing an evolving range of money laundering 
tactics to evade detection, hide their proceeds, and grow their criminal enterprise.

This Advisory should be shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• AML/BSA Departments

• Legal Departments

• Cyber and Security Departments

• Customer-Facing Staff 

• Money Services Businesses

• Casinos

FIN-2020-A008 October 15, 2020

SAR Filing Request:

FinCEN requests financial institutions 
reference this advisory in SAR field 
2 (Filing Institution Note to FinCEN) 
and the narrative by including the 
following key term: “HUMAN 
TRAFFICKING FIN-2020-A008” and 
selecting SAR Field 38(h) (human 
trafficking).  Additional guidance 
appears near the end of this advisory.
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traffickers target those most impacted and vulnerable.4  Other effects of the pandemic (e.g., travel 
limitations, shelter-in-place orders, teleworking) also may affect the typologies and red flag 
indicators provided below.  

Unfortunately, in addition to the horrific toll on victims and their families, their very lives, dignity, 
and livelihood, human trafficking is now one of the most profitable and violent forms of international 
crime, generating an estimated $150 billion worldwide per year.5  In the United States, human 
trafficking now occurs in a broad range of licit and illicit industries (e.g., hospitality, agricultural, 
janitorial services, construction, restaurants, care for persons with disabilities, salon services, massage 
parlors, retail, fairs and carnivals, peddling and begging, child care, domestic work, and drug 
smuggling and distribution).6  Transactions involving proceeds generated by human trafficking can 
be the basis for federal criminal charges and asset forfeiture, as human trafficking and associated 
crimes constitute specified unlawful activities (SUAs) for the crime of money laundering.7

Since the 2014 Advisory, FinCEN collaborated with law enforcement to identify 20 new financial 
and behavioral indicators of labor and sex trafficking, and four additional typologies.  This 
advisory provides: (i) new information to assist in identifying and reporting human trafficking, and 
to aid the global effort to combat this crime; and (ii) two illustrative recent case studies.  The 2014 
Advisory remains relevant, and provides information related to human smuggling, in addition to 
human trafficking.

4. Polaris, “COVID-19 May Increase Human Trafficking in Vulnerable Communities,” (April 7, 2020).  See also U.S. 
Department of State, “Trafficking in Persons Report,” (June 2019) (discussing the vulnerabilities that traffickers target 
globally).

5. International Labour Organization, “Profits and Poverty: The Economics of Forced Labour,” p. 13, (May 20, 2014).  
See also U.S. Department of the Treasury, “Combatting Human Trafficking,” (January 29, 2020).

6. See U.S. Department of State, “Trafficking in Persons Report,” pp. 491–492 (June 2019).  Relatedly, goods that are 
produced by forced or child labor can be illegally imported into the United States.  The U.S. Customs and Border 
Protection issues Withhold and Release Orders against imported merchandise suspected of being produced from 
forced or child labor.  The U.S. Department of Labor maintains a list of goods and their source countries, which it has 
reason to believe are produced by forced or child labor in violation of international standards.

7. SUAs relevant to human trafficking cases include a variety of offenses listed under 18 U.S.C.  §§ 1956(c)(7) and 
1961(1), such as those listed in Title 18, unless otherwise specified.

8. See 8 U.S.C.  § 1324.  See also, U.S. Department of State, “Human Trafficking and Migrant Smuggling: Understanding 
the Difference,” (June 27, 2017).  

9. See generally 18 U.S.C.  §§ 1581, 1584, 1589, 1590, 1591, 2421, 2422, 2423, and 2425; 22 U.S.C.  §§ 7102(4) and (11); The 
Victims of Trafficking and Violence Protection Act of 2000 (Pub.  L.  No.  106-386); applicable state laws; and U.S. 
Department of State, “Report on U.S. Government Efforts to Combat Trafficking in Persons,” (December 1, 2017).

Human Smuggling

Acts or attempts to bring unauthorized aliens 
to or into the United States, transport them 
within the U.S., harbor unlawful aliens, 
encourage entry of illegal aliens, or conspire 
to commit these violations, knowingly or in 
reckless disregard of illegal status.8

Human Trafficking

The act of recruiting, harboring, 
transporting, providing or obtaining a 
person for forced labor or commercial sex acts 
through the use of force, fraud, or coercion.9
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In contrast to human smuggling, human trafficking does not require movement.  Human 
traffickers can exploit individuals within the border of a country, and even in a victim’s own 
home.  Human trafficking can also begin as human smuggling, as individuals who enter a 
country voluntarily and illegally are inherently vulnerable to abuse and exploitation, and often 
owe a large debt to their smuggler.10

Because the information financial institutions collect and report is vital to identifying human 
trafficking and stopping the growth of this crime, it is imperative that financial institutions 
enable their detection and reporting of suspicious transactions by becoming aware of the current 
methodologies that traffickers and facilitators use.  It is also critical that customer-facing staff are 
aware of behavioral indicators that may indicate human trafficking, as the only outside contact for 
victims of human trafficking may occur when visiting financial institutions.

10. See U.S. Immigrations and Customs Enforcement, “Human Trafficking vs Human Smuggling,” (Summer 2017); and 
see also U.S. Department of State, “Human Trafficking and Migrant Smuggling: Understanding the Difference,” (June 
27, 2017).

11. An establishment that provides food, drinks, dancing, and music, and is typically found in Latin American 
communities.   

12. See Financial Action Task Force, “Financial Flows from Human Trafficking,” p. 54 (July 2018).  See also U.S. 
Department of Justice, “Sex Trafficking Ring Leader Gets Life in Federal Prison,” (January 20, 2016).

13. U.S. Department of Justice, “What is Human Trafficking?” (January 6, 2017).

I.  New Typologies of Human Trafficking 
To evade detection, hide their illicit proceeds, and profit off the backs of victims, human traffickers 
employ a variety of evolving techniques.  Below are four typologies, identified in Bank Secrecy Act 
(BSA) data since FinCEN issued the 2014 Advisory, that human traffickers and facilitators have 
used to launder money.  

1.  Front Companies 

Human traffickers routinely establish and use front companies, sometimes legal entities, to hide 
the true nature of a business, and its illicit activities, owners, and associates.  Front companies are 
businesses that combine illicit proceeds with those gained from legitimate business operations.  
Examples of front companies used by human traffickers for labor or sex trafficking include massage 
businesses, escort services, bars, restaurants, and cantinas.11  In the case of businesses that act as 
a front for human trafficking, typically the establishment appears legitimate with registrations 
and licenses.  The front company generates revenue from sales of alcoholic beverages and cover 
charges.  Patrons, however, also can obtain illicit sexual services from trafficked individuals, 
usually elsewhere in the establishment.12  In addition, illicit massage businesses or nail and hair 
salons can offer sexual services under the guise of legitimate businesses and/or exploit individuals 
for the purpose of forced labor.13  Often, these establishments will appear to be a single storefront, 
yet are part of a larger network.  Payments for these illicit services are usually in cash, and 
traffickers may invest the illicit proceeds in high-value assets, such as real estate and cars.  
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2.  Exploitative Employment Practices 

Some seemingly legitimate businesses use exploitative employment schemes, such as visa fraud and 
wage retention, to amass profit from labor and sex trafficking.  For instance, some labor recruiters 
mislead or defraud victims, taking advantage of workers before and after they enter the United States.  
Some labor recruiters also mislead workers about the conditions and nature of a job, engage in contract 
switching, and confiscate or destroy workers’ identity documents.14  Foreign nationals who have 
legitimate temporary work or student visas also can be exploited.15

Another common practice is to charge exploitative fees to workers by withholding their salary 
or paying less than promised.  The trafficker claims that the fees cover the costs of recruitment 
or access to job opportunities.16  Recruitment fees can range from hundreds of dollars to tens of 
thousands of dollars, and take years to repay.17  Victims’ salaries are transferred to the traffickers 
or their co-conspirators via teller checks or wire transfers.  Proceeds also can be “disguised” as a 
legitimate business expense, such as a cleaning service.  Financial institutions may see multiple 
employees receiving their salaries in the same account, or payment for employment may be 
followed by immediate withdrawal or transfer into another account.18

3.  Funnel Accounts 

Funnel accounts generally involve an individual or business account in one geographic area 
that receives multiple cash deposits, often in amounts below the cash reporting threshold, from 
which the funds are withdrawn in a different geographic area with little time elapsing between 
the deposits and withdrawals.19  Human traffickers may use interstate funnel accounts to transfer 
funds between geographic areas, move proceeds rapidly, and maintain anonymity.20  In labor and 
sex trafficking schemes, human traffickers may open accounts in their name, or escort victims to 
a bank, and force them to open an account.21  Traffickers maintain control of the victims’ bank 
accounts through coercion, and direct victims to deposit money into their accounts and other 
accounts that the traffickers can access.22  In some cases, victims also are coerced or forced to wire 
proceeds via money services businesses (MSBs) to facilitate the funneling of proceeds.   

14. U.S. Department of State, “Paying to Work: The High Cost of Recruitment Fees,” (June 27, 2017); see also U.S. 
Department of Justice, “Brothers Sentenced to 20 Years for Running Violent Human Trafficking Enterprise,” (February 
25, 2016).

15. U.S. Department of Justice, Journal of Federal Law and Practice, “Human Trafficking,” Executive Office of United 
States Attorneys, pp. 5 and 28, (November 2017).

16. For more information see U.S. Department of Justice, “Leader of Human Trafficking Organization Sentenced to Over 
15 Years for Exploiting Guatemalan Migrants at Ohio Egg Farms,” (June 27, 2016); and U.S. Department of Justice, 
“Brothers Sentenced to 20 Years for Running Violent Human Trafficking Enterprise,” (February 25, 2016).  

17. See U.S. Department of State, “Paying to Work: The High Cost of Recruitment Fees,” (June 27, 2017).
18. Financial Action Task Force, “Financial Flows from Human Trafficking,” p. 28, (July 2018).
19. FinCEN Advisory, FIN-2014-A005, “Update on U.S. Currency Restrictions in Mexico: Funnel Accounts and TBML,”  

p. 1, (May 28, 2014).  
20. See U.S. Immigration and Customs Enforcement, “Using a Financial Attack Strategy to Combat Human Trafficking,” 

(January 29, 2015).
21. For additional behavioral indicators of human trafficking, see Section II, infra.
22. Policies of certain large national banks to restrict third-party cash deposits for private customer accounts seem to have 

lessened the use of funnel account activity.  
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Case Study: Funnel Accounts Facilitate International Thai Sex Trafficking Ring

4.  Alternative Payment Methods 

In addition to payment via cash, traffickers also have accepted payment via credit cards, prepaid 
cards,23 mobile payment applications, and convertible virtual currency.24  Buyers of commercial 
sex use prepaid cards—a method of payment using funds paid in advance, which can be acquired 
anonymously with cash or on darknet websites—to register with escort websites and to purchase 
sexual services, flights, throw-away phones, and hotel rooms.25

Illicit actors also use virtual currency to advertise commercial sex online.  For example, human 
traffickers have purchased prepaid cards, and then used the cards to purchase virtual currency on 
a peer-to-peer exchange platform.  Human traffickers then use the virtual currency to buy online 
advertisements that feature commercial sex acts to obtain customers.26

FinCEN also has identified transactions in which human traffickers use third-party payment 
processors (TPPPs) to wire funds, which gives the appearance that the TPPP is the originator or 
beneficiary of the wire transfer and conceals the true originator or beneficiary.  For example, human 
traffickers facilitate payments via TPPPs for the operation of online escort services and online 
streaming services that use voice-over Internet protocol technology.  Human traffickers and their 
facilitators use TPPPs to wire funds to individuals or businesses both domestically and abroad.27

Case Study: Trafficking Involving Prepaid Cards and Bitcoin

II.  Behavioral and Financial Red Flag Indicators  
of Human Trafficking

In applying the red flags below and the red flags in the 2014 Advisory, financial institutions are 
advised that no single red flag is a clear indicator of human trafficking activity, although each can 
be indicative of forced labor and/or sex trafficking.  Given that human trafficking is a predicate 
offense to money laundering, the financial red flags also may be indicative of other money 
laundering-related offenses.  Financial institutions should consider additional factors, such as 
a customer’s previous financial activity and the existence of typologies or other red flags, when 
determining whether transactions may be associated with human trafficking.  

23. See U.S. Department of the Treasury, “National Money Laundering Risk Assessment,” p. 15-16, (2018).
24. For more information about illicit activity involving convertible virtual currency see FinCEN Advisory,  

FIN-2019-A003, “Advisory on Illicit Activity Involving Convertible Virtual Currency,” (May 9, 2019).
25. See New York County District Attorney Cyrus Vance Jr.’s testimony, “Following the Money: How Human Traffickers 

Exploit the U.S. Financial Markets: Hearing before the Subcommittee on Oversight and Investigations of the 
Committee on Financial Services of the U.S. House of Representatives,” (January 30, 2018).  See also U.S. Department 
of Homeland Security, “Using a Financial Attack Strategy to Combat Human Trafficking,” (January 29, 2015); and 
U.S. Department of the Treasury, “National Money Laundering Risk Assessment,” p. 15-16, (2018).

26. See New York County District Attorney Cyrus Vance Jr.’s testimony, “Following the Money: How Human Traffickers 
Exploit the U.S. Financial Markets: Hearing before the Subcommittee on Oversight and Investigations of the 
Committee on Financial Services of the U.S. House of Representatives,” (January 30, 2018); and Financial Action Task 
Force, “Financial Flows from Human Trafficking,” p. 55-56, (July 2018).

27. See, e.g., Financial Action Task Force, “Financial Flows from Human Trafficking,” pp. 20-26, (July 2018).
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Behavioral Indicators 

Many victims of human trafficking do not have regular contact with anyone other than their 
traffickers.  The only outside contact they may have is when visiting financial institutions such as 
bank branches, check cashing counters, or money wiring services.  Consequently, it is important that 
customer-facing staff consider the following behavioral indicators when conducting transactions,28 
particularly those that also present financial indicators of human trafficking schemes discussed 
below.  As appropriate, such information should be incorporated into Suspicious Activity Report 
(SAR) filings and/or reported to law enforcement.29  When incorporated into SAR filings, it is 
important that behavioral indicators, and the staff who witnessed them, are included in the SAR 
narrative so that information may be effectively searched for, and later used by, law enforcement.  

This list is not exhaustive and is only a selection of behavioral indicators:30

 A third party speaks on behalf of the customer (a third party may insist on being present and/
or translating).

 A third party insists on being present for every aspect of the transaction.  

 A third party attempts to fill out paperwork without consulting the customer.

 A third party maintains possession and/or control of all documents or money.

 A third party claims to be related to the customer, but does not know critical details.

 A prospective customer uses, or attempts to use, third-party identification (of someone who is 
not present) to open an account.  

 A third party attempts to open an account for an unqualified minor.

 A third party commits acts of physical aggression or intimidation toward the customer.  

 A customer shows signs of poor hygiene, malnourishment, fatigue, signs of physical and/or 
sexual abuse, physical restraint, confinement, or torture.

 A customer shows lack of knowledge of their whereabouts, cannot clarify where they live or 
where they are staying, or provides scripted, confusing, or inconsistent stories in response to 
inquiry.

28. Additional resources discussing human trafficking and the role of financial institutions include the U.S. Department 
of Homeland Security, Blue Campaign, “Resources Page”; U.S. Department of the Treasury, “Combatting Human 
Trafficking,” (January, 29, 2020); U.S. Department of State, “Tracking Suspicious Financial Activity to Address Human 
Trafficking,” (June 28, 2018); U.S. Immigration and Customs Enforcement, “Using a Financial Attack Strategy to 
Combat Human Trafficking,” (January 29, 2015); and Financial Action Task Force, “Financial Flows from Human 
Trafficking,” (July 2018).  

29. To report suspicious activity indicative of human trafficking to the U.S. Immigration and Customs Enforcement (ICE) 
Homeland Security Investigations (HSI) Tip Line, call 1-866-DHS-2-ICE (1-866-347-2423) 24 hours a day, seven days a 
week, every day of the year.  The Tip Line is also accessible outside the United States by calling 802-872-6199.

30. See Organization for Security and Co-operation in Europe, “Following the Money: Compendium of Resources and 
Step-by-step Guide to Financial Investigations into Trafficking in Human Beings,” (November 7, 2019).
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Financial Indicators 

To help identify and report transactions possibly associated with human trafficking, FinCEN 
has identified 10 new financial red flag indicators.  These red flags do not replace the red flags 
identified in the 2014 Advisory, all of which remain relevant.31  The Financial Action Task Force 
report on the “Financial Flows from Human Trafficking” also provides numerous indicators of 
money laundering related to human trafficking.32

 Customers frequently appear to move through, and transact from, different geographic 
locations in the United States.  These transactions can be combined with travel and 
transactions in and to foreign countries that are significant conduits for human trafficking.33

 Transactions are inconsistent with a customer’s expected activity and/or line of business in 
an apparent effort to cover trafficking victims’ living costs, including housing (e.g., hotel, 
motel, short-term rentals, or residential accommodations), transportation (e.g., airplane, taxi, 
limousine, or rideshare services), medical expenses, pharmacies, clothing, grocery stores, and 
restaurants, to include fast food eateries.   

 Transactional activity largely occurs outside of normal business operating hours (e.g., an 
establishment that operates during the day has a large number of transactions at night), is 
almost always made in cash, and deposits are larger than what is expected for the business 
and the size of its operations.  

 A customer frequently makes cash deposits with no Automated Clearing House (ACH) payments.  

 An individual frequently purchases and uses prepaid access cards.  

 A customer’s account shares common identifiers, such as a telephone number, email, and 
social media handle, or address, associated with escort agency websites and commercial sex 
advertisements.

 Frequent transactions with online classified sites that are based in foreign jurisdictions.  

 A customer frequently sends or receives funds via cryptocurrency to or from darknet markets 
or services known to be associated with illicit activity.  This may include services that host 
advertising content for illicit services, sell illicit content, or financial institutions that allow 
prepaid cards to pay for cryptocurrencies without appropriate risk mitigation controls.

 Frequent transactions using third-party payment processors that conceal the originators and/
or beneficiaries of the transactions.  

 A customer avoids transactions that require identification documents or that trigger reporting 
requirements.

31. FinCEN Advisory, FIN-2014-A008, “Guidance on Recognizing Activity that May be Associated with Human 
Smuggling and Human Trafficking – Financial Red Flags,” (September 11, 2014).

32. Financial Action Task Force, “Financial Flows from Human Trafficking,” pp. 65-70, (July 2018).
33. For information on specific countries, and whether they are conduits for human trafficking, see U.S. Department of 

State, “Trafficking in Persons Report,” (June 2019).
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Case Studies

Funnel Accounts Facilitate International Thai Sex Trafficking Ring 

In December 2018, 36 defendants were found guilty in St. Paul, Minnesota, for their various 
roles in operating an international sex trafficking ring, i.e., traffickers, house bosses, money 
launderers, and facilitators.  Traffickers based in Thailand lured women to the United States 
through false promises of a better life.  To facilitate the transport of the victims, the organization 
engaged in visa fraud by creating false identification documents, and forced many of the 
victims to enter into fraudulent marriages and debt bondage.  In exchange, each victim incurred 
a debt of $55,000, which far exceeded actual expenses.  Once in the United States, the victims 
were sent to various cities, isolated in a residence, and forced to pay off their debt by engaging 
in commercial sex acts.34

To conceal and redistribute the proceeds of the sex trafficking business, victims were forced 
to open U.S. bank accounts in Los Angeles in their own names.  Once an account was opened, 
however, traffickers based in the United States took control of the account, kept a percentage of 
the cash generated, and sent the remainder back to the traffickers in Thailand.  Other members 
of the organization, the “facilitators,” rented the houses, apartments, and hotels, and facilitated 
the transport of victims.

The organization used funnel accounts to launder money deposited in cities across the United 
States to third-party launderers who made cash withdrawals in Los Angeles.35  According to data 
made available to FinCEN, deposits were made in cash, and were just enough to cover account 
debits.  To move funds to and from Thailand, the organization employed third-party money 
launderers who made bank accounts available and coordinated cash deposits and withdrawals.  

Bulk cash smuggling was another scheme used to physically transport proceeds to Thailand.  
According to law enforcement, individuals were recruited to carry large volumes of cash in 
suitcases and transport the money to Thailand.  To evade detection, the trafficking organization 
paid flight attendants to keep quiet, and in some limited instances, to transport bulk cash 
in their own luggage.  Money also was concealed in clothing and dolls that were shipped to 
Thailand.  To date, law enforcement has recovered $1.5 million in cash, and testimony revealed 
that more than $40 million was sent to Thailand by one money launderer alone.  

34. For information on this case, see U.S. Department of Justice, “Twenty-One Additional Defendants Indicted for their 
Roles in Thai Sex Trafficking Enterprise,” (May 25, 2017); see also U.S. Department of Justice, “Thirty-Six Defendants 
Guilty for their Roles in International Thai Sex Trafficking Organization,” (December 13, 2018).

35. For a definition of third-party money launderers see U.S. Department of Homeland Security, “Third Party Money 
Launderers,” (Summer 2017).
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Trafficking Involving Prepaid Cards and Bitcoin

In April 2016, law enforcement agents from HSI in El Paso, Texas, responded to a call made 
to local police regarding a woman who was being forcibly held by an individual identified as 
“Tae” at a motel.  Officers discovered two adult victims when they searched the motel room.  
Police located William “Tae” Harris, who was stopped while driving a suspect vehicle in the 
area.  He possessed a semi-automatic firearm.  Harris and his passenger, Dean Hall, were 
members of the West Side City Crips gang from Phoenix, Arizona.  

The subsequent HSI investigation revealed that Harris and Hall brought the victims to Texas 
from Arizona, where the victims were forced into prostitution, beaten, and suffered threats 
of violence.  HSI determined that at least three other West Side City Crips were operating a 
prostitution scheme in El Paso.  During a forensic extraction of Harris’ mobile phone, HSI 
discovered bitcoin transaction data and was able to exploit Harris’ bitcoin wallet information.  
Evidence revealed that the group’s illicit activity revolved around the purchase of Vanilla 
Visa prepaid credit cards, which were then used to purchase bitcoin on the Paxful virtual 
currency exchange.  Those bitcoin were used to purchase prostitution ads on Backpage.com.  
Furthermore, during Harris’ prosecution, HSI uncovered and disrupted an attempted murder-
for-hire in which Harris planned to have a key witness and her sister murdered.  

In January 2018, Hall and Harris were convicted and sentenced for violating several anti-
trafficking statutes.  Hall was sentenced to 90 months’ imprisonment and five years of 
supervised release, and Harris was sentenced to 180 months’ imprisonment and ten years of 
supervised release.

Guidance to U.S. Financial Institutions

Customer Due Diligence and Identification of 
Beneficial Owners of New Legal Entity Accounts

As of May 11, 2018, FinCEN’s Customer Due Diligence (CDD) Rule requires banks, brokers or 
dealers in securities, mutual funds, and futures commission merchants and introducing brokers 
in commodities to identify and verify the identity of beneficial owners of legal entity customers, 
subject to certain exclusions and exemptions.36  Identifying and verifying the beneficial owners 
of legal entities could facilitate the identification of the beneficiaries of the illicit proceeds.  

36. See 31 CFR § 1010.230 (describing beneficial ownership requirements for legal entity customers).  
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Information Sharing
Information sharing among financial institutions is critical to identifying, reporting, and 
preventing evolving fraud schemes.  Financial institutions sharing information under the safe 
harbor authorized by section 314(b) of the USA PATRIOT Act are reminded that they may share 
information relating to transactions that the institution suspects may involve the proceeds of 
one or more SUAs and such an institution still will remain protected from civil liability under 
section 314(b) safe harbor.  The SUAs listed in 18 U.S.C. §§ 1956 and 1957 include an array of 
fraudulent and other criminal activities, including fraud against individuals or the government.  
FinCEN strongly encourages information sharing via section 314(b) where financial institutions 
suspect that a transaction may involve terrorist financing or money laundering, including one 
or more SUAs.37

Suspicious Activity Reporting (SAR)
A financial institution is required to file a SAR if it knows, suspects, or has reason to suspect a 
transaction conducted or attempted by, at, or through the financial institution involves funds 
derived from illegal activity, or attempts to disguise funds derived from illegal activity; is 
designed to evade regulations promulgated under the BSA; lacks a business or apparent lawful 
purpose; or involves the use of the financial institution to facilitate criminal activity.38 

SAR Filing Instructions

Financial institutions should provide all pertinent available information in the SAR form and 
narrative.  A potential victim of human trafficking should not be reported as the subject of a 
SAR.  Rather, all available information on the victim should be included in the narrative portion 
of the SAR.  FinCEN further requests that financial institutions reference this advisory by 
including the key term:

“HUMAN TRAFFICKING FIN-2020-A008”

in SAR field 2 (Filing Institution Note to FinCEN) to indicate a connection between the 
suspicious activity being reported and the activities highlighted in this advisory.  Additional 
information to include behavioral indicators, email addresses, phone numbers, and IP addresses 
also should be included when possible to aid law enforcement investigations.  

37. For further guidance related to the 314(b) Program, see FinCEN Section 314(b) Fact Sheet (November 2016), and 
FinCEN Guidance FIN-2009-G002, “Guidance on the Scope of Permissible Information Sharing Covered by Section 
314(b) Safe Harbor of the USA PATRIOT Act,” (June 16, 2009).

38. 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.320.
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Financial institutions that suspect human trafficking activity should also mark the check box 
for human trafficking (SAR Field 38(h)) on the SAR form.  

For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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FIN-2020-NTC4 December 28, 2020

FinCEN Asks Financial Institutions to Stay Alert to 
COVID-19 Vaccine-Related Scams and Cyberattacks

The Financial Crimes Enforcement Network (FinCEN) is issuing this Notice to alert financial 
institutions about the potential for fraud, ransomware attacks, or similar types of criminal 
activity related to COVID-19 vaccines and their distribution.1  As of December 28, 2020, the 
U.S. Food and Drug Administration (FDA) has issued two emergency use authorizations for 
COVID-19 vaccines in the United States.2  This Notice also provides specific instructions for 
filing Suspicious Activity Reports (SARs) regarding such suspicious activity related to COVID-19 
vaccines and their distribution. 

COVID-19 vaccine fraud may include the sale of unapproved and illegally marketed vaccines, 
the sale of counterfeit versions of approved vaccines, and illegal diversion of legitimate vaccines.3  
Already, fraudsters have offered, for a fee, to provide potential victims with the vaccine sooner 
than permitted under the applicable vaccine distribution plan.4

In addition, cybercriminals, including ransomware operators, will continue to exploit the 
COVID-19 pandemic alongside legitimate efforts to develop, distribute, and administer vaccines.  
FinCEN is aware of ransomware directly targeting vaccine research, and FinCEN asks financial 
institutions to stay alert to ransomware targeting vaccine delivery operations as well as the 
supply chains required to manufacture the vaccines.  Financial institutions and their customers 
should also be alert to phishing schemes luring victims with fraudulent information about 
COVID-19 vaccines.

1. For additional information, see FinCEN Advisory, FIN-2020-A002, “Advisory on Medical Scams Related to 
the Coronavirus Disease 2019 (COVID-19),” (May 18, 2020); FinCEN Advisory, FIN-2020-A006, “Advisory on 
Ransomware and the Use of the Financial System to Facilitate Ransom Payments,” (October 1, 2020); and FinCEN 
Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the Coronavirus Disease 
2019 (COVID-19) Pandemic,” (July 30, 2020).

2. For current information on COVID-19-related vaccines, see FDA “COVID-19 Vaccines.”
3. See Federal Bureau of Investigation (FBI) Press Release, “Federal Agencies Warn of Emerging Fraud Schemes 

Related to COVID-19 Vaccines” (December 21, 2020);  FDA, “Beware of Fraudulent Coronavirus Tests, Vaccines 
and Treatments,” (Last update, December 15, 2020); U.S. Department of Homeland Security (DHS),  Immigration 
and Customs Enforcement (ICE) News Release, “ICE Pivots to Combat COVID-19 Vaccine Fraud with Launch of 
Operation Stolen Promise 2.0,” (November 30, 2020); INTERPOL News Release, “INTERPOL Warns of Organized 
Crime Threat to COVID-19 Vaccines,” (December 2, 2020); and Europol Early Warning Notification, “Vaccine-related 
Crime During the COVID-19 Pandemic,” (December 4, 2020).

4. For more information about fraudsters targeting vaccine distribution in the United States, see FBI Press Release, 
“Federal Agencies Warn of Emerging Fraud Schemes Related to COVID-19 Vaccines” (December 21, 2020); and 
Federal Trade Commission, “COVID-19 Vaccines are in the Pipeline. Scammers Won’t be Far Behind,” (December 8, 
2020).
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Suspicious Activity Report (SAR) Filing Instructions

SAR reporting, in conjunction with effective implementation of Bank Secrecy Act (BSA) compliance 
requirements by financial institutions, is crucial to identifying and stopping fraud, cybercrime, 
and cyber-enabled crime, including those related to the COVID-19 vaccine.  Financial institutions 
should provide all pertinent information in the SAR.  

• FinCEN requests that financial institutions reference “FIN-2020-NTC4” in SAR field 2 (Filing 
Institution Note to FinCEN) and the narrative portion of the SAR to indicate a connection 
between the suspicious activity being reported and the activities highlighted in this notice.  

• Financial institutions should also select SAR field 34(z) (Fraud - other) as the associated 
suspicious activity type to indicate a connection between the suspicious activity being reported 
and COVID-19.  Financial institutions should include the type of fraud and/or name of the scam 
or product (e.g., vaccine scam or vaccine ransomware) in SAR field 34(z). 

• FinCEN requests that filers further detail the reported activity in the narrative portion of the SAR.  
If the activity is suspected of being a scam, filers should provide known details about how the 
scammers contacted the victim, how the victim provided or attempted to provide payment related 
to the scam, and any other available details including data related to the financial transactions or 
method of contact, such as Internet Protocol (IP) addresses and phone numbers.  For guidance on 
ransomware attacks, see FinCEN Advisory, FIN-2020-A006, “Advisory on Ransomware and the 
Use of the Financial System to Facilitate Ransom Payments,” (October 1, 2020). 

• Please refer to FinCEN’s May 2020 Notice Related to the Coronavirus Disease 2019 (COVID-19), 
which contains information regarding reporting COVID-19-related crime, and reminds financial 
institutions of certain BSA obligations

For Further Information

Additional COVID-19-related information, including advisories and notices, can be found on 
FinCEN’s website at https://www.fincen.gov/coronavirus, which also contains information on how 
to register for FinCEN Updates.

Questions or comments regarding the contents of this notice should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov. 

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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FIN-2021-NTC1 February 24, 2021

Consolidated COVID-19 Suspicious Activity Report  
Key Terms and Filing Instructions

The Financial Crimes Enforcement Network (FinCEN) is issuing this Notice to consolidate filing 
instructions and key terms for fraudulent activities, crimes, and cyber and ransomware attacks 
related to Coronavirus Disease 2019 (COVID-19), and to remind financial institutions of recent 
updates to FinCEN guidance concerning Section 314(b).  FinCEN has published a series of 
advisories and notices on COVID-19-related threats to assist financial institutions with the filing of 
suspicious activity reports (SARs) involving such threats.  In this Notice, FinCEN further requests 
that financial institutions consult the tables below when filing SARs for COVID-19-related activity.  

Table 1 contains key terms and instructions related to government programs.  Table 2 contains 
a summary of the key terms and instructions for COVID-19-related activities that are not tied to 
specific government programs.  Table 3 provides a list of additional FinCEN’s COVID-19-related 
publications.  Financial institutions that follow the instructions set forth below will assist FinCEN, 
law enforcement, financial regulators, and other relevant government agencies in identifying and 
utilizing the information submitted in COVID-19-related SARs.  

Financial institutions should consult previously published advisories and notices for additional 
SAR filing instructions related to the advisories and notices included below.  If financial institutions 
wish to cite more than one advisory, then they should use only the FinCEN identification numbers 
(FINs) listed in the tables below in Field 2, and provide the full references in the SAR narrative.  
FinCEN requests that filers be as specific as possible in their SAR filings.  For instance, if the SAR 
addresses a government program, FinCEN requests that filers use program-specific keywords, as 
detailed in the keyword columns in Table 1 below, and avoid relying on generalized key terms, 
such as “stimulus,” “CARES Act,” or “benefit.”  Doing so will expedite identification of relevant 
SARs for appropriate investigative, analytical, supervisory, and other authorized purposes.  
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Table 1:  COVID-19 Government Programs

Government 
Program

Keyword(s) 
for Suspicious 
Activity and 

narrative 

Field 2 (Note to 
FinCEN)

Suspicious 
Activity Field(s) 

32-42

Economic Injury 
Disaster Loan (EIDL) 
Program1 

Economic injury 
disaster

COVID19 EIDL 
FUNDS FRAUD2 

34(z) (Fraud - other)

Economic Impact 
Payments (EIP)3 

Economic impact 
payment

FIN-2021-A002 34(z) (Fraud - other)

Paycheck Protection 
Program (PPP)4 

Paycheck protection FIN-2021-NTC1 34(z) (Fraud - other) 

State Unemployment 
Insurance5 

Unemployment COVID19 
UNEMPLOYMENT 
INSURANCE FRAUD 
FIN-2020-A0076 

34(z) (Fraud - other) 

Pandemic 
Unemployment 
Assistance

Unemployment COVID19 
UNEMPLOYMENT 
INSURANCE FRAUD 
FIN-2020-A0077 

34(z) (Fraud - other)

Main Street Lending8 FED MSL FIN-2021-NTC1 34(z) (Fraud - other)

1. For more information regarding this loan program, please visit U.S. Small Business Administration (SBA), Economic 
Injury Disaster Loans.

2. FinCEN News, “Prepared Remarks of FinCEN Director Kenneth A. Blanco, delivered virtually at the ACAMS AML 
Conference,” (September 29, 2020).

3. For more information about EIPs, please visit Internal Revenue Service (IRS), Economic Impact Payment Information 
Center.

4. For more information regarding the PPP, please visit SBA, Paycheck Protection Program.
5. For more information about COVID-19-related unemployment insurance programs and relief, please visit the U.S. 

Department of Labor, Unemployment Insurance Relief During COVID-19 Outbreak.
6. FinCEN Advisory, FIN-2020-A007, “Advisory on Unemployment Insurance Fraud During the Coronavirus Disease 

2019 (COVID-19) Pandemic,” (October 13, 2020).
7. Id.
8. For more information regarding the Main Street Lending Program, please visit Board of Governors of the Federal 

Reserve System, Main Street Lending Program.
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Table 2:  Other COVID-19-related Crimes and Frauds

Potential Fraud or 
Crime

Keyword(s) 
for Suspicious 
Activity and 

narrative 

Field 2 (Note to 
FinCEN)

Suspicious 
Activity Field(s) 

32-42

Cyber crime BEC fraud, EAC 
fraud, and others as 
warranted

COVID19-CYBER 
FIN-2020-A0059 

34 (z) (Fraud –other) 
for BEC, EAC; 38 (a) 
account takeover; 42 
(a), (b), and/or (z), as 
appropriate (noting 
the (z) “other” box 
the COVID-19 cyber 
event); 44 (a) through 
(j) cyber event 
indicators, as relevant 
and available 

Health insurance and 
health care 

Kickbacks, services 
not provided, billing 
schemes, and others 
as warranted

 FIN-2021-A00110 34(g) (Health care 
– public or private 
health insurance)

Medical products Fraudulent products, 
non-delivery scam, 
price gouging, 
hoarding

COVID19 FIN-2020-
A00211 

34(z) (Fraud - other)

Vaccine-related scams 
and cyber crimes

Vaccine scam or 
vaccine ransomware

FIN-2020-NTC412 34(z) (Fraud - other)

Money mule and 
imposter scams

Imposter, money 
mule scams

COVID19 MM FIN-
2020-A00313 

34(z) (Fraud - other)

9. FinCEN Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the Coronavirus 
Disease 2019 (COVID-19) Pandemic,” (July 30, 2020).

10. FinCEN Advisory, FIN-2021-A001, “Advisory on COVID-19 Health Insurance- and Health Care-Related Fraud,” 
(February 2, 2021).

11. FinCEN Advisory, FIN-2020-A002, “Advisory on Medical Scams Related to the Coronavirus Disease 2019 
(COVID-19),” (May 18, 2020).

12. FinCEN Notice, FIN-2020-NTC4, “FinCEN Asks Financial Institutions to Stay Alert to COVID-19 Vaccine-Related 
Scams and Cyberattacks,” (December 28, 2020). 

13. FinCEN Advisory, FIN-2020-A003, “Advisory on Imposter Scams and Money Mule Schemes Related to Coronavirus 
Disease 2019 (COVID-19),” (July 7, 2020).



F I N C E N  N O T I C E

4

Table 3:  Additional FinCEN COVID-19-related Publications 

Field 2 (Note to 
FinCEN) Title 

February 1, 2021 FAQs Paycheck Protection Program Frequently Asked Questions 
(FAQs)

FIN-2020-NTC3 Notice Related to the Coronavirus Disease 2019 (COVID-19)

FIN-2020-NTC2 The Financial Crimes Enforcement Network Provides Further 
Information to Financial Institutions in Response to the 
Coronavirus Disease 2019 (COVID-19) Pandemic

FIN-2020-NTC1 The Financial Crimes Enforcement Network (FinCEN) 
Encourages Financial Institutions to Communicate Concerns 
Related to the Coronavirus Disease 2019 (COVID-19) and to 
Remain Alert to Related Illicit Financial Activity

Updates to Section 314(b) Fact Sheet  
and Information Sharing Documents

FinCEN updated its USA PATRIOT Act Section 314(b) Fact Sheet in December 2020.  The Fact Sheet, 
which addresses safe harbor protections in connection with certain private-sector information 
sharing, supersedes the material concerning information sharing provided in FinCEN’s May 2020 
Notice Related to the Coronavirus Disease 2019 (COVID-19).

For Further Information

Additional COVID-19-related information, including COVID-19-related advisories and notices, 
is located on FinCEN’s website at https://www.fincen.gov/coronavirus, which also contains 
information on how to register for FinCEN Updates.

Questions or comments regarding the contents of this notice should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov. 

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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Introduction
The Financial Crimes Enforcement Network 
(FinCEN) is issuing this advisory to alert financial 
institutions to health insurance and health care 
frauds related to the COVID-19 pandemic.  These 
frauds target Medicare, Medicaid/Children’s 
Health Insurance Program (CHIP), and TRICARE 
as well as health care programs provided through 
the Departments of Labor and Veterans Affairs 
(collectively, “health care benefit programs”) and 
private health insurance companies.  In addition, 
the United States government has observed frauds 
in connection with COVID-19 relief funds for health 
care providers, such as those provided under the 
Paycheck Protection Program and Health Care 
Enhancement Act (PPP-HCEA).1  This advisory 
contains descriptions of COVID-19-related fraud 
involving health care benefit programs and health 
insurance, associated financial red flag indicators, 
select case studies, and information on reporting 
suspicious activity. 

This advisory is based on FinCEN’s analysis of 
COVID-19-related information obtained from Bank 
Secrecy Act (BSA) data, public reporting, and law 

enforcement partners.  Additional COVID-19-related information is located on FinCEN’s website 
at https://www.fincen.gov/coronavirus, which also contains information on how to register for 
FinCEN Updates.

1. See Pub. L. No. 116-139.

Advisory on COVID-19 Health Insurance-
and Health Care-Related Fraud

While FinCEN has observed a wide range of COVID-19 related fraud, this advisory 
primarily focuses on COVID-19-related fraud involving the health care industry.   

This Advisory should be shared with:
• Chief Executive Officers

• Chief Operating Officers

• Chief Compliance Officers

• Chief Risk Officers

• AML/BSA Departments

• Legal Departments

• Cyber and Security Departments

• Customer Service Agents

• Bank Tellers

FIN-2021-A001  February 2, 2021

SAR Filing Request:

FinCEN requests financial institutions 
reference this advisory in SAR field 
2 (Filing Institution Note to FinCEN) 
and the narrative by including the 
following key term: “FIN-2021-A001” 
and select SAR field 34g (health care 
– public or private health insurance).  
Additional guidance for filing SARs 
appears near the end of this advisory.
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Financial Red Flag Indicators of COVID-19 Health Insurance- and Health 
Care-Related Fraud Activity

Law enforcement and financial institutions have detected numerous instances of potential frauds 
related to health care benefit programs, health insurance, and COVID-19 health care relief funds.2   
Criminals are adapting known health insurance and health care fraud to take advantage of the 
pandemic.  The following are representative types of this illicit activity:

• Unnecessary services: Ordering or submitting claims for expensive tests or services that do 
not test for COVID-19, oftentimes in conjunction with COVID-19 testing, such as medically 
unnecessary and expensive respiratory testing, allergy testing, genetic testing, narcotics 
screening, or whole-body health assessments,3 or providing testing for services not usually 
rendered by the company.  

• Billing schemes: Billing for services not provided, or overbilling (e.g., upcoding or unbundling), 
when administering or processing COVID-19 testing and treatments.4

• Kickbacks: Paying service providers or purported marketing organizations an illegal kickback or 
bribe in exchange for ordering, or arranging for the ordering of, services and testing.

• Health care technology schemes: False and fraudulent representations about COVID-19 testing, 
treatments, or cures are used to defraud insurance carriers and to perpetrate fraud on the 
financial markets by defrauding investors.5 

• Telefraud and telehealth schemes: Collecting beneficiaries’ personally identifiable information (PII), 
including Medicare information.  Solicitations will often link their requests for information to 
COVID-19 treatment and prevention, such as testing or protective equipment.  Fraudsters then 
submit fraudulent claims for payment from health care benefit programs.  Fraudsters have also 
used the stolen PII to submit fraudulent telehealth services claims.6    

2. For information concerning frauds related to the COVID-19 vaccine, see FinCEN Notice, FIN-2020-NTC4, “FinCEN 
Asks Financial Institutions to Stay Alert to COVID-19 Vaccine-Related Scams and Cyberattacks,” (December 28, 2020).

3. See Department of Justice (DOJ) Press Releases, “United States Attorney’s Office Announces Charges in Fraud Cases 
Related to COVID-19,” (May 27, 2020) and “Georgia Woman Arrested for Role in Scheme to Defraud Health Care 
Benefit Programs Related to Cancer Genetic Testing and COVID-19 Testing,” (May 15, 2020). 

4. See DOJ Press Releases, “Two Owners of New York Pharmacies Charged in a $30 Million COVID-19 Health Care 
Fraud and Money Laundering Case,” (December 21, 2020); and “United States Attorney’s Office Announces Charges 
in Fraud Cases Related to COVID-19,” (May 27, 2020).  Upcoding occurs when a provider bills the insurance company 
for higher and more expensive levels of medical service than were actually performed.  Unbundling fraud occurs 
when a provider bills for multiple codes for a group of procedures that are covered in a single global billing code.

5. See DOJ Press Release, “Medical Technology Company President Charged in Scheme to Defraud Investors and Health 
Care Benefit Programs in Connection with COVID-19 Testing,” (June 9, 2020).  For additional information, including 
red flags for fraudulent COVID-19 testing, treatments, and cures, see FinCEN Advisory, FIN-2020-A002, “Advisory on 
Medical Scams Related to the Coronavirus Disease 2019 (COVID-19),” (May 18, 2020).

6. See HHS-OIG Fraud Alert, “COVID-19 Fraud is Rapidly Evolving,” (Last update, December 21, 2020) and 
“National Telefraud Takedown Scheme” (Current as of September 2020).
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• Fraudulently obtaining COVID-19 health care relief funds: Filing false claims and applications for 
Federal relief funds,7  such as those provided under the Coronavirus Aid, Relief, and Economic 
Security (CARES) Act’s Provider Relief Fund,8 the PPP-HCEA,9 or the Economic Impact 
Disaster Loan (EIDL) program, and the claim or application has a nexus to health care benefit 
programs.10 

• Identity theft leading to additional fraud: Targeting beneficiaries for their PII and then using the 
stolen PII to commit COVID-19-related fraud against health care benefit programs.11   

To discern whether a health insurance fraud is COVID-19-related, financial institutions should 
assess whether the activity occurred around or after the Secretary of Health and Human Services’ 
public health emergency declaration of January 31, 2020,12 and whether the underlying purported 
service relates to COVID-19.

As no single financial red flag indicator is necessarily indicative of illicit or suspicious activity, 
financial institutions should consider all surrounding facts and circumstances before determining 
if a transaction is suspicious or otherwise indicative of potentially fraudulent activities related to 
COVID-19.  In line with a risk-based approach to compliance with the BSA, financial institutions 
also are encouraged to perform additional inquiries and investigations where appropriate.  

FinCEN identified the financial red flag indicators described below to alert financial institutions to 
fraud related to health insurance and health care, and to assist financial institutions in detecting, 
preventing, and reporting suspicious transactions related to such COVID-19-related fraud.  

Such financial red flag indicators may include: 

Additional, medically unnecessary services or billing schemes 

 After the COVID-19 public health emergency declaration, a health care service provider’s 
account receives or continues to receive:  (1) health care benefit program or health insurance 
payments well above the provider’s estimated business transactions; or (2) payments at 

7. See DOJ Press Releases, “Florida Man Charged with COVID Relief Fraud, Health Care Fraud and Money 
Laundering,” (July 29, 2020); “Florida Man Charged with COVID Relief Fraud and Health Care Fraud,” (July 10, 
2020); and “Ophthalmologist Previously Charged with Health Care Fraud Indicted For Defrauding SBA Program 
Intended To Help Small Businesses During COVID-19 Pandemic,” (June 24, 2020).

8. See U.S. Department of Health and Human Services (HHS), “CARES Act Provider Relief Fund,” (Last reviewed on 
January 21, 2021).

9. See Pub. L. No. 116-139.  For more information about unemployment insurance fraud, not necessarily connected to the 
health care industry, see FinCEN Advisory, FIN-2020-A007, “Advisory on Unemployment Insurance Fraud During the 
Coronavirus Disease 2019 (COVID-19) Pandemic,” (October 13, 2020).

10. See Pub. L. No. 116-123 and U.S. Small Business Administration, Information Notice 5000-20037, “Guidance 
Regarding Identification and Reporting of Suspicious Activity in the COVID-19 EIDL Loan Program,” (July 22, 2020).

11. See HHS-Office of Inspector General (OIG) Fraud Alert, “COVID-19 Fraud is Rapidly Evolving,” (Last update, 
December 21, 2020).  For more information about identity theft related to COVID-19 relief efforts, including red 
flags, see FinCEN Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the 
Coronavirus Disease 2019 (COVID-19) Pandemic,” (July 30, 2020); and FinCEN Advisory, FIN-2020-A003, “Advisory 
on Imposter Scams and Money Mule Schemes Related to Coronavirus Disease 2019 (COVID-19),” (July 7, 2020).

12. See HHS, “Determination that a Public Health Emergency Exists,” (January 31, 2020).
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the same volume despite an expected diminished activity level during the public health 
emergency (e.g., a non-emergency medical transport company receiving higher than expected 
payments during stay-at-home orders).

 A health care service provider’s account receives health care benefit program or health 
insurance payments beyond the expected type or volume of service, based on staffing and 
other characteristics of the business (e.g., processing COVID-19 tests when the medical facility 
does not typically offer diagnostic services, or the facility is processing a high volume of tests 
despite only employing a few medical personnel).  

 A COVID-19-related health care service provider’s business account has unusual transaction 
activities, such as payments for personal or medically irrelevant expenses (e.g., payments to 
automobile dealers, travel agents, or retailers of luxury goods).

Potential fraudulent businesses

 Following the COVID-19 public health emergency declaration, personal or business accounts, 
especially ones that did not previously receive health care-related payments, begin receiving 
steep increases in health care benefit program or health insurance payments.

 A purported health care service provider’s account receives health care benefit program or 
health insurance payments related to COVID-19 services, and then individuals immediately 
withdraw the funds in a manner that is not typical for health care businesses (e.g., cashier’s 
checks, cash withdrawals, certain types of Automated Clearing House (ACH) transfers, or 
domestic and international wire transfers).

 After the COVID-19 public health emergency determination, a purported health care 
provider’s account does not receive small-dollar check deposits, payments from merchant fee 
servicers, or cash payments from patients that would indicate patient copayments.  This may 
indicate the absence of actual business activity.  

 A newly formed health care business account has a volume or type of payment that seems 
inconsistent with expected levels of activity for such an account.

 The physical location of a purported medical facility receiving reimbursements for COVID-19-
related health care services or relief funds is non-existent, a residential address, a commercial 
mail receiving agency address (e.g., a UPS Store address), or another non-office building 
address (e.g., a purported medical facility is listed as a laboratory, but the physical address is 
a vacant lot, car dealership, restaurant, or retail store).  

 The purported laboratory, health care service provider, or medical service personnel or their 
counterparties appear to have a minimal web presence, or one that begins around the time of 
the COVID-19 public health emergency declaration.
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 Following the public health emergency declaration, the physical location of a purported medical 
facility receiving payments for health care services or relief funds is far from the physical 
location of the majority of its patients or the providers purported to be practicing there, unless 
the facility is providing appropriate telehealth services (e.g., a purported medical facility located 
in a western state receives payments related to patients residing on the East Coast).

Kickbacks and money laundering

 After the COVID-19 public health emergency declaration, a health care service provider’s or 
other business account begins having overly complex, medical-related transactions involving 
multiple counterparties indicative of possible structuring, layering, kickbacks, or fraudulent 
medical claims.

 A health care service provider’s account makes frequent or unusually large payments 
recorded as advertising or marketing expenses, or makes recurring round-dollar payments 
to one or multiple individuals in a manner inconsistent with its payroll-related withdrawals.  
The payments may reference “director fees,” “consulting fees,” “marketing,” or “business 
process outsourcing.”   

 A health care service provider starts receiving payments from laboratories and health 
care services companies, but there is no financial documentation (e.g., operating expense 
payments) that the provider rendered legitimate services.  When questioned, the provider 
indicates that he or she invested in the company and the payments are dividends or payments 
for services (e.g., a laboratory pays a physician for services related to a COVID-19 laboratory 
test).  The tests, however, are not related to the physician’s specialization or do not normally 
require a physician’s involvement.  

Fraudulently obtaining COVID-19-relief funds13

 An account with no previous known association with providing health care services, receives 
an unexpected or excessive COVID-19-related payment that appears to be the CARES Act’s 
Provider Relief Fund or the PPP-HCEA payments.  Shortly after the account receives the deposit, 
an individual(s) withdraws the funds via large cash withdrawals, cashier’s checks, wires to an 
overseas account, transfers to personal accounts, or payments for non-business expenses.  

 An account previously associated with providing health care services but that has not been 
recently active or appears to be defunct, receives an unexpected or excessive COVID-19-related 
payment that appears to be the CARES Act’s Provider Relief Fund or the PPP-HCEA payments.  

 An account holder receives a substantial amount of reimbursements from health care benefit 
programs or health insurance companies for services rendered at the same time that the 
account holder receives COVID-19-related unemployment insurance payments.14

13. These red flag indicators pertain only to suspicious activity with a nexus to the health care industry and COVID-19.  
For non-health care industry suspicious activities related to COVID-19, please review FinCEN’s prior COVID-19 
related advisories and notices located on FinCEN’s website at https://www.fincen.gov/coronavirus.  

14. For more information about COVID-19-related unemployment insurance fraud, see FinCEN Advisory, 
FIN-2020-A007, “Advisory on Unemployment Insurance Fraud during the Coronavirus Disease 2019 (COVID-19) 
Pandemic,” (October 13, 2020).



F I N C E N  A D V I S O R Y

6

Case Studies

Two Owners of New York Pharmacies Charged in a $30 Million COVID-19 
Health Care Fraud and Money Laundering Case15 

Federal authorities indicted two owners of several New York-area pharmacies for their alleged 
roles in a $30 million health care fraud and money laundering scheme.  The indictment alleges 
that the defendants acquired control over dozens of New York pharmacies by paying others 
to pose as the owners of the pharmacies and hiring pharmacists to pretend to be supervising 
pharmacists at the pharmacies, for the purpose of obtaining pharmacy licenses and insurance 
plan credentialing.  According to the indictment, the defendants used COVID-19 emergency 
override billing codes to submit fraudulent claims to Medicare, for which they were allegedly 
paid over $30 million for medications that never were purchased by the pharmacies, prescribed 
by physicians, or dispensed to patients.  The defendants frequently filed such claims during 
periods when pharmacies were non-operational, and used doctors’ names on prescriptions 
without their permission.  

The indictment also alleges that, with the proceeds of the fraud, the defendants engaged 
in a complex, money laundering conspiracy where they created sham pharmacy wholesale 
companies and fabricated invoices to legitimate pharmaceutical drug purchases.  In a first 
phase, the defendants conspired with an international money launderer who arranged for 
funds to be wired from the sham pharmacy wholesale companies to companies in China for 
distribution to individuals in Uzbekistan.  The defendants received cash in exchange, provided 
for by members of the Uzbekistani immigrant community to an unlicensed money transfer 
business for remittance to their relatives in Uzbekistan, minus a commission that was deducted 
by the money launderer.  In a second phase, when the amount of fraudulent proceeds exceeded 
the amount of cash available in the Uzbekistani immigrant community, the defendants directed 
the international money launderer to transfer funds back from the sham wholesale companies 
to the defendants, their relatives, or their designees, in the form of certified cashier’s checks and 
bags of cash.  The defendants used the proceeds of the scheme to purchase real estate and other 
luxury items.  

15. See DOJ Press Release, “Two Owners of New York Pharmacies Charged in a $30 Million COVID-19 Health Care Fraud 
and Money Laundering Case,” (December 21, 2020).
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Medical Technology Company President Charged in Scheme to 
Defraud Investors and Health Care Benefit Programs in Connection 

with COVID-19 Testing16

The president of a California-based medical technology company allegedly paid kickbacks 
and bribes to marketers and doctors to run an allergy screening test for 120 allergens on 
every patient regardless of medical necessity.  As the COVID-19 pandemic progressed and 
many patients in the United States faced difficulty obtaining access to COVID-19 testing, the 
company president sought to expand the pre-existing allergy test scheme and capitalize on a 
national emergency for financial gain by combining the COVID-19 test with the more expensive 
allergy testing which did not identify or detect COVID-19.  In addition, the company president 
allegedly made false claims to investors concerning the company’s ability to provide accurate, 
fast, reliable, and cheap COVID-19 tests.  The Fraud Section of the Criminal Division of the 
Department of Justice and the U.S. Attorney’s Office for the Northern District of California 
charged the individual in connection with his alleged participation in schemes to mislead 
investors, to manipulate the company’s stock price, and to conspire to commit health care 
fraud in connection with the submission of over $69 million in false and fraudulent claims for 
allergy and COVID-19 testing.  HHS-OIG, the U.S. Postal Inspection Service, the Federal Bureau 
of Investigation, the Veterans Affairs Office of Inspector General, and the Defense Criminal 
Investigative Service investigated the case.

Information on Reporting Suspicious Activity

Suspicious Activity Report (SAR) Filing Instructions
SAR reporting, in conjunction with effective implementation of BSA compliance requirements 
by financial institutions, is crucial to identifying and stopping health insurance and health care 
frauds, including those related to the COVID-19 pandemic.  Financial institutions should provide 
all pertinent information in the SAR.  Following these filing instructions will make it easier for 
FinCEN, law enforcement, supervisors, and other relevant government agencies to identify and 
utilize the information submitted in the SAR.17  

• FinCEN requests that financial institutions reference this advisory by including the key term 
“FIN-2021-A001” in SAR field 2 (Filing Institution Note to FinCEN) and the narrative portion 
of the SAR to indicate a connection between the suspicious activity being reported and the 
activities highlighted in this advisory.  

16. See DOJ Press Release, “Medical Technology Company President Charged in Scheme to Defraud Investors and Health 
Care Benefit Programs in Connection with COVID-19 Testing,” (June 9, 2020).

17. FinCEN requests that financial institutions only reference this advisory if the suspicious activity relates to the 
health care industry and COVID-19.  For non-health care industry suspicious activities related to COVID-19, 
please review FinCEN’s prior COVID-19 related advisories and notices located on FinCEN’s website at 
https://www.fincen.gov/coronavirus.
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 • Financial institutions also should select SAR field 34(g) (health care – public or private health 
insurance) as the associated suspicious activity type to indicate a connection between the 
suspicious activity being reported and COVID-19.  Financial institutions should include 
additional detail about the type of health care fraud (e.g., Medicare – services not provided) 
in the narrative.  

• FinCEN requests that financial institutions wishing to report potential health care fraud 
unrelated to COVID-19 should not include this advisory’s key term in SAR field 2 or the 
SAR’s narrative portion.  Instead, please select field 34(g) and detail the activity in the 
narrative (e.g. addiction treatment – services not provided; or pain clinic – “marketing” fees). 

• Please refer to FinCEN’s May 2020 Notice Related to the Coronavirus Disease 2019 
(COVID-19) which contain information regarding reporting COVID-19-related crime, and 
remind financial institutions of certain BSA obligations.

For Further Information

Financial institutions should send questions or comments regarding the contents of this advisory to 
the FinCEN Regulatory Support Section at frc@fincen.gov. 

To report suspected heath care fraud, waste, or abuse within Medicare, Medicaid, CHIP, or the 
Marketplaces, please go to the following website to determine the best resource to notify: 
https://www.cms.gov/About-CMS/Components/CPI/CPIReportingFraud.

For the general public to report suspected fraud, waste, or abuse in Medicare or Medicaid call the 
HHS OIG at 1-800-HHS-TIPS (1-800-447-8477).

The mission of FinCEN is to safeguard the financial system from illicit use, 
combat money laundering and its related crimes including terrorism, and 
promote national security through the strategic use of financial authorities 
and the collection, analysis, and dissemination of financial intelligence.
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 FIN-2021-A002 February 24, 2021

Advisory on Financial Crimes Targeting COVID-19  
Economic Impact Payments

Detecting, preventing, and reporting financial crimes related to Economic Impact 
Payments is vital to the United States’ economic recovery, and critical to protecting 
innocent people from harm.

Introduction
The Financial Crimes Enforcement Network (FinCEN) 
is issuing this advisory to alert financial institutions to 
fraud and other financial crimes related to the Economic 
Impact Payments (EIPs),1 authorized by the Coronavirus 
Aid, Relief, and Economic Security (CARES) Act,2 and 
the Coronavirus Response and Relief Supplemental 
Appropriations Act of 2021.3

This advisory contains descriptions of EIP fraud, associated 
red flag indicators, and information on reporting suspicious 
activity.  This Advisory is part of a series published by 
FinCEN on COVID-19-related frauds and criminal activity.4  

This advisory is based on FinCEN’s analysis of COVID-19-
related information obtained from Bank Secrecy Act (BSA) 
data, public reporting, and law enforcement partners.  
Additional COVID-19-related information is located on 
FinCEN’s website at https://www.fincen.gov/coronavirus, 
which also contains information on how to register for 
FinCEN Updates.

1. For more information about EIPs, see Treasury Press Release, “Treasury and IRS Begin Delivering the Second Round 
of Economic Impact Payments to Millions of Americans,” (December 29, 2020); and Internal Revenue Service (IRS) 
Economic Impact Payment Information Center, (Last updated February 17, 2021) and Coronavirus and Economic 
Impact Payments: Resources and Guidance, (Last updated February 17, 2021).  If Congress authorizes any future 
payments, please monitor these resources for information related to any additional payments. 

2. Public Law 116–136.
3. Public Law 116-260.
4. For a complete listing of FinCEN’s COVID-19-related publications, please visit FinCEN’s Coronavirus webpage.

This Advisory should be shared with:
• 	Chief	Executive	Officers
• 	Chief	Operating	Officers
• 	Chief	Compliance	Officers
• 	Chief	Risk	Officers
• 	AML/BSA	Departments
• 	Legal	Departments
• 	Cyber	and	Security	Departments
• Customer	Service	Agents
• 	Bank	Tellers

SAR filing request
FinCEN requests financial 
institutions reference this advisory 
in SAR field 2 (Filing Institution 
Note to FinCEN) and the narrative 
by including the following key 
term: “FIN-2021-A002” and select 
SAR field 34(z) (Fraud - other).  
Additional guidance for filing 
SARs appears near the end of 
this advisory.
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EIP-Related Fraud and Theft
U.S. authorities have detected a wide range of EIP-related fraud and theft involving a variety of 
criminal actors.  The following examples are a non-exhaustive list of this type of criminal activity.

• Fraudulent checks:  Fraudsters send potential victims fraudulent checks, instructing the recipients 
to call a number or verify information online in order to cash the fraudulent EIP checks.  Victims 
are asked for personal or banking information under the guise that the information is needed to 
receive or speed up their EIP.  Fraudsters then use the information obtained to commit various 
crimes, such as identity theft and the unauthorized access of bank accounts.5

• Altered checks:  Fraudsters deposit altered EIP checks, often via automated teller machine (ATM) 
or mobile device.  These altered checks may modify the name of the payee, or leave the name 
blank, and the amount may be altered prior to deposit.  There is reporting of checks being 
chemically altered so the original payee is removed.  

• Counterfeit checks:  Fraudsters deposit counterfeit EIP checks, often via ATM or mobile device.  
Fraudsters have various methods to create a counterfeit check, including checks reproduced 
from digital images of checks issued by the U.S. Department of the Treasury.  However, such 
counterfeit checks will often have irregularities involving the check number, paper, coloring, 
and/or font.

• Theft of EIP:  Such thefts can include individuals stealing an EIP from the U.S. mail; requesting 
an EIP disbursal for an ineligible person; seeking another person’s EIP without the payee’s 
knowledge and/or approval, or through coercive means; or using stolen Personally Identifiable 
Information (PII), including providing false bank account information to the IRS to claim an 
EIP.

• Phishing schemes using EIP as a lure:  Fraudsters perpetrate phishing schemes using emails, 
letters, phone calls, and text messages containing keywords such as “Corona Virus,” 
“COVID-19,” and “Stimulus,” with the purpose of obtaining PII and financial account 
information, such as account numbers and passwords.6

• Inappropriate seizure of EIP:  A private company that may have control over a person’s finances 
or serves as his or her representative payee seizes a person’s EIP, for wage garnishments or debt 
collection, and does not return the inappropriately seized payments.7

5. See IRS News Release, “IRS Issues Warning about Coronavirus-related Scams; Watch Out for Schemes Tied to 
Economic Impact Payments,” (April 2, 2020).

6. See IRS News Release, “IRS Warns Against COVID-19 Fraud; Other Financial Schemes,” (June 8, 2020).  For more 
information about phishing schemes and identity theft related to COVID-19-relief efforts, including red flags, see 
FinCEN Advisory, FIN-2020-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the Coronavirus 
Disease 2019 (COVID-19) Pandemic,” (July 30, 2020); and FinCEN Advisory, FIN-2020-A003, “Advisory on Imposter 
Scams and Money Mule Schemes Related to Coronavirus Disease 2019 (COVID-19),” (July 7, 2020).

7. See Social Security Administration, Second Economic Impact Payment (Last updated January 15, 2021) and Economic 
Impact Payments Paid by the CARES Act (Last updated November 23, 2020); and IRS Press Release, “Economic 
Impact Payments Belong to Recipient, not Nursing Homes or Care Facilities,” (June 16, 2020).
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Red Flag Indicators of Financial Crimes Related to EIPs
As no single financial red flag indicator is necessarily indicative of illicit or suspicious activity, 
financial institutions should consider all surrounding facts and circumstances before determining 
if a transaction is suspicious or otherwise indicative of potentially fraudulent activities related to 
COVID-19.  In line with a risk-based approach to compliance with the BSA, financial institutions 
also are encouraged to perform additional inquiries and investigations where appropriate.  FinCEN 
has identified the financial red flag indicators described below to alert financial institutions to 
potential fraud and thefts related to EIPs as well as to assist financial institutions in detecting, 
preventing, and reporting suspicious transactions related to such activities.  Such financial red flag 
indicators may include: 

Fraudulent, altered, counterfeit, or stolen EIP checks, Automated Clearing House (ACH) deposits, and 
prepaid debit cards 

 An account holder attempts to deposit one or more checks that appear to be issued by the 
U.S. Treasury, but are fraudulent or counterfeit checks.8  When questioned, the customer may 
disclose that he or she: 

(i) was sent a partial payment, and needed to verify his or her PII or financial information 
before receiving the full EIP; or

(ii) received the check purportedly from a current or former employer with instructions that the 
check was the customer’s “stimulus payment” and that he or she was to buy prepaid cards 
and send them to another individual.

 An existing account receives, or an account holder makes, multiple EIP-related deposits for 
individuals other than the account holder(s), and the individuals named on the checks reside 
outside the geographic region of the account holder, or do not have a history at the account 
holder’s purported address.  This may be indicative of funnel account activities in which 
multiple EIPs are deposited or transferred throughout the United States into one account, 
which may be held by a fraudster or a money mule working for the fraudster.

 
An existing account receives an excessive number of EIPs via U.S. Treasury check or deposits 
related to a prepaid debit card linked to the same address (e.g., an account receiving more 
checks than expected relative to the customer’s profile and financial institution’s customer due 
diligence).  

8. The U.S. Secret Service (USSS) and the Department of the Treasury announced several security features in official U.S. 
Treasury checks.  See USSS Press Release, “U.S. Secret Service in Partnership with the U.S. Department of the Treasury 
Launch – Know Your U.S. Treasury Check Campaign,” (April 20, 2020).  For a description of the official U.S. Treasury 
check, see U.S. Treasury Check Security Features, (April 2020).  The status of EIP and other Treasury checks can be 
determined by using Treasury’s Bureau of Fiscal Services’ Treasury Check Verification System (TCVS).
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 A customer opens a new account with an EIP check or debit card, and the name of the 
potential account holder is different from that of the depositor or the payee of EIP.

 The EIP check is deposited, or the debit card’s funds are transferred, into dormant accounts 
with little or no prior activity. 

Theft of multiple EIPs

 Individual accounts opened after the U.S. government announced the EIP program, receive 
U.S. Treasury checks or direct deposits from the U.S. Treasury that could indicate multiple 
EIPs, and for individuals other than the account holder.

 The account holder is a child under age 17 at the end of the taxable year, but the account 
received numerous EIPs. 

 Rapid transfers of multiple EIPs into one account could indicate that bad actors are 
consolidating the payments.  After the funds are consolidated, the funds may be quickly 
(a) withdrawn via large cash withdrawals or serial ATM withdrawals; (b) used to purchase 
convertible virtual currencies (CVC); (c) transferred out of the account via a money services 
business such as cryptocurrency exchangers and peer-to-peer mobile payment systems, or 
wire transfers to other accounts; (d) used for large purchases at merchants that offer cash back 
as an option, in amounts not typical of this type of merchant; or (e) transferred onto prepaid 
debit or gift cards.

 An account receives several EIP-related deposits and almost immediately thereafter (a) 
disburses funds for large purchases at merchants that offer cash back as an option, in amounts 
not typical of this type of merchant, or (b) has funds transferred onto prepaid debit or gift 
cards.

 Deposits of one or more EIP U.S. Treasury checks or electronic deposits made into an account 
held by (a) a retail business, or (b) a personal account of a business owner or employee and 
the account holder is not the payee/endorser.  This may indicate that the business is using 
identifiers of its employees or customers to apply for their EIP benefits for the purpose of 
inappropriately collecting the payments.

 
The same Internet Protocol (IP) address is used to transfer funds from several EIP debit 
cards to a bank account, especially if that IP address is located outside of the United States or 
associated with a business. 

Other frauds and thefts occurring in an account receiving EIPs  

 An account receives (a) numerous deposits or electronic funds transfers (EFTs) that indicate 
the payments are linked to EIPs, and (b) unemployment insurance payments9 from one or 
more states in names that do not match the account holder(s).

9. FinCEN Advisory, FIN-2020-A007, “Advisory on Unemployment Insurance Fraud During the Coronavirus Disease 
2019 (COVID-19) Pandemic,” (October 13, 2020).
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 An account with several EIP deposits also receives numerous tax refunds from federal and 
state governments for individuals other than the account holder(s).  The names indicated on 
the EIPs and tax returns may be the same but are not those of the account holder(s). 

 Deposits of one or more EIP checks or electronic deposits are made into a nursing home or 
assisted living facility’s business account and those payments have not been returned to 
the resident.  This may be an indication that the business is inappropriately withholding 
residents’ EIP funds. 

Information on Reporting Suspicious Activity

Suspicious Activity Report (SAR) Filing Instructions
SAR reporting, in conjunction with effective implementation of BSA compliance requirements 
by financial institutions, is crucial to identifying and stopping EIP-related fraud and theft.  
Financial institutions should provide all pertinent information in the SAR.

• FinCEN requests that financial institutions reference this advisory by including the key 
term “FIN-2021-A002” SAR field 2 (Filing Institution Note to FinCEN) and the narrative 
to indicate a connection between the suspicious activity being reported and the activities 
highlighted in this advisory.  

• FinCEN also requests that filers mention “economic impact payment” in the SAR narrative 
along with any other relevant behavior, such as counterfeit checks, money mule activity, or 
identity theft, to indicate a connection between those activities and EIP frauds and thefts.   
Additionally, FinCEN requests that filers use this program-specific term and avoid relying 
on generalized key terms, such as “stimulus check.” 

• Financial institutions should also select SAR field 34(z) (Fraud - other) as the associated 
suspicious activity type to indicate a connection between the suspicious activity being 
reported and COVID-19.  Financial institutions should include the type of fraud and/or 
name of the scam or product (e.g., economic impact payment) in SAR field 34(z).  

• FinCEN requests filers not report the potential victim of an EIP fraud scheme as the subject 
of the SAR.  Rather, all available information on the victim should be included in the 
narrative portion of the SAR.

• Please refer to FinCEN’s May 2020 Notice Related to the Coronavirus Disease 2019 
(COVID-19) and February 2021 Consolidated COVID-19 Suspicious Activity Report Key 
Terms and Filing Instructions, which contain information regarding reporting COVID-19-
related crime, and reminds financial institutions of certain BSA obligations.
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For Further Information

Questions or comments regarding the contents of this advisory should be addressed to the FinCEN 
Regulatory Support Section at frc@fincen.gov.

For more information about TCVS, please visit Treasury’s Bureau of Fiscal Services website, 
Treasury Check Verification System, or contact Fiscal Service at (855) 868-0151, option 1 or 
paymentintegrity@fiscal.treasury.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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FIN-2021-NTC2 March 9, 2021

FinCEN Informs Financial Institutions of Efforts Related 
to Trade in Antiquities and Art

The Financial Crimes Enforcement Network (FinCEN) is issuing this Notice to inform financial 
institutions about (1) the Anti-Money Laundering Act of 2020 (the AML Act)1 efforts related to 
trade in antiquities and art, (2) select sources of information about existing illicit activity related 
to antiquities and art, and (3) provide specific instructions for filing Suspicious Activity Reports 
(SARs) related to trade in antiquities and art.  FinCEN encourages financial institutions to continue 
filing SARs regarding these topics.

New AML Act Measures
• Antiquities Regulations:  Section 6110(a) of the AML Act amends the definition of “financial 

institution” under the Bank Secrecy Act (BSA) to include persons “engaged in the trade of 
antiquities” and directs FinCEN to promulgate implementing regulations.  The BSA obligations 
imposed by Section 6110(a) will take effect on the effective date of those final regulations.

• Art Study:  Section 6110(c) of the AML Act requires the Secretary of the Treasury, in 
coordination with the Director of the Federal Bureau of Investigation, the Attorney General, and 
the Secretary of Homeland Security, to perform a study of the facilitation of money laundering 
and the financing of terrorism through the trade in works of art.  The study will include an 
analysis of, among other things, which markets should be subject to regulations and the degree 
to which the regulations, if any, should focus on high-value trade in works of art, and on the 
need to identify the actual purchasers of such works, in addition to other persons engaged in 
the art trade. 

Illicit Activity Associated with Trade in Antiquities and Art
Financial institutions with existing BSA obligations, including the reporting of suspicious 
activity, should be aware that illicit activity associated with the trade in antiquities and art may 
involve their institutions.  Crimes relating to antiquities and art may include looting or theft, the 
illicit excavation of archaeological items, smuggling, and the sale of stolen or counterfeit 

1. The AML Act was enacted into law as part of the National Defense Authorization Act for Fiscal Year 2021, Public Law 
116-283.
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objects.2  Crimes relating to antiquities and art also may include money laundering and sanctions 
violations, and have been linked to transnational criminal networks, international terrorism, and 
the persecution of individuals or groups on cultural grounds.3 

SAR Filing Instructions
Financial institutions’ SAR reporting, in conjunction with effective implementation of their other 
BSA compliance requirements, is crucial to identifying and stopping money laundering and other 
crimes related to trade in antiquities and art.

• FinCEN requests that financial institutions reference “FIN-2021-NTC2” in SAR field 2 (Filing 
Institution Note to FinCEN) and the narrative portion of the SAR to indicate a connection 
between the suspicious activity being reported and the activities highlighted in this notice.  

• Financial institutions should also select SAR field 36(z) (Money Laundering - other) as the 
associated suspicious activity type, and note if the suspicious activity relates to “Antiquities,” 
“Art,” or both (in some instances, an object could be considered both an antiquity and a work 
of art.  

SAR Narrative.  FinCEN also requests that filers detail the reported activity in the narrative 
portion of the SAR, explaining how the suspicious activity relates to “Antiquities,” “Art,” or 
both.  Filers should provide any available details that may assist in the identification of (1) the 
objects connected to the financial transactions, (2) other transactions or proposed transactions 
that may involve antiquities or art, and (3) any other relevant information.  Filers should provide 
all available details (such as names, identifiers, and contact information—including Internet 
Protocol (IP) and email addresses and phone numbers) regarding (1) the actual purchasers or 
sellers of the property, and their intermediaries or agents, (2) the volume and dollar amount of 
the transactions involving an entity that is—or may be functioning as—a dealer in antiquities or 
art, and (3) any beneficial owner(s) of entities (such as shell companies).  In the case of stolen art 
or antiquities, filers should provide a detailed and specific description of the stolen item(s) and 
indicate whether photographs of the items are available.  Filers should also provide information 
about the place(s) where the reported individuals or entities are operating. 

2.  INTERPOL, “The Issues – Cultural Property,” (Last Accessed March 8, 2021).
3.  U.S. Senate, Permanent Subcommittee on Investigations, “The Art Industry and U.S. Policies that Undermine 

Sanctions,” (July 29, 2020); INTERPOL, “The Issues – Cultural Property,” (Last Accessed March 8, 2021); U.S. 
Department of State, “Tackling Illicit Trafficking of Antiquities and its Ties to Terrorist Financing,” (June 20, 2018);  
U.N. Office on Drugs and Crime, “Links Between Terrorism, Crime and Trafficking in Cultural Property/Antiquities,” 
(March 2019); Financial Action Task Force, “Emerging Terrorist Financing Risks,” (October 2015); U.S. Department 
of the Treasury, Office of Foreign Assets Control, “Advisory and Guidance on Potential Sanctions Risks Arising from 
Dealings in High-Value Artwork,” (October 30, 2020); Congressional Research Service, “Transnational Crime Issues: 
Arts and Antiquities Trafficking,” (March 1, 2021).
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For Further Information
Additional illicit finance information, including advisories and notices, can be found on 
FinCEN’s website at https://www.fincen.gov, which also contains information on how to register 
for FinCEN Updates.  Questions or comments regarding the contents of this notice should be 
addressed to the FinCEN Regulatory Support Section at frc@fincen.gov. 

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and 
its related crimes including terrorist financing, and promote national 
security through the strategic use of financial authorities and the 
collection, analysis, and dissemination of financial intelligence.
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FIN-2021-NTC3 September 16, 2021

FinCEN Calls Attention to Online Child Sexual  
Exploitation Crimes

The Financial Crimes Enforcement Network (FinCEN) is issuing this Notice to call attention to an 
increase in online child sexual exploitation (OCSE).  This Notice provides financial institutions with 
specific suspicious activity report (SAR) filing instructions, and highlights some financial trends 
related to OCSE.  

Crimes related to OCSE, including the funding, production, and distribution of child sexual 
abuse materials (CSAM), have increased during the COVID-19 pandemic, according to multiple 
law enforcement authorities.  This increase in activity is likely due to a confluence of factors, 
including: (1) increased internet usage by children who are spending more time online, both 
unsupervised and during traditional school hours; (2) restricted travel during the COVID-19 
pandemic resulting in more sex offenders being online; and (3) increased access to and use 
of technology, including encrypted communications, bulk data transfer, cloud storage, live-
streaming, and anonymized transactions.1  Another trend is the rise in sextortion of minors, who 
are coerced or exploited into exchanging sexual images via the internet, mobile devices, and social 
media platforms.2  OCSE offenders often groom3 minors to share or post self-generated content 
online in exchange for money. 

FinCEN performed a review of OCSE-related SARs and observed the following trends.  Between 
2017 and 2020, there was a 147 percent increase in OCSE-related SAR filings, including a 17 percent 
year-over-year increase in 2020.  FinCEN also observed that OCSE offenders are increasingly 

1. See Federal Bureau of Investigation (FBI) Press Release, “School Closings due to COVID-19 Present Potential for 
Increased Risk of Child Exploitation,” (March 23, 2020), and U.S. Department of Justice, “Keeping Children Safe 
Online,” (Updated, August 3, 2021).  See also Europol, “Exploiting Isolation: Offenders and Victims of Online Child 
Sexual Abuse during the COVID-19 Pandemic,” (June 13, 2020);  Interpol, “Child Sexual Exploitation and Abuse – 
Threats and Trends,” (September 20, 2020); and European Parliament, “Curbing the Surge in Online Child Abuse: The 
Dual Role of Digital Technology in Fighting and Facilitating its Proliferation,” (November 2020).

2. Sextortion is an “online exploitation crime directed towards children in which non-physical forms of coercion are 
used, such as blackmail, to acquire sexual content from the child, engage in sex with the child, or obtain money 
from the child.”  See The National Center for Missing and Exploited Children (NCMEC), “Sextortion,” (Accessed 
September 16, 2021).

3. According to the Department of Justice’s (DOJ) Child Exploitation and Obscenity Section (CEOS), it is common for 
producers of child pornography to groom victims, or cultivate a relationship with a child and gradually sexualize 
the contact over time.  The grooming process fosters a false sense of trust and authority over a child in order to 
desensitize or break down a child´s resistance to sexual abuse.  See DOJ CEOS, “Child Pornography,” (Updated May 
28, 2020).  NCMEC has received reports that include instances of a child being groomed to sell or trade the child’s 
sexual images or accept other incentives, such as gift cards.  See NCMEC, “Online Enticement,” (Accessed  September 
16, 2021).
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using convertible virtual currency (CVC) (some of which provide anonymity), peer-to-peer mobile 
applications, the darknet, and anonymization and encryption services to try to avoid detection.  
CVC in particular is increasingly the payment method of choice for OCSE offenders who make 
payments to websites that host CSAM.4  Finally, FinCEN found that OCSE facilitators attempt 
to conceal their illicit file sharing and streaming activities by transferring funds via third-party 
payment processors.5

Suspicious Activity Report (SAR) Filing Instructions

SARs, in conjunction with effective implementation of other BSA requirements, are crucial to 
identify and stop cybercrimes, including OCSE.  Financial institutions should provide all pertinent 
and available information in the SAR narrative and attachments.6

• FinCEN requests that financial institutions reference only this notice in SAR field 2 (Filing 
Institution Note to FinCEN) using the keyword “OCSE-FIN-2021-NTC3”; this keyword should 
also be referenced in the narrative to indicate a connection between the suspicious activity 
being reported and the activities highlighted in this notice.  Financial institutions may highlight 
additional advisory keywords in the narrative, if applicable.

• Financial institutions should also select SAR Field 38(z) (Other) as the associated suspicious 
activity type to indicate a connection between the suspicious activity reported and OCSE 
activity and include the term “OCSE” in the text box.  If known, enter the subject’s internet-
based contact with the financial institution in SAR Field 43 (IP Address and Date).  

• If human trafficking or human smuggling are suspected in addition to OCSE activity, financial 
institutions should also select SAR Field 38(h) (Human Trafficking) or SAR Field 38(g) (Human 
Smuggling), respectively.7

• FinCEN asks that reporting entities use the Child Sexual Exploitation (CSE) terms and 
definitions in the appendix below when describing suspicious activity, which will assist 
FinCEN’s analysis of the SARs.

4. See U.S. Department of Justice Press Release, “South Korean National and Hundreds of Others Charged Worldwide in 
the Takedown of the Largest Darknet Child Pornography Website, Which was Funded by Bitcoin,” (October 16, 2019), 
and U.S. Immigration and Customs Enforcement Press Release, “Dutch national charged in takedown of obscene 
website selling over 2,000 “real rape” and child pornography videos, funded by cryptocurrency,” (March 12, 2020).

5. For a list of financial red flag indicators associated with human trafficking, including OCSE activity, see FinCEN 
Advisory, FIN-2020-A008, “Supplemental Advisory on Identifying and Reporting Human Trafficking and Related 
Activity,” (October 15, 2020).  Recent publications related to financial intelligence and OCSE include: Egmont Group, 
“Combating Online Child Sexual Abuse and Exploitation through Financial Intelligence,” (July 2020); and AUSTRAC 
Fintel Alliance, “Combating the Sexual Exploitation of Children for Financial Gain,” (November 2019).

6. In the narrative, FinCEN requests that filers further address the details of the reported activity.  When reporting 
OCSE-related activity, the inclusion of relevant technical cyber indicators (e.g., chat logs, IP addresses, email 
addresses, filenames, and CVC addresses, such as bitcoin) is invaluable for locating and investigating the criminals 
perpetrating activity and thus critical to law enforcement.

7. OCSE does not necessarily indicate human trafficking or smuggling, but may overlap with regard to certain offenses 
noted in FinCEN’s Human Trafficking Advisories, such as 18 U.S. Code § 1591 (sex trafficking of children or by force, 
fraud, or coercion), 18 U.S. Code § 2423 (transportation of minors), and 18 U.S. Code § 2422 (coercion and enticement). 
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• For additional information on reporting cyber-enabled crimes, including on how to file SARs, 
please see: FAQs for Reporting Cyber-Events, Cyber-Enabled Crime, and Cyber-Related 
Information.  Collaboration between Bank Secrecy Act (BSA)/anti-money-laundering (AML) and 
cybersecurity units within financial institutions is an effective practice for gathering information 
helpful to identifying OCSE offenders and victims.  Please refer to FinCEN’s Advisory on 
Cyber-Events and Cyber-Enabled Crime, which contains examples of useful information to 
report including chat logs, IP addresses, email addresses, filenames, and CVC addresses, 
such as bitcoin.  Financial institutions may consider sharing cyber-related information for the 
purposes of identifying and reporting money laundering and OCSE offenses.8

For Further Information

FinCEN’s website at https://www.fincen.gov/ contains information on how to register for FinCEN 
Updates.  Questions or comments regarding the contents of this notice should be addressed to the 
FinCEN Regulatory Support Section at frc@fincen.gov. 

If you have immediate information to share with law enforcement, please contact the National 
Center for Missing and Exploited Children, which operates a Cyber Tip Line and hotline at 1-800-
843-5678, in partnership with the FBI, DHS, and other law enforcement agencies.

8. See FinCEN, “Section 314(b) Fact Sheet,” (December 2020), which states that the safe harbor from liability set forth in 
section 314(b) of the USA PATRIOT Act may apply in certain situations to the sharing of cyber-related information, 
such as IP addresses.  For information on sharing cyber-related information outside BSA safe harbor protections, see 
U.S. Department of Homeland Security and U.S. Department of Justice, “Guidance to Assist Non-Federal Entities to 
Share Cyber Threat Indicators and Defensive Measures with Federal Entities under the Cybersecurity Information 
Sharing Act of 2015,” (October 2020).
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Appendix: CSE Terms and Definitions9

Term Definition
Child Sexual 
Exploitation10 

This conduct includes travel in interstate or foreign commerce to engage 
in illicit sexual conduct with any child under the age of 18; extraterritorial 
child sexual abuse committed by U.S. citizens and nationals; child sex 
trafficking; and all other acts involving criminal sexual abuse of children 
under the age of 18.

Offenses 
Involving Child 
Pornography11,12 

The production, advertisement, distribution, receipt, or possession of 
child pornography, or the livestreaming of child sexual abuse.  Production 
of child pornography includes “sextortion,” where offenders use deceit 
or non-physical forms of coercion, such as blackmail, to acquire child 
pornography depicting the targeted minors.13  Child pornography is any 
visual depiction (photo, video, or livestream) showing minors involved in 
sexually explicit conduct.14 

Online Child Sexual 
Exploitation15 

The use of the internet or mobile phones as a means (1) to engage or 
attempt to engage in child sexual exploitation; (2) to persuade, induce, 
entice or coerce a minor to engage in any illegal sexual activity; or (3) to 
commit an offense involving child sexual abuse material.

Facilitator/
Intermediary16 

Facilitators and intermediaries are the individuals or entities whose 
conduct facilitates or aids and abets the commission of the sexual offense 
against the child.

9. For additional information on the legal definitions of the sexual exploitation of children, see DOJ, “Citizen’s guide to 
U.S. Federal Child Exploitation and Obscenity Laws,” (Updated November 12, 2020).

10. See DHS, “Strategy to Combat Human Trafficking, the Importation of Goods Produced with Forced Labor, and Child 
Sexual Exploitation,” (January 2020). 

11. Id. The phrase “child pornography” is used in this document because that is the term that appears in federal law.  
However, this material is more commonly referred to as “child sexual abuse material.”

12. See 18 U.S.C. § 2256(8)
13. See The  NCMEC, “Sextortion,” (Accessed September 16, 2021).
14. See 18 U.S.C. § 2256(2) for a definition of “sexually explicit conduct” relating to child pornography.
15. See United Nations Interagency Working Group, “Terminology Guidelines for the Protection of Children from Sexual 

Exploitation and Sexual Abuse,” (Accessed September 16, 2021).
16. Id.
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 FIN-2021-A004 November 8, 2021

Advisory on Ransomware and the Use of the Financial 
System to Facilitate Ransom Payments 

Detecting and reporting ransomware payments are vital to holding ransomware attackers 
accountable for their crimes and preventing the laundering of ransomware proceeds.

1. FIN-2020-A006
2. See U.S. Department of the Treasury Press Release, “Treasury Continues Campaign to Combat Ransomware As Part 

of Whole-of-Government Effort,”  (Oct. 15, 2021); and FinCEN, Financial Trend Analysis: Ransomware Trends in Bank 
Secrecy Act Data Between January 2021 and June 2021 (FinCEN 2021 Ransomware Report), at 3 (Oct. 15, 2021); see also 
White House, FACT SHEET: Ongoing Public U.S. Efforts to Counter Ransomware (Oct. 13, 2021).

Introduction
The Financial Crimes Enforcement Network (FinCEN) is 
updating and replacing its October 1, 2020 Advisory on 
Ransomware and the Use of the Financial System to Facilitate 
Ransom Payments.1  This updated advisory is in response to 
the increase of ransomware attacks in recent months against 
critical U.S. infrastructure, such as the May 2021 ransomware 
attack that disrupted the operations of Colonial Pipeline, the 
largest pipeline system for refined oil products in the United 
States.  This attack led to widespread gasoline shortages 
that affected tens of millions of Americans.  Other recent 
targets include entities in the manufacturing, legal services, 
insurance, financial services, health care, energy, and food 
production sectors.  

FinCEN issued the original advisory to alert financial 
institutions to predominant trends, typologies, and potential 
indicators of ransomware and associated money laundering 
activities.  The advisory provided information on: (1) the role 
of financial intermediaries in the processing of ransomware 
payments; (2) trends and typologies of ransomware and 
associated payments; (3) ransomware-related financial red 
flag indicators; and (4) reporting and sharing information 
related to ransomware attacks. This amended advisory 
reflects information released by FinCEN in its Financial 

Trend Analysis Report issued on October 15, 2021, and is part of the Department of the Treasury’s 
broader efforts to combat ransomware.2  In particular, this updated advisory identifies new trends 

This Advisory should be shared 
with:
• 	Chief	Executive	Officers
• 	Chief	Operating	Officers
• 	Chief	Compliance	Officers
• 	Chief	Risk	Officers
• 	AML/BSA	Departments
• 	Legal	Departments
• 	Cyber	and	Security	
Departments

• Customer	Service	Agents
• 	Bank	Tellers

SAR Filing Request
FinCEN requests financial 
institutions reference this 
advisory in SAR field 2 (Filing 
Institution Note to FinCEN) and 
the narrative by including the 
following key term: “CYBER 
FIN-2021-A004” and select 
SAR field 42 (Cyber Event). 
Additional guidance for filing 
SARs appears near the end of 
this advisory.
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and typologies of ransomware and associated payments, including the growing proliferation of 
anonymity-enhanced cryptocurrencies (AECs) and decentralized mixers.3  

Additionally, in October 2020, the Department of Justice (DOJ) released “Cryptocurrency: An 
Enforcement Framework,” a publication produced by the Attorney General’s Cyber-Digital 
Task Force.  The Framework provides a comprehensive overview of the emerging threats and 
enforcement challenges associated with the increasing prevalence and use of cryptocurrency; 
details the important relationships that the DOJ has built with regulatory and enforcement partners 
both within the U.S. government and around the world; and outlines the DOJ’s response strategies.  
Among other topics, the Framework discusses the use of cryptocurrency as a payment method by 
bad actors to facilitate ransom and blackmail.4

The information contained in this advisory is derived from FinCEN’s analysis of cyber and 
ransomware-related Bank Secrecy Act (BSA) data, open source reporting, and law enforcement partners.

Ransomware is a form of malicious software (“malware”) designed to block access to a 
computer system or data, often by encrypting data or programs on information technology (IT) 
systems to extort ransom payments from victims in exchange for decrypting the information 
and restoring victims’ access to systems or data.5  In some cases, in addition to the encrypting 
information, the perpetrators threaten to publish sensitive files belonging to the victims, which 
can be individuals or business entities (including financial institutions).  The consequences of 
a ransomware attack can be severe and far-reaching—with losses of sensitive, proprietary, and 
critical information and/or loss of business functionality.

The Role of Financial Intermediaries in Facilitating  
Ransomware Payments

Ransomware attacks are a growing concern for the financial sector because of the critical role 
financial institutions play in the collection of ransom payments.  Processing ransomware payments 
is typically a multi-step process that involves at least one depository institution and one or more 
entities directly or indirectly facilitating victim payments, including money services businesses 
(MSB).  Most ransomware schemes involve convertible virtual currency (CVC), the preferred 
payment method of ransomware perpetrators.  Following the delivery of the ransom demand, a 
ransomware victim will typically transmit funds via wire transfer, automated clearinghouse, or 
credit card payment to a CVC exchange to purchase the type and amount of CVC specified by the 
ransomware perpetrator.  Next, the victim or an entity working on the victim’s behalf sends the 
CVC, often from a wallet hosted6  at the exchange, to the perpetrator’s designated account or CVC 

3. See FinCEN 2021 Ransomware Report, at 2, 3, 9, 12-13 (Oct. 15, 2021).
4. See DOJ Report of the Attorney General’s Cyber Criminal Task Force, Cryptocurrency: An Enforcement Framework 

(Oct. 2020) (hereinafter, DOJ Cryptocurrency Enforcement Framework); see also DOJ Press Release, “Attorney General 
William P. Barr Announces Publication of Cryptocurrency Enforcement Framework,” (Oct. 8, 2020).

5. Both extortion and computer fraud and abuse are specified unlawful activities and predicate offenses to money 
laundering.  See 18 U.S.C § 1956(c)(7).

6. “Hosted wallets” are CVC wallets where the CVC exchange receives, stores, and transmits the CVCs on behalf of their 
accountholders.  See FinCEN Guidance, FIN-2019-G001, “Application of FinCEN’s Regulations to Certain Business 
Models Involving Convertible Virtual Currencies,” (May 9, 2019).
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address.  The perpetrator then launders the funds through various means — including mixers, 
tumblers,7 and chain hopping8 — to convert funds into other CVCs.  These transactions may be 
structured into smaller “smurfing”9  transactions involving multiple people, and across many 
different CVC addresses, accounts, and exchanges, including peer-to-peer (P2P)10  and nested 
exchanges.  Criminals prefer to launder their ransomware proceeds in jurisdictions with weak anti-
money laundering and countering financing of terrorism (AML/CFT) controls.

Cyber insurance companies (CICs) and digital forensic and incident response (DFIR) companies 
can also play a role in ransomware transactions.  CICs issue policies designed to mitigate an 
entity’s losses from a variety of cyber incidents, such as data breaches, business interruption, 
and network damage.  CICs may reimburse policyholders for particular remediation services 
including the use of DFIRs if needed.  As part of incident remediation, affected entities may hire 
a DFIR company to negotiate with the cybercriminal, facilitate payment to the cybercriminal, and 
investigate the source of the cybersecurity breach. 

Figure 1. Movement of CVC in Ransomware Incidents
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7. Mixing or tumbling involves the use of mechanisms to break the connection between an address sending CVC and 
the addresses receiving CVC.  For more information, see  FinCEN 2021 Ransomware Report, at 13 (Oct. 15, 2021).

8. Chain hopping is a cross-virtual-asset layering technique for users attempting to conceal criminal behavior.  Criminals 
obfuscate the trail of virtual currency by shifting the trail of transactions from the blockchain of one virtual currency 
to the blockchain of another virtual currency, often in rapid succession.  See DOJ Cryptocurrency Enforcement 
Framework, at 41-44.

9. Smurfing refers to a layering technique in money laundering that involves breaking total amounts of funds into 
smaller amounts to move through multiple accounts before arriving at the ultimate beneficiary.

10. P2P exchangers are individuals or entities offering to exchange fiat currencies for virtual currencies or one virtual 
currency for another virtual currency.  P2P exchangers usually operate informally, typically advertising and marketing 
their services through online classified advertisements or fora, social media, and by word of mouth.  See FinCEN 
Advisory, FIN-2019-A003, “Advisory on Illicit Activity Involving Convertible Virtual Currency,” (May 9, 2019).
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Some DFIR companies and CICs, as well as some MSBs that offer CVCs, facilitate ransomware 
payments to cybercriminals, often by directly receiving customers’ fiat funds, exchanging them for 
CVC, and then transferring the CVC to criminal-controlled accounts.  Depending on the particular 
facts and circumstances, this activity could constitute money transmission.  Entities engaged in 
MSB activities (such as money transmission) are required to register as an MSB with FinCEN, and 
are subject to BSA obligations, including filing SARs.11  FinCEN will not hesitate to take action 
against entities and individuals engaged in money transmission or other MSB activities if they fail 
to register with FinCEN or comply with their other AML obligations.

Persons involved in ransomware payments must also be aware of any Office of Foreign Assets 
Control (OFAC)-related obligations that may arise from that activity.12  On September 21, 2021, 
OFAC issued an updated advisory highlighting the sanctions risks associated with facilitating 
ransomware payments on behalf of victims targeted by malicious cyber-enabled activities.13  
Additionally, in October 2021, OFAC issued sanctions compliance guidance for the virtual currency 
industry, which provides an overview of key items such as reporting instructions, consequences of 
non-compliance, and compliance best practices.14 

Trends and Typologies of Ransomware and Associated Payments 
The severity and sophistication of ransomware attacks continue to rise15  across various sectors, 
particularly across governmental entities, and financial, educational, and healthcare institutions.16   
Ransomware attacks on small municipalities and healthcare organizations have increased, likely 
due to the victims’ weaker cybersecurity controls, such as inadequate system backups and 
ineffective incident response capabilities.17

Cybercriminals using ransomware often resort to common tactics, such as wide-scale phishing 
and targeted spear-phishing campaigns that induce victims to download a malicious file or go to a 
malicious site, exploit remote desktop protocol endpoints and software vulnerabilities, or deploy 
“drive-by” malware attacks that host malicious code on legitimate websites.  Proactive prevention 
through effective cyber hygiene, cybersecurity controls, and business continuity resiliency is 
often the best defense against ransomware.18  On July 15, 2021, the U.S. government announced 

11. See generally 31 CFR Part 1022; and 31 CFR § 1010.100(ff).
12. See OFAC, “Sanctions Compliance Guidance for the Virtual Currency Industry,” (Oct. 15, 2021); 

FinCEN Ransomware Report 2021, at 13 (Oct. 15, 2021); and White House, FACT SHEET: Ongoing Public U.S. Efforts 
to Counter Ransomware, (Oct. 13, 2021).

13. See OFAC, “Updated Advisory on Potential Sanctions Risks for Facilitating Ransomware Payments,” (Sept. 21, 2021).
14. See OFAC, “Sanctions Compliance Guidance for the Virtual Currency Industry,” (Oct. 15, 2021).
15. The Federal Bureau of Investigation (FBI) Internet Crime Complaint Center (IC3) received 20% more reports of 

ransomware incidents in 2020 than in 2019, with a 225% increase in ransom demands, totaling $29 million in 2020 
up from $9 million in 2019. See FBI IC3, 2020 Internet Crime Report, (2020).  In the first six months of 2021, FinCEN 
identified $590 million in ransomware-related SARs, a 42 percent increase, compared to 2020’s total of $416 million.  
See FinCEN 2021 Ransomware Report, at 3 (Oct. 15, 2021).

16. See FinCEN Advisory, FIN-2019-A005, “Advisory on Cybercrime and Cyber-Enabled Crime Exploiting the 
Coronavirus Disease 2019 (COVID-19) Pandemic,” (July 30, 2020).

17. See FinCEN 2021 Ransomware Report, at 3 (Oct. 15, 2021).  Also see generally DHS Cybersecurity & Infrastructure 
Security Agency (CISA), Ransomware Guide, (Sept. 2020).

18. See FBI and DHS CISA, “Joint Cybersecurity Advisory: Ransomware Awareness for Holidays and Weekends,” 
(Aug. 31, 2021).
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new resources and initiatives to protect American businesses and communities from ransomware 
attacks.  The DOJ and the Department of Homeland Security (DHS), together with federal partners, 
launched a new website to combat the threat of ransomware.19  StopRansomware.gov establishes a 
one-stop hub for ransomware resources for individuals, businesses, and other organizations.  This 
new hub is a collaborative effort across the federal government and is the first joint website created 
to help private and public organizations mitigate their ransomware risk.20 

Extortion Schemes:  Cybercriminals are increasingly engaging in “double extortion schemes,” 
which involve removing sensitive data from the targeted networks and encrypting the system 
files and demanding ransom.21  The cybercriminals then threaten to publish or sell the stolen data 
if the victim does not pay the ransom.  Other extortion schemes have also emerged whereby the 
cybercriminals use the system breach to target additional parties related to the initial victim, such 
as the victim’s business partners and customers, in an attempt to identify follow-on targets.22  These 
third parties may provide new leverage for the attacker to use against the victim. 

Use of Anonymity-Enhanced Cryptocurrencies (AECs):  Cybercriminals usually require 
ransomware payments to be denominated in CVCs, most commonly in Bitcoin.  However, they are 
also increasingly requiring or incentivizing victims to pay in AECs that reduce the transparency 
of CVC financial flows, through anonymizing features, such as mixing and cryptographic 
enhancements.23  Cybercriminals have even offered discounted rates to victims who pay their 
ransoms in AECs.  One such AEC increasingly demanded by ransomware criminals is Monero.  

Unregistered CVC Mixing Services: In order to protect their illicit gains, cybercriminals often use 
mixers to obfuscate their illicit activities.24  Mixers aim to “break” the connection between the 
sender and the receiver of the CVC transaction by commingling CVC belonging to other mixer 
users and splitting the value into many small pieces that pass through a number of different 
intermediary accounts.  The result is that cybercriminals trade CVC directly associated with any 
one particular crime for other CVC of equal value originating from alternative sources.  Mixers 
include both anonymizing service providers, and anonymizing software providers.  

Cashing Out Through Foreign CVC Exchanges: In order to launder and cash out their illicit proceeds, 
cybercriminals often use CVC exchanges that have lax compliance controls or that operate in 
jurisdictions with little regulatory oversight.  These exchanges often operate in high-risk jurisdictions 
or in jurisdictions that do not maintain effective information sharing agreements with other 
countries. Cybercriminals and their affiliates may use these exchanges to facilitate conversion of the 
“dirty” CVC to their preferred legal tender or fiat currency to integrate back into the financial system.

19. See DOJ Press Release, “U.S. Government Launches First One-Stop Ransomware Resource at StopRansomware.gov,” 
(July 15, 2021).

20. See CISA, https://www.cisa.gov/stopransomware - StopRansomware.gov is the U.S. Government’s official one-stop 
location for resources to tackle ransomware more effectively.

21. See FinCEN 2021 Ransomware Report, at 3 (Oct. 15, 2021).
22. See FBI and DHS CISA, “Joint Cybersecurity Advisory: Ransomware Awareness for Holidays and Weekends,” 

(Aug. 31, 2021).
23. See FinCEN Advisory, FIN-2019-A003, “Advisory on Illicit Activity Involving Convertible Virtual Currency,” 

(May 9, 2019).
24. See FinCEN 2021 Ransomware Report, at 13 (Oct. 15, 2021).
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Ransomware Criminals Forming Partnerships and Sharing Resources:  Many cybercriminals 
engage in profit sharing through ransomware-as-a-service (RaaS), a business model in which 
ransomware developers sell or otherwise deliver ransomware software to individuals or groups 
that have separately gained illicit access to the victim network.  RaaS allows cybercriminals 
of varying skill levels to monetize their illicit access by infecting computer networks with 
ransomware.  As part of the profit sharing arrangement, the RaaS developer often receives a 
percentage of any ransom paid by the victim.  A recent example of this model is the DarkSide 
ransomware, which cybercriminals deployed against Colonial Pipeline in early 2021.25  

Use of “Fileless” Ransomware:  Fileless ransomware is a sophisticated tool that can be challenging to 
detect because the malicious code is written to a computer’s memory rather than into a file on a hard 
drive, which allows cybercriminals to circumvent off-the-shelf antivirus and malware defenses.26 

“Big Game Hunting” Schemes:  Cybercriminals are increasingly engaging in selective targeting 
of larger enterprises to demand bigger payouts – commonly referred to as “big game hunting.”27   
Cybercriminals may target organizations with weaker security controls and a higher propensity to 
pay the ransom due to the criticality of their services.

Recent Examples of Ransomware Attacks
In 2021, there have been some noteworthy ransomware attacks against critical U.S. infrastructure 
conducted by cybercriminal groups:

• As noted above, in May 2021, a cybercriminal group perpetrated an attack that disrupted 
Colonial Pipeline causing widespread U.S. gasoline shortages.  The FBI subsequently attributed 
the attack to a Russian-speaking group known as DarkSide.28  DarkSide developed ransomware 
for a criminal organization that then perpetrated the attack.  This other criminal organization 
transferred a portion of the ransom proceeds to DarkSide as payment for the development of 
the ransomware.  (As discussed earlier in this advisory, the development of ransomware as a 
service is known as RaaS.)  The FBI successfully seized criminal proceeds from a bitcoin wallet 
that DarkSide ransomware actors used to collect a ransom payment from a victim.29

• Also in May 2021, a cybercriminal group conducted a ransomware attack of JBS Meat Packing 
Corporation, causing a shutdown to their entire production process.  The FBI attributed this 
attack to Sodinokibi/REvil.30 

25. See DOJ Press Release, “DAG Monaco Delivers Remarks at Press Conference on Darkside Attack on Colonial 
Pipeline,” (June 7, 2021).

26. The Multi-State Information Sharing and Analysis Center (MS-ISAC) observed a 153% increase of reported instances 
of ransomware targeting state, local, tribal, and territorial governments from 2018 to 2019.  See MS-ISAC, 
Security Primer – Ransomware, (May 2020).

27. See FBI Public Service Announcement, Alert No. I-100219-PSA, “High-Impact Ransomware Attacks Threaten U.S. 
Businesses and Organizations,” (Oct. 2, 2019).

28. See FBI, Press Conference Regarding the Ransomware Attack on Colonial Pipeline, (June 7, 2021).
29. See id.
30. See FBI, FBI Statement on JBS Cyberattack, (June 2, 2021).
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• In July 2021, Sodinokibi/REvil attacked Kaseya, a U.S.-based critical infrastructure entity in 
the IT Sector and implementations of their remote monitoring and management tool, affecting 
hundreds of organizations—including multiple managed service providers and their customers.31   

FinCEN’s review of BSA data has identified DarkSide and Sodinokibi/REvil as among the most 
costly ransomware variants in the first six months of 2021.  During this timeframe, 458 ransomware 
related transactions were reported with a total value of $590 million.32 

Financial Red Flag Indicators of Ransomware and 
Associated Payments

FinCEN has identified the following financial red flag indicators of ransomware-related illicit 
activity to assist financial institutions in detecting, preventing, and reporting suspicious 
transactions associated with ransomware attacks.  As no single financial red flag indicator is 
indicative of illicit or suspicious activity, financial institutions should consider the relevant facts 
and circumstances of each transaction, in keeping with their risk-based approach to compliance.33

 A financial institution or its customer detects IT enterprise activity that is connected to 
ransomware cyber indicators or known cyber threat actors.  Malicious cyber activity may be 
evident in system log files, network traffic, or file information.34  

 When opening a new account or during other interactions with the financial institution, a 
customer provides information that a payment is in response to a ransomware incident. 

 A customer’s CVC address, or an address with which a customer conducts transactions is 
connected to ransomware variants,35  payments, or related activity.  These connections may 
appear in open sources or commercial or government analyses.

 An irregular transaction occurs between an organization, especially an organization from 
a sector at high risk for targeting by ransomware (e.g., government, financial, educational, 
healthcare) and a DFIR or CIC, especially one known to facilitate ransomware payments. 

31. See FBI and CISA, “Joint Cybersecurity Advisory: Ransomware Awareness for Holidays and Weekends,” 
(August 31, 2021).

32. See FinCEN, FinCEN 2021 Report, at 3 (Oct. 15, 2021). 
33. For more information about red flags of illicit CVC use, see FinCEN Advisory, FIN-2019-A003, “Advisory on Illicit 

Activity Involving Convertible Virtual Currency,” (May 9, 2019).
34. For example cyber indicators of compromise on specific ransomware threats, see DHS CISA Technical Alerts, 

Ransomware Alerts.  For other cyber indicator resources, see also FinCEN’s Cyber Indicator Lists (CILs), shared through 
the FinCEN Secure Information Sharing System; the U.S. Department of the Treasury’s Office of Cybersecurity and 
Critical Infrastructure Protection’s CILs and circulars, available upon request; and DHS CISA’s cyber analytic products 
and services, including a comprehensive list of COVID-19-related indicators of compromise in CSV or STIX-formatted 
XML formats, the Cyber Information Sharing and Collaboration Program (CISCP), and the Automated Indicator Sharing 
(AIS) program.  Public-private and industry partnerships, such as the Financial Services Information Sharing and 
Analysis Center, and open source and commercial cyber threat feeds can also be useful resources.

35. Ransomware actors develop their own versions of ransomware, known as “variants.” For more information, 
see FinCEN, FinCEN 2021 Ransomware Report, at 3 (Oct. 15, 2021).



F I N C E N  A D V I S O R Y

8

 
A DFIR or CIC customer receives funds from a counterparty and shortly after receipt of funds 
sends equivalent amounts to a CVC exchange.

 A customer shows limited knowledge of CVC during onboarding or via other interactions 
with the financial institution, yet inquires about or purchases CVC (particularly if in a large 
amount or rush requests), which may indicate the customer is a victim of ransomware.

 A customer that has no or limited history of CVC transactions sends a large CVC transaction, 
particularly when outside a company’s normal business practices. 

 A customer that has not identified itself to the CVC exchanger, or registered with FinCEN as 
a money transmitter, appears to be using the liquidity provided by the exchange to execute 
large numbers of offsetting transactions between various CVCs, which may indicate that the 
customer is acting as an unregistered MSB.

 A customer uses a foreign-located CVC exchanger in a high-risk jurisdiction lacking, or 
known to have inadequate, AML/CFT regulations for CVC entities.

 A customer receives CVC from an external wallet, and immediately initiates multiple, rapid 
trades among multiple CVCs, especially AECs, with no apparent related purpose, followed by 
a transaction off the platform. This may be indicative of attempts to break the chain of custody 
on the respective blockchains or further obfuscate the transaction.

 A customer initiates a transfer of funds involving a mixing service.

 A customer uses an encrypted network (e.g., the onion router) or an unidentified web portal 
to communicate with the recipient of the CVC transaction.

Reminder of Regulatory Obligations for U.S. Financial Institutions 
Regarding Suspicious Activity Reporting Involving Ransomware and 

USA PATRIOT ACT Section 314(b) Information Sharing Authority

Suspicious Activity Reporting

Financial institutions play an important role in protecting the U.S. financial system from 
ransomware threats through compliance with their BSA obligations.  Financial institutions should 
determine if filing a SAR is required or appropriate when dealing with an incident of ransomware 
conducted by, at, or through the financial institution, including ransom payments made by financial 
institutions that are victims of ransomware.  As a reminder, a financial institution is required to file 
a SAR if it knows, suspects, or has reason to suspect a transaction conducted or attempted by, at, 
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or through the financial institution involves or aggregates to $5,000 (or, with one exception, $2,000 
for MSBs)36  or more in funds or other assets and involves funds derived from illegal activity, 
or attempts to disguise funds derived from illegal activity; is designed to evade regulations 
promulgated under the BSA; lacks a business or apparent lawful purpose; or involves the use of 
the financial institution to facilitate criminal activity.  Reportable activity can involve transactions, 
including payments made by financial institutions, related to criminal activity like extortion and 
unauthorized electronic intrusions that damage, disable, or otherwise affect critical systems.  SAR 
obligations apply to both attempted and successful transactions, including both attempted and 
successful initiated extortion transactions.37

Financial institutions are required to file complete and accurate reports that incorporate all relevant 
information available, including cyber-related information.  When filing a SAR regarding suspicious 
transactions that involve cyber events (including ransomware), financial institutions should 
provide all pertinent available information on the event and associated with the suspicious activity, 
including cyber-related information and technical indicators, in the SAR form and narrative.  When 
filing is not required, institutions may file a SAR voluntarily to aid law enforcement in protecting 
the financial sector.  Valuable cyber indicators for law enforcement investigations for ransomware 
can include relevant email addresses, Internet Protocol (IP) addresses with their respective 
timestamps, login information with location and timestamps, CVC wallet addresses, mobile device 
information (such as device International Mobile Equipment Identity (IMEI) numbers), malware 
hashes, malicious domains, and descriptions and timing of suspicious electronic communications.

When a financial institution files a SAR, it is required to maintain a copy of the SAR and the 
original or business record equivalent of any supporting documentation for a period of five years 
from the date of filing the SAR.38  Financial institutions must provide any requested SAR and all 
documentation supporting the filing of a SAR upon request by FinCEN or an appropriate law 
enforcement or supervisory agency.39  When requested to provide supporting documentation, 
financial institutions should take special care to verify that a requestor of information is, in 
fact, a representative of FinCEN or an appropriate law enforcement or supervisory agency.  A 
financial institution should incorporate procedures for such verification into its BSA compliance 
or anti-money laundering program.  These procedures may include, for example, independent 
employment verification with the requestor’s field office or face-to-face review of the 
requestor’s credentials.40 

36. See 31 CFR §§ 1020.320, 1021.320, 1022.320, 1023.320, 1024.320, 1025.320, 1026.320, 1029.320, and 1030.20.  The 
monetary threshold for filing money services businesses SARs is, with one exception, set at or above $2,000.  See also 
31 CFR § 1022.320(a)(2).

37. FinCEN assesses that ransomware-related activity is under-reported.
38. See 31 CFR §§ 1020.320(d), 1021.320(d), 1022.320(c), 1023.320(d), 1024.320(c), 1025.320(d), and 1026.320(d).
39. Id. See also FinCEN Guidance, FIN-2007-G003, “Suspicious Activity Report Supporting Documentation,” 

(June 13, 2007).
40. See FinCEN Guidance, FIN-2007-G003, “Suspicious Activity Report Supporting Documentation,” (June 13, 2007).
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Ransomware Payments Require Immediate Attention 
It is critical that financial institutions (including CVC exchanges) identify and immediately 
report any suspicious transactions associated with ransomware attacks.  For purposes of meeting 
a financial institution’s SAR obligations, FinCEN and law enforcement consider suspicious 
transactions involving ransomware attacks to constitute “situations involving violations that 
require immediate attention.”41  Financial institutions wanting to report suspicious transactions 
related to recent or ongoing ransomware attacks should contact FinCEN’s Financial Institution 
Hotline at 1-866-556-3974.  Financial institutions must subsequently file a SAR using FinCEN’s 
BSA E-filing System, providing as much of the relevant details around the activity as available at 
that time.  Amended SARs should be filed to include additional information related to the same 
activity that is learned later; completely new activity should be filed in a new “initial” SAR filing.

SAR Filing Instructions
FinCEN requests that financial institutions reference this advisory by including the key term:

“CYBER-FIN-2021-A004”
In SAR field 2 (Filing Institution Note to FinCEN) and the narrative to indicate a connection 
between the suspicious activity being reported and ransomware-related activity. 

Financial institutions should also select SAR field 42 (Cyber event) as the associated suspicious 
activity type, as well as select SAR field 42z (Cyber event - Other) while including “ransomware” 
as keywords in SAR field 42z, to indicate a connection between the suspicious activity being 
reported and possible ransomware activity.  Additionally, financial institutions should include any 
relevant technical cyber indicators related to the ransomware activity and associated transactions 
within the available structured cyber event indicator SAR fields 44(a)-(j), (z).

Information Sharing
Information sharing among financial institutions is critical to identifying, reporting, and 
preventing evolving ransomware schemes.  Financial institutions sharing information under 
the safe harbor authorized by section 314(b) of the USA PATRIOT Act are reminded that they 
may share information relating to transactions that the institution suspects may involve the 
proceeds of one or more specified unlawful activities (“SUAs”) and such an institution will still 
remain protected from civil liability under the section 314(b) safe harbor.  The SUAs listed in 18 
U.S.C. §§ 1956 and 1957 include an array of fraudulent and other criminal activities, including 
extortion and computer fraud and abuse.  FinCEN strongly encourages information sharing 
via section 314(b) where financial institutions suspect that a transaction may involve terrorist 
financing or money laundering, including one or more SUAs.42

41. See e.g., 31 CFR § 1020.320(b)(3) (Banks), 31 CFR § 1022.320(b)(3) (Money Services Businesses), and 31 CFR § 
1025.320(b)(3) (Insurance Companies).

42. For further guidance related to the 314(b) Program, see FinCEN, “Section 314(b) Fact Sheet” (Dec. 2020).
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For Further Information

Questions or comments regarding the contents of this advisory to the FinCEN Regulatory Support 
Section at frc@fincen.gov.

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.
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FIN-2021-NTC4 November 18, 2021

FinCEN Calls Attention to Environmental Crimes and 
Related Financial Activity

The Financial Crimes Enforcement Network (FinCEN) is issuing this Notice to call attention to an 
upward trend in environmental crimes and associated illicit financial activity.  FinCEN is highlighting 
this trend because of: (1) its strong association with corruption and transnational criminal 
organizations, two of FinCEN’s national anti-money laundering and countering the financing 
of terrorism (AML/CFT) priorities;1 (2) a need to enhance reporting and analysis of related illicit 
financial flows;2 and (3) environmental crimes’ contribution to the climate crisis, including threatening 
ecosystems, decreasing biodiversity, and increasing carbon dioxide in the atmosphere.3  This Notice 
provides financial institutions with specific suspicious activity report (SAR) filing instructions and 
highlights the likelihood of illicit financial activity related to several types of environmental crimes.

Environmental Crimes

Global environmental crimes are estimated by some international organizations to generate 
hundreds of billions in illicit proceeds annually and now rank as the third largest illicit activity 
in the world following the trafficking of drugs and counterfeit goods.4  The international police 

1. FinCEN, National AML/CFT Priorities News Release, June 30, 2021 (containing links to the national priorities and two 
guidance documents), https://www.fincen.gov/news/news-releases/fincen-issues-first-national-amlcft-priorities-and-
accompanying-statements.

2. Financial Action Task Force (FATF), Money Laundering from Environmental Crime, July 2021, at pp. 5-6 (recognizing the 
need to better understand financial flows related to environmental crimes and citing similar recognitions by United 
Nations, G7, and G20), https://www.fatf-gafi.org/publications/environmentalcrime/documents/money-laundering-
from-environmental-crime.pdf; FATF, Money Laundering and the Illegal Wildlife Trade, June 2020, at pp. 5-7 (indicating 
that the financial trail is “rarely” investigated in illegal wildlife trafficking), https://www.fatf-gafi.org/media/fatf/
documents/Money-laundering-and-illegal-wildlife-trade.pdf;  ECOFEL, Financial Investigations into Wildlife Crime, 
January 2021, at p. 6 (“Historically, there have been few financial investigations into wildlife crime around the 
world.”), https://egmontgroup.org/sites/default/files/filedepot/external/ECOFEL Financial Investigations into Wildlife 
Crime Report Final .pdf.

3. FATF, Money Laundering from Environmental Crime, supra at p. 5; FATF, Money Laundering and the Illegal Wildlife Trade, 
supra at p. 7; see also, UK Department for Environment, Food & Rural Affairs and the Rt Hon. Lord Goldsmith, UK 
Commits Additional £7.2 Million to Tackling Illegal Wildlife Trade, October 1, 2021 (referring to illegal wildlife trafficking 
resulting in the depletion of carbon sequestering abilities), https://www.gov.uk/government/news/uk-commits-
additional-72-million-to-tackling-illegal-wildlife-trade.

4. FATF, Money Laundering from Environmental Crime, supra at p. 11 (“Estimates of the scale of financial flows from 
environmental crimes vary considerably but evidence suggests that proceeds account for hundreds of billions of dollars 
annually impacting all regions.”); Interpol, RHIPTO, and the Global Initiative Against Transnational Crime, World 
Atlas of Illicit Flows, 2018, at p. 15 (including illegal exploitation and theft of oil and acknowledging that these figures 
represent the best estimates from the best available sources which are limited at this time), https://globalinitiative.net/
wp-content/uploads/2018/09/Atlas-Illicit-Flows-Second-Edition-EN-WEB.pdf.
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organization Interpol estimates that total proceeds from environmental crimes are growing at a 
rate of at least 5% per year.5  Furthermore, there is reporting that in conflict zones, environmental 
crimes, including illegal exploitation and theft of oil, provide an estimated 38% of illicit income to 
armed groups, more than any other illicit activity, including drug trafficking.6

Environmental crimes encompass illegal activity that harm human health, and harm nature and 
natural resources by damaging environmental quality, including increasing carbon dioxide levels 
in the atmosphere, driving biodiversity loss, and causing the overexploitation of natural resources.7  
This category of crimes includes (i) wildlife trafficking, (ii) illegal logging, (iii) illegal fishing, (iv) 
illegal mining, and (v) waste and hazardous substances trafficking.8  These crimes are relatively 
low risk activities with high rewards because enforcement efforts are limited, demand for the 
products and services generated by these crimes is high, and criminal penalties are not as severe as 
for other illicit activities.  Environmental crimes frequently involve transnational organized crime 
and corruption and are often associated with a variety of other crimes including money laundering, 
bribery, theft, forgery, tax evasion, fraud, human trafficking, and drug trafficking.  See appendix for 
additional information on each type of illicit activity.  

Suspicious Activity Report Filing Instructions

Financial institutions’ SAR fillings, in conjunction with effective implementation of their Bank 
Secrecy Act (BSA) compliance requirements, are crucial to identifying and stopping environmental 
crimes and related money laundering.  

• FinCEN requests that financial institutions reference only this notice in SAR field 2 (Filing 
Institution Note to FinCEN) using keyword “FIN-2021-NTC4;” this keyword should also be 
referenced in the narrative portion of the SAR to indicate a connection between the suspicious 
activity being reported and the activities highlighted in this notice.9

• Financial institutions should also select SAR field 38(z) (Other Suspicious Activities - other) as 
the associated suspicious activity type to indicate a connection between the suspicious activity 
being reported and environmental crimes and use the most relevant keyword for suspicious 

5. Id.; Interpol Website, accessed on October 1, 2021, https://www.interpol.int/News-and-Events/News/2020/INTERPOL-
marks-a-decade-of-tackling-serious-organized-environmental-crime. 

6. Interpol, et. al,  World Atlas of Illicit Flows, supra at p. 15 (noting that drugs trafficking, the second highest source of 
illicit funds to armed groups in conflict zones accounts for 28% of income).

7. Some sources refer to “conservation crimes,” a subset of environmental crimes that encompasses illegal activities that 
harm or threaten nature and natural resources.

8. For a more in depth examination of wildlife trafficking, see FATF, Money Laundering and the Illegal Wildlife Trade, 
supra, and ECOFEL, Financial Investigations into Wildlife Crime, supra.   For a general overview of illegal logging, illegal 
mining, and waste trafficking, see FATF, Money Laundering From Environmental Crime Handout, July 2021, https://
www.fatf-gafi.org/media/fatf/documents/reports/Money-laundering-from-environmental-crime-handout.pdf, and 
FATF, Money Laundering from Environmental Crime, supra.  For a discussion of illegal fishing, see National Oceanic and 
Atmospheric Administration (NOAA) website, accessed October 1, 2021, https://www.fisheries.noaa.gov/insight/
understanding-illegal-unreported-and-unregulated-fishing.

9. In the narrative, filers must describe the reported suspicious activity consistent with applicable SAR reporting 
requirements.
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activity such as “wildlife trafficking,” “illegal logging,” “illegal fishing,” “illegal mining,” or 
“waste trafficking.”  If the suspicious activity involves multiple potential offenses, FinCEN also 
requests that filers include all relevant keywords in the narrative.

• Financial institutions may consider sharing information on suspected environmental crimes 
offenses under Section 314(b) for the purposes of identifying and reporting money laundering 
activity.10

SAR Narrative: FinCEN also requests that filers further detail how the suspicious activity relates 
to environmental crimes.  Filers should provide any available details concerning how the illicit 
product, plant, or waste was solicited, acquired, stored, transported, financed, and paid for.  Filers 
also should provide all available details (such as names, identifiers, and contact information—
including Internet Protocol (IP) and email addresses and phone numbers) regarding: (i) any 
actual purchasers or sellers of the illicit product, plant, waste or waste disposal services, and their 
intermediaries or agents; (ii) the volume and dollar amount of the transactions involving an entity 
that is—or may be functioning as—a supplier of illicit products, plants, waste or waste services; 
and (iii) any beneficial owner(s) of involved entities (such as shell companies).  In the case of illicit 
waste, filers should provide all available details and specific descriptions of the waste product and 
any known details about its origin, transport, and destination.  If known, filers should provide 
information about the place(s) where the reported individuals or entities are operating.

For Further Information

Additional illicit finance information, including advisories and notices, can be found on FinCEN’s 
website at https://www.fincen.gov, which also contains information on how to register for FinCEN 
Updates. Questions or comments regarding the contents of this notice should be addressed to the 
FinCEN Regulatory Support Section at frc@fincen.gov. 

The mission of the Financial Crimes Enforcement Network is to safeguard 
the financial system from illicit use, combat money laundering and its 
related crimes including terrorism, and promote national security through 
the strategic use of financial authorities and the collection, analysis, and 
dissemination of financial intelligence.

10. FinCEN, Section 314(b) Fact Sheet, December 2020, https://www.fincen.gov/sites/default/files/shared/314bfactsheet.
pdf, which states that the safe harbor from liability set forth in section 314(b) of the USA PATRIOT Act may apply in 
certain situations to the sharing of cyber-related information, such as IP addresses. 
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Appendix: Environmental Crimes and Descriptions
Crime Description

Wildlife 
Trafficking 

Wildlife trafficking, also known as the illegal wildlife trade (IWT), involves 
the illicit trade of protected animals, animal parts, and derivatives thereof, 
including procurement, transport, and distribution, in violation of 
international or domestic law, and money laundering related to this activity.  
The United Nations estimates that in excess of 7,000 different species are 
illegally trafficked.11  This activity is increasingly carried out by transnational 
criminal organizations (TCOs) and both encourages and entrenches corruption.  
In 2021, the U.S. Department of State identified 28 countries of focus for 
wildlife trafficking, including six countries of particular concern for related 
corruption—Cambodia, Cameroon, Democratic Republic of Congo, Laos, 
Madagascar, and Nigeria.12  Further, wildlife trafficking bolsters illicit trade 
routes, threatens critical biodiversity, damages fragile ecosystems, and can 
lead to the spread of zoonotic diseases.13  Proceeds from wildlife trafficking are 
estimated by international organizations to be between $7 and $23 billion per 
year and account for a quarter of all wildlife trade.14

IWT uses many of the same routes and methods used by drug traffickers 
and others engaged in illicit trade and can vary depending on the species.15  
Common smuggling techniques include concealing items in personal bags 
and falsely identifying goods as legal wildlife or other products.16  IWT trade 
ranges from a single live animal to multi-ton commercial shipments, with the 
latter becoming increasingly common.  

11. United Nations Office on Drugs and Crime (UNODC), World Wildlife Report Summary and Overview, 2020, at p. 11, 
https://www.unodc.org/documents/data-and-analysis/wildlife/2020/World_Wildlife_Report_2020_9July.pdf.

12. Pursuant to The Eliminate, Neutralize, and Disrupt (END) Wildlife Trafficking Act of 2016, https://www.congress.
gov/bill/114th-congress/house-bill/2494, the U.S. Department of State published the 2021 END Wildlife Trafficking 
Report and identified 28 countries of focus based on the conclusion that they were a “major source of wildlife 
trafficking products or their derivatives, a major transit point of wildlife trafficking products or their derivatives, or 
a major consumer of wildlife trafficking products” and six countries as countries of concern based on evidence their 
“governments actively engaged in or knowingly profited from the trafficking of endangered or threatened species.”  
U.S. Department of State, 2021 END Wildlife Trafficking Report, November 4, 2021, https://www.state.gov/2021-end-
wildlife-trafficking-report/.

13. Congressional Research Service (CRS), Wildlife Trade, COVID-19, and Other Zoonotic Diseases, Updated February 19, 
2021, at p. 1, https://crsreports.congress.gov/product/pdf/IF/IF11494; FATF, Money Laundering and the Illegal Wildlife 
Trade, supra at p. 7.

14.  FATF, Money Laundering and the Illegal Wildlife Trade, supra at p. 13, citing UNEP-Interpol 2014, and Daan P, Van 
Uhm, The Illegal Wildlife Trade Inside the World of Poachers, Smugglers and Traders, 2016, https://www.springer.com/gp/
book/9783319421285.

15. UNODC, World Wildlife Report, supra at p. 14 and Chapters 2-7.
16. Id. at p. 26.
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Crime Description
Wildlife 
Trafficking 
(continued)

IWT can be facilitated by a myriad of funding mechanisms, including, but not 
limited to, cash, bank transfers (wires and automated clearing house), transfers 
through informal values transfer systems, transfers through money services 
businesses, transfers conducted using online or mobile payment processors, 
and transactions using convertible virtual currencies (CVCs).  Traffickers are 
increasingly turning to social media platforms to advertise, sell, and otherwise 
engage in IWT, including facilitating payments and the movement of money.17  
The involvement of the United States in IWT includes serving as a source, 
transit, destination, and money laundering location.

Illegal Logging Illegal logging and associated trade (ILAT) is generally defined as the 
harvesting, processing, transporting, buying and selling of timber in violation 
of national and international laws.18  ILAT encompasses cutting down 
protected tree species, cutting down trees on protected land, and logging 
beyond legal limits.  These crimes are often associated with TCOs, corruption, 
forged documents, misused logging permits, tax evasion, and falsified 
customs declarations, and result in illicit proceeds estimated by international 
organizations to be between $51 and $152 billion a year.19  This activity can 
have “significant negative impact on land use and tenure, human habitation 
and sustainable livelihoods and cause climate, land, and asset degradation.”20  
Some experts estimate that the “ecosystem service value” lost from illegal 
logging is $1 trillion or more annually based on what the illegally logged trees 
would have provided, including the value of absorbing carbon to offset rising 
carbon dioxide levels.21

Illegal logging concentrations have been noted in primary rainforests in  
Central America and South America, central and southern Africa, southeast 
Asia, and Eastern Europe,22 accounting for up to 90% of tropical deforestation 
in some countries.23  The timber is transported from and through these regions 
to East Asia, North America, and Western Europe24 and typically sold in legal 
markets where the illegal origin of the product is difficult to ascertain.  

17.  U.S. Department of the Interior, Ten Things Poachers Don’t Want You to Know About Wildlife Trafficking, September 9, 
2020, https://www.doi.gov/blog/10-things-poachers-dont-want-you-know-about-wildlife-trafficking.

18. World Bank, Illegal Logging, Fishing, and Wildlife Trade: The Costs and How to Combat It, 2019, at p. 10,  
https://openknowledge.worldbank.org/handle/10986/32806.

19. Id. at p. 15, (referencing United Nations Environment Programme - Interpol data from 2016).
20. FATF, Money Laundering from Environmental Crime, supra at p. 13.
21. World Bank, Illegal Logging, Fishing, and Wildlife Trade, supra at pp. 17-18.
22. FATF, Money Laundering from Environmental Crime, supra at p. 13.
23. Interpol, Forestry Crime: Tackling the Most Lucrative of Environmental Crimes, December 14, 2020, accessed October 

1, 2021, https://www.interpol.int/en/News-and-Events/News/2020/Forestry-crime-targeting-the-most-lucrative-of-
environmental-crimes.

24. FATF, Money Laundering from Environmental Crime, supra at p. 13.
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Because this illicit trade is commingled with legal trade, it may involve corporate 
structures, the use of shell companies in various jurisdictions, and the movement 
of proceeds in the international financial system.25  With respect to consumption, 
China, India, Japan, the United States and certain countries in the European Union 
are considered the biggest consumers of illegal logging,26 with China often serving 
as a processing center for illicit timber from Africa, Asia, and beyond.27 

Illegal Fishing Illegal fishing refers to fishing activities conducted in contravention of 
applicable laws and regulations at the local, regional, and international 
levels.28  These crimes are often associated with other illegal activity, including 
TCOs, corruption, money laundering, human trafficking, piracy, drug 
trafficking, and forgery,29 and are estimated by international organizations to 
result in annual illicit proceeds between $11 and $24 billion.30  Illegal fishing 
poses a direct threat to healthy ocean ecosystems, as well as the economic and 
food security of entire nations.31

Illegal fishing occurs all over the world with a variety of species.  Specific 
information about the scope of illegal fishing is not readily available as efforts 
in this area, including those of the U.S. government, are commonly grouped 
with unregulated and under-regulated fishing, referred to collectively as 
illegal, unreported, and unregulated fishing or “IUU.”  With that important 
caveat, it is instructive to consider available IUU statistics to begin to 
understand the scope and nature of illegal fishing.  It is estimated that, 
internationally, one in five fish caught originated from IUU.32  In 2019, the 
United States alone imported an estimated $2.4 billion in seafood products 
derived from IUU, including swimming crab, wild-caught warm water 
shrimp, yellowfin tuna, and squid.  The countries involved in the biggest 
imports of IUU to the United States include China, Russia, Mexico, Vietnam, 

25. Id. at p. 12.
26. Congressional Research Service, International Illegal Logging: Background and Issues, February 26, 2019, at p.1,  

https://sgp.fas.org/crs/misc/IF11114.pdf.
27. U.S. Customs and Border Protection, The True Cost of Timber, July 19, 2021, at p. 2, citing sources,  

https://www.cbp.gov/frontline/cbp-stops-illegal-logging.
28. See NOAA website, Understanding Illegal, Unreported, and Unregulated Fishing, supra. 
29. See United States Coast Guard (U.S.C.G.), Illegal, Unreported, and Unregulated Fishing Pilot Program, December 6, 2019, 

at p. 2, https://www.dhs.gov/sites/default/files/publications/uscg_-_illegal_unreported_and_unregulated_fishing_-_
pilot_program.pdf; Interpol, Fighting Illegal Unreported, and Unregulated Fishing, December 7, 2020, Fighting illegal, 
unreported and unregulated fishing (interpol.int); U.S. State Department, Report on Human Trafficking in Fishing in 
International Waters, January 2021, Task Force on Human Trafficking in Fishing in International Waters Report to 
Congress | January 2021 (justice.gov);

30. Interpol, et. al, World Atlas of Illicit Flows, supra, at p. 15.
31. NOAA website, Understanding Illegal, Unreported, and Unregulated Fishing, supra.
32. U.S.C.G., Illegal, Unreported, and Unregulated Fishing Strategic Outlook, accessed October 21, 2021, United States Coast 

Guard Illegal, Unreported, and Unregulated Fishing Strategic Outlook (uscg.mil).
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and Indonesia.33  According to the U.S. Coast Guard, IUU “has replaced piracy 
as the leading global maritime security threat” that if unabated will lead to the 
“deterioration of fragile coastal States and increased tension among foreign-
fishing Nations, threatening geo-political stability around the world.”34 

Illegal Mining Illegal mining involves extraction of various metals, stones, and materials, 
including gold, silver, iron, coal, diamonds, emeralds, and rare earths, in 
violation of the law, including by failing to secure legal permits, land rights, 
licenses, and environmental safeguards.35  The activity is often associated 
with other crimes or criminal groups such as TCOs, corruption, fraud, 
human trafficking, and money laundering.36  Proceeds from illegal mining are 
estimated by international organizations to be between $12 and $48 billion per 
year37 and the activity results in significant deforestation, loss of biodiversity, 
environmental damages, and threats to human health.38

The extraction occurs around the world, by small and large-scale mining, 
and increasingly involves TCO activity.39  In addition, this trade is often 
commingled with legal trade and may involve corporate structures and 
shell companies in various jurisdictions.  Illegal mining is unique in that 
it provides illicit actors both a source of proceeds as well as a means to 
launder proceeds from other crimes.40  Most of the proceeds of this activity 
are thought to end up in the international financial system.41  The Federal 
Bureau of Investigation has found that TCOs are using “often-witting United 
States businesses to exploit U.S. regulations and export illegally extracted 
gold to the United States to launder billions of illicit proceeds from criminal 
operations in Latin America.”42 

33. United States International Trade Commission (USITC), IUU Accounts For More Than $2 Billion of U.S. Seafood Imports, 
March 18, 2021, at p. 2, https://www.usitc.gov/press_room/news_release/2021/er0318ll1740.htm, citing USITC, Seafood 
Obtained Via IUU: U.S. Imports and Economic Impact on U.S. Commercial Fisheries, February 2021.

34. U.S.C.G., Illegal, Unreported, and Unregulated Fishing Strategic Outlook, supra.
35. FATF, Money Laundering from Environmental Crime, supra, at p. 8.
36. See, e.g., National Money Laundering Risk Assessment, 2018, at pp. 32 and 40, https://home.treasury.gov/system/

files/136/2018NMLRA_12-18.pdf.
37. Interpol, et. al, World Atlas of Illicit Flows, supra at p. 15.
38. Testimony of Regina Thompson, Deputy Assistant Director, Criminal Investigative Division, Federal Bureau of 

Investigation, Statement for the Record, Senate Foreign Relations Committee, Subcommittee on Western Hemisphere, 
Transnational Crime, Civilian Security, Democracy, Human Rights and Global Women’s Issues, hearing on Illicit 
Mining: Threats to U.S. National Security and Threats to Human Rights, December 5, 2019, at pp. 2-3, https://www.fbi.
gov/news/testimony/illicit-mining-threats-to-us-national-security-and-international-human-rights-120519.

39. FATF, Money Laundering from Environmental Crime, supra at pp. 14 and 16.
40. Id. at pp. 14 and 19.
41. Id. at p. 12.
42. Testimony of Regina Thompson, hearing on Illicit Mining: Threats to U.S. National Security and Threats to Human Rights, 

supra at pp. 2-3.
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Hazardous 
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Trafficking

Waste trafficking refers to intentional disposal of various kinds of waste, 
including, electronics, plastic, and industrial byproducts and runoff in a 
manner inconsistent with waste disposal laws.43  It can occur during several 
stages of waste management, specifically collection, transportation, sorting, 
recycling, and disposal.  Hazardous substance trafficking may also involve 
waste trafficking or trade in regulated substances that are illegal in the United 
States, such as banned pesticides.  The Environmental Protection Agency has 
identified the illegal disposal of hazardous waste, the export of hazardous 
waste without the permission of the receiving country, illegal discharge 
of pollutants into the water, and the disposal of regulated chemicals, like 
asbestos, inconsistent with laws and regulations, as typical examples of their 
investigations related to waste management.44  International organizations 
estimate that waste trafficking generates $10-12 billion annually.45 

43. FATF, Money Laundering from Environmental Crime, supra at p. 8.
44. United States Environmental Protection Agency website, Criminal Investigations – Violation Types and Examples, 

accessed October 1, 2021, https://www.epa.gov/enforcement/criminal-investigations-violation-types-and-examples.
45. FATF, Money Laundering from Environmental Crime, supra at p. 16.


